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BT B A AR RBE M BL, T LU A 20 M 2% (1 Mo B2 5 B 5 e Bl R G R ] 22 FHBL
BEARILAHE TF R AR B o

WMRRGEVIHIBEANER, SERNRF CHIN DMERARERRA “IPSHL” D) ANMRFMEA
RIS H AR H 0 fa) s il 2288 DL 55 Bl sk . A TR T B O mSiE, da
SR A — DA B AR EIA . FEE R A L F L K 2 Secure Firewall Management
Center, {EILAT] LLAE IS EH I A My 1At 0) A 2% 5 7= (R Lt

BT CRHT A B B NI A el s NR R L, MR B B & Z 5 sl e 2
A R .

ATEFMMHENEEHTAR

T DU DR TR A2 N AR A MIPP AL FLAE I 2RI 1 22 4 SR A B8 v 2 7 BT s (0 T L
ORI, PO B L s R .
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I GE NAZ AR P DR T35 ) T ) AR SRR T e ] DAE F Hep — AN i T AR RRE (b s
—AEE L N NI . MR — A Z PR ED , s T LLaE | S TAE
V. A DIAEIET A e XER TERE, ZE G0 m N2 FH1:.

f AR S O TP Mk FLEV S 4R | P itbiik (Resolve | P Addresses) Fi4 40 B E, F440
K AT RE s TR 1

EZERE T, AT DA A M TR AT S AR B« AN e MR e 5 ) ) 4 ) % ek £ s

T EFEHMAE >+ BTES > AR>S54,
P2 AT NIET W] L FE

o VRN TR0 ) - S SO R R AR, R P P I TR

o BECTARRRE - WA AR A A AR SRR 00 A2 SCTARRURE, 18 sl TAR SRR bl
SF (YR TAERFR) ([switch workflow]) LLIERE R G4 (it AT 2 AR R

o PR - 2L g/ B 0 A E R R AR S, S AR E I TR, 2621 0.

o WG 2RAt - S NESCH R S =, 3 e MU BR (Delete) MR #5124, slifidig
ERMIRR (Delete All) MHIBR 1 2 iy Sk P EHs B 10 BTl F 4k

s BRidh “CHAZY - BHNREEIRCN “CHET , ESEBNE S COH T,
%17 1.

o B EREE - EAE S NRHMBRERSYE, ES AR SN R FHA S R
16 T

s AENE - WARFE 7B, B4 TP, AERTEIIKAE.

AXEHR
AR F AL . 26 24 T

ATANREHFER

WRARGVONAERAR, S ERAR N NMRFERA BRI H AR L
ISR DL RGBT WA, ol F R — A sl A
A o

14 0] LILE Secure Firewall Management Center Web FLH il BHFAE >+ BRES > N8 >FH
KAE N FAEAE, s8R B AR R g H RN B R B VNS TR . R4 H
HEFBW N TR R, BAIINRSGHEERDIN A BARSEHEH S ATTH.

FRANZ SN, WA PR AE ER GO R FAFR T S R (eI . i,
S i AR N FAE A TLS/SSL AR .
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B 1F Secure Firewall Management Center Web J1fi 1, A2 FH R ALK P (1 — L8 BeBRAAA T . 224E
U A7 B, W I R BRI, S5 i E25A %) (Disabled Columns) FHIZI4 .

ANZEHFER

IFEHEEIREE (R4 HE: ACPolicy)
SR T AR IR FIAR B R0 st ) 25 R U P A SR AR SCIBR 1R D ] 25 1 SRS

Fialiss I (4% HE: AccessControlRuleName)

R AE A (0N AR SRS (R 07 1) 45 B 0 pefauit action $87 i3 HI T RO IK AR B A 5 5
e PR ARSI, T A C A T 425 T SR R BR A HR AR

WARAAAE LU NSO, WP BOh s T REHEEE, WHANE) -

 TERIPEHUN R NERAE : W RN I AR SIS P B BBA A, Bl flandidit oz
REBRANR AR A DL,  ARGUA S goE R A AR A AR o COSREMRS 75 [ 42 Fl) S s
(K “ g IR HRE. D

© TRMRMBERFAE: WO 210k R B b B, B A e i T
NZHLEIIE DL

At (R4EHE: ApplicationProtocol)
FEONAE R NAT A AR U B ARG DN 81 PR AL ) RS8R A A N ) B Cn SR mTHDD

[~ A #4325 3 Fn4RiC (Application Protocol Category and Tag)
JER T N FHFRE R4, DA BVE T RN Zh g .

[z FR XU

PR A NAR A (R A R I B A NP AR SISz “ AR (Very High)s “7” (High).
“f7 (Medium),  “f%” (Low) B “AEHAR” (Very Low). EIEEFO I ) 25 Fh S ) R #8AT AR 2%
AR DR 5 O B A s 1 P R i ey XU

N3 :PS k3

L5 PE A R ANAR A (0 A RS 0 1) I P AR SRIBR R 25 9016 “ AR 7 (Very High).
“%” (High). “” (Medium). “fit” (Low) Bi “AEWAIR” (Very Low). 4 rhcr il i) - 24 i I #48
ARG BETBERA I PR (RN B S5O

S (RS HE: Classification)
A AT R BT JE 1
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MIRRIL T B, 15 A A T AR AR N o> e, B A G A A SR A BRI .
WA LU NG S . BRI R I LUE S 0 BEAIE . Beda, RN B e X2, B ] DU e
A AR AR BT IR

ZPim (R4 HZE: Client)

FPum N IR, ARKRAE A R NAR S U A A I 2 11 82 W ML IE AT A .

& Fif 2 3 F0FRIT (Client Category and Tag)
JETR T N HRFE 40, DATEBIE T BN Zh e .

ERITHE ((RRERFHEZD

XAy AR S A RN RN . B SR E

LUN B AL Rl M — bR R S5 R 8 N R AT SR OGS DeviceUUID, 25—/ AN H], %
P 1D FE B S

EFELAIID (XBRRFHZE)

Wb BEFEFH 1 Snort 526, T BEAR BB R X

LUN B 3L Rl M — bR R 5 R 8 AR AT SR DG I DeviceUUID, 55—/ AN ], %
sz fs 1D AE B HAS .

g

ST T RGBS F AR R, U (Count) P BUXAE N HT T 0 EE AN 2 2 4 AH
FATIIAR G A B I BOA IR,

CVEID

I BAUA R T B

¥ 5 MITRE & WLIRF AP 5 (CVE) 14 (https:/cve.mitre.org/) WA BRI bR L S B TIE R .

B Rt BT FE B9 K
MNAZ AT R LT AE B o

B A3 E 2R /3 X
MR AT B M LT AE (8 [ K 3t X

BirENEEM
ARSI ) H AR BV ZE OB BB “ PR BIERED .
THICAE, BN EEE R BN, P BAS T . (H2, B BAT P ke .
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B#rIP (R HE: DstiP)
MNZHAE AR R FEACEUE T 1 TP bk
TGS A KRR T W7, I8/ E B FR AT NAZOT 7 Bt i 1l o

B#rim O/ICMP X73 (R4 HE: DstPort. ICMPCode)
Pt i AL 15 0T ICMP Jide, 7R S IO, T BUE R ICMP AR

B A

BRI TP ST P 4 BEAHURT 2 b T A 2 BRIt (0 WL B 36 10
S 2% 1 P A

HES A KRR TTMANTT I8 H AR AT NAROT 5B i B .

W&
O IS 38 U7 i) 2 1 SRS PRI T e 4 o

DeviceUUID ({XPRZEZHE)

AL AT B K B R ME— AR IR AT

PLR B R ME— bR IR 59 e MRS DG IE R i DeviceUUID, S5— AN (Ol H], %
S ID FEEHH8s

1

R B NAZ B . Y G S RLE B KB B O DUSEBLZ R P I, I B AR

HOED (R4 HE: Egressinterface)
il & A B AR DR D . TR shEE O, ANEFE B8 .

HOREXE (R HE: EgressZone)
il A FLF BRI D22 A X, AR BRSSP AN TR 2 A X T B

O E SR AR
FEAL P REACA S LRI I 2 v, TR T30 2 T 190 0% £ REAUARR, 4% R A4

P R A4 B

P A “MIME WA $:k1 MIME B4 S04 o B2 R R SCE4, 42008 H SMTP Fikb 2
IER MIME MEZFR (Log MIME Attachment Names) &35 . SR 2 AN SO 4
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B4R Sk

P B AU R 7B

QRS ES PO INEAEITR

TR B ATAR Sk SMTP Wi MR FAFARSCHR,  AZ0UR ] SMTP THAL P 2% Log Headers 170 .

BREEUY 4 A (Email Recipient)

$RHL [ SMTP RCPT TO v 4 BB A il . 38 SRt P BR AR, 2508 SMITP A 3 2% 1)
B F Yt A b3t (Log To Addresses) i3, 2322 Mo A bk

HB{4 % 14 A (Email Sender)

FLELH SMTP MAIL FROM i A (K M4 KA N ik o 2 SR e P B, 250t SMTP Fiiddh 34
BT R & M At (Log From Addresses) i3, Ak Ak

E—EIEERE ((RRZHE
RGUAR M I ] o

LAR 7B R ME— bR IR 5 s 8 AR AT S AOC ISR S DeviceUUID, 25— Ml INH], 3%
P45 1D FUEREHH o

R
AL
B EATRU N AR HEEFBUfE R GID. B Snort ID.

GID (NFREZHF)
A IDs AR R 4L ID.
FIES A KLU AR F AT BG4 a4 Snort ID.

HTTP £#1%
PEHCE HTTP iRk EHARCLI N4 (A o iR, kBRI e RS Eh4.

LR BN S HTTP %) St i IR AT ORHE, 2008 H HTTP ki & Pl AL PGS Log Hostname
T

FERALIE T, BEA s PO LA BT 50 74T Reobhra s AE 4 S A A o il 7 E] woR
SRR RZEF 256 DT o ATLIEEHE ALK B e BN (2 E 256 M7
W) .

HTTP MR X% (R4 HE: HTTPResponse)
PR3P B 1) HTTP 1 3K (14 Wi 37 e 3 3 ik 5 4P (R e A 16 1) HTTP AR ZS ARG
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HTTP URI

LR NAZ AR ) HTTP 38 KA A G I IEH URL (A7) o VR, Wk eIt s
URI.

0¥ URL 5 HTTP % /7 it & AR FAAH DG, 242005 ) HTTP A9 A FiAb B 2% Log URI &0

LAY E 5 HTTP WA 2 (A2 S A6 HTTP URI, MWL Perform Stream Reassembly on Both
Ports L1 H1¥) HTTP JlR45# i s AR5 R, XA i & w240 1 W U oK

A R P URT T L AN B AR BEAE4E S URL (s 4 Bl EoR 5838 URL (5%
B 2048 NFEAT) o B DAESHE LM R B R 563 URT (B2 B & 2048 N1

AL

B IG5 A Fe R NAREE . P26 & BILECHE A T 45 B 22 1) R A ek o

MHRRIL BN, W20 R bR U B 7 AT e B, 204 blue. level 1 8(0.
A KNG A UE N -

* W0, LM 0

SN 1, S 1

oM 2, SN 2

M 3, S 3

* W4, SEMRZ 4

SN 5, UM 5
Xt NetFlow Zlasin £ s W (1 AL, AR RSE BT, B, RETEE W Kk
KPR FA A “ Hp 2 Bah 7 GEmRYoN 1. 2060 SPmgo. Rl r, EMH 3L
BNDIRETE BCE T ERAIE RS S .
AO#EO (A4 HE: Ingressinterface)
fil R AR AN D O sl O, (ORI 8.

AOREXE (R HK: IngressZone)
fisk 8 A () B0 B IR N 1 22 A DX Il B 3 DXk A B3 8 rh S AR I 22 4 X 0 - B

AR
FEAL P AL E I P 28, P T gt N IR0 2% (1 R AL 25 R A4 K

NEER (R HZE: InlineResult)
E TAEMAEFI R A, e B o DL Hop— i
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FEI “EFIER” WA T ZFF, A4 1PS Wiz 2 EFFiz8dE .

It B4R i
9 ARG C LIl A B .
. WER CJR RS IE T BB R T (FENIKERE D, S RGHAT B

IPS W] fig CUR i oA A AR 18 21 H st (B4 b8l B R LAY Uk

FHIE.

TEbR ()

i A RN AR BEE N« 8T A A

R T WIRGURIO AT RES A - CR I Z 5T

HELLE R E&A FARE
~EFH WS A 1 T8 UK B A N B2 T el
YIS 05
CRYIN KRR NI S | 8 OB AT S v A A =
BRI
EFEE ) HH T TCP/IP I, Snort £
W58 22 A .
TrEFH LR FTERE (0x01) TERIEHIRN, WAL
I ARV AL, Snort K595
2 N 5% B A dpe /A FH R o
OO % HE (0x02) Y FEHTINZ, Snort K65 |4 52
WAF SRS, 5] 2 b s dee U e
/DA% R
EFE M (0x04) 24 Snort 75 |2 1F % < A1,

BT BRI A T SRR -

TEVe AR HEME B RINDIR 25 B A B 2% 74T A el CRLAG 2 IR DAL T it KIS 00D REEE
ZiE A S AR .

HRRIL BN, AL AL
* BEEF M TREANBIRE P2 E Zridht.
* DEF MTHEE DA BEE N AE NI E b R 24 O Z it
* B EF M THREHEE 0L CA R eI 2] H i, (HA S R S RE D S fLL.
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ANZREE (RHE: IntrusionPolicy)
J T AR B A R ONAR R oA B 25 0 D0 B A R 2 T PR N AR SRS o ] LA 3 N A2 SRS A Ay 1 )
P SRS B ERAE R mT UK AR S 55 U7 i) 428 1) 0 DA DG B
I0C (R%ZHFE: NumlOC)
itk B NAZ A L e A ik R T fE SR I (10C) .
i

17
LRI PN, TETEE triggered Hin/a.

HE (RHHEEK: Message)

FHAFRUISCA . X TR TN AR AT, S B E N o X T 5 A A 2 R FAL P2 1)
E G S CREPSOIEITE TR

A28 A Snort ID (GID 1 SID) 4 SID A (BITHRA) LLE 50 b i 746 48 T4 5
(GID:SID: A M+ 5. #lin, (1:36330:2),

MITRE

$&AT LAk LU 7R MITRE (i AR 2 R 48 46 IR R 1 e 3880 3 st s 4

MPLS #:% (R4 HZE: MPLS_Label)
5 fih e NAZ A R B AR DI 1) 22 DSR2 AT b 2 .

Mg iTREE (R HE: NAPPolicy)

55 A O OCIRR 1) I 28 03 T SR CLnRA)

T BRI URT (T AN FRF . Reehn S 6485 UR (¥ s 5y vl /R 568 URT (i
ZALE 2048 NFNY) o W] DAYEECR AR R T SR SE R URL (R 27 2048 410D
[R5 % Fif IP

$EHE X-Forwarded-For (XFF). True-Client-IP 8¢ [ 7€ X 1) HTTP 3k (1 5 4% /- 3 1P Ml

BRI R F B, A AUAE 48 43 Hr Skms b J ) HT TP FiAb 348 1 32 BUR 34 & P | P ik (Extract
Original Client IP Address) ZE5il. i, (EMIZE TS 1 R DX, T LR E e 2 N A HE X
% Pk, JFRCE RGERE “JRh% P i IP FF” (Original Client IP event) S BAH AL SE I
¥

AR (RFEHE: Priority)

A SE K thTalos R HE/NH HiE . ML N T priorivy KEFIMHEL classtype KEEFHIMH.

P HABNAZ FA, PLSE R iR e BRI RS Yoe o AUE A “ 7 (high)s “HP” (medium) 1
“ 1& » (]OW)Q

i (RFKHE: Protocol)

7t Secure Firewall Management Center Web FHi 1, L BAUH R F B
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ERE TP A S UK 2 FR B4 5, U0 http://www.iana.org/assignments/protocol-numbers H 741
X 5 Y VRD H bRt H1/ICMP F1AH G 1 3L

HizE

HAZFA P AT R T B, v LN unreviewed DU AR B % 1) F41.

EITHRA (NFRRFEHER)
T A A 2 A A
FiES A KL F AR B RE R Eds. GID. . SID A Snort ID.

AU
I MITRE BRIV 4L, 800 Bl iz B LU s, o ot 4L 1) 8 48 51134

Z2FE (RYHE: Context)
TR B Ik 1 R 4O KBS 2 IR e . RGO 245 SRR 1) ASA FirePOWER 3 78 1L B o

SID NPREZKAE)
A RN 4544 ID (JRFR Snort ID)
TGS A KL F AR B R s, GID. R BT AR Snort ID.,

SnortID
WA BACH R B
T RGEHEF B, W20 SID, )

FEPATHE RIS 558 A AT ) Snort ID (SID), B4 & & MU 2 j 2% ID (GID) #1 SID 41
4, JLrh GID #1 SID i 'E 5 () &I, #%20h GID:SID. Al 45 & AT {H :

& il

AN SID 10000

SID 1 [ 10000-11000
KTHA SID >10000

KT EEETIHEA SID >=10000

/NFHAS SID <10000
/NTEEE T HEA SID <=10000

DL 553 & (1) SID {514 10000,11000,12000
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& w5l

¥4 GID:SID 414 1:10000

LLIE 5 /3 B& (1) GID:SID 414413 1:10000,1:11000,1:12000
PLIE 543 F& ) SID Al GID:SID 414513 10000,1:11000,12000

EEERFIFRISIDAE “THE” (Message) ¥ A H . ARG R, WS THAR “IHE”
TR

iR A M

MNAZ AT T BRI N UITAE M o

RERMX
MNAZ AT K i R EHUITAE ) B 5

RENERM
AR YR EALE R G HLR “ B BYERED
e, TN RN, BT (R, B R A R E .

RIP (R HZE: SrclP)
MNAZ FH A5 S 1 2% E LS R 16 TP skt
FES AT BT MR 7, R/ AR R AT N AT T B

iRim O/ICMP 228! (R4 H: SrcPort. ICMPType)
FOE LN EREG H5 . X1 ICMP Yk, fEdcA 150, 5Bl s ICMP 282,

BRAR (R4HZE: User)

HREERI) TN (AT e th ] BEANE IR e U AL 1 TP AR SCIBC A 7 44 o e P (e 3E
AR R 48 P e

WRIEH, AT N <X\ .

SSL 3LPR#R{E (R4 A SSLActualAction)
7t Secure Firewall Management Center Web Ftifiirh, It 7BV IR 7L
RGN T O st B4 «
PFRIE/FRIEFES
FRBEL L FR I i
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e (EFER)

Fo i OB 5 A4 B IR 55 sl P A%t I
fRE (BIMEH

PR TR AR A PIN A 844 55 UL P s 1K A% %
fRE (BHEH

oA CANFABA S 1A A NI

BRIAIRIE
FOREHR B R (b5,
TR

BTN RGN (N
TR R AR ZR ARG DU B SSL RS (SSL Status) B .

SSLIiEHER
S B U R T B
P ISV R APTIETS FAERE (L, (L4
R UEE Y YN ER
RV ETIT
o A
« TR
C AL
HETRLL
« AYHRLL

SSL K 5 &
T BN R T B
FRGE TG O (1 SR«
* KA
* AILHC
* h
© REAEIISE
o« RANEDENE

restzs ]
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« NSRRI
* ASCHFFIR SSL A
* ffiH T SSL &4
© SRR A LR
s BFRHR
o fRERTIR
* FER A IRSS a4 PR A 4k
* R A A IO
* SR (Internal Error)
* MLk ZHAATH]
o RS ERUEF AL B TE R
o eSS AUE R SUA R
* TIEGAFEN]# DN
* TILGAEMUR & DN
* KA SSL A
* SMERUEHHIRA T ]
* SREBUE R SUA AT ]
* WHEBIEHHIR TR
* WHEBIEHZIRA AT H]
o P ESIE AN
* WHIE RS0 AT
* RS ERUE IR A AT
o g5 AR UE R RAIE K
© TCAERAE
FBAL R A R TAERURR T () SSLARAS (SSL Status) FBe.

SSLRZS
LLSK A LI SSL SKRRRIE (s UL BRERAF BOCVAME IR B AE ) SRI I HRAEE

WR ARG ok s d s, WIS BEoR B RET) SSL SEFRIR1E (SSL Actual Action) (TGikfi s
FI e LA SSL kMR (SSL FailureReason). 40, 40 22 g tanil 2044 F A& fn 5 18 44 in
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Zu:'H’J#ﬁ%}?ﬁﬂﬂﬂﬁﬂi*fﬁ*ﬁﬁE]]fﬁltFTlZ/ﬁiy m”lﬂﬁ?%iﬁﬂ? Do Not Decrypt (Unknown Cipher

Suite) o

st BIERR W AEUE BN R

MU RZ T BN, A D EZ S SSLSEBRIRAE (SSL Actual Action) A1 SSL K MR B (SSL Failure
Reason) {11 LA £ F 72 4 b 3 B OJCTEAR S 1) 0 4t

SSL{ER&E/MAEMEER/MX

PEFB AU R FBL

550 AUE D B R A 25 sl BT A S/ X U 4F 1SO 3166-1 alpha-2 8 5 /Hu X AR

At (8]
AR H A, b BN AR,

VLANID (RZEH7E: VLAN_ID)
S5 b B AR A K WAT G ) fe A R EK) VAN DD

Web i (R4 HE: WebApplication)

Web N, ARZAE Al A AN AR S & A 2 (1) HTTP 3 1K) N A8 8% 5K 1) URL.

MR RG] HTTP N, AHTCVEA IS & Web NHT, R GE 2 54T S kil H] Web 3 5544
FEo

Web [ F 255 #A%R1E (Web Application Category and Tag)

JEaR T N FRRE 25, DATE Bh I T N H D

Zero Trust J5 FH A
TSR ) AT N R e 14 P B 46 1R E— 1D
FXER

HUHHR

NREHF IR 5]

J T B PEAL AR M 45 (1) 520, Secure Firewall Management Center{E A {32 541 1 2 AU &1 6 7 52 i
Gomle X TR—ANFE, RGEHSTIZION bR, HLBER R ANZEGE . W2 R I
F R ARG

\ )

IR

M AThRET-Bh B E LRI RS

X5 T M NetFlow Zaaids N2 ki 25 Wesp i) EHL, BAAEMERAE R GG BT, Bk, RELiENW &
RIEEHUNZ S A “ 2 Bes” GERZ) 1. 200D semgn. fEsEoe ., s Eml
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= 3 ZMWEH

SRR | e 35 B

(Impact Level)

SEWE |5 gtn LR LR AT

(4 o T HLER F bR ML e, 9 FIR A
SUAIEER !

W H bR BN RER BN RE . RRE TR ik
Fopb AR B e

AIRES I | vl e 5 2 2k e PR ML H b EHLAE ML, I HL R 55
(2 Z— @5k
o ST ) AR, i 1 IEAE IS AT R S5 A
AR N

o 0F T AT ) g AR, AU b

HAASEW | YA S 2R | EEALER H bR EAUER b, 9 H R 7S
#F (3) 2 )m K
o SO ) D PR (B TCP 8 UDP)
Uit AN F4T TRIR S
o AR ) o AR (Bl ICMP) 3
HUAME FH e P
REBHR ESAER R WH PEENLEL H s VS ML, {H X 2 B
(4) RS Z NN H
sa (0 | KA 3 Y HUR F b R WL AN e 9 0 L i 1 P 4
L.

EEFESNREHREXREZEEE
R LU A I RIS I BOR 20T 5 L CIBE A\ 2 58 1 5 ATk
B, AT R R A T SRR I B A
G 2 ALY BT AR T .
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AXER
FEVFIER I H il sk

PR S AR 26 21 3T
il PN 2 A OGER: R

BANREHRIEA “EFXK”
RN TIE A SLATER, TTLMS JCHRIE ) “ B

WAL T R NG IF W5 TEAS P 48 22 by ey (o, ERL Dk S8 T 19 4 v (¥ i A B L3
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© BT AR RTINS B BRI, 5401
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B o AEH cag MBI 25 HBLX AR 5L

3 Js Xt G LEHCHR LS G I A B A

102 HTTP #5345 A A% 5 | R A R b () HTTP o8l
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128 SSH Tkt B 4% SSH TRALFLR A I 1) SSH 3t 1t v (14 s Tl I A Bl 44

129 RS TR KRG AL B8 o B304 AT A T A R I A e 4
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140 SIP AL P &5 S SIP AL F G E Al

141 IMAP Fiiib 2% FF 1 IMAP AL 2842 B

142 POP At 4% St POP TIALPE 84 1 o

143 GTP FiiAb Bl 45 JfF 1 GTP Fikb #2521 e

144 Modbus FiiAb 3 # i1 1 Modbus SCADA TiAbH 2% A 1 o
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AR TN SRS th 2 A B A, DR R A R R A O B A
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o WIEEMPA FE MG R, A “YREFANIX 7 B HERE /MK F1 R SR K

© WA RGSMBA PR, WA AT BRI TR SRR, B
U ARG TR E DI ARMER, WS AT Web (58U 10 F 0 F i &

o SORCRA SRS — BRI, T AT SR R I, SRS SRR = R P AT
o i, 0T UL EFRE Talos SREUVAT ORI 5E TP Hbhk (M PE4NE B . 1675 2L T0R B T30
RKMYULFRG LRCE R AREDER, WS T Web BRI G011 A .

o SESUIT SoR G I TR RN YIVE 335 2 ) S eSO ) 1
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WER AR AR WonAE AL b, RTS8 I RIS T e 2 IR [P 45 R A R IH Y
ISFTRIYE R, PS4 T IR TRD S A A0 S mT e R B o e 4 0 (g {8 T e A et
iR
D SR TR B S, WAL R r] e B Ak IO DT IC B I () B iR e 4wt
R E T AMBA R ES . B A O E T s A%, Al gEA B O .

o AR T AR RURE O HE R B S T AR I N AL WS A AR
o AT ARG R 0 DU Z 10 T, PR B A PR, 3 o AR RURE DI A b A AN (1
HER .
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AR B il ok A SR L I R IEHE, SRS ST T EEE & (Download Packets) 5% i i T &
EiB ##E & (Download All Packets). #li3k (114 (1 LA libpeap #% 2 U0RAF . 24N H FH MU AT
PRI A% 2

LG AL F AL LA R QIR TS 0 TAR AL AT

S

o TERIAEH 5 — AN TARGRE, 18 AGHEYI#R TAESR (switch workflow) .
o BN Y HY G DN DU PR IEOR B DU, 3 AU e TUE AN ANF % (Bookmark ThisPage).

* EME WL (Summary) #EHIHIM Y “ A2 FF” (Intrusion Events) #0453, 15 s A= 6l EHR
(Dashboards).

c HEMEBEEH I, R LEEBE (View Bookmarks).
o AR 2 R 1T P PR B A AR, TS D AL P B A A

AXER
FIHLR

MNZ S 15) T~ $h B 52 T R 1

=y

% 5 IR A TEAENUE LA R

ZH AT AR 1) B DT

P RYIRAE -

ATHATRIRIE

] T2 RN LA
YOI, R EfE

iz .

filan, 7& “ HAxyig 1”7 (Destination Port) TAEGFEHT, 2K S BRI H Axdm 24 80 i 11
A, ki DST % O/ICMP X5 (DST Port/ICMP Code) 41+ 1) 80/tcp. bf % K54 R
TAEREER F—T C “ZiE” [Events] W) , HrPAUE 80/tep i I o

] T EIT 2R LA
T, A% e S

IEFREAE N A TARSURE DU LA 55U I RIEHE, RA R EER (View).

filhn, {5 “Hizsdml1” (Destination Port) TAEFIFEH, ZORE SRR H10 H Axm 1124 20/tcp F
21/tep S IR, T EREIX B 116 AT 55 UM SIEHE, SR)G miiEE (View). b R
2R TARRBER) N —00 C “H4F” [Events] 5UIHD , HP AL E 20/tep A1 21/tep i 1H 44

TR, WX AT, JEHREAA 2] CRHE “UHL” [Count] 51D, A4k
HABRE . & A BRI GRS BRI 0 SO S R A B e . il W A A
“HIEF HFR” (Event and Destination) TAFJAE, 7B —N M) R &5 I _E &8 R —47#
SN AR A WP e H bR 1P Hihik 2y 10.10.10.100 (154 1:100, [F]Hf
WIEFE T HAR P Hikik ok 192.168.10.100 [FJF4F 1:200, 5T & BRI AT A O AEAS 25 7] i 1k
KM H 1:100. Hbs IP Huhkh 192.168.10.100 (Z4F, o 258K 1:200. Hbx 1P
Hiuhk 4 10.10.10.100 FIF44:.
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FUAINEIRLE 3 sl RIFET SR DURITER IR, )5 il RS FISIA R,

B AT | U7 BN F SR
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CEREBT AR AR, A5 TR View.
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FERANREHHIEEMRE
O VLIRS A SRR RN B U B 6 015 .
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Rx WA RIS B % e ER Bk T 248 ], W) Secure Firewall Management Center I [¥1 (4
AR AR S G R
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o VHRE - A AL I R IR RN R, T2 0 S O T

 FOE - BCE A AN, 3 R “RAIE (Actions) SFIAMIET Sk, AR A WIERAE AL
BB, 25 28 Dirh ik 4k 2L 4 .

o IR - ENECHE RN BR F 0, 1 s BR (Delete) LUMBR %5 1 78 & A/ AR e i S, st e
ERMRR (Delete All) LUIMER &2 i g H I B A IR B Ay 44

o R SRR T B B A EI A (libpeap A% BRGSO W5 R TEHE
a8 ORAFIESIEAE AR I SAE I DR SR RlA,  slm i T 8RB BE S IR i Sk £ 3L
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B 35 Al e 3
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i, 15 s B (Review) Dlbrid & IEAE A A/ AR i giry, 80ld 2508 #Z (Review All) LA
FRid S i OB ILEAR B A S0k . AGTHEAER, ISR TR L s “ O
, 17,

o BEHAMAE R - ERIFEET S 0y, W% S E k. ARG R, WS E
AE B, 2825 T, s BB, A 31 TUMBR R 2 S BB, 5 32 T,

s MEMBKAELR - ESHEEMEEER , 5533 1.

s MEHIEAFNER - ESHAEE IO EE , 2838 1.

s MEAMEGE - WS SELREGEE . 36 1T

AR ERM
i RERE 1Y ioall]

EHEEFR
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/B tR IP
ful A SRR IR B QBD BN IP Huhb s, sl SRR A HAR AL CH AL .

i im O/ICMP 22!
fia A S L R o T ICMP Wi, RS T i H ITS 0L T, RE0R Bos ICMP R,

B #xim O/ICMP X553
PR BN 15 0T ICMP iR, 7ESRA Y 5 ISR, REUR 28 ICMP AR .

R 4R Sk

SEMCE MBAHRSS R . TR, MEPFRCRAS BoRfE R AR AL b, (H AT LORE s Sk Bt 7R
NPRAEAT

BB ER Sk 5 SMTP Wi & AR FAEASCIE, 24253 F SMTP HiAb 7 23 (1118 F 3R 2k (Log Header s)
PRI, XTI T RO AR, SR 2 BRI T .

HTTP £#1%

PEHCE HTTP R EHUARCKI FHLL (R o AT BR5E3M THE (25256 N T4
WHRSEIE E A AT AT, WnT DOk LR TT

BRORFENA, DAUHH HTTP A& AL Log Hostname £ .

WEVER, HTTP iEREFEAIF R RS TNAL . o FRTNMGSEMSE, 28004 HTTP AL
4,8¢ HTTP URI I, 2> SoRiH4T.

HTTP URI

Ejful e NAZ AR HTTP i SREGR A S IE R URL () o AT o588 URT (£ 1055 2048
AT o WRSEEE URL AT AT, Wn] DUR R TT .

BN URL, 42005 ] HTTP K & FiAL BE#% Log URI ET0 .

WHER, HTTP EREFEEIHIELZEE URL. MR MNASELS,, 488 E HTTP EH4
B, HTTP URI I, s BRIKAT.

BEAYE 5 HTTP Wi W At 52 A NAZ S5 AH 5 ) HTTP URI, W& Perform Stream Reassembly on Both
Ports S 10 ) HTTP IR S5 a%in 11s (HIEH R, XFEA N E mAL %I R

INEY S

JE T AR AR S A IR NAZ I Ak 3425 0 0 S e 285 D PR A2 SRS o 1] LUIE R AR SRS AR
Y I SR P BRI, T LIOKE N AR SRS 15 U7 () 4 R U A G TG

i Il SR B

A NZFENE O T A SRR L T T2 A0 U SRR 2 R ) i) 4 s S s
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S A NIRRT RO . BRUBRAEAE 2 R T R A2 S R 30
RUSKIE, TR AL V) S OB AR
s
AT ARHESCA BN, At g .
WER, W T ORI R kUL, B
T HOU O T 0 7 K R U L BB TLAU L7 4 €5 54018 ) View Local Rules
IR B 7 B LB o 3 SR LR
121
AT ARHESCAN E1 5 SR, B TR LI AR S BT LA A T8
- AL

« A MWBIT IO DOS TARESCAIN, 75 “fE” TR ERXEE, SnT sk o
H T 0 AR R AR AR DL A SRR (PR 4R £ R

o B R
o S ORI R
- Y B 1
- LB
SR, AR TR A AR A T B, AT

HHRENEPEENRRN

FENAR AT NS WAL, R DOl A S (ST J LI AT o TR, WURFFIE TR
GO AR B TIAL PR, IR AN T

UK

S ENRMN A B R FA S s AL, I “ 58”7 (BEvent Information) #1431 3R4E
(Actions).

HYR2 A7 LN BT A] Lk %
TR -0 TARUESCA N AR, S B E R (Rule Comment) wI LA i) A B A4 (1 R UIAS in SC A
TR o IXARACRT LASE AT SR LR ECARUR H (8 Js ] e SRS 1 L (R 4k bR SO L. 3 mT LA
FE AR FIIU) G 2 P A AN 257 RO
© A - EAEHIC, U R DU I
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RREE SR B, WER BN AEA S 4 2 AT SR, T DR AT sking (R, AR
S BEE LR

TR DUERENS A TSR IO U0 T, AT SRR T & s B, ] DA 1 E SR
W, AHSE, ARG R SR PLATERA SN .

iR

ANBE N EH LA B 25 IS0 SO, AN BEAE TR A SR o R R

o BB IR A S - SO BB S Az U R AR AR, i i AR IE

Iﬁfé*:
* IR B I AU AT 35 Al A KR €1 7 298 Snort 2 5RE% (<policy_name>) 4 R B4
* RE AN AT EF & BEE G FF A A IR Snort 2 NEXSRER A BB
U RS2 A VA AL W45 o DL IR 2UHR 28, nT AL R A M 20 50 (100 T AT SRS o b A < P K

W O 5 S A M B . B, RS RE RS AE A M G 4> SR, ] AR M 3R
i R, AR SRS B E R

VLR, AERERS SR TSRS (RS DL N, TSRS T4 22 s i, ) DA 1 E SR
W, AHOE, ARG R SR IIOBROA RS . W, AE TSRS R ] T Drop when Inline
MIEOL T, Ao BoaR itk

o Gl - 0 TARMESCARN A, miili 4R3E  (LL4i%H Snort 2 FEIU) 51 4848 Snort 3 M W 1& %

PRI A R T G L AR B B g IR AN R o
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U ARG E ARG SR R AN S 58 SO ARHESCARRNDD 5 0SB b2 Qg (1 A R ) o
TR DR AR B0 B A e, IFEE ] 2T AR s b i St U, (RS, AR H
BRI SRS (KA AL o

o AR - S IR B RN LAFEFR A A B2 B Snort 2 SR FRAE B WK R 2K

Fifk.

D SR S AR SCAS RN B s, DT LA DB B A 5 T AR b 2 4 ) BT A SRS o A A
T, AERERS N AU SRIS IR DL N, TSRS A 2 ks i, T DAG R B E SOR
W, AHIE, ABEGNHE R SR AL HOERA SR .

P

ANBERE I G 5 O AEE AL A g, AN REAE T BRASEms P (L)

o WAL - I & BEHIHIELT (Set Suppression Options), #A J& Wi Zdis (40 K vh v Bl

M, 5 31 T PR QR ERAT .

DA P SR 300 DAAE BEAE £ At G 5 (1 A3 SRS PP 30 A A e PR R U B, W R e A
AN 2 S, ) DUAAE S T (B, AR R R SIS s )
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W T B R I AR SRS T R B BT A A AT, kT B R N AT A R E (Override
any existing settings for thisrule) & %4,

128 i Save Thresholding.

B \E54



| AEse

wxmpanmsigsnsen ]

FEHUR B ALE IR EHH]ED

s S F

F LU P T 4 SN AR SR, B S IR H b TP 3B AR A . ATHERER A2 A G
B SR P B BRI B, WERRENSAEA I S 2 i SR, ] DAOAE i sems (R, 7
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o miili A (Rule) R 5¢ Al ik i b S A 0B 0] 1y A
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XFF- IEEE 802.3 LUK M En i, RIS KE (CLFEA N B, AEFKEAD o HER,
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B #rim M
FF PO F B 4 5 o

515
AT TCP ) BUR 2 — AN FATRIE, 5 78 TCP Hdlnii M40 4a e 515 v
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ICMP W S K AIBER 4SS . ICMP 2K 3. 50 11 F 12 #8545 — AN IS, 4 REC 792 H it
RE&Fn

F ] ICMP I MR AR IR MITE R, 2o B HAE A% S 301 ) v e CLBUR
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=]

/BN o

XLEfE EALHE LU N

At (8]
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R TR B  UEER, W R BRI BT 1 B 52 R 4% 3 A S | nlineM ode 15 LR
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P .
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IPv4), A TTL (Maximum
TTL) fIZEE TTL (Reset
TTL)
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* B 10 AN H i

* i 10 AN IP Mk

* Hi 10 AN FAFH S

$IE 4 {Ei%RRESEE (Select TimeRange) &, 1EH5 & ¢ 1)k a] 3 Fl -

N
- BT R
. L
C A

LS5 riili Graph.

INCEL |



B essumnsis

MNZEHRIH IR

PN C |

Thie fpkige | Firewall  |$RER
g |Threat
EEEA Defensesx
AR A
IPS A H A s |71 = o NMrFE NMZHAFBIEBCRIERA A g R ((E AR F81 - B
#e BREZEMMINESEH N AEEREEHMARES CH.
I H] &6 A £ EE S F LK A 0 2 BTN .
F IR D1 -
© S > NME > BIGIR
* D > NR > B
s EARFRPEIN T WA B - RENEEZSE N BRENES
.
SCFSFE:  Secure Firewall Management Center
R H &S | 6.4.0.4 R PUF #4¢ H &7 BOL R ME— b P N R S R H &P i
i AT e DeviceUUID, 2 MR E], ERSCH] ID FIEHH s .
ARG H &P 6.4 B MNZFAERGE H SIS E il T BONAR TR0
IntrusionPolicy Bt
MNR R RTFE: |04 R TEIAE W] Lh4% MITRE 18 WA XU BR Y5 SR T 48 R
CVE ID

BE B 28> NMR > B4 > KHERE

SR G: A

B \E54



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



	入侵事件
	关于入侵事件
	用于查看和评估入侵事件的工具
	入侵事件的许可证要求
	入侵事件的要求和前提条件
	查看入侵事件
	关于入侵事件字段
	入侵事件字段
	入侵事件影响级别

	查看与入侵事件关联的连接数据
	将入侵事件标记为“已审核”
	查看之前已审核的入侵事件
	将已审核的入侵事件标记为“未审核”
	预处理器事件
	预处理器生成器 ID


	入侵事件工作流程页面
	使用入侵事件工作流程
	入侵事件向下钻取页面限制
	入侵事件表视图限制
	使用入侵事件数据包视图
	事件信息字段
	在数据包视图中配置入侵规则
	在数据包视图中设置阈值选项
	在数据包视图中设置抑制选项

	帧信息字段
	数据链路层信息字段
	查看网络层信息
	IPv4 网络层信息字段
	IPv6 网络层信息字段

	查看传输层信息
	TCP 数据包视图字段
	UDP 数据包视图字段
	ICMP 数据包视图字段

	查看数据包字节信息

	内部来源的入侵事件

	查看入侵事件统计信息
	主机统计信息
	事件概述
	事件统计信息

	查看入侵事件性能图表
	入侵事件性能统计信息图表类型

	查看入侵事件图表
	入侵事件的历史记录


