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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxx

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

£ FXOS CLI 1, /R IELEIBAT A .
scope ssa
show app-instance

TP

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable

W R TR, HPATIXSD TR,
a) WK R EERS P Hublk, SR CLIPUTHIMECE , 25 12 7. BRSO,
B KR DHCP.

P48 T B MR T A PR 0 ) PR ARG 2 R AOH I A
b) HUT (FXOS MFsHERRIRR Y I T g R

VST |


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

fERACDOERAMBE |
B ==c0

By k5 EoB A s a3 AT LA RGE RS FXOS CLI,

&% CDO

AN CDO FLP RIS SRS B, 1555 CDO Y : https://docs.defenseorchestrator.com.

LTI 3 =)
1B i B FERE B K iE

A AT HE N CDO ok 1 G RAL R A, DT
EFERR KM Y R4

A ETA- U Cisco Secure Firewall 4200 ZER: 8 B 4%, LU CDOBF T 3,
4: %%k Cisco Secure Firewall 4200

outside

(CDO access) ( Qutside/ — CDO \
internet ) \ »
Console port —
e sl y =
i e
GO T TR ) Q off  »
@ o 0000000000000
inside —
computer Ginside
. » ) /
‘ thef data networks 4
L = i
FF a8 Z Al

* ¥ SFP 223 B E s i 1 - P B 2 7522 SFP Ak ¥) 1/10/25-Gb SFEP i L o
s SREUEHI G 8- BRUE DU T, B KIESANBER 0] & B gs, P 75 20 3K 55 = J7 USB #4 RJ-45
AT,

UK

T RN S dimm .

FER2 FHMBIEE D (Biln, LUK 1/1) LIS s

W3 KA (I, LIORRY 1/2) JER S A A Hp L2k 4 .
P LIRS N TS CE RS AR

Il =FCDOERE B AT


https://docs.defenseorchestrator.com
https://cisco.com/go/secure-firewall-4200-install

| fEFCDOEBE AR
DELPOT N |

FIRE K LG R 2P 65 v
R AL CLL AT WA B E . T HERR H 10, B nT R 240 2 65 o 1

FTFE B KI5 IR

ARG LT B K S AT RO AR . FOT R UGB T B S, S PRtk
P 2R GE APRAIR R GE R S S 1A ) AU o

N

AR HUUA D) BB, B RZAITRE 15 B 30 4.

FHiaZ |l
s KEs SRR FE R HYE (B, A AN ] B B (UPS)) ARH L EE . ORERE K Mt e T e 2
BOPERSE RGN . Ja GG A V2 HEREAEIEAT, DI 218 R Gk IR 5G]

UK

B B R R/ ES T U ol @ P a3 GeE 2 A N K

SR 2 AL AL THUA T 1 R IR 55 U IR HERE AT R PRI AT I L

PIR3 AP KBTI Y LED: Wiix LED R4t tafisg o, FRonpi kil CHam f
B 5 RGFFIE LED

System LED ——
Power LED ——

TR A KA KES KRS LED; MR ORESEZ N, REClmgizm.

AR OB IFRMNFFUIRBI OGS, RN RET LRI A S e O] . FEULIE],  HUAR AU 16 FE YR
LED K INEREE (D . fEHLYE LED 56421, i3k i k.

(ERAE R SHERE

iR CDO R 1) A CLL A WSS iy Bt .

| VST |



fERACDoEERANBH |

B srwsnswsss

i
]

UK

7 CDO SR, i B7F (Inventory) , SRJ5 riili i (n 544 () LU 8E B 75
siili FTD .
£ EEEX T, fifRiLFE FTD .
YEFE FTD M0 P BBtUR, 0T BIBAIN Aol IR SR ATIE Y A 0 6 T LA R P o
i WS UPIERTE | 5 4 TSI OV
WHRER CLI ;EMZEEA (Use CLI Registration Key) 15 k3 71
6: 18 CLI;EMEZ4A
‘._l:/ == £ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (I

Firewall Threat Defense

m—— = 2 2
[EFo6] O romo b :
. Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Depley an FTD to a supported eleud
on the device using the Command configured devices using their serial environment: AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

iR & &R (DeviceName), SR i T—4 (Next).
[ 7: & &R

@ Device Name Device Name

X TR ES B (Policy Assignment), 1154811 R 38 5104 B4 B R U In) 45 I SREms o G SRR T SRS
T IEPRERIA I [B)4% I SE & (Default Access Control Policy).

8: 7 Bl ] SR R

@ Policy Assignment Access Control Policy

[ Default Access Control Policy ~ ]

X FAT R ATIE (Subscription License), iif w493 FTD i #& (Physical FTD Device) Uikl #A
JeriE 2 A AR D REVERTAIE. T —%,
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Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

XFCLUEMER, CDOX M HIEM S PIMIAB S EHOR A ey & Bl 20U T 3 iy I U 91

HOETIL GUR R S Mo
10: CLIE #R % 5R

O cuiRegistvation ke

-ié) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew]JTpCOP2w3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name

SERUABNIA S, A6 BB CLI Hh k4. S BT CLI BUTHIZETILE , 5 12 1L,
il

CLI B E i 27l :

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

LEWG ) 5 S T —2 (Next), LMETFARTEM %

o
\") Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (&'

CATIE) [ AN INARES, DATE BT R (Inventory) TU I THE PRI JE . AARES, ARG EHEE

N5 %4 (.) RS AE BT CDO H s Ja b 218
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11: 525
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
T—5Hit4
FEZTFE (Inventory) TUTHI Y, RSNG00 &, ARG EFA T A &2 (Management) 4%
A AT AT B

£/ CLI U ITHIRECE

HEHER] BB E CLI LLHATHIAAR BE -

Procedure

B R G O R Wit CLL.

Pt & v &4 3] FXOS CLI.

i P 4 admin f1#55 Admin123 5%,

W UCFKFXOSI, RSN BB, sb% i T SSH IR W 9 165 55 .

Note  fySLsssilh CLRE %, (HESANKIIE, W20 F BT UG 5 45 DK 200 B g BRI . A SR T BT g
FERFHE R, H30 FXOS MR o

Nil

N
g
N

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

HIB 3 &R B CLL,
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connect ftd

Example:

firepower# connect ftd
>

TSP EE, RASPRERERZ “BAH PV (EULA). ARG, KA RIS RO
YEE ) CLI WE A .

B s AE B 12 1 e T T A B AR U ], AT e (A B 1

Note  [RRifBRMcE, MMIJCVEAHESE CLI Zhem T (filan, i Edrmug) o (22, LG
7t CLI "1 configure network i 4 5 MU T IX £41% & 15 2[4 Cisco Secure Firewall Threat
Defense 225 .

BB B AR A A 22 s AEAE 5 o B Z T AN MR, 1544 Enter .
THZ I LT R .

c EREERE IPv4A? /N REEERE IPV6? 42D FbhER Ay . BAREAT H AT
MO, AHZTBRCE. TP Mok, 5040 A bl

+ {&id DHCP A2 F#EE IPv4? FlI/5X 1833 DHCP. BHEIFEFEE IPv6? - LH: F3h.
AR HE OWE Oy DHCP, WIGVARC B O T8, BOABRAKE (g
data-interfaces, i&EZ: [ N2 L) Al Rea izl B DHCP ARSS 25 1 4% 78 75

 MINEIRIEOIRY | PvA ERIARI 5K FI/ol S\ B ER 3 C1BY | Pve I Sk — 1 M SGBE # data-interfaces.
PEBCE A AT M R BRI, DRI T e o B Uy e B

- BEERGAIERER? (Configurefirewall mode?) — #i A\ routed. H AT % H1 B KOG 20 S Fr iy
FRLS VT

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

VST |
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Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface
WRIG, RPN NINRIE DI EFEAR MR BCE . 1S 0 LT A i ] b i B PR4I (S B
o P SRR AT ] B R D REAT A B, DA B L OGVAAT ] DHCP. i SR AE )46 v B R A T-3))
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual #r-4 ZEI ¥ E . R v
KB R WS E Ol data-interfaces, Iy B LRI E S .

o SRR BB BIES INE] CDO I, CDO 2 AKBUFE I RCE, AIFLUNBE: AR 1P
Hudik, OGS . DNS Il %5 #5 Al DDNS IR 4545 . 7 ¢ DNS RG-S WIEE R, 52
i R 3C. fECDO M, R LARY 50k B B 38U o) 45 O S EAT B O, A2 DR S SO 23 BEL L
B 181 58 CDO FHT L5 B R . an R R K, U948 #4437 configurepolicy rollback
i A LUK LA (R
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* UnALFCE DDNS k4545 55T URL, W @i B8 <5 B ahis ik B Cisco ZAFAEHE CA HHILELIK T
AEE CAUES, LM gt vf LUSIE T HTTPS 4% (%) DDNS IR &2 1EH . Bl 52
F#f# ] DynDNS iZFE API JVE (https://help.dyn.com/remote-access-api/) [T DDNS Ji45 2% .

o M A WCE BB O DNS RS 2% . (& & A (2 {d ] configurenetwor k dnsserversiy4)

BEE I EE DNS R4 T Bl & . %l DNS B4 %5 T DDNS (AR CidE) sulEH T
WA 1 (1) 22 A SR o
7E CDO I, #0#i4z 11 DNS HR 445 70 1503 L 4h b BB AR 1901 & e SRS R o M 80K s
B A g CDO i, A E R R, JiH DNS IRG#ASHRINET 6 3 & kg, (22, W
R R 6 BB SR 7 B4 6% DNS BUE M Ui, NN BERGE f AR & . Tl
WEEZNE S B E LA DNS 51508, LA CDO A i [7]25 .
BEAh, ACATERIUGTE W B DNS fiR %545, CDO A 2 B A DNS %525, Billn, el
P B Ve T ¥ 4%, {BBE 5 48] configure networ k management-data-inter face fir 4 it & %1
P01, WLZITE CDO W FANRC & A X Se 3 . ((L46 DNS JIkg54%) , LUELS @i i fic &
VLA

P I B E M 2] CDO J&, #8n] LUK 12 BEEE 11 08 O848 Bl L 5l by — Bl e 1 .
A 22w SR CE 1 FQDN B Tz,

T LU Ay ST PR AR BCR IR RS S Al A BIE T, (AT BB ALY 4h YA
SIEFBAER A e

o TR R B, 1% configure network management-data-inter face disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wl0rdl7Q@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

| VST |
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DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

4%%DO$&%®Mwmmm@QMdﬁ$%%% IR NS BEN K] CDO G 175 2 B A T 0 1] 5
PG B 7%, on page LA R 2 .

Example:
> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

LEE AL 2R

Aic

ASHR > S A3 QAT A DA 0 B I A 2 4 SRS -

o WHEBAIANEFZ 11 - 4 R 20 Be A TP il 87 B UG n) BB T T AN LR
BOE, (AT ZOR L eSS 2 A XAk

* DHCP 454 - f6 e 11 E 24y 7 i {f 1] DHCP s s
* NAT - fEAMHHz 1 EAT A3 1 PAT.

o il - AV PSR B

* SSH - 7R B 255 )4 1 1 /5 A SSH.

JA BB A 1, O L BE 2 A X YR TP ik, IR G E Y SR . .

LA R B DHCP ZE4E 1A SR T— Mt (sl | F{ERETIONEICE T
HH.

UK

FIE1 %P & (Devices) > % Z & (Device Management), SR siilily kB4 1) 4wig () .
$E2 piiiENA (Interfaces).
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12:40

Device  Routing

Interface

@ Management0/0
GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

maz0 ||

Q, Search by name Sync Device Add Interfaces ¥

IP Address

Path Monitoring Virtual Router

Disabled Global aQ<
Disabled e
Disabled rd
Disabled rd
Disabled V4
Disabled rd
Disabled ra
Disabled ra
Disabled s

S 3 I 40-Gb He D GRS Bl HD B8 4 x 10-Gb 7038, 18 mi i L o 32 Bl s
WA O LA E P E T 40-Gb 10, W25 AE 4k 200 2 S 2 B I 1% e &

TEA s EH T AN RE (£ .

PR 7R —B% (General) LTI F

VST |
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b)
<)
d)

e)

13 “EH” R+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

AL RN 48 NPT & FR (Name)o

Biltn, F#E O 4404 insides

¥ B A (Enabled) & IEHE.
HHER (Mode) {474 A T (None).

F

fERACDOERAMBE |

MZ £ X3 (Security Zone) F IR AFIESE DTN I, B8 R (New) ¥

IS IR 22 A X

B, IIn—A~4 4 inside_zone ¥ [X 35, S0 REANHE 1143 R g 22 4 DR/ sz 1 4. A2
FUREE T— Nk, (HrTLARIRE T2 04l 8T LIRS DX Sk dl v H e 4> 5kms . 491
i, A AT LUK P EE 1A BC 2 YK, K A 43 B 2 AME X 3. 4R 5 AT LA 7 ) 428 i)
Fe, SV AP AR BIAMT, AHAS RV AN AN . K2 EORIE A S R X sl fm

LAYE NAT 5t T JE4% SRS AT QoS Sl Al FH D Il I 24

wili 1Pv4 /8 I Pv6 3ETR

* |Pv4 - ) NRIAIR IEPE(E FIESZS | P (Use Static IP), 44 i LLRMT AR 724 A TP Huhik A7 k9

g,
Bltn, %N 192.168.1.1/24

Il =FCDOERE B AT
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14: IPv4 £ &

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - HOIRA H 3L E %k B 3B E (Autoconfiguration) &G HE .
[ 15 IPv6 i BT

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPVE:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) Mdi#E (OK).
SBS sHEATAMEE O &g () .
UK 2 7R — A% (General) JEIT R o

)

| VST |
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16: “EM” EB+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

>

ez Wi s VT E SR, Pz ngicfad . BTk, SN B BRI Lt
SEARBLE, U IX RS h b 7 B b0 B R . D AR 0T e B e b A LA U e W I 2 4
XK

a) MBRZRXIE (Security Zone) T HEEFE AT AMB 24 XEE, 0 5 A #73E (New) i
AN B 2 A X

BN, an—44 A outside_zone [¥[X k..
b) MdiHE (OK),
PIR6 ridRTF (Save).

fic & DHCP AR 5538
U A A DHCP M BB A A S 1P Hihik, 175 )53 F DHCP JIR452% .

Il =FCDOERE B AT



£ FICDOERE BB B

UK

i oHce k5 [

$IE1 %R & (Devices) > & Z IR (Device Management), R miili 4 4ReE ()
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).

17: DHCP R 55 28

Device

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP VTEP
—

Ping Timeout
50
Lease Length

3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

U3 (EARZS R (Server) U L Atcti R (Add), SR ALE LA F I
18: 7NN AR 55 2%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

* #0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4525 F i 1P ik iva Bl (NS 5D o TP Hiuhik v il
Gk AL TR R E, HASBEM R 0 E 5 1) 1P Hulilk.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 142 11 I 3 il DHCP IR 45 2%

T4 NHHBE (OK).

VST |
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PS5 L RTE (Save).

fic & NAT

HIR R NAT FU 22085 N 8 Hb b 46 S AR 11 TP bkl B 3 110 328 NAT AR A4 11355 11 bl
A (PAT).

UK
1 EPE & (Devices) > NAT, K5 i #TEZ R ES (New Policy) > BUABA T NAT (Threat Defense NAT).

1E

w

FER2 RS A, PRI s, AR sidiSave.
B 19: B2 5

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SR B SR I A B o D AR T ) SRS AN N R
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[&] 20: NAT 5k B%

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Original Packet

Source Destination % H
P e Type  Interface fntarface Original Original Original Translated
Sources Destinations Services Sources
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

HIE3 RN (Add Rule).
Add NAT Rule SHFAEE: B 7w

IR 4 PCE FEACH I 3 i -
21: B FHLN IR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #M (NAT Rule) - EF B 5l NAT #1 (Auto NAT Rule).
« %A (Type) - EFFZ (Dynamic).

Translated Packet

Translated
Destinations

CEIN |

Cancel

NAT Exemptions Policy Assignments (2)

Translated
Services

X Add Rule |

Options

$IB5 1/t Interface Objects T, ¥ Available | nterface Objects [X 5 H [ b5 [X 155 N 3] Destination

Interface Objects [X 4.

VST |
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B e=nar

B 22O %R
Add NAT Rule

NAT Rule:
[ Auto NAT Rule

Type:
| Dynamic

Enable

Interface Objects

"]

Translation PAT Pool Advanced

Available Interface Objects C

Source Interface Objects

(0) Destination Interface Objects

Q, Search by name

Add to Source

inside_zone

1 outside_zone 4 Add to Destination

wfxAutomationZone

$IE 6 {riEdh (Trandation) F{ i FACH LL NI
[&] 23: 454

Add NAT Rule

NAT Rule:

| Auto NAT Rule

Type:
I Dynamic v|
Enable
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

« EE- i Em ) ShpT v gt

any o outside_zone

L]

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

VS Ik 25 % 42 (0.0.0.0/0).
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24: 3R LB 3T R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

IR AR ARG E N any-ipvAXt 5, D4 E 3 NAT U X 5 0E SO RE I NAT,
It BB TCTE i R G e I 5o

* ¥ H9IR (Translated Source) - i+ B#r#%0 | P (Destination Interface IP).

PIRT mdRTFE (Save) LA Ik
FEI BN LR A7 2 Rules K.

FIR8 rlili NAT il EiRTF (Save) LLORAF BT

SVFRE NAEME R SMED
U SR RO U T A B ST R 88 B e, 0175 22 S A DL e
VORI B4 . bR R TR DL AC VB 60K BB SHR BB i A0 SRR, 5504
VI SC YRR 4 2

UK

FIE1 kKRG (Policy) > 71515 & (Access Policy) > 37 18] % B& (Access Policy), 4R sk 20 e g i 1
(v il s 1 dmsg (£ .
$®2 SR (Add Rule) I E LU NS4

| VST |
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B =z=samEzn LRE ssH

25: AL

_ Create Rule (]
Name | inside-to-outside Action Allow B Logging Iy Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None Ey File Policy | None

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <& inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« ZFR (Name) - KUty 44, 5140 inside-to-outside.

* FTiE#ERYIR (Selected Sources) - A X33l (Zones) L FE A HBIX 4, X5 riidi R ANEVIR (Add to
Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX Ik, SR )5 i w0
Z| B#R (Add to Destination).

FOAt v LR B IR

I3 AU A (Apply).
FERI 28 I 2 Rules .

PR 4 TR TF (Save).

EEEERIH e EEEO L. E SSH
WIRAER R RE L (BN ANED) R T A R Vi, DU AR R SRR A 1% 4% 1 R I SSH. AT
ARl s BB A AN A $dis B2 1 SSH iz .

\}

AR OEBED EERACKE T SSH, {HILFFAS S B SSH Vi lh) o

B O S Ll DB B T REE RS IPR E BE B L Bk ) SSH 5
B LE SSH ALHT A EAIAR A 3 o JLfb e B AR EATRC 3. 0 T8 0, Aok n
SSH A7 I 5112 et 1 1) SSH i A I H R G L, IR A BT AT i A it 2 72 B0 B IN B CLI
TG .

WA R, ERCE SSH Vi 41138, 1524 Cisco Secure Firewall Threat Defense iy %27 H1 [
configure ssh-access-list fiT 4. ZELEFAMH, 162 M configure network static-routes g 4. BRIA
TEOUT,  LERI U R ) T Jo 5 B 1 R B e

YA SSH, Mt A T53E A iF LML TP Mkl g5 (el B0 0, 145 A 3 A 33 40 it B SSHo
1 LR SSH 2 M U ) #2111 an s SSH MU 4B 3 11 b, W B8 B Fe m Az 1 R FE
SSH 7 HF LL N 25 i R AL e«

Il =FCDOERE Bimn BT
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| fEFCDOEBE AR
wemsragEznrREssH

* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, acs192-ctr, aes256-ctr
* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

N

AR EROELE R SSH Bk CLIRMUG, a2l SSH &

FiaZ /i
« T LA ] configureuser add 4. BREIL T, A ANMELER) 4V E 111 g FL00E % A ) admin
Mo v Ll & W E HERCE INRE P IEIE, F LDAP 8¢ RADIUS LECESMTH .
o T ELE Y AVF S WA T SSHIERE I LB M 8 M2 % o AT DAE bR FE P s e %, {8
L SR A 6 S AR 4] TP ki, iEEI OO BT A B A e . R R > T RETELL
P B

AR OREEH RGN any XS, LM any-ipv4 5% any-ipv6.

LB R &E > FERE , JF0IEsgmis B k.
$I% 2 HFESSH i7ia] (SSH Access).
$IB 3 FriR AVF SSH 214 AT 1P bk,

A PP mT DAPR AIWIR 84 LR 132 SSHUIERE, DU SRV I ST IR SRR 1) B )7 g 1) TP Stk S5m] LA
AP A 2% i BT AN 2 PR AN TP ik

a) KRN (Add) RIS IR, B dmeE (Edit) DL LA .
b) C B Je Pk -

 |P fbhib- AR IR oV S, HTTPS JEFE T ENLE M2 (1 I 256t % 82« IR bR ik 4
— NG, B s+ LRI 2556 %

« AT X1#/#£ 0 (Available Zones/I nterfaces) - s I &4 A 1FUEAT SSH #2145 1 11X 45
W FAERX S (42 1, Al DLIAE B X 38/4% O (Selected Zones/I nterfaces) 4136 T 7 1) Bt
RN R, SR I RAN (Add). I T BAAS IFRIEE 110 048 4% 105 T b 11k
DIRINT, A2 b I e R N FH T 4 4
c) AiliHE (OK).
Y4 JHRTE (Save).
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B s=m=
I, 0] LI 2 ERE > ERE IR SRS 8 BT A L e e TESRE N o, A A5k

HERE

R G F S AR B UMM s AR E AT, ST S AN AR B B AR

P11 st EJEBE (Deploy).
26: EBE

Q @ # @ adminv Ul SeCURE

PR 2 FPRHEE, TR A, ARG RiiliERE (Deploy), i miili £EBERE (Deploy All) LLESE 2T
BUWA. AW, R HALRE L, 1E S d SR EE (Advanced Deploy).
[ 27: £EEE
‘ a P

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment £
node2 I Ready for Deployment £
0 5 devices are available for deployment 2 9
& 28: SRERE

1 device selected

[ Q. Search using device name, user name, type. Group or status | Deploy time: Estimate (IR ]

Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM 2 I Ready for Deployment

TR 3 MREE ). SR T ERE (Deploy) HHIAT I AR S LA RS

Il =FCDOERE B AT
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29: BB

es Objects Integration Deploy Q @ adminvy | M cecRg

Deployments Upgrades @ Health O Tasks ) Show Notifications
P
m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

i 18] B B BE fEN FOFX0S CLI
i 2T L1 (CLI) m ¥ & RS LA RGEAT A MO FE bR« ToikiB it CLT 2 51 & 5 .
] AR B B4 5 v 1 LAYS i) CLIs
AT LLYT M FXOS CLIVLE AT i f HE S

N

AR nT LUERE SSH RS B BT E R L. SEHIA SEANE, SSH S URERIE T
B4 CLI, [th:Tﬁﬂ% connect fxos iy 214+ 3] FXOS CLI. Witk SSH & He4T FF A S a2 11,
TJE T DO EhE O k. BOATESC T, 25 SSH EUR#E: DU 1a) . BEFR P A 2845 5 i 1111
Vil CERIAMIEH FXOS CLD &

UK

TN B CLL iR B UE RIS G . BOAGOL Y, 242 K3 4200 ABEHH 66 B
4, DI TEI L =7 USB ¥ RI-45 RATHIZE. HHORNHAE R L BATAT L ZK) USB HiAT K
ZIREFP. 6 i H BA N FXOS CLI. AT LLF HiAT BEE

* 9600 PHFFH

* 8 NEEAL

LA

 LAME LA
5B FXOS CLL. {1/ admin H 7 44 FIA 46 I 5 B A 20 CERIAE) Admin123) %5 CLI.
il

VST |
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- LI L

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLI.
connect ftd

IR

firepower# connect ftd
>

GxE, W%T%CU¢NQW7WE%F L, I helpEL 2. A G R, 15217 Cisco Secure
Firewall Threat Defense #iy 25,

$IE 3 HHE N @B FTD CLI, % exit 5% logout #i74 .
PN

My A2 T 3 17 & FXOS CLI #2785, A 5% FXOS CLI Ha] iy A A A5 B, iFHIN 2.
w5l

> exit

firepower#

AY A Y LY ZlZ :

% [#1 Bf A 35 B R
IEMCH ARG AR EE, AR IR L N HYRTTFC BE S SECCE R RN WicE, B
ZMRE—EHAE G G127, P s IR AN BE 1 O 1B K i R G

ST LU A B Ao B A B T TR G P B0 iU, i ml BLEHIFXOS CLI

{5 F CDO XA BG K i

IEROC TR SR 2, AP B IR alds b PO R AT e S ECCHE R G0™ EHUA . iFiLtE, AV
ZRE - HAR R Biatr, s s ] LR ANBE IR H 5 IR K

Ry U A B Ry TERROC A R S

i

TR G E > REEE.
T2 EEFEHHOBATIL, Ml wiE () .

Il =FCDOERE Bimn BT
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| fEFCDOEBE AR

e coo xims sk ]

$IB3 iR & (Device) &I,

S A (LRYE (System) #4rh kil KR E (@) .

PRSI, R ECH R .

PR WIRE G IR TS G EAL, WA KBS RN B R RS BORA B LR iR
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
WERBAT IS G, SR RL 3 B LU R R4 LK M.
WIR T IR W] LGP HEYE T O A b LR T FRE Sk LA EE 7 T I BLAR 1 L U

{1 CDO <A RA K i

IEROC IR GEAR R 2. AP B alds TR AT e S ECCIE R G™ B8R . THieE, A7F
R HAR R Biaty, S s RRRANRE IR OC IR s .
Ry DU A B Ry TR DG R S

UK
B EFRE > REERE.
B2 FEERENRESIL, il wE () .
B3 % & (Device) LTIk,

{ERGE (System) b piids XEAgE (@) .
BRI, BIA S R A
WA H B KGN TR G, TEER KB CHIN SRR ORA BILL N .

GG G WY
B 3
a a1 B w N -

B

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WOREAER G &R, WAR KA 3 B LU R R G C KM .
WIR T IR W] LG P HYE T O A5 b IR T FR Sk LA B 7 T BLAR 1 HL i

P H] CDO 4RSENCE BB, 152 b RN P o5 5t
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