fic B A ARG

DL R ¥ 8 B e A 22 4 SR
o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .
* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .
o BRI - I AN S I BRI .
* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.
o Vi)t - SR VR B A PN EAE B A o
JIETT DL s Xoze A ims, DU RE T i S £ o
e BUE L, 1T
* fit & DHCP lli&s+#s , &S
o fiiE NAT, %6 1L
o BB VT R H 59 it
o fEANEREE D LS SSH, i 12 1T
o BREELE . 13 W

PLR s ) DHCP #2452 TN FECE T — /N A (st , JRER DM E T — /N 5%
. EiE4 N Web R4S 287 In—/> DMZ # 4.,

LB JEHIEE (Devices) > & ETR (Device Management), #AJ 1iilij Ky 4l (2).
$E2 diED (Interfaces).
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Device Routing Interfaces Inline Sets DHCP VTEP

Q_ Search by name

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
@ Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

GigabitEtheret0/2 Physical

GigabitEthernet0/3 Physical

GigabitEthernet0/4 Physical

GigabitEthemet0/s Physical

GigabitEthemet0/6 Physical

GigabitEthemet0/7 Physical

PPR3 LN 40-Gb B KA AU 300 1, 35 A % ) A B A
IR AR E P T Ak, WA ZIEREE G 73 S22 T M B i e

P4 SR T AR D) %8 (2).
B2 “EM” ®m+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

| sync Device

Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

NN N N N9

~

B oEEsAsER
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a) MRZEXIH (Security Zone) T HL81IZR P IEHE— NI YA B2 X, B0 R (New) 78 In— it 24
XAk

B, An—"~4 2 inside_zone (RIX e, ] DU Y XS4 ] 2 S o 9, U7 ) P2 R Sk, A
Uit AT LA PR DX ARadE NSRRI, AHANRE AIERE A Y FRIX

b) HIANKEER AN 48 DNFRFKBFR (Name).
Bhn, K dr 48 inside.
¢) ¥ BA (Enabled) & ikHE.

d) KR (Mode) £ Fc (None).
e) At IPv4 F/8L I Pv6 I .

* IPv4 - N Tz R ik SIS FE27S |P (Use Static I P), R )5 LARMT Foridiii AN 1P Hidil A7 0
i, %\ 192.168.1.1/24
& 3: IPv4 &1 £

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP v
IP Address:

I 192.168.1.1/24

* IPV6 - IR B B ik B ECE (Autoconfiguration) 5L HE .
[ 4: IPV6 3£ £

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) A E (OK).
SIS ST AN DK REE (2).

| rass%n W
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5 “CEB EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Hardwart

mEfAER |

a) MRZXIH (Security Zone) T 813 ks — NI IS 2 A X, B0 Rl (New) 8 In— il 224

R

fitn, dhn—/ %4 outside_zone X 15,

AN B AT AR IEACBE L, DA IR A2y 7 7 2 ot A5 P RZ

b) AlHARE (OK).

W, Hl'E DMZ 32 1 LIFEE Web R4S 25 .
a) A EEH R D) dREE (£).

b) MZZXE (Security Zone) FuFIRFIES M HIA ) DMZ %4 X, o midifi@ (New) dIn— A«

ES P

#ian, ¥hn—"1~44%4 dmz_zone [ 1X 15
c) FINKEH AN 48 NFFFIIBFR (Name).

Bltn, BN 64 % dmz.
d) %+ B (Enabled) HikHE.

e) KX (Mode) f£ ¥ T (None).

B oEEsAsER
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) A 1Pv4 /s 1 Pv6 10K JF i & BT 1 1P k.
g) R E (OK).

PR mRTEF (Save).

BcE DHCP AR 5585

GRS EE P DHCP MG K B53RE 1P #btik, 1% 53 F DHCP RS %%
UK

$IE1 %R & (Devices) > & ZEIE (Device Management), X s ik &% (I 4REE (2).
$I% 2 %% DHCP > DHCP fR %28 (DHCP Server).
& 6: DHCP AR 25 58

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ¥ &
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

PR3 RS (Server) Xuh, miiifin (Add) JFECE LN EI,

| rass%n W
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7: NN AR 55 =5

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

FBA RLFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT AU, DUERRE Py S h-6 4 0 S0 11 TP Mtk s 1. 3%
28 NAT FUFR 42 115 1 Huh- 3636 (PAT).

i

LI EFIRE (Devices) > NAT, A5 mii BT 5 EE (New Policy).
W2 AW A4, EEEAT RIS, AR5 AR TE (Save).

| LS
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8 FmE g

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SR L s I A B o TR 2k SRS I o
& 9: NAT 3R

FTD_pOIiCy [ Show Warnings ] E [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Dissction. Type: Inferface Intartace Sources Destinations Services Sources Destinations Services Optlons

Objects Objects

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

PIEI AUl (Add Rule).

BB AR
|
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B e=nar

SER A O E AL
Pl 10: B AN

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #L0 (NAT Rule) - EF: B 31 NAT #0| (Auto NAT Rule).

« 28 (Type) - EFEBH7S (Dynamic).

$IE 6 7F Interface Objects VLT, ¥ Available I nterface Objects [X 35 71 ) 414 X 3575 i 1] Destination | nterface Objects

X 358
B 11: O R

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q_ Search by name ]

. Add to Source
inside
Add to Destination

2

IR 6 {riE#He (Trandation) J i 1 fic & LA T 2ET0 .
& 12: 530

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +

Original Port:
[ TCP v ]

Source Interface Objects

Advanced

(0) Destination Interface Objects

(M

ny

outside

u}

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be
used

Translated Port:

B oEEsAsER
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o EHEE- S RN () T IPvA BRI 4% 4 (0.0.0.000).
13: SR M LB IF &R

New Network Object ®
[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

D Allow Overrides

a4
TEABRAE H R G0 XK any-ipv4 14, R0 B3 NAT U Goe SCEREP R I NAT, I HAETC 4% &
g XI5,

* #%15AYiR (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).
TR mHRTF (Save) LSRN .
UMD COR47 % Rules %
PIE8 fiili NAT ULl LR TE (Save) LLRAFBE K

Fic & 177 [a]42 il K

R AEAE M B N G T A I E SRR B AT E U I R Sems,  U) 2E [e) SRS AN R LA Se VR
B o Uy ) 2 SRS TR ALY DA PR 22 S R o

LIRS QAN RN, DASCVR AP B X 3 S0 8 DX ) P A

BB AR
|
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PR L REE > TR HIARRE > RS, SRS S BCAS B R U7 [ 5 ISR B 1) YRR (2).
HIE2 AdRMMN (Add Rule) I E LR S5,

I (AR

& 14: B X8

Add Rule

Name [ inside-to—ou(side|

] Action |@ Allow v B Lc

Insert |into Mandatory v

Q Zones (1)

Networks

@ Intrusion Policy | None

Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ]

Showing 2 out of 2 | Selected 1 Selected Sources: 0

+ Create Security Zone Object

m «lainside  (Routed Security Zone)

D & outside (Routed Security Zone)

Any

3 Add Source Zone

1 4 Ar 44, 40 inside-to-outside.
2. \IX18 (Zones) T8 3 X 35,
3. AR X8 (Add Source Zone).

[ 15: BHr X

. Add Rule

Name [ inside-to-outside

Insert | into Mandatory v

Q Zones (2)

Networks Ports

Action [ @ Allow v @ Logging OFF B Time Range Ru
@ Intrusion Policy B File Policy |None

Applications A Users URLs Dynanmic Attributes VLAN Tags

Clear Selections [ Q_search Security Zone Objects

Showing 2 out of 2 Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

<hinside (Route: Zone;

w stoutside (Routed Security Zo

ne)

+ Create Security Zone Object

Collapse All Remove All
200 | v 10bject

& inside

Any

Add Source Zone 5 | Add Destination Zone

4. NX13 (Zones) HkREAMIE X 35 o
5. MR B#R X8 (Add Destination Zone).

FoAt e R B TR

L TR I T A SR 2R, DU i SOAH SR

B oEEsAsER
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PO IERS . AR AR REAN B0 SRS ALV PR BT o AT 8 SOXSE5RNE, (HAE T M2 AR
TXAETENE AL P S AR (SRR A BRRH i LR DA B, TR 2 e
16: 72177 I8 ¥ 2 BT R B3R

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* FOSTERRA - BOATUL JEAR SR Pr v i, LA AT AT (ot o SR LAREERIA SR LA T 1)
ME— S SCE PR FRE . I, T DLGTERT T DE AR sk, DU W DA (i) | pREgde (48
RERE PR ) s RH Lk AR i) 2 S R

T PR RE TR SRR BIE S 5 2 R, G A P AR R A B R, TSR PR RE . AR,
A R] LS I B 3 R0 U0 P 908 e 0 o S BRSO, T DO IS (AR Bl BRI BEAT PRI R . B
1B BREET 7 X o P P AU Pk A R sy G BH A TP Mk S R B SC  AR BEE

Blhn, R ENE ERLAE 2% BRI BT FTP i, (EANPELE K B8 B A 0 Pkl SSH it it, U] A In— ST
AL UE A5 SRS o

© BB -BRATEOU AN Al . s L N s e S R PE R B I — PP v e KR EUS UL T #AS ZE I s AT
figas, HAEERAE AT T A REIXFE . A T R IREH R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W BRI b, R SRS T RE e — NI R

ZEERE - (FHEIPS YL BINB 2R 6. 2B eI B E AL 35 0] 22 5 g 34 T3k — B Ab B
R IR g TR ) S R v S ) B A . 24 e Al A 2 AR B 1 - R R 412X Talos
PRALHY TP bk, URL MUk A2 2 (0] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hbhk. URL s,

W AT TIPS VE]E, RIEUG [l 32 SEms B i © A . AN S 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS )4 I HEN AL PR R T, AT DLER A HEAT S SR

PR (AL ARINAEDT In) PRI 2 i N RN AR SRS o

MR HEME I — A L SRR AT ARG R, M TR AR T R e e .. RO fEF 2 Rafedtn
SR, AT LG SRR R T El ) SOX A5 . BT S ] AR GE SR AL A SR

a) Fi AR (Intrusion Policy) R4,
17: R GEIRERNR R

@ Intrusion Policy [|Nome '\]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

| rass%n W
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b) MIR A LA RGEFLAE N
PRSIk ASINAEYS )32 AR 2 J5 N K SCAF SRS o

a) KX HREE (File Policy) Nz, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
AN

18: ST MG

Ee File Policy [Nune A]

Open File Policy List” '
ns and Applicatio

ST B ANE, RGUEAE R T rh 4T T SRR (Policies) > SRR AFIH (Malware & File) Tk,

b) AR EIEAITELNE S, 155 (Cisco Secure Firewall 1% % & HLAS B ) »
¢) RELRMFN (Add Rule) TUifl, AT AR P50 dE (1 5 o

L6 LA (Apply)o
FUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 5 40 B ) SSH i #z
BRIAAE O , GmT LU AEA 465 098] O FLC B % A% (K admin HI7

UK

B R RE > FRRE , JOIEsgmi i sk
HIE 2 HFF SSH ifia) (SSH Access).
IE3 AR VF SSH IEBE A LA 1P Mkl .
a) Aiiidan (Add) DS IET RN, 5 aiihi gmiE (Edit) Lhgnds BA ).
b) PR e 1k
o |P tisib-F T FR IR SO VFEEST HTTPS M3 (0 EHLE M 25 i M 28 00 % 504l « AT g &bk — A%, 5
B Rl + LS I it I 40 5

AT A X13i/#% 0 (Available Zones/I nter faces) - i N4 X 1k 5 34 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B BENINER L 1 2K, AR A s AN (Add).

| LS


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| EERAZ®
werz ]

[ 19: ZE5MERE O LB SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) miiHE (OK).
R4 HHRTF (Save).
SRR, AT LA R ERE > ERE I HEE IS B A B A . B E G, A AR

R Mo B O B e s AERRE AT, AP S S A B R AR

TR siditi EJ7ERE (Deploy).
248

£

pepoy| @ & @ \

S G, WP R, W5 S (Deploy).
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[ 21: BRE Pk

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

wi#, st 2EBERE (Deploy All) LAFE 2 1% 4 .
[ 22 £HEE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

C] 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

C] ftd1 | Ready for Deployment
® 5 devices are available for deployment D

A, 6 AR E R, 3 AT S R EBE (Advanced Deploy).
B 23 BREE

1 device selected

[ Q. search using device name, user name, type, group or status Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
jo

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE L. KSR ERE (Deploy) 4244 M EIFR T LL AT A 2R A

B oEEsAsER
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24 ERTS

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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