EFEFF MR A LS

HERRS K, IR JERE B K S M 2 R L

© BRI KEELE , BT
* PATHIAG I (?z}hﬁﬂlﬂld) ;1T
o [ BB K S 11 T

1% Fe2 B AR B B4
BROAHOL T, Bl KEANBEI 0 G B8, DI 20 505 =7 USB ¥4 RJ-45

o SREE TG HZ -
AT RS,
¥ SFP 2255 BB 22 1o 11 - PN B0 112 55 22 1/10/25-Gb SFP28 #5119 1/10/25-Gb SFP28 Jiif 1,

C HRAEE, ES 2R .

Outside/
\_interet )

outside
(management center access)

Console port—
ol o SENSSS e
0000000000000 o) O
© " “a | & 0000000000000

|n3|de— ﬁ ﬁ ﬁ

Other data networks

Management
computer
Inside

. _4

PATHIIRECE (FahiEE)

ST FshAES, 1514 Cisco Secure Firewall % £ 1 Fi s B CLI SRS TATHILEHL & »
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MIREE: R EIES
MR, AR KBRS, B R LA NEA TSR DL R
* LUK 1/1 - outside, TP Huhik>k |1 DHCP. IPv6 [13)HLE
* -inside, 192.168.95.1/24
* BRINEE T - Gl A D B ¥ DHCP 3RHX
o HARBEC - R WA Y TP AT R

AR B AR BLE, 4 A IR DHCP 5% 3 U i 5 1 SR 522 4 XAl
iz

B K ELERE S N
PR 2 FRWAEIA.

a) % %https://192.168.95.1,

b) {4 admin FIBRIN 0D Adminl23 &5k,

¢) RPN “— M4 JF 5 SCE B .
PR3 FHRE RN T.

HAA R o e S e TR IR Y

a) FCEANTHEE DS,
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

Don't have internet connection?
Skip device setup
1. SMEREOMEAE - W B RISEI S T P, A RS TP Mok, SRR A R 7 T L E PPPOE; & LA
FE58 8 [0 3 J5 i & PPPOE.

2. BIBIED - WMELEANTE O LA E S Ui, A A IR OBeE . B, AN DTS iR
P A BV FoK P I 445 B 11 DNS 4545, 1A & 4MHHE 1 DNS iR 45 23 f# 4T FQDN.

DNS AR5 3% - R4 HILIE) DNS IR554%. BRINEA OpenDNS A4k DNS JIRg5 a5, X LE 55 a R T gy
TR BUE A 1 DNS g5 420 DU e ATT#GE AR5 07 1R 1

B K i EH 2

b) AlEREEE (NTP) (Time Setting [NTP]) Jf i F—# (Next).
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& 2 i &g E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFEEN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEE [ R REPCT T B ASCE N B A AT VR I AE B O CDO BT
d) mdiFERL.
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Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) WIEFMIIIR%E (Standalone Device) fll BEE (Got 1t).

SR 4 G0 RERE HAhR O, IR E (Device), ARG AiliiED (Interfaces) i B b 1055 4%
$B5 il kR & (Device) . > RGI&E (System Settings) . > &£ &I (Central Management) I i i 4% 4L (Proceed),
] & 0 CDO T

fic & &R e /SCCHELR{E B (Management Center/SCC/Details).

ERE
BERIRA ] e Bon “CDO” TiAE “SCC” .
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
] > =D
10.89.5.4 10:89:5t35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10f8915:85

Management Center/SCC Registration Key

wase ®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit
o Before you to the r center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) AT REMESIEGHO/SCC EH A IP bk, an B & wT UEH 1P bk s EHL4 U5 i) By, AR
(Yes) , Wi &Ly A7 F NAT 2 JG i Bef 38 IP Huhksk =ML, & & (No).
b) WIRERR, WA & /SCC EHZ/P it
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1R EEHL/SCCEMEA.

B PR SR B — R M 8, VR B kB e e A E L LR . M IR 37 A
TR O FRET (A-Z. a-z. 0-9) FUEFSF (). I ID A T4 ZANBE KEEF M8 BP0,
¥8%E NAT 1D,

I ID JE e ME —— MR A, ORI EAE AP B e . RIS SE DY A B A I TP Mk, 3RAT)
{14 45 52 NAT ID. NAT ID AR 37 NFERF. B AR AT (A-Z. a-z. 0-9) FIEFST
()0 M ID ANBEH] T-BHATA JEAh S K By E 0 3] A Bt . NAT ID 5 1P HiuhkE 55401, M TRF s 25k A
ERIBE % A LENT IP Hihk/NAT ID SHT S 8E 5, A4S,

FI6 NEEREE.

a)

b)

c)

faE BB E £ A .
It FQDN ¥4 H T4 1T
15 DNSBRE 284,

WAL, g —AH4l. BRIl DNS 414 CiscoUmbrellaDNSServer Group, 14445 OpenDNS
R 55 4% o

LHETEME R B AN DNS iR 5 as v, R 248 B B0 h DR G E DNS 5 B
X EEAUL/SCC iR, M BiEED, RJFIER SMEB.

F$BT (k) AdRMEIZS DNS (DDNS) 753% (Add a Dynamic DNS [DDNS] method).

WAL BB ) TP Huhlk & 4454k, DDNS KEffff &5 E bty Al s [ 2L FQDN A ) b bl 4 o
$IE8 iliiE#E (Connect).

TEAHAZS (Registration Status) AHEHER 27 B H.LCDO MY ETIRES .

B 5: B iEsE

Registration Status

<

Successful Con

Management

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.
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LB /EREFE LR REEEBAO/SCCEMEE PTG, R EEHH.0CDO, RIGHINEG ki, S0 &
OB kRS, S8 15 T,

HRECE: CLI
i CLI & B IA R B L A 1P #hllh . WS fI L AR 48 %

S EEN G D IR B CLL. 152 5 ) g B CLI.

LB 2 5P PSR E G CLL W E A
pEat 3
FRARERRECE, BNTCEESR CLIw E A (F, Wi Sy mg o B2, B LURYJE7E CLIH ¥ ] configure
network fiy2 5 T A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

f5E: RO A y. BARATEAA A B L, (HA B 1P bk, flin e i sbht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

18R EPEFEN. AHANEE: U BRI, ANSCREDHCP. ORI E: 1 5 HA8 U5 B LA AR 7 L
LA/ 1k HH E i b i) A

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

16E: K MOCBIEDY data-interfaces, BLUCE DR BT A BT L, DASEIE R AP0 L BEAT B o

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

$E5FE: BOEAY BRI DNS RSTAs . XIS AR R AT AEL RS BOEL AL 1 DNS JIRg5ds— 8L RO BT
AR F15 R

W s Em IO


csf-4200-ftd-get-start_fmc-remote_chapter1.pdf#nameddest=unique_4
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Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

15E: HA routed. FUAT R 1B KRR SR B PRV )

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

P T AR U 10 (R AN R 1

configure networ k management-data-inter face
WG, RGEAPREN MR OB A M R E .
Fzh |P Hhhk

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

16EE: ZAETEM G R MR DNS g5 &, Sl 2448 A B P HDHTACE DNS 15 W E .
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DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
P B
configure manager add {1:¥144 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id
» {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§& & BLrR.0 ) FQDN B¢ IP #uhl. it &3
O Ok EE SR, 1H T DONTRESOLVE, fEiXMI LT, B7 K500 B AT w7 i (1) 1P Hidik sl =144
* reg_key - 8 LRI — PRI, W U B A A AR A B oL R . FEMFE AR 37 A
T AMFARETF Y (A-Z, a-z. 0-9) FIEFFT ().
* nat_id - 5 T RIERRIME—— RS R, BOETFEAE L bR E . NAT ID A 37 N 74T
AR OFE TR (A-Zy a-z. 0-9) FBEFRF (). ULID AREH THRATAT H AL B3 I 2 A B b

T

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

KT BUPMSTTE,  DASERE 1 2% O B FE 73 SCHLA o

IEfC P R AR EE, AN Pb YR ek N BT ST e SECUH R G ERUA . e, AR HE
Ja BIBAT, AR EOC A RN IE K R G

a) i shutdown fii4 .

b) MELHYE LED FRZA LED DUGAENUAR 27 Ol CR32) .
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) AENUAR DO AT R, 85T DAAE D S AT R U Sk LA BT X I T B LA ) R O

o] B 18 F L E AR A

AR R A PR 8BV 1) A B s VI K A

ERFYISHRMmEE (FiEMiEED

A TR, AT DL A SR s B A B D, e AR A BT R B R .
Hrpul 5 RS CDO S AL DI fig .

I AR, RESTEEL MRO: WHER, ARE AR EBCE, B Wn; i £ s
Ao TR, W WIAHRIK) DHCP k55 4s . U ) 42 1 SR sl 2 A DX A FOAl v B R IC

o LIKM 1/1— “4hE8”7 , TP Hulik>k H DHCP. IPv6 HENALE
o DK 172 (BRGHT-, 4 VLANTL 201D - “INE8” , 192.168.95.1/24
o BN - I AR O _E 1Y) DHCP 3REL

A A B A SR Ry T, DR S C {8 ) DHCP, K DU Ry m] FPEAS S Fr
DHCP,

)

AR T B BROR 7.4, BT EAE] CDO SRR INY A A RTEAE R, WS 7.4 151 7.6 TR
T A B TARRME. BeAh, T 7.4 PRI LR, TSI O SecureX BT
Ifff o

FHia Z |l

o WAV A S TP Mk ek FQDN, i 4 & 0 WE A SL IP Huhl/FQDN (#itn, fn S e de
NAT 2 J5) , DME® & DURREHER. S0 .

TN B S i m s, i B0 AR e R
XEF LG A IR, AT EER A ) A E G SRR A m AR

a) IEPEEERL (Integration) > BRl%& £ = (Cisco Security Cloud).
b) mii BABRE 2 Z (Enable Cisco Security Cloud) 1 FF BRI WEASE I, 118808 3% SR 22 4= 2 K 7 4
PN TN T
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B srsniesnmes (EmER

B ORIE DU A A 58 HH 2 VB P B o i SR AEE B AT R 222 M CDO K J S8 m LAZERR 3 S TS n—
A RMERIITEAE R, ESH .
CDO 2 /EfKs EH L 5 BB A B ENA M B0 o CDO FF 2 i srh s i & bty DME
BT AR . H2, BATEEEAH CDO. WAREAEH CDO, H M PO SCHR R TR &HAN. &F
HIuE s, &R 5 HH 0 RIKKANE, R FHbo.
) Wiftith AR EZEMIAE (Enable Zero-Touch Provisioning) .
d) MHRTE (Save).
PB2 R E > REEE.
L3 R (Add) THsesd, EHiR& ([5) (Device[Wizard]).
$IE4 S ERFSIS (Use Serial Number), X5 fith T—% (Next).
B 6 &I M E

0 Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

WIS L2 WY, W AR IERE (Domain) , A5 st T—3% (Next).
7:35

Add Device(s) ®

@ Device registration method

‘ Device registration method Serial Number

° Domain

Domain *

[GIobaI/Pubs ® v

Previous m

Cancel

$IR6 X T#I4&&EE (Initial device configuration), fidiEZA (Basic) Hik#4H .
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SRR ERE

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® ~ +

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier
Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Erevious m

Cancel

a) PRIV E) 4R SR B LALE VW INE B v A, B AR e .

WA B S TSRS AR, FE S R XA Z Rl e A, AR VERI AL, RS R #sh
55 ISR AR B AT R o TEAERRE O T EURM FBUS ,  TalRe B0 B BB

by EPEEN I IR 1 & BBV AT VR T IE
TEVR NG, T LLANR S (System) > 1 AIHE (Licenses) > & #EiF ATIE (Smart Licenses) G M VF ATHIE .
c) miit—%.
PR HEREFMHER (Device details).
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Add Device (2]

(1) Device registration method
Device registration method Serial Number
( 2 Initial device configuration
Access control policy wfx_automationPolicy123

e Device details

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 ‘ FTD1

Device group

Select.. v ‘

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Previous

Cancel Add Device

a) MIAFFIS,
b) HINEAE R BRI B IRBFR
c) (A[iE) EPigE&E4E (Device Group).
d) ®REREZM,
DR A R B A e, NS B S R OSSN TS, T B A AN,
WK I8
L8 AiRmgE.
BB T E T KR P A IR IR A B IR AR o WUERVENH TS, RS gk
LEANERHE O FA T 2R L, CDO 437824 DDNS $AE IE 047 BL Rk
* ffi HIX PR FMC (FMC Only) J7i:4EAMJE F DDNS. 15 1A S R 25 fub i 1 4 4% o
o fEFILATT EHL4 gy 4 TP Hikik:  serial-number.local .
o PEALR) EEIROL 11 1P Mt/ LA W, DK LA AT A B A TP Huhk .
o WU TP Mokl R AEARAE (9040 DHCP LSBT, W4 pm) B Pty KREm 4.

D ARAE S P O A T 2R BT, WIANSZHS DDNS. & By b 20T A JT U5 ], DU o RERS AL BE#Z

W s Em IO



| EEEmpAcE
memhosEmnass ]

T AR ZEAE T CDO 104 DDNS $ftRy, thn] LURHJe H 45 BE A0 # ¥ DDNS g & 5 B0y Hefh 53

(o] & 28 R L E AR B A

e B K s TS 2 B G
g3z

FE G L.
a) HIALLK URL.
https.//fmc_ip_address
b) AR AR
o) miihiER.
TR2 IEERE > REEHE.
PRI MR T HpRD, ERRmgE.
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Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BHE NS
* EH (Host) - A S INAIEE K 1P uhb sl EHLA CnRaT A o WRANT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B TP ORI KSR IR 2548 0VE T SOZ A4 R -
* JEMEA (Registration Key) - it N EAERS K HTAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 70 Bl g 73 il

PA
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* 4B (Group) - W RAEAF 2, NPK L Bogs ik & 41

* 7 a3 HI SR B (Access Control Policy) - EFHI UG TN . FRIEC S E40E B O BT K B e RS, &
ML P F 2 5RBE (Create new policy), RJGEFEBRIEFTBIRE (Block all traffic). 2 J % nl DL ot i 5 L fo
VRl s 15 S B 0 E U7 a3 R
11: FEE sk B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF A — AN BB ISR T TR GEVE AR, SER: ERINE S, BTN RG> 1FAlIE > EeEiF
AJE TLH M Secure Client ZEFE17 1] VPN 15 A HIE,

* [ME— NAT ID (Unique NAT ID) - $if & 717 K BRI aa e & h 5 58 1) NAT ID.

- (EHIEHEE (Transfer Packets) - 1L IR A (Transfer Packets) & ILHE, LUIXT TN F1F, Bt
Bt AL ) B0 TR A .

BOAHOLT, BB R X TR AR FE, B8 2ok SRS S ik A < i) Bt A s 31 47 B o 98
TR A AN SRAET IR, W e n) A A RO AME R, A RIE .
L4 il Register.
TR B SN R, ViR A PR T
* Ping - U] @B CLI S B U5 10 PPl CLD , ARSI LR 74 ping & #H1.0 IP ik
ping system fmc_ip_address

S ping ARy, A8 show networ k iy 215 71 25 B . G0 SR 7 22 S OB K BT B TP ik, 35 48 configure
networ k management-data-interface fir4 .

 VEAFE D] NAT ID A4 BE ARG TP ik - 5 ORAE PN B0 EAE T R A3 U 35 B A0 NAT ID. AT LLAERS KBk
1§ | configure manager add iy 4% 2 E M 2 45 F1 NAT ID.
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I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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