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P2 I T HUN T i A 55 1 R REAT R JE T SG4T I R YA
1: EBJRIRE

Power button

PR3 R AR KB T HIUE LED; % LED 24 AaseEsoie, Ronbi kil e ik .
2 RGO LED

System LED ——
Power LED ——

FB A AP KT MRS LED; HESOREREZ N, Rl iz,

LRI HEF: BB ASA?

B b SCRF UM B 5 ASA PRI T o SEFEFIHR R G i 1, JFOE T I 223 T .

SRR BB G5

EHlamA

RJ-45 console

e

P2 S CLIiEaR, e B K Isia AT A2 Euh B s 2 ASA.
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B AR 1D
1545 % 3| Firepower & 5% (FXOS) $&7R o #8077 5 M B H 8 i AU aT Wi i 8. W R F8 %, WS Ui
BUVMSTAE CLL, 553 Wi,

firepower login:

ASA
IS E R ASA 27 .

ciscoasa>

HIE 3 W R EIEAT IR RS R N, 1527 Cisco Secure Firewall ASA fl Secure Firewall Threat Defense H T BME 45 -

177 (2] Bk B B3 40 CLI
TR Vi ) CLUBEAT A FE SRR

UK

TR EEBERIG 5
B 4358 A0

RJ-45 console

otlootfoe

%423 FXOS. 18] admin ] P 4 3850 CBRUE A Adminl23) 5% CLI. $H—XM NS FER, RGP REHE
U

%
5
N

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *¥kkxkkkx

Confirm new password: ***%xkxkkx

Your password was updated successfully.
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[...]

firepower#

SE3 PR BB CLIL,

iR

QSRR WA B AT A e B B A SRR A, AN LU ) BB LI, SI4 A3 CLI W E .
connect ftd

B UGERR] B CLL I, RSN EYIH R E

w5

firepower# connect ftd
>

BB BB EIETD CLI, %A exit 5 logout #ir4. Mir &4 6 H 8 5 1 45 FXOS $27R.
w5

> exit
firepower#

A .
¥ 25 AR S FO E ET AR &
FeATE SR AE B B KBS 2 T2 HbphioAR . 53, BT LI B Rs T EPITH %, HASH (R
ARG E) VT RE TS 22 Bb 4 IR R e A 2 B K IR IR TR)
F I IZIEITH A RRAR?

RHE BSOS AT AT T BT L RS S 55 0k A 5 1042 5 1) Gold Star fiAS . #IL 7] LIS
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RJ-45 console

otlootfoe

e

1 FXOS CLI 1, BI/RIFEAEBITHIIRA
scope ssa

show app-instance
il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

WUR L BEH A, W PATIZ LD,
a) FRIATHOL T, B REHR IURAE ] DHCP. W A 00 6 B 1 v B 4 TP ik, 1SR A DL a2
scope fabric-interconnect a
set out-of-band staticip ip netmask 4556 gw M 5
commit-buffer
TR
WMALERBI LN MR, WS AT BT A5 H DHCP. Al FH BA K fir 2 K45 H DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

b) AT (FXOS #bEHEBRFRRT ) o (¥ B AR R
A 5 AT A A 1 Il P R 2 3 BT LA
By KBS TR B, AT LARRGE R #] FXOS CLI.
¢) fEFXOS CLIH, FREofern B s s e i i i .
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XA, BN, 1550 hERBEE (Password Reset) Xk FE & (No), PN A%
5

d) KHPIKEE. WS CBLEID AR KR, 557 0.

—+— ) .

X BUIF ] uE
4R M RIS Y R T B S8 A8 I, AR PRI )R N 1% VA B R IR A BE ARV AT AR . T SRR
W BB T2, S R s R

W AR, 1 0 R BE R BRSSO o N TR B AR B AR A R A P AR B A
R, 5 PEANUEI, 152 (Cisco Secure Firewall Management Center 15 #LEEH) -

JP ST AE HAT LA VERTIE :
o LRl — T
* IPS
o EEATBAE
* URL i€
* Cisco Secure Client
* J&°5 7 - Diameter. GTP/GPRS. M3UA. SCTP

1o GRS A QA Ve ik, AR 55 AR I AR R 23 (Search All) “FEL.
B 6: 1 AR R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. #ELUNYFATE PID.

N

ER SRR PID, &R LLFSK PID AN ET o,

* Essentials:

* Az

* IPS. SEREIKAFBI AT URL 445 :
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
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* L-FPR4245T-TMC=
MK Bk PID 2 — W IR T s, A BLE RS LR PID 22— W) s AT H -

* L-FPR4215T-TMC-1Y

* L-FPR4215T-TMC-3Y

* L-FPR4215T-TMC-5Y

* L-FPR4225T-TMC-1Y

* L-FPR4225T-TMC-3Y

* L-FPR4225T-TMC-5Y

* L-FPR4245T-TMC-1Y

* L-FPR4245T-TMC-3Y

* L-FPR4245T-TMC-5Y

* L-FPR4200K-FTD-CAR=
* Cisco Secure %% /it — 12 [ Cisco Secure %5 /7 i 1] M6 7 o

3. MR PIEFEF=HFRRSS (Products & Services).

& 7: 4%
e All Results
T Orders 6
[E® Invoices 2
(&, Software Subsc... 1

‘ © Products & Ser... 1 )

(WZRT) KA K IERIR

IEFRH R GAR R 2. AR IR EUE R T R nT e FEOUTE R EHUR. AVFZEERE—
FAE G BI81T, s oo P FL AN RE TR SR AT K AR 4

£ CLI X AR K 35 R IR

T r] L] FXOS CLI %241 5% P Z ¢ 51 9% A B K il L)t
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TR JEEBNES G 5w
B 8 2Hl aikn

RJ-45 console

otlootfoe

e

FIR2 £ FXOS CLI H, #4531 local-mgmt £

firepower # connect local-mgmt

FE3 KRS
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

TR RN RS R . KRIASERA, RORE LR R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PES TEIAE T UG AT R JE I OCIF AR 0 I AT P A Sk LA R 7 T HLAG 1) LR

{ & TR L K A B A E
P BB TERH RS
e
ST .
Q) RS> REEE.

b) (EEFEHR SRS, sk R ().
c) A& (Device) LIk,
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d) {ERGE (System) Mz il iR E ().
o) HHBLHLRIT, BT XM B

PR 2 WERE S B KRS TR G, WD KERSC N B RS s . RMSERE, SRR B LN R,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WMRBAEGGIER, HERRY 3 etk RGO K.
HIR 3 I T DL FLYE TSGR b B 4T F Y Sk AN 37 =BT AT LA 1 Fe i
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ZEIEFNE ARBA A S

ERERG KB, AR JE T KB B G
o FEREBH KRS LGS, B 11 0T
s PATHIGAIECE (FEhREC) 5 110
o [ ER ORI KRS, 5821 T

e FE R A LG
o SRR G RS- BOAE DU N, B KEANBERH G R g8, R W 5 — 7 USB #4 RJ-45
HAT RIS .
« K4 SEP 225 SRR 122 17130 11 - P S0 T 7522 1/10/25-Gb SFP28 LK) 1/10/25-Gb SFP28 3 1,
* HRTEAME R, ES PRI 2R .

Outside/
\_ internet

___ outside

Console port— (management center access)

Al 19 , u
0000000000000 g 18 0000000000000
c|Ee \ =)
/ A p 0

Management
computer

FZL

O'therkdata netWorké

Inside

PATHIIRECE (FahiEE)

ST FshAES, 1514 Cisco Secure Firewall % £ 1 Fi s B CLI SRS TATHILEHL & »
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MIREE: R EIES
MR, AR KBRS, B R LA NEA TSR DL R
* LUK 1/1 - outside, TP Huhik>k |1 DHCP. IPv6 [13)HLE
* -inside, 192.168.95.1/24
* BRINEE T - Gl A D B ¥ DHCP 3RHX
o HARBEC - R WA Y TP AT R

AR B AR BLE, 4 A IR DHCP 5% 3 U i 5 1 SR 522 4 XAl
iz

B K ELERE S N
PR 2 FRWAEIA.

a) % %https://192.168.95.1,

b) {4 admin FIBRIN 0D Adminl23 &5k,

¢) RPN “— M4 JF 5 SCE B .
PR3 FHRE RN T.

HAA R o e S e TR IR Y

a) FCEANTHEE DS,
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

Don't have internet connection?
Skip device setup
1. SMEREOMEAE - W B RISEI S T P, A RS TP Mok, SRR A R 7 T L E PPPOE; & LA
FE58 8 [0 3 J5 i & PPPOE.

2. BIBIED - WMELEANTE O LA E S Ui, A A IR OBeE . B, AN DTS iR
P A BV FoK P I 445 B 11 DNS 4545, 1A & 4MHHE 1 DNS iR 45 23 f# 4T FQDN.

DNS AR5 3% - R4 HILIE) DNS IR554%. BRINEA OpenDNS A4k DNS JIR55 a5 . X LER 55 2R T gL
TR BUE A 1 DNS g5 420 DU e ATT#GE AR5 07 1R 1

B K i EH 2

b) AlEREEE (NTP) (Time Setting [NTP]) Jf i F—# (Next).
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& 10: 74 E13R B (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFEEN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEL ) B R AT BRSSO B AR AV R A AR L BT
d) AN
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o X

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) KIKILFFIMIIILF (Standalone Device) Al AR (Got It).

SR 4 G0 RERE HAhR O, IR E (Device), ARG AiliiED (Interfaces) i B b 1055 4%
HIB 5 ik FEiE & (Device) . > RGIRE (System Settings) . > &£ H &R (Central Management) Jf st o 4445 (Proceed),
RS INES))

il EIERL/CDO EAER.
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B 12: EEAL/CD0EMER

Configure Connection to Management Center or CDO

Provide details to register to the management center/

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEREMEEEF/CDO £HZS 1P i, WS UL 1P Hihk sl L4 V5 Gy, Wil
(Yes), R & HL {77 NAT Z 5 8k A A3 1P #iulik s =414, 15 sl & (No).

b) WMHILEFER (Yes), HHIAEEHL/CDO E£HLZ/P k.

¢) fREEIEHL/CDO EMERA.

. Cisco Secure Firewall 4200 EAHBAHEINIT: LT o0 REBRYE IR L
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UL PR BRI E DT, M B KBS IR S A B L ERRE e M E I AR 37 AT
AT TR (A-Z a-z. 0-9) NEETAHF (-). JEID ATHI T8 2 A7 K BRRE N 21 4 BE O

d) #8%E NAT ID,

U ID JE BRI —— R PR A H, IR T AR A L R e . RIS ANIE R S B 1 TP Hukik, FRATIY
FHEUETR E NAT ID. NAT ID A8 37 N7 AP aRE AR Y (A-Z, a-z. 0-9) RIEFERF
()0 M ID ANBEH] T-BHATAT JEAd S K By i 3 A Bt . NAT ID 5 1P Mkl 5548 1, H TRE s 25k A
IERRIBES s R XS IP Huhk/NAT ID 3HT S8R5, A4 SR A i & .

SIE6 Ml EIEEARE .
a) IRCEANBAEEHZ
It FQDN ¥4 FHT-ahad 11 .
b) #5E DNSBR%Z 284,

ERE—AIAEU, sitld— A, BRI DNS 41444 CiscoUmbrellaDNSServer Group, H:H 4145 OpenDNS
R 55 4% o

SEAEVE G DR B AN DNS 548 B8, a5 2EAE A BhoLy hEDRTICE DNS 5 i E .
c) XNITEEHL/CDO FEEND, riili##E#D (Datalnterface), AJEik+E outside.
FHIET (k) AR EN7S DNS (DDNS) 735% (Add a Dynamic DNS [DDNS] method).
W G ) TP bkl %% ZE A8 4k, DDNS KA ff 4 0 il s [ 3 FQDN Py ) B 48 o
$IE8 iliiEHE (Connect).
MRS (Registration Status) X Ui HERS o & BEHRL M S ARRES .
B 13: IS

Registration Status

o

Successful Con

Management (
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.

Cisco Secure Firewall 4200 EAHBAHEINIT: AL F o0 REBRYE IR L .
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$E A RGFEEDO/CDO EMEE LB 5, B3] &AL, RIS KRS, 182 548 T T30 R R 3 s
B ks, 5 24 T,

HRECE: CLI
i CLI & B IA R B L A 1P #hllh . WS fI L AR 48 %

S ERE G 1 IR ) BB CLL. & 2 b U7 0] @i CLL, 28 3 1L,

LB 2 5P PSR E G CLL W E A
pEat 3
FRARERRECE, BNTCEESR CLIw E A (F, Wi Sy mg o B2, B LURYJE7E CLIH ¥ ] configure
network fiy2 5 T A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

f5E: RO A y. BARATEAA A B L, (HA B 1P bk, flin e i sbht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

15/ WEFE. MHANBE DU M EIE, ANSCEEDHCP. #fff e 10 58 BE 8% U i) 2 1 TR 179 L,
CAB7 b H L e i)
Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

1RE: KMSCBIE N data-interfaces. it E AR PV A BITE R F,  DASEIE 1L A0 0 1 BEAT % 1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

femg: WOE PR DNS JIRg5t. XU 55 s n] BE 5 1R Jo i B RIS #Z 11 DNS Jleds as—50 B eAiI#s 2
AR F15 R

. Cisco Secure Firewall 4200 B ARBATEINTT: L F A0 BERRIEIR L
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| sesssnsEms ki

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

15E: HA routed. FUAT R 1B KRR SR B PRV )

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

P T AR U 10 (R AN R 1

configure networ k management-data-inter face
WG, RGEAPREN MR OB A M R E .
Fzh |P Hhhk

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

16EE: ZAETEM G R MR DNS g5 &, Sl 2448 A B P HDHTACE DNS 15 W E .

memsE: cu ]
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DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
P B
configure manager add {1:¥144 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id
» {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§& & BLrR.0 ) FQDN B¢ IP #uhl. it &3
O Ok EE SR, 1H T DONTRESOLVE, fEiXMI LT, B7 K500 B AT w7 i (1) 1P Hidik sl =144
* reg_key - 8 LRI — PRI, W U B A A AR A B oL R . FEMFE AR 37 A
T AMFARETF Y (A-Z, a-z. 0-9) FIEFFT ().
* nat_id - 5 T RIERRIME—— RS R, BOETFEAE L bR E . NAT ID A 37 N 74T
AR TR (A-Z a-z. 0-9) FBEFRF (). ULID AREH THATATH AL B3 I 2 A B b

T

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

KT BUPMSTTE,  DASERE 1 2% O B FE 73 SCHLA o

IEfC P R AR EE, AN Pb YR ek N BT ST e SECUH R G ERUA . e, AR HE
Ja BIBAT, AR EOC A RN IE K R G

a) i shutdown fii4 .

b) MELHYE LED FRZA LED DUGAENUAR 27 Ol CR32) .
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) AENUAR DO AT R, 85T DAAE D S AT R U Sk LA BT X I T B LA ) R O

o] B 18 F L E AR A

AR R A PR 8BV 1) A B s VI K A

{5 F T4 RRIABCIS B XIS R I 2 & 28 fpols

A TR, AT DL A SR s B A B D, e AR A BT R B R .
Hrpul 5 RS CDO S AL DI fig .

I AR, RESTEEL MRO: WHER, ARE AR EBCE, B Wn; i £ s
Ao TR, W WIAHRIK) DHCP k55 4s . U ) 42 1 SR sl 2 A DX A FOAl v B R IC

o LIKM 1/1— “4hE8”7 , TP Hulik>k H DHCP. IPv6 HENALE
o DK 172 (BRGHT-, 4 VLANTL 201D - “INE8” , 192.168.95.1/24
o BN - I AR O _E 1Y) DHCP 3REL

A A B A SR Ry T, DR S C {8 ) DHCP, K DU Ry m] FPEAS S Fr
DHCP,

)

AR T B BROR 7.4, BT EAE] CDO SRR INY A A RTEAE R, WS 7.4 151 7.6 TR
T A B TARRME. BeAh, T 7.4 PRI LR, TSI O SecureX BT
Ifff o

FHia Z |l

o WAV A S TP Mk ek FQDN, i 4 & 0 WE A SL IP Huhl/FQDN (#itn, fn S e de
NAT 2 J5) , DME® & DURREHER. S0 .

FB HOA A S iRy, iR B L R e B
pE s
X E AL ma YRR, EOE T R E L BB A BRI

a) IEPEEERL (Integration) > BRl%& £ = (Cisco Security Cloud).
b) mii BABRE 2 Z (Enable Cisco Security Cloud) 1 FF BRI WEASE I, 118808 3% SR 22 4= 2 K 7 4
PN TN T

Cisco Secure Firewall 4200 B ARBATEIN T : L F A0 BERIEIR PO .
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EEAEMB AOE |
B srzemmmsniosEma gz

B ORIE DU A A 58 HH 2 VB P B o i SR AEE B AT R 222 M CDO K J S8 m LAZERR 3 S TS n—
A RMERIITEAE R, ESH .
CDO 2 /EfKs EH L 5 BB A B ENA M B0 o CDO FF 2 i srh s i & bty DME
BT AR . H2, BATEEEAH CDO. WAREAEH CDO, H M PO SCHR R TR &HAN. &F
HIuE s, &R 5 HH 0 RIKKANE, R FHbo.
) Wiftith AR EZEMIAE (Enable Zero-Touch Provisioning) .
d) MHRTE (Save).
PB2 R E > REEE.
L3 R (Add) THsesd, EHiR& ([5) (Device[Wizard]).
$£E 4 SERAFYS (Use Serial Number), K5 fiidi T—3 (Next).
1438 & EMF %

0 Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

$BS X T #1458 &ECE (Initial device configuration), sidiE 7K (Basic) HLik 44 .
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15: Mgk B E A%

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® + +

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier
Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Erevious m

Cancel

a) PRIV E) 4R SR B LALE VW INE B v A, B AR e .

WA B S TSRS AR, FE S R XA Z Rl e A, AR VERI AL, RS R #sh
55 ISR AR B AT R o TEAERRE O T EURM FBUS ,  TalRe B0 B BB

by EPEEN I IR 1 & BBV AT VR T IE
TEVR NG, T LLANR S (System) > 1 AIHE (Licenses) > & #EiF ATIE (Smart Licenses) G M VF ATHIE .
c) miit—%.
6 MEREIFMER (Device details).
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& 16: & ZHER

.

a)
b)

d)

Add Device

(1 ) Device registration method

Device registration method Serial Number

( 2\, Initial device configuration

Access control policy wfx_automationPolicy123

e Device details

ERERE AR AR

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 FTD1

Device group

Select.. v

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Cancel

LPNEZ TR
B NELAE L T BRI BIR B RR
(Ai%) 1E$EI%#4H (Device Group).
WEREE.

AR B A AR IO B B AT ke, M SV E B A i . RIS O s S TS, PR T B

K R

"’fg% 1 nn!:-'-:luj“ 7][]11%
B P AT BT AR P A BRI UE B A I O BT AT o A SRR, IS BN .

FEAFEE EIEROEMRE ALE

e by K Ea T-BE 2 & H G

. Cisco Secure Firewall 4200 BRI : LF A0 BERRYE TR L
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P11 FxEH L.
a) fALLF URL.
https://fmc_ip_address
b) AT AL T A
¢ MiligR%R.

P2 R E > REEHE.
FERI MR T RpIERT, LRI E .
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B srsEsangEsoEmmiE

B 17: EREMBERRMLE

.

Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BHE NS
* EH (Host) - A S INAIEE K 1P uhb sl EHLA CnRaT A o WRANT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B TP ORI KSR IR 2548 0VE T SOZ A4 R -
* JEMEA (Registration Key) - it N EAERS K HTAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 70 Bl g 73 il

PA

. Cisco Secure Firewall 4200 EAHBAHEINIT: LT o0 REBRYE IR L
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* 4B (Group) - W RAEAF 2, NPK L Bogs ik & 41

* J7ia)4= I S EE (Access Control Policy) - YEFRHIUA TS . BRI B AniE B O 7 Z 4 10 A e R, 5
ML P F 2 5RBE (Create new policy), RJGEFEBRIEFTBIRE (Block all traffic). 2 J % nl DL ot i 5 L fo
VR SN E T R, 5 37 1.

18: FiE sk B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF A — AN BB ISR T TR GEVE AR, SER: ERINE S, BTN RG> 1FAlIE > EeEiF
AJE TLH M Secure Client ZEFE17 1] VPN 15 A HIE,

* [ME— NAT ID (Unique NAT ID) - $if & 717 K BRI aa e & h 5 58 1) NAT ID.

- (EHIEHEE (Transfer Packets) - 1L IR A (Transfer Packets) & ILHE, LUIXT TN F1F, Bt
Bt AL ) B0 TR A .

BOATEOL T, BLIEIC A X TRAMNRFE, B o S 0HE B A S8 0 A0k 2 4 B b 2
TR A AN SRAET IR, W e n) A A RO AME R, A RIE .
L4 il Register.
TR B SN R, ViR A PR T
* Ping - Ui il JEBTE CLI GEZ Vi @i B8 CLL, 553 70, ARJS I LA R fir4 ping B8 A0 TP Hubik:
ping system fmc_ip_address

Wik ping AN E Y, AfH show network iy -0 25 0 25 1 B o 1 5 75 22 00 ey K B 2 TP Mk, 344 A configure
networ k management-data-interface fir4 .

 VEAFE D] NAT ID A4 BE ARG TP ik - 5 ORAE PN B0 EAE T R A3 U 35 B A0 NAT ID. AT LLAERS KBk
1§ | configure manager add iy 4% 2 E M 2 45 F1 NAT ID.
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A KT 2 BEHERRE R, 752 https://cisco.com/go/fime-reg-error.
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59 =

fic B A ARG

A LT % 8 A 22 4 TR

o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .

* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .

o BRI - I AN S I BRI .

* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.

o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &

o WOEHE, 529 5L

* fit & DHCP 454 , #5330

o [iiE NAT, #3411

o FCE VT I, 55 37 1

o fEANEREE D LS SSH, 25 40 1T

o BREELE . 41 T

PLR s ) DHCP #2452 TN FECE T — /N A (st , JRER DM E T — /N 5%
. EiE4 N Web R4S 287 In—/> DMZ # 4.,

HIE1 L& (Devices) > I EZEIE (Device Management), 2R 5B K1) 4Rsg (2).
$E2 diED (Interfaces).
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Device Routing Interfaces Inline Sets DHCP VTEP

——
Q_ Search by name [ Sync Device | [ Add Interfaces +
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthernet0/0 Physical Disabled P
GigabitEthernet0/1 Physical Disabled ’
GigabitEthernet0/2 Physical Disabled £
GigabitEthernet0/3 Physical Disabled I'd
GigabitEthernet0/4 Physical Disabled e
GigabitEthemet0/s Physical Disabled v
GigabitEthemeto/6 Physical Disabled *
GigabitEthernet0/7 Physical Disabled P

S 3 E\ 40-Gb B K RN S 1, 1 T i L1 T AR
WUR G CAAER E AT T 4axke 0, WAZIAE gk g i 4 2 2wt R %0 &

PR S E T AR D) %R (2).
B 20: “EM” ‘B+F

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

terface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[ Cisco Secure Firewall 4200 BBABFBINIT: LT sl S ERROE IR PL
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a) MRZEXIH (Security Zone) T HL81IZR P IEHE— NI YA B2 X, B0 R (New) 78 In— it 24
XAk

B, An—"~4 2 inside_zone (RIX e, ] DU Y XS4 ] 2 S o 9, U7 ) P2 R Sk, A
Uit AT LA PR DX ARadE NSRRI, AHANRE AIERE A Y FRIX

b) HIANKEER AN 48 DNFRFKBFR (Name).
Bhn, K dr 48 inside.
¢) ¥ BA (Enabled) & ikHE.

d) KR (Mode) £ Fc (None).
e) At IPv4 F/8L I Pv6 I .

* IPv4 - N Tz R ik SIS FE27S |P (Use Static I P), R )5 LARMT Foridiii AN 1P Hidil A7 0
i, %\ 192.168.1.1/24
[& 21: IPv4 i1+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP v
IP Address:

I 192.168.1.1/24

« IPV6 - A TCIRA ASHEC B ik B 2hER & (Autoconfiguration) & EHE .
22: IPv6 £ T3+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) A E (OK).
SIS ST AN DK REE (2).
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23 “EH EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Hardwart

mEfAER |

MZ 2 X1 (Security Zone) 813 LS — MBS 2 A X, B0 R (New) s n— il 224

R

fitn, dhn—/ %4 outside_zone X 15,

AN B AT AR IEACBE L, DA IR A2y 7 7 2 ot A5 P RZ

b) AlHARE (OK).
B, Bl'E DMZ #2110 LLFLE Web 4545

a)
b)

s EEAE TR ) 4848 (2)-

ME & X1 (Security Zone) AR IEFE NPT DMZ 2 X8k, 50 fidi#hiiZ (New) S 00—AHr i %

ES P

B, wn—A%h dmz_zone ¥ [X 35 .
N K BN 48 DMAFT &R (Name).

Bltn, BN 64 % dmz.

d) %1 EA (Enabled) SIEHE.

FHER, (Mode) {4 F (None).



| mEsxgn
i oHce k5 [

) A 1Pv4 /s 1 Pv6 10K JF i & BT 1 1P k.
g) R E (OK).

PR mRTEF (Save).

BcE DHCP AR 5585

GRS EE P DHCP MG K B53RE 1P #btik, 1% 53 F DHCP RS %%
UK

$IE1 %R & (Devices) > & ZEIE (Device Management), X s ik &% (I 4REE (2).
$I% 2 %% DHCP > DHCP fR %28 (DHCP Server).
& 24: DHCP R %% 22

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ¥ &
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

PR3 RS (Server) Xuh, miiifin (Add) JFECE LN EI,

Cisco Secure Firewall 4200 B ARBATEIN T : L F A0 BERIEIR PO .
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Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

FBA RLFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT AU, DUERRE Py S h-6 4 0 S0 11 TP Mtk s 1. 3%
28 NAT FUFR 42 115 1 Huh- 3636 (PAT).

i

LI EFIRE (Devices) > NAT, A5 mii BT 5 EE (New Policy).
W2 AW A4, EEEAT RIS, AR5 AR TE (Save).
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New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

— 192.168.0.155

192.168.0.155

Add to Policy

SR L s I A B o TR 2k SRS I o
& 27: NAT 3%

FTD_pOIiCy [ Show Warnings ] E [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Dissction. Type: Inferface Intartace Sources Destinations Services Sources Destinations Services Optlons

Objects Objects

~  NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

PIEI AUl (Add Rule).
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B e=nar

PR A T EIEA NI :

5] 28: B A A 1T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #L0 (NAT Rule) - EF: B 31 NAT #0| (Auto NAT Rule).

« 28 (Type) - EFEBH7S (Dynamic).

$IE 6 7F Interface Objects VLT, ¥ Available I nterface Objects [X 35 71 ) 414 X 3575 i 1] Destination | nterface Objects

DXk
B 29: O3 %

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q_ Search by name ]

. Add to Source
inside
Add to Destination

2

IR 6 {riE#He (Trandation) J i 1 fic & LA T 2ET0 .
[&] 30: #53%

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4

Original Port:
[ TCP v ]

Source Interface Objects

Advanced

(0) Destination Interface Objects

(M

ny

outside

u}

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP

a

@ The values selected for

Destination Interface Objects in

‘Interface Objects' tab will be
used

Translated Port:

fLF Aol B EBRY B IR Al

. Cisco Secure Firewall 4200 B BH I



| mEtign

CERAS T |

o EHEE- S RN () T IPvA BRI 4% 4 (0.0.0.000).
31: IR M LB XF R

New Network Object ®
[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

D Allow Overrides

a4
TEABRAE H R G0 XK any-ipv4 14, R0 B3 NAT U Goe SCEREP R I NAT, I HAETC 4% &
g XI5,

* #%15AYiR (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).
TR mHRTF (Save) LSRN .
UMD COR47 % Rules %
PIE8 fiili NAT ULl LR TE (Save) LLRAFBE K

Fic & 177 [a]42 il K

R AEAE M B N G T A I E SRR B AT E U I R Sems,  U) 2E [e) SRS AN R LA Se VR
B o Uy ) 2 SRS TR ALY DA PR 22 S R o

LIRS QAN RN, DASCVR AP B X 3 S0 8 DX ) P A
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B ==sasnan

L1 EFREE (Policy) > i 181 5k B& (Access Policy) > 17 18] 5k B& (Access Policy), AR5 s i 70 Be 45 1 45 1) 7 ) 428 1) SR 114

Y8 (0).
S 2 SHdRMMN (Add Rule) Jf B LI F 25,
32: B X 45

Add Rule

Name [ inside-to-outside] ]

Insert |into Mandatory v

Q Zones (1)

Networks Ports Applications

Action | @ Allow v B Lc
@ Intrusion Policy | None

A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects

] Showing 2 out of 2 | Selected 1 Selected Sources: 0

@ & inside  (Routed Security Zone)

D & outside  (Routed Security Zone)

+ Create Security Zone Object

1 4N Ar 44, 40 inside-to-outside.
2. \IX18 (Zones) i 3 X 35,

3. fiA iR X8 (Add Source Zone).

& 33: Br X3

. Add Rule

Name [ inside-to-outside

Insert | into Mandatory v

Q Zones (2)

Networks Ports Applications A Users URLs

Clear Selections [ Q_ search Security Zone Objects

B :hinside (Routed Security Zone)

m <& outside (Routed Security Zone)

+ Create Security Zone Object

4. )\[X13 (Zones) H1IELEAMIX I .
5. miilifin B#R[X1% (Add Destination Zone).
A v DR B A

I (D

Dynamic Attributes

Showing 2 out of 2 | Selected 1

Any

3 Add Source Zone

Action [ @ Allow v @ Logging OFF B Time Range Ru
@ Intrusion Policy B File Policy | None

VLAN Tags

Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove All
208 | v 10bject

& inside

Any

Add Source Zone 5 | Add Destination Zone

s TR I rh A S A, DU i SOAH R SR
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PO IERS . AR AR REAN B0 SRS ALV PR BT o AT 8 SOXSE5RNE, (HAE T M2 AR
TXAETENE AL P S AR (SRR A BRRH i LR DA B, TR 2 e
34: TR I ¥ Z B R R

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* FOSTERRA - BOATUL JEAR SR Pr v i, LA AT AT (ot o SR LAREERIA SR LA T 1)
ME— S SCE PR FRE . I, T DLGTERT T DE AR sk, DU W DA (i) | pREgde (48
RERE PR ) s RH Lk AR i) 2 S R

T PR RE TR SRR BIE S 5 2 R, G A P AR R A B R, TSR PR RE . AR,
A R] LS I B 3 R0 U0 P 908 e 0 o S BRSO, T DO IS (AR Bl BRI BEAT PRI R . B
1B BREET 7 X o P P AU Pk A R sy G BH A TP Mk S R B SC  AR BEE

Blhn, R ENE ERLAE 2% BRI BT FTP i, (EANPELE K B8 B A 0 Pkl SSH it it, U] A In— ST
AL UE A5 SRS o

© BB -BRATEOU AN Al . s L N s e S R PE R B I — PP v e KR EUS UL T #AS ZE I s AT
figas, HAEERAE AT T A REIXFE . A T R IREH R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W BRI b, R SRS T RE e — NI R

ZEERE - (FHEIPS YL BINB 2R 6. 2B eI B E AL 35 0] 22 5 g 34 T3k — B Ab B
R IR g TR ) S R v S ) B A . 24 e Al A 2 AR B 1 - R R 412X Talos
PRALHY TP bk, URL MUk A2 2 (0] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hbhk. URL s,

W AT TIPS VE]E, RIEUG [l 32 SEms B i © A . AN S 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS )4 I HEN AL PR R T, AT DLER A HEAT S SR

PR (AL ARINAEDT In) PRI 2 i N RN AR SRS o

MR HEME I — A L SRR AT ARG R, M TR AR T R e e .. RO fEF 2 Rafedtn
SR, AT LG SRR R T El ) SOX A5 . BT S ] AR GE SR AL A SR

a) Fi AR (Intrusion Policy) R4,
35: RFIRIERINR R

@ Intrusion Policy [|Nome '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity
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b) MIR A LA RGEFLAE N
PRSIk ASINAEYS )32 AR 2 J5 N K SCAF SRS o

a) KX HREE (File Policy) Nz, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
AN

36: 314 SR g

Ee File Policy [Nune A]

Open File Policy List” '
ns and Applicatio

ST B ANE, RGUEAE R T rh 4T T SRR (Policies) > SRR AFIH (Malware & File) Tk,

b) AR EIEAITELNE S, 155 (Cisco Secure Firewall 1% % & HLAS B ) »
¢) RELRMFN (Add Rule) TUifl, AT AR P50 dE (1 5 o

L6 LA (Apply)o
FUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 5 40 B ) SSH i #z
BRIAAE O , GmT LU AEA 465 098] O FLC B % A% (K admin HI7

UK

B R RE > FRRE , JOIEsgmi i sk
HIE 2 HFF SSH ifia) (SSH Access).
IE3 AR VF SSH IEBE A LA 1P Mkl .
a) Aiiidan (Add) DS IET RN, 5 aiihi gmiE (Edit) Lhgnds BA ).
b) PR e 1k
o |P tisib-F T FR IR SO VFEEST HTTPS M3 (0 EHLE M 25 i M 28 00 % 504l « AT g &bk — A%, 5
B Rl + LS I it I 40 5

AT A X13i/#% 0 (Available Zones/I nter faces) - i N4 X 1k 5 34 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B BENINER L 1 2K, AR A s AN (Add).
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| EERAZ®
werz ]

[ 37: 5RO IR A SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) MiifAZE (OK).
R4 HHRTF (Save).
UBIF, B PTLA R ERE > ERB IR SR BT A I e A . (EME T 5, TS AR

R Mo B O B e s AERRE AT, AP S S A B R AR

TR siditi EJ7ERE (Deploy).
38 4B

pepoy| @ & @ \

£

S BT, WP R, RUF A TEE (Deploy).
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[ 39: ZBEFTi%

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

wi#, st 2EBERE (Deploy All) LAFE 2 1% 4 .
[ 40: £HEE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

C] 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

C] ftd1 | Ready for Deployment
® 5 devices are available for deployment D

0, 6T IHARE LD, 5 AT SR ERE (Advanced Deploy).
E 41: SR EBE

1 device selected

[ Q. search using device name, user name, type, group or status Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
jo

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE L. KSR ERE (Deploy) 4244 M EIFR T LL AT A 2R A
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2. BMERT

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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