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822 3] Firepower & 3¢ (FXO0S) #27r. & BSRFWCE T A T W e R . IR T G, TES U
JEBE A CLL, 55 3 7T

firepower login:

ASA
B E T ASA 8.

ciscoasa>

S 3 WURBIBAT IR RN H, 352 Cisco Secure Firewall ASA FiI Secure Firewall Threat Defense T4 45 F »

177 18] B A B 1) CLI
ST R BT CLIL 7 AL B MR

UK

SR R PG
B 4 55 a0

RJ-45 console

e

YEEEI FXOS. 1 admin J1l 2 4 RIEES CBRIAGEY Admin2d) B CLL S KA BRI, RAERIREE
B,

%
g
N

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ***kkxkkx

Your password was updated successfully.

[...]
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firepower#

VI3 gbrpii 4 CLI.

pak

I RG] et PG BEATADAR VA, AN ) BB CLI, 3 W2 JH 3 CLI B
connect ftd

T UGERLE] BUBIE CLLIN, RSP EERIG B3OS -

Al

firepower# connect ftd
>

THRH PP HFTD CLL, 5% exit B¢ logout fir4-. It 24K HHT T 1) 2 FXOS 4271 .

i

> exit
firepower#

Fo 25 R AS F0 == Fh A&

AT AL T B 7 KB 2 BT 22 HARIRAS . s, WA LAE R S IFs AT 5 AT TH %, BTH% (fk
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$IB2 7E FXOS CLI 1, WIRIEEIEIT A
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

PR3 WERE RS A, T PATIXD IR,
a) BROAIGOLT, A BREE CURAE ] DHCP. A R s SO0 A B T BB A 1P ik, T LL R 4.
scope fabric-interconnect a
set out-of-band static ip ip netmask W Z4HEiD gw M
commit-buffer
TR
WAGE R LUN R, AP A B HiT A5 ] DHCP. AT BL T dir k45 H] DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

b) AT (FXOS #bsHikriam ) = i S pm g ey,
JA8 T B M R TE R A PR 0 ) AR SS 2% R O I A
By kKBS E B A3 fE, AT LA RGEREE] FXOS CLI,

c) fEFXOS CLIH, RASHPE/REFIRGE T %0,

—— s .

X BLiF ] uE
Y4 M\ Rl 2 A T IR B S A4 I, S PR T AIE Y 1% OV BN I B BE ARV AT AER . i R
WA PR, i R s T

W AR, 17 ) R BEE R BRSSO o N TR B AR B AR A A P AR B A
M. HIREMIE, 12 (Cisco Secure Firewall Management Center & FLIEFG) .
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N

IR SRR PID, &0 LLFSK PID AN EET b,

* Essentials:
* HEh s

* IPS. EEHAIFPI A URL 414
* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=

MUK FIA PID 2 — R IEIIIT R, AT DU 55 BLF PID 22—t Rif & 1T

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
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P2 1E FXOS CLI H, %#:%] local-mgmt F5

firepower # connect local-mgmt

KHRG.
firepower(local-mgmt) # shutdown

Tl

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

BB KR AN R Ge b s . RHIZE e, BRE BILU R 3.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

REBUAE T LG AT FLJET O A e I A s Sk AP B 7 s TFALA (4 P

EREE R L XRARAIE

%
g
N

AT YA B O TE A OGP R G

KT K o

a) LFRE > IREEE.

b) FEEEPRAINBGESIL, M SR (9).

¢) Mifiig#& (Device) LI k.

d) 7ERLE (System) #or b il KARE (D).

e) BRI, AT I B A

RS S U KBS TR G, TR KRN BRSO, KRR, BOREFILU 3R,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MRBAEEGIER, EERRY 3 e itk RE D KA.
TEINAE AT BLIC AT LS T O I A b BN 4 rLYs Sk LA B 7 X T ATLAA 1R LU

. Cisco Secure Firewall 4200 BRI 1] : AR EIBME ERYEIEH O



.2

1og

FEFRFH I AR B A

ERERG KB, ARG 7 KA M A B G
o BT KRR LS, 559 T
s WIMEHCE : CLI, %510 7L
o )RR MG KRS, B 11 T

\ =t 78 st= ]l
ZEFERE AL B BB 4R
B B PR SRR R A B 1/1 BE 10, B P R R T n) BRI LRI TR . i, s e) DL R B
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Internet =
_/ Management computer Management center

Mgmt
Console <
port outside
- ¥
O0CO0CVOCOOCO f 0000000000000
L)

Management 1/1
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[ Outside - management,
€ » Ql ?A ?l DHCP from mgmt nw
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H9aECE: CLI

I CLI B A U L FH A HE TP iy Y SCRI A S A g 48 1

TSI EEEE G w1 UG A g B CLL. &S AV il gl B s CLL, 26 3 i,

LI 2 SEAEESLHR B CLI W& A
pEcp 3
IRARERICE, HWEEERE CLIWEMA (Flin, @ EH@Ermig) o H2, nLURSJE4E CLI H 1§/ configure
network iy 4T ST X% E . 1527 Cisco Secure Firewall Threat Defense iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

58 RS SRR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'
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Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

UM A B
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§5& # B0 (1) FQDN % IP bk, it &
L JovEEE SR, E{EH DONTRESOLVE, {EXMIEHLT, B KEGAUEAT V7 ) 1f) 1P Hidik R 4144

* reg_key - 8 E BIEFE — MR B, TR B R A B B 0 R e . TEMPE A 37 A
T AUTRORTRRT (A-Z. a-z. 0-9) FIETH ().

* nat_id - $i55€ T IEEREAOME—— IXPEFAT Y, ROATEEAE L FIREE . NAT ID MBI 37 547,
AT ORE TR (A-Z. a-z. 0-9) NIETFH(-)o JLID AR T-RAAR AT AL BE AT 21 4 B L

Al

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

[o] & 28 L E ARG KR

e Bl K Ba T-BE M 21 8 # AL
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a) HIALLK URL.
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b) HAER AR
¢) MliEXR.
P2 R E > IREEE.
P3N TR sES, mEERmigE.
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Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BWHE LN
* EH (Host) - A S INAIEE K1 1P kb sl EHLA CnRaT A o WRANHT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B AL TP ORI KSR IR Z 54 J0vE T S0Z A4 R -
* JEMEA (Registration Key) - it N EAERS K HIAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 7 Bo gy 73 il

PA
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* 4B (Group) - W RAEAT 2, NPK L Bogs ik &4l

s Em A |

* 7 a3 HI SR B (Access Control Policy) - EFHI UG TN . FRIEC S E40E B O BT K B2 RS, &
ML P KBS (Create new policy), RJGIEFMEIEFTEIRE (Block all traffic). < J&5 ] DA Stk DL fo

VR 2 N E Vs SR, 55 29 TT.
10: R MG

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* BREVFAI— W B ThRE P IR BEVF T IE . JEE: BRI, BTLON RS > 1FAlE > B 8eF

AJIE FU M Secure Client 2G5 1] VPN 0] 4E .
ME— NAT 1D (Unique NAT ID) - fif i€ 75 B7 K BEWI4a lc & h 7 52 1) NAT ID.

- HBEEE (Transfer Packets) - % H{EiEIEE (Transfer Packets) S iEHE, DUMEX TR MANZFLE, Bk

Hn ttehme) B TR A

BAEOLR, BLIESC M. TR NRFE, s 2ok SHHE SR A SR 1 e AR 21 A B A0 3t

Tkt WURZEF SRR, W 2 i) A B KRR R, AR ROEEHE .

PB4 N5 Register,
TS AR R, TR A DL T

* Ping - Vi) BUpBifEl CLI G235 in) B4 CLL, 25 3 50, ARJEAHI LA R fir 4 ping & BErh 0y IP Hihik:

ping system fmc_ip_address

WK ping AREY, f8H] show networ k fir &K A 28 BB . AR 7y 2 S S i BLIP ik, 1548 configure

network {ipv4 |ipv6} manual fir4 .

« M. NAT ID FI BB TP bt - A CRAE P9 AN 1 8 A8 AR R P 0 235 H A0 NAT 1D mJ LAFE R k8% 1

1§ | configure manager add iy 4% 2 E N 2 45 F1 NAT ID.
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I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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A LT % 8 A 22 4 TR

o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .

* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .

o BRONES B - 3 I AP0 HE 1A IR A % H

* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.

o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &

s FoE RO, 17 W

* fit & DHCP lis+#s , &5 22 71

o ININBROAEE B, 2 23 1L

o WlE NAT, %526 1L

o JCE VT ), 55 29 T

o BREELE . 31 W

PLR s ) DHCP #2452 TN FECE T — /N A (st , JRER DM E T — /N 5%
. EiE4 N Web R4S 287 In—/> DMZ # 4.,

HIE1 L& (Devices) > I EZEIE (Device Management), 2R 5B K1) 4Rsg (2).
$E2 diED (Interfaces).
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Device Routing Interfaces Inline Sets DHCP VTEP

——
Q_ Search by name [ Sync Device | [ Add Interfaces +
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthernet0/0 Physical Disabled P
GigabitEthernet0/1 Physical Disabled ’
GigabitEthernet0/2 Physical Disabled £
GigabitEthernet0/3 Physical Disabled I'd
GigabitEthernet0/4 Physical Disabled e
GigabitEthemet0/s Physical Disabled v
GigabitEthemeto/6 Physical Disabled *
GigabitEthernet0/7 Physical Disabled P

S 3 E\ 40-Gb B K RN S 1, 1 T i L1 T AR
WUR G CAAER E AT T 4axke 0, WAZIAE gk g i 4 2 2wt R %0 &

PR S E T AR D) %R (2).
B 12: “EM” &m+F

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

terface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

. Cisco Secure Firewall 4200 F BRI : A EIBM 4L ERYE TR FL
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a) MRZEXIH (Security Zone) T HL81IZR P IEHE— NI YA B2 X, B0 R (New) 78 In— it 24

XAk

B, An—"~4 2 inside_zone (RIX e, ] DU Y XS4 ] 2 S o 9, U7 ) P2 R Sk, A
Uit AT LA PR DX ARadE NSRRI, AHANRE AIERE A Y FRIX

b) HAKER AN 48 DN TR RFR (Name).

B, KOy 444 indde.
¢) % B (Enabled) HiEHE.

d) ##&ER (Mode) 158 4 I (None).

e) At IPv4 F/8L I Pv6 I .

* IPv4 - N Tz R ik SIS FE27S |P (Use Static I P), R )5 LARMT Foridiii AN 1P Hidil A7 0
i, %\ 192.168.1.1/24

& 13: IPv4 £ £

Edit Physical Interface

General IPv4 IPv6

IP Type:
Use Static IP

IP Address:

Path Monitoring

I 192.168.1.1/24

* IPV6 - IR B B ik B ECE (Autoconfiguration) 5L HE .

14: IPv6 i£ 151 £

Edit Physical Interface

General IPv4 IPv6

Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:
Link-Local address:
Autoconfiguration:

Obtain Default Route:

) A E (OK).

FERE i L MBI 1 4RiEE ().
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15: “EH” EHF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) MRZXIH (Security Zone) T 813 ks — NI IS 2 A X, B0 Rl (New) 8 In— il 224
XAk

fitn, dhn—/ %4 outside_zone X 15,

UG E T AN, WA B Tk
b) HIAKSEER KN 48 A FFF (1 Name,

flln, 80464k outside.

¢) #%HBH (Enabled) FiEHE.
d) ¥R (Mode) {8 4 Fc (None).
e) A IPv4 FI/8L 1 Pv6 I .

* |Pv4 - ¥ #{EF DHCP (Use DHCP), #RJ5HCE LA k2%
« {£F DHCP 3XEXBkIA & H (Obtain default route using DHCP) - )\ DHCP JI 55 %8 3K B ER A 2K 1 .

* DHCP & H#5%R (DHCP route metric) - 73 BC 2 T 3R & 16 e A BREE B, A1 1 F1 255 2 0] 3RS
H RN BREE B4 1.
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16: IPv4 1T £

Edit Physical Interface

General IPv4 IPvE

IP Type:

Path Mc

Use DHCP

Obtain default route
using DHCP:

DHCP route metric:
1

* IPV6 - A TOIRAS A Bh L & ik B BhEL & (Autoconfiguration) & IEHE.

& 17: IPv6 £ T £

Edit Physical Interface

Path Monitoring

General IPv4 IPv6
I
Basic Address Prefixes
O ——
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).

SIE6 i, HlE DMZ 3 1 LI Web IR4 25

a) i EAE TN 1 4R ().
b) MZ£ X (Security Zone) AR IEHE NI K DMZ 24D, 8 G #iiE (New) A SH 0%«

ES P

Bhn, awn-—A~44 dmz_zone ¥ X 45,
c) WINKEHAN 48 NFEFFHIBFR (Name).

filtn, ¥4 4 dmz.
d) &+ /B (Enabled) BiLHE,

e) KX (Mode) f£ % F (None).

) A 1Pv4 Fl/Eg 1 Pv6 650K JF i B BT = 1 TP Huhik.

g) rilifAZE (OK).
PRT mhRTEF (Save).

Hardware Configu

maz0 ||

Cisco Secure Firewall 4200 BifHFAHINI]: AR FrEEss [
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BcE DHCP AR 5585

U A B2 a4 ) DHCP M K 5 3KEL TP #ubik, 37 i3 A DHCP JIR45¢,

i

$IE1 %58 & (Devices) > iE IR (Device Management), R miili &% (1 4Ra8E (2).
$IB 2 %+ DHCP > DHCP BR %528 (DHCP Server).

18: DHCP PR %5 2%

VTEP SNMP

] (10 - 10000 ms)

Device Routing Interfaces Inline Sets DHCP
Ping Timeout

DHCP Server [ 50

DHCP Relay Lease Length

DDNS [ 3600

] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[

]

Override Auto Configured Settings:

Domain Name

[

)

Primary DNS Server

Primary WINS Server

[

J + | J +
Secondary DNS Server Secondary WINS Server
J + | J +

[

Server Advanced

Interface

Address Pool

Enable DHCP Server

+ Add

PIR3 ERRS ST (Server) Xdkrb, miiiwan (Add) JFHCE LU R IET .

. Cisco Secure Firewall 4200 F BRI : A EIBM 4L ERYE TR FL
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19: KBRS 88

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ry ik £e8 A4 K.

* Hedkith (Address Pool) - B 1P Hdik Vi o 1P M 255 0k i # AL TAHIRI ) 19 E, - HANRE G #E 1 A
51 1P Hbhik.

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 JH] DHCP JIR45 %% .

FREA JFBE (OK).
FES RilHRTF (Save).

WANERIA RS B
BRAUNG EH 3 F8 ) AT AR 107 0] i B3 % th o . G SR8 A\ DHCP FRER AN hE,  W3e 46T g
ZUE] T BRI . WURTE TSNS B, T R R R AT

UK

$IE1 %58 % (Devices) > iR & B (Device Management), SR J5 A ik 4 I44E (£).
IR PR BEH > BASEEH.

Cisco Secure Firewall 4200 BifHFAHINI]: AR FrEEss [
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& 20: 5575 #EH

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

Virtual Router Properties

Leaked from

Network » Interface Virtual Router Gateway Tunneled Metric Tracked

V IPv4 Routes
ECMP

BFD
BEBE  |IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
IPv4

1Pv6

Static Route

IR DHCP Hi 55 2 W 2IBR A £, B0kt BoRqEshR .
P33 SRR E (Add Route), SRJ5HCE DL IEL,
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B 21: v ngeiS e a ik &

Add Static Route Configuration ®

Type: @ IPv4 O IPv6

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

= | ﬁ
anv-ipv4
qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fidhi 1Pva 85 1Pv6 HLik 44 .

* 0 (Interface) - EREH IR, WH RAMNEEEI,

wmzings ]

» 7] M 4% (Available Network) - 2 IPv4 ERIA B L $E any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF iR E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 IE i (10~ MR SR O i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR SHE (OK).
% T R S N 2 i A 3

S pRTE (Save).
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Bc & NAT

WA IRANE N i — 4% NAT KU, LSRRG Py b 46 o A2 1 1P Mhk b o 1. 3
2 NAT HUIUFR k2 F o 1 ol 46 (PAT).

UK

FIB1 PR (Devices) > NAT, Rk i #IE KBS (New Policy).
PIR2 N A 4, IEPREAT RIS Bk, RE TR TF (Save).
& 22: 35 S

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B SR I e B o AT AR T 2 SRS A IR o

. Cisco Secure Firewall 4200 B BABAEINIT: A EIEM 4 LRI EIRF O
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[ 23: NAT 5B

FTD_Policy

Enter Description

CEIN |

[ Show Warnings ] E [ Cancel ]

NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
(7) # Direction Type Isr::g:lc‘:ce ﬁet::ifr::‘eio" Original Original | Original o slate Trans Options
Objects Objects Sources Destinations Services Sources Destinations Services
~ NAT Rules Before
~ Auto NAT Rules
~ NAT Rules After
FEE3 pidiR M (Add Rule).
=) b
LR A e E FEAHI LT -
[ 24; B A A £ T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #10] (NAT Rule) - i B 51 NAT #1 (Auto NAT Rule).

« A (Type) - IEHFFZS (Dynamic).

$IES {F Interface Objects i, 4 Available I nterface Objects [X 5 71 [ #h i X 1875 1 31 Destination I nterface Objects

'Zfﬂjzo
[ 25: F O &

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q. Search by name ]

Advanced

Source Interface Objects (0) Destination Interface Objects (1)

(]

outside

T | Add to Source
inside

Add to Destination

Cisco Secure Firewall 4200 BAAFEHINIT: AtrEEm% Faygm@as [
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B e=nar

IR 6 {riEde (Trandation) Ui bl & LL R kI .

& 26: 435

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER I 2% 42 (0.0.0.00).

27: FH R X R

New Network Object

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

TEABRAE ] R G0 XK any-ipv4 X145, B0 B 3 NAT UL g SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Translated Source) - %+ B#73% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,

. Cisco Secure Firewall 4200 B BABAEINIT: A EIEM 4 LRI EIRF O
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PR 8 it NAT Ui ERTF (Save) LAGRAE R

B & 177 18] 2 1 AL )

RS AETE MBS N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi
M e o D ) 47 T SR T AL AL DR A ) 22 A B

U FERE B a7 Bl PRI, DA SRR AN PA 1 X 1 A1 X P e A 0 o
iz

W EPE KRG > IR HIERER > R, R s RS e A T U7 Il Fa R SR 6T N 1Y) SRAE ().
SIE2 SR (Add Rule) ¥ & LTS
[ 28: iR X135

Add Rule

Name [ inside-to-outside| ] Action a Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik iy X 33
3. MR X8 (Add Source Zone).
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29: BFRX 88

. Add Rule

Name [ inside-to-outside Action B Logging OFF B Time Range Ru
nsert @ Intrusion Policy B File Policy |None
Applications A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

Any
+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
A BEE IR B 5
BRI () Sl B R E SRR, DU E R SO RS

UL PR L AR REA 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAE5RNE, HAE T M FE K
XL AT PR R R AE AR (SERLAC R R At DU S i — 2D AR B, AT e R A e
] 30: 7E 377 (4% ) Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

© PR RRHN - BRI TL DEAS SRS L P, DAEHARRUSA TR0 (i) o 8T AR BR A SRS 2647 1Y)
ME— S SOE FRAE R R . I, T LGTEDRT RO TR DE AR SR, DU S W A (23D L PREgAe (48
R A mBH LB AR i) 55 T SR DR o

i v T e AT AE iU 2K S 3 T T, Gl I AR AR AR R AL B, TP RS AR RE ,
TERT LS I B 3 A0 AN T 08 s R0 o SR BRTE RN, S5 TT OIS (AR ) BB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE

W, G SN R E Mg E T FTP Wide, (HASPH ISk & 7 G bR SSH s, WIA] LA I —AN 7K
THUA V8 5% SRS

R - BOATE OU N AN IR o i 2 ik Mt S B IR A A 10— Fh k. K2 B UL NN ZO0 i AT
fr, RATEEA ARV OU N A BEXFEA . D T I KB OR Y W46, X T BT E SCHE I 25 4 Bk B AME AT
W B R, i R T e — M R

REERE - (FFEIPS VL) BOARH R 8. LR B8 AR ERAL 2 s ] £ 5] SR 3479t — 25 Ab B
N 8 55— T 6 S i 3 10 RSB AR I . 22 4 R B A AR 2 I A R L ok 55 RRF U 7 A ZH 21 Talos
St 1P Ml URL RUsRAL 2 [ FR3EH o 50T DU 75 28I s SR oAtk TP Hihik . URL ik,

a4

USRAEAT TIPS VFRTAIE,  RIE DS il i Hems b Wom iz s R, A B L .

« S - BOAEOU F AN B o A2 SCVFUS I F5 I S A BRI 2 i, W] USRI AT S AR B

. Cisco Secure Firewall 4200 BRI 1] : AR EIBME ERYEIEH O
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FRA i) ASINAEYS 2 AN 2 J5 I (R AR SRS o

NAZ M e — 4 o UM RS A G S, TR S R &l R e ie . RO W2 R4t
S, AT LU JRRE S F Bl i SOXSETRI OB B RGP ) SR
a) Fii AR (Intrusion Policy) FHz51E.

31: RFIRERINR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) MBIEREERE A RGAR SN .
PERS Al ASINAE Y ) 32 IR 2 J I K S SR s o

a) i SCEESRRE (File Policy) NHZAIZE, AR5 1EFINA Sms B0M ol P37 FF 305K B8 51 3R (Open File Policy List)
NI

32: LSRG

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

TR, RGUEAE IR E T P $T TR BE (Policies) > BB MFIX 4 (Malware & File) TU[fi.
b) AR EMFITEA(E L, 1S5 (Cisco Secure Firewall W& & HI A AL E R ) o
c) IR[FEFRANEY (Add Rule) T, AN L8R L 5T G i i s .
PIR6 s A (Apply).
FUED 278 I % Rules %

PR HiHRTF (Save).

Fe e B S A BB AERRE AT, I S A e B BAEARL
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P11 St BT ERE (Deploy).
& 33 52

pepoy| @ & @ \ v

TIR2 WPOEHE, HIEPRE B, U5 RGTERE (Deploy).
[l 34: BB AT i

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

B, Al 2ERERE (Deploy All) LLESE 2T &%
35: £EERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

AN, R Tl R, 3 AL S 2k EBE (Advanced Deploy).
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36: SREE

vice selected

Q, search using device name, user name, type, group or status

] Deploy time: Estimate Deploy

Pending Changes Reports

C] Device Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> ([ fd-clustert rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
v ~ Access Control Group
Access Control Policy: in-out A rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity 2 system
v Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates

Rule Update: (sp-rel-20240311-2013)

FE3 FIRAE ). S R T ERE (Deploy) fHIA M bR ] DL F IR A .
37: FEBRT

Q_ search
Deployments Upgrades A Health
H tal 1running 6 success

© Tasks

0 warnings

& ‘ (D show Pop-up Notifications @

[ Q_ Filter ]

O failures

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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