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A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer

manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

(=) (=) (=) (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure, .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

i NIR & B FR (Device Name), #RJ5 i T—4 (Next).
2% F AR

Device Name

[ far ]
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X1 SR B& 53 EC (Policy Assignment), 35 {1 438 500 BE A B U5 R F R SREms o AN AURBCE SN, 1T IR FRERIAT
ia) =l S B% (Default Access Control Policy).
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Access Control Policy

l Default Access Control Policy ~ ]

11T BB ATSE (Subscription License), i 438 FTD i& % (Physical FTD Device) ik ficdH, R )avkrh 5 )
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@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

P8 W T CLIEMER, ZeniEhl S MERREN S IR S HORA iy & o BB 20U I iy £ BB 8 4]
ARG A E

5: CLIE M2 4R

QD CLI Registration Key

X

L1 Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('
!

2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI20aT@ewl JTpCOP2w3xEBnVVkFZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add %4>z #51i]_hostname registration_key nat_id display_name
SERUABNIIASS, A6 BB CLI th &tk 4. S MAJIRRCE: CLL, 254 Ui,
i

CLI B & [ i 27310«

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

FHIBO ARG S AT — (Next), PUETFAAEE M %
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Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

#iaBcE: CL

] CLI & B IA R B L A 1P #hl . W e Fl LAt L AN Y 48 5 2

S EEEH G D IR g CLL. 152 55 ) g B CLL.

LB 2 SEME PSR E Y CLI W E A,
pEst 3
FRARERRECE, BNTCVEER CLIw A (H, Wi Sy mg o B2, ] LURYJE7E CLI ¥ H configure
network fiy2 5 ST A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

1RE: ARSI ARy BARTEANST AL AT BERE 1, (HAAZRBEE 1P fuhik, 54 H btk
Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

1Em: EFEFE. AU OV A EERS I, NS DHCP. ARt O A Fa s 8 DAL TR A 1 L,
LAy b H L e i)

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

R RMOCBEE N data-interfaces. MBCE APREE BILRURE B A BITIAR b, DUEE L AL AT

B s AR IOE


csf-4200-ftd-get-start_cdfmc_chapter1.pdf#nameddest=unique_4
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| sEEtsAp kS

memsE: cu ]

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

fem: WOE A PIEE ] DNS JIRg5dt. XU S% as iR n] BE 55 1R Jo I B RO #2 11 DNS e g5 as— 50 B eAiI#s 2
BB 15 R

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5E: A routed. AT I B KRR SRR AN BE AR VT 1A o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

P EE )T B U7 I () 4 1

configure networ k management-data-inter face
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> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

15E: BRI A PR E NS DNS Mess 4%, 5 248 L AP HECHTICE DNS S 5 #E .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP ] IP Hitit

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
T 24zl A2 ) configure manager add 4 fff 5 4 7 B SO S A 1) 22 A R A% TE 2 B IE R T s iR
BB KA, 51 A A2

T

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5REf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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