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RJ-45 console

otlootfoe

e

S22 {ES 0 CLIE R, Wb KR IS TR0 B BG fE ik 2 ASA.
BLAR B 1R

184276 3| Firepower 3% (FXOS) $E/R . R8I0 8 R M B Hr & i R nf Wi A8, W iR — 8%, HS Ui
BB CLI, %653 7.

firepower login:

ASA
B E T ASA 8.

ciscoasa>

HIB 3 WHREIEITH R BRI N . 152 Cisco Secure Firewall ASA Fil Secure Firewall Threat Defense T L% F5 5 o

177 (2] B B B 40 CLI
T REAR V) ) CLL AR B bR

UK

TR ERRIEHIE
B 4 55 %0

RJ-45 console
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$E2 HEHF FXOS. ] admin 1) R3S (CBRIAE D Admin123) &5 CLL, 5N R, RESPnET

.

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: **xkki*x

Confirm new password: ***xkxix

Your password was updated successfully.

[...]

firepower#

D42 BuPrifE CLI,

Pk e

RS B A AT VI A0 B R B A RN, T ANEEYT A g A CLI, W2 A 8 CLI B8 .
connect ftd

T OCERES] BT CLI I, RESHRRETERWIIR R E .

i

firepower# connect ftd
>

LHRtH BB HFTD CLI, 5% exit B¢ logout fiz4 . Iin 223 8 HHT T 17 42 FXOS 71 .

T

> exit
firepower#

16 2 Bl AN F0 E AR A%

BNV VBRI E M7 ks 2 i 2ee BbrhRAS . 80, B IR B a7 5 AT, (HAg (IR
FATCE D 1] A 5 2 L 3 RO A 2 A R IS ]

HMZIEI T ARRA?

SRRSO AT A NI F I RRA S 55 1 br A 42 (55 11 Gold Star fRAS . f&IE 0] L%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 html* /- ) &
A G o

[ Cisco Secure Firewall 4200 BBABFBINIT: =324 HOBE ASER TR RL


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

| E&IE

G

wemanEng [

IR G I
B 5 EHl a0

RJ-45 console

otlootfoe

V]

[]
=

{F FXOS CLI W, BIRIEAABITRIRRA
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

WREZREFCA, W HATIXEE IR

a) BRAIEOLT, A BREE UK DHCP.  An SR SO0 5 PR T BB A 1P ik, TS LU R .
scope fabric-interconnect a
set out-of-band staticip ip netmask PZ54EhS gw Bk
commit-buffer

pE
IR AGE R UM AR, A IESR A S B HT 45T DHCP. 48T LAR fir &2k 45H] DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

b) AT (FXOS HbERRIRm) BB R .
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By kB EH A s a1 nT AR IRER: S FXOS CLI.
c) fEFXOS CLIH, RSPRS00,

X TAREEAR N, AR, 1950 hERBEE (Password Reset) X IEFE & (No), PN A%
5

d) KHPIKEE. WS CBEID SRR KRR, 58 1.

—+— ) .

3x B IF ] uE
4R M RS Y B I B S A4 A8 I, AR PRI ) AE N 1% VA B R IR BE ARV AT AR . T SRR
W B TR, S R R R

URARVE NS V7 ) B BE AR B A il o VRN SRR RE I B AR 4
e ARVEMVH, WS 2 e a0,

JP T AE HAT LA VERTIE
o LRl — T
* IPS
o SEREATBE
* URL i€
* Cisco Secure Client
* J&°5 7 - Diameter. GTP/GPRS. M3UA. SCTP

1o GRS A QA Ve ik, AR 55 AR I R R 23 (Search All) “FEL.
B 6: 1 AR

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. #ELUNYFATE PID.

N

ER SRR PID, &R LLFSK PID AN ET o,

* Essentials:

* Az
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| E&IE
sasmi ]

* IPS. &R AFYEA URL 4145

* L-FPR4215T-TMC=

* L-FPR4225T-TMC=

* L-FPR4245T-TMC=

K IR PID 2 — BN B, nf BUESR S LUR PID 22— X M 1T H -

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

* L-FPR4200K-FTD-CAR=
* Cisco Secure %% /it — 12 i) Cisco Secure %5 /7 Ui 1] M5 7

3. MG Rk mFARSS (Products & Services).

78R
e All Results
T Orders 6
(# Invoices 2
(=, Software Subsc... 1

© Products & Ser... 1
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(BT KHAIBE NS EIR

IEFRHRGAR R E L. AR IS R BT R e SO RS EHIR. AVFZEERE—

HAER G817, Ps s IR ANBE IE W R HAIBT KBRSt .

£ CLI X AR K i R R

$IES

T rT LUE ] FXOS CLI 2243 5% P AR S8 0T 9% 11 B K i HL Yt

FEBE B G

& Hl A

RJ-45 console

e

£ FXOS CLI 1, #$5] local-mgmt 5.

firepower # connect local-mgmt

PNLES
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

BB KRN IR GRR . KRAERUG, BRERILL R R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

LA AT LG T HLEOT ORI AE i ZEIN A el Sk AP B 7 s T LA (4 L
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ergeaoxnps [

EREE R L XRARAIE

N

foH] A By TR R AR S

KB K dist o

a) LEFIRE > IRFEE.

b) EEFPRAM AT, Al BWiEE (D).

¢) i & (Device) i+,

d) 7ERS (System) #5r il A& (U).

e) HHILPLARING, B EA ER MR

USRS 5 ST T A, IERT KSR I B R GHUR. KSERUR, R B F R,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]
MRBAEGGIER, EERRY 3 e Uitk RE D KA.
TEIAETT LS P R 5T 9 I A 00 N4 RS Sk L) B 7 2R TTATLAR F) PR
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EIRFNEFNPG A IE

ERER KBS IR B 2 A 5
o FEREBH KRS LGS, B 11 0T
« M FBhRBC IR KB, 2B 11 7T
s WIUEHIE : CLI, 5 14 1t

e FE R A LG
o SRR G RS- BOAE DU N, B KEANBERH G R g8, R W 5 — 7 USB #4 RJ-45
HAT RIS .
« K4 SEP 225 SRR 122 17130 11 - P S0 T 7522 1/10/25-Gb SFP28 LK) 1/10/25-Gb SFP28 3 1,
* HRTEAME R, ES PRI 2R .

outside

' Outside/ Security
(Security Cloud Control access) internet /"——(\Z‘Aoud Contrc/)b
Console port —
ne el Y e
s 2
O0COCO0000C000 O O 2 0000000000000
(0| 5(C) I
‘ A
inside —

Management - ﬂ ﬁ ﬁ
computer .

Other data netWorké

183 F w1 ECER N By A

T CLLVE M2 BB BT K s
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S
TIE2
SIE3

PE4

N
5

1E B R ST, Sl RERE (Security Devices), R nidiii 054 () DU ER N -
s FTD RGN .
1t BRI, HIRESEFTD .
EPHER CLI SEMZEE$A (Use CLI Registration Key) 15 A /7% .
& 9: & CLIiE /4R
(770, — A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

T — manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more ('

Firewall Threat Defense

[@7750] O rome
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial envirenment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)

B N1% & BFR (Device Name), SR 15 i F—4 (Next).
& 10:i& & &7

@ Device Name Device Name

X TR B S EC (Policy Assignment), 1541 HI T 73 5004 & B R UG I 5100 S0l o G SROR I B SR, H IR HEEIAA
ia] 7%l % B& (Default Access Control Palicy).

B 11: 377 Bl SR g

@ Policy Assignment Access Control Policy

[ Default Access Control Policy ~ ]

XFFiT A A 3E (Subscription License), i iili#38 FTD i& & (Physical FTD Device) HLyEf%4l, Rk
REAIREFAE. S T—5.

. Cisco Secure Firewall 4200 BLBREAEINIT: =R ROBH KIHE IR AP
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LIRS

SIE9
FIE10

TSN D |

12: 1T R AIE

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

T CLIGEMER, Lol S HNEM S MBS EOR B iy & o B U I A& I £ BB 51718 (49
ARG A E

13: CLI i % 4A

'@% CLI Registration Key

o

L1 Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('
!
\ 2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI20aTBewl JTpCOP2w3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add %4>z #51i]_hostname registration_key nat_id display_name
SERURBIHAS, 1E gt CLI & Hlkdr 4. ES MY E: CLL, % 14 Ui,
i

CLI B & [ i 27310«

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

TR 3 AT —2 (Next), LUETFAAVE A4
CAIEE) A b2, LA B R 218 & (Security Devices) SUHIBEATHE T AL I8, SAbRSE, SRISEH

- <.) PRBERAE WA BN Lo m G NN B8 % .
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14: SER%

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Go to Inventory

#iaBcE: CL

] CLI & B IA R B L A 1P #hl . W e Fl LAt L AN Y 48 5 2

WA R U7 ) BB AE CLLe 1 25 Uy [ BB fE CLL, 26 3 i

LB 2 SEME PSR E Y CLI W E A,
pEst 3
FRARERRECE, BNTCVEER CLIw A (H, Wi Sy mg o B2, ] LURYJE7E CLI ¥ H configure
network fiy2 5 ST A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

1RE: ARSI ARy BARTEANST AL AT BERE 1, (HAAZRBEE 1P fuhik, 54 H btk
Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

15/ HEFE. MHANSE DU A EL R, ANSCEEDHCP. Sfff e 10 5 BE 8% s i) 2 0 TR A7 9 L,
LAy b H L e i)

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

R RMOCBEE N data-interfaces. MBCE APREE BILRURE B A BITIAR b, DUEE L AL AT

[ Cisco Secure Firewall 4200 BBABFBINIT: =324 HOBE ASER TR RL
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| sEmsmsAp AsE

memsE: cu ]

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

fem: WOE A PIEE ] DNS JIRg5dt. XU S% as iR n] BE 55 1R Jo I B RO #2 11 DNS e g5 as— 50 B eAiI#s 2
BB 15 R

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5E: A routed. AT I B KRR SRR AN BE AR VT 1A o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

P EE )T B U7 I () 4 1

configure networ k management-data-inter face
I, RGN AL 1 C BB AS 0 2% B E
F & P thit
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> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

15E: BRI A PR E NS DNS Mess 4%, 5 248 L AP HECHTICE DNS S 5 #E .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP ] IP Hitit

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
T 24zl A2 ) configure manager add 4 fff 5 4 7 B SO S A 1) 22 A R A% TE 2 B IE R T s iR
EEONDIDS I U DRI DN 95 i s

T

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5REf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

KV PN, DSR4 I BT FE 23 SCHLA o

BRI RE AR EE . AR IREE N TG Re S RO RGP ERIN . WidE, A2 —EE
Ja BIAT, A B IR BEIE T S RSt

a) F A shutdown 4.

b) ALY LED FURZA LED DUSIEHUAR &6 C i CR32) .
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fic B A ARG

DL R ¥ 8 B e A 22 4 SR

o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .

* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .

o BRI - I AN S I BRI .

* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.

o Vi)t - SR VR B A PN EAE B A o
JIETT DL s Xoze A ims, DU RE T i S £ o

e fiE L, H19 W

* fit & DHCP 454 , &5 23 71

o MU'E NAT, 524 70

o FCE VT I, 55 27 T

o fEANEREE D LS SSH, 25 30 1T

o BREELE . 31 W

PLR s ) DHCP #2452 TN FECE T — /N A (st , JRER DM E T — /N 5%
. EiE4 N Web R4S 287 In—/> DMZ # 4.,

HIE1 L& (Devices) > I EZEIE (Device Management), 2R 5B K1) 4Rsg (2).
$E2 diED (Interfaces).

Cisco Secure Firewall 4200 BifpBEHINIT: ZRfFHopr EEEs o [



B =s:0

15:4%0

Device Routing Interfaces Inline Sets DHCP VTEP

——
Q, Search by name

Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address

@ Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

GigabitEtheret0/2 Physical

GigabitEthernet0/3 Physical

GigabitEthernet0/4 Physical

GigabitEthemet0/s Physical

GigabitEthemet0/6 Physical

GigabitEthemet0/7 Physical

S 3 E\ 40-Gb B K RN S 1, 1 T i L1 T AR
WUR G CAAER E AT T 4axke 0, WAZIAE gk g i 4 2 2wt R %0 &

PR S E T AR D) %R (2).
E 16: “EM” ®B+F

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

terface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[ Cisco Secure Firewall 4200 BBABFBINIT: =324 HOBE ASER TR RL

| sync Device

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

Add Interfaces v

A T

™,

mEfAER |
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maz0 ||

a) MRZEXIH (Security Zone) T HL81IZR P IEHE— NI YA B2 X, B0 R (New) 78 In— it 24

XAk

B, An-—"~442 inside_zone X sk %5 R] DUAR A DI ml 20 I ] 224 55

i YOI R P 5t NG A e = A BN 9O i 5l AN A i e =
b) HAKER AN 48 DN TR RFR (Name).
B, KOy 444 indde.

¢) % B (Enabled) HiEHE.
d) ##&ER (Mode) 158 4 I (None).
e) At IPv4 F/8L I Pv6 I .

Wo A, PCE VTR, A

* |Pv4A - R i8R h kB E A ERTS |P (Use Static IP), 4R J5 LARHAT i N IP i1l P # i

i, %\ 192.168.1.1/24
& 17 IPv4 %15+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP v
IP Address:

I 192.168.1.1/24

« IPV6 - A TCIRA ASHEC B ik B 2hER & (Autoconfiguration) & EHE .
18: IPv6 3£ 10+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

[
Enable IPV6:
Enforce EUI 64:
Link-Local address:
Autoconfiguration:

Obtain Default Route:

) A E (OK).
SIS ST AN DK REE (2).

Cisco Secure Firewall 4200 B BH I :
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19: “EM” EB+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Hardwart

mEfAER |

MZ 2 X1 (Security Zone) 813 LS — MBS 2 A X, B0 R (New) s n— il 224

R

fitn, dhn—/ %4 outside_zone X 15,

AN B AT AR IEACBE L, DA IR A2y 7 7 2 ot A5 P RZ

b) AlHARE (OK).
B, Bl'E DMZ #2110 LLFLE Web 4545

a)
b)

s EEAE TR ) 4848 (2)-

ME & X1 (Security Zone) AR IEFE NPT DMZ 2 X8k, 50 fidi#hiiZ (New) S 00—AHr i %

ES P

B, wn—A%h dmz_zone ¥ [X 35 .
N K BN 48 DMAFT &R (Name).

Bltn, BN 64 % dmz.

d) %1 EA (Enabled) SIEHE.

FHER, (Mode) {4 F (None).



| mEsxgn
i oHce k5 [

) A 1Pv4 /s 1 Pv6 10K JF i & BT 1 1P k.
g) R E (OK).

PR mRTEF (Save).

BcE DHCP AR 5585

GRS EE P DHCP MG K B53RE 1P #btik, 1% 53 F DHCP RS %%
UK

$IE1 %R & (Devices) > & ZEIE (Device Management), X s ik &% (I 4REE (2).
$I% 2 %% DHCP > DHCP fR %28 (DHCP Server).
& 20: DHCP AR %% 22

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ¥ &
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

PR3 RS (Server) Xuh, miiifin (Add) JFECE LN EI,

Cisco Secure Firewall 4200 BifpBEHINIT: ZRfFHopr EEEs o [
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21: iR InBR 55 28

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

FBA RLFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT AU, DUERRE Py S h-6 4 0 S0 11 TP Mtk s 1. 3%
28 NAT FUFR 42 115 1 Huh- 3636 (PAT).

i

LI EFIRE (Devices) > NAT, A5 mii BT 5 EE (New Policy).
W2 AW A4, EEEAT RIS, AR5 AR TE (Save).

[ Cisco Secure Firewall 4200 BBABFBINIT: =324 HOBE ASER TR RL
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22: frR R

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

— 192.168.0.155

192.168.0.155

Add to Policy

SR L s I A B o TR 2k SRS I o
& 23: NAT 3%

FTD_pOIiCy [ Show Warnings ] E [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Dissction. Type: Inferface Intartace Sources Destinations Services Sources Destinations Services Optlons

Objects Objects

~  NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

PIEI AUl (Add Rule).

Cisco Secure Firewall 4200 B BREAEINIT: = ROBH KIBE TR O .
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B e=nar

PR A T EIEA NI :

(5] 24; B A 1T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #L0 (NAT Rule) - EF: B 31 NAT #0| (Auto NAT Rule).

« 28 (Type) - EFEBH7S (Dynamic).

$IE 6 7F Interface Objects VLT, ¥ Available I nterface Objects [X 35 71 ) 414 X 3575 i 1] Destination | nterface Objects

DXk
B 25: O3 %

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q_ Search by name ]

. Add to Source
inside
Add to Destination

2

IR 6 {riE#He (Trandation) J i 1 fic & LA T 2ET0 .
[&] 26: 535

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced
Source Interface Objects (0) Destination Interface Objects (1)
any outside [}
Advanced

Translated Packet

Translated Source:

[ Destination Interface IP

a

@ The values selected for

Destination Interface Objects in

‘Interface Objects' tab will be
used

Translated Port:

SRR RIEE R L

. Cisco Secure Firewall 4200 B BH I
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o BHEIE- il R (F) T IPvA SRR I %4 (0.0.0.0/0).

27: FRE IR 45 3 5
New Network Object ®
Name
[ all-ipv4 ]
Description

Network

O Host O Range

D Allow Overrides

O FaDN

a4
TEABRAE H R G0 XK any-ipv4 14, R0 B3 NAT U Goe SCEREP R I NAT, I HAETC 4% &
g XI5,

* #%15AYiR (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).
TR mHRTF (Save) LSRN .
UMD COR47 % Rules %
PIE8 fiili NAT ULl LR TE (Save) LLRAFBE K

Fic & 177 [a]42 il K

R AEAE M B N G T A I E SRR B AT E U I R Sems,  U) 2E [e) SRS AN R LA Se VR
B o Uy ) 2 SRS TR ALY DA PR 22 S R o

LIRS QAN RN, DASCVR AP B X 3 S0 8 DX ) P A

Cisco Secure Firewall 4200 B BREAEINIT: = ROBH KIBE TR O .
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B ==sasnan

L1 EFREE (Policy) > i 181 5k B& (Access Policy) > 17 18] 5k B& (Access Policy), AR5 s i 70 Be 45 1 45 1) 7 ) 428 1) SR 114

Y8 (0).
S 2 SHdRMMN (Add Rule) Jf B LI F 25,
28: R X35

Add Rule

Name [ inside-to-outside] ]

Insert |into Mandatory v

Q Zones (1)

Networks Ports Applications

Action | @ Allow v B Lc
@ Intrusion Policy | None

A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects

] Showing 2 out of 2 | Selected 1 Selected Sources: 0

@ & inside  (Routed Security Zone)

D & outside  (Routed Security Zone)

+ Create Security Zone Object

1 4N Ar 44, 40 inside-to-outside.
2. \IX18 (Zones) i 3 X 35,

3. fiA iR X8 (Add Source Zone).

[ 29: B#r X3

. Add Rule

Name [ inside-to-outside

Insert | into Mandatory v

Q Zones (2)

Networks Ports Applications A Users URLs

Clear Selections [ Q_ search Security Zone Objects

B :hinside (Routed Security Zone)

m <& outside (Routed Security Zone)

+ Create Security Zone Object

4. )\[X13 (Zones) H1IELEAMIX I .
5. miilifin B#R[X1% (Add Destination Zone).
A v DR B A

I (D

Dynamic Attributes

Showing 2 out of 2 | Selected 1

Any

3 Add Source Zone

Action [ @ Allow v @ Logging OFF B Time Range Ru
@ Intrusion Policy B File Policy | None

VLAN Tags

Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove All
208 | v 10bject

& inside

Any

Add Source Zone 5 | Add Destination Zone

s TR I rh A S A, DU i SOAH R SR

. Cisco Secure Firewall 4200 BLBREAEINIT: =R ROBH KIHE IR AP
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PO IERS . AR AR REAN B0 SRS ALV PR BT o AT 8 SOXSE5RNE, (HAE T M2 AR
TXAETENE AL P S AR (SRR A BRRH i LR DA B, TR 2 e
30: 7R I8 ¥ 2 BT R R

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* FOSTERRA - BOATUL JEAR SR Pr v i, LA AT AT (ot o SR LAREERIA SR LA T 1)
ME— S SCE PR FRE . I, T DLGTERT T DE AR sk, DU W DA (i) | pREgde (48
RERE PR ) s RH Lk AR i) 2 S R

T PR RE TR SRR BIE S 5 2 R, G A P AR R A B R, TSR PR RE . AR,
A R] LS I B 3 R0 U0 P 908 e 0 o S BRSO, T DO IS (AR Bl BRI BEAT PRI R . B
1B BREET 7 X o P P AU Pk A R sy G BH A TP Mk S R B SC  AR BEE

Blhn, R ENE ERLAE 2% BRI BT FTP i, (EANPELE K B8 B A 0 Pkl SSH it it, U] A In— ST
AL UE A5 SRS o

© BB -BRATEOU AN Al . s L N s e S R PE R B I — PP v e KR EUS UL T #AS ZE I s AT
figas, HAEERAE AT T A REIXFE . A T R IREH R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W BRI b, R SRS T RE e — NI R

ZEERE - (FHEIPS YL BINB 2R 6. 2B eI B E AL 35 0] 22 5 g 34 T3k — B Ab B
R IR g TR ) S R v S ) B A . 24 e Al A 2 AR B 1 - R R 412X Talos
PRALHY TP bk, URL MUk A2 2 (0] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hbhk. URL s,

W AT TIPS VE]E, RIEUG [l 32 SEms B i © A . AN S 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS )4 I HEN AL PR R T, AT DLER A HEAT S SR

PR (AL ARINAEDT In) PRI 2 i N RN AR SRS o

MR HEME I — A L SRR AT ARG R, M TR AR T R e e .. RO fEF 2 Rafedtn
SR, AT LG SRR R T El ) SOX A5 . BT S ] AR GE SR AL A SR

a) Fi AR (Intrusion Policy) R4,
31: RFIRERINR R

@ Intrusion Policy [|Nome '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

Cisco Secure Firewall 4200 BifpBEHINIT: ZRfFHopr EEEs o [
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b) MIR A LA RGEFLAE N
PRSIk ASINAEYS )32 AR 2 J5 N K SCAF SRS o

a) KX HREE (File Policy) Nz, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
AN

32: TG

Ee File Policy [Nune A]

Open File Policy List” '
ns and Applicatio

ST B ANE, RGUEAE R T rh 4T T SRR (Policies) > SRR AFIH (Malware & File) Tk,

b) AR EIEAITELNE S, 155 (Cisco Secure Firewall 1% % & HLAS B ) »
¢) RELRMFN (Add Rule) TUifl, AT AR P50 dE (1 5 o

L6 LA (Apply)o
FUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 5 40 B ) SSH i #z
BRIAAE O , GmT LU AEA 465 098] O FLC B % A% (K admin HI7

UK

B R RE > FRRE , JOIEsgmi i sk
HIE 2 HFF SSH ifia) (SSH Access).
IE3 AR VF SSH IEBE A LA 1P Mkl .
a) Aiiidan (Add) DS IET RN, 5 aiihi gmiE (Edit) Lhgnds BA ).
b) PR e 1k
o |P tisib-F T FR IR SO VFEEST HTTPS M3 (0 EHLE M 25 i M 28 00 % 504l « AT g &bk — A%, 5
B Rl + LS I it I 40 5

AT A X13i/#% 0 (Available Zones/I nter faces) - i N4 X 1k 5 34 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B BENINER L 1 2K, AR A s AN (Add).

[ Cisco Secure Firewall 4200 BBABFBINIT: =324 HOBE ASER TR RL
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| EERAZ®
werz ]

[ 33: fE5MERIE D LR A SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) MiifAZE (OK).
R4 HHRTF (Save).
UBIF, B PTLA R ERE > ERB IR SR BT A I e A . (EME T 5, TS AR

R Mo B O B e s AERRE AT, AP S S A B R AR

T Sl B ERE (Deploy).
34 EE

pepoy| @ & @ \

£

S BT, WP R, RUF A TEE (Deploy).

Cisco Secure Firewall 4200 BifpBEHINIT: ZRfFHopr EEEs o [
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[E 35: EREFTik

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

wi#, st 2EBERE (Deploy All) LAFE 2 1% 4 .
[l 36: £HEE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

C] 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

C] ftd1 | Ready for Deployment
® 5 devices are available for deployment D

A, 6 AR E R, 3 AT S R EBE (Advanced Deploy).
B 37 BREE

1 device selected

[ Q. search using device name, user name, type, group or status Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
jo

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE L. KSR ERE (Deploy) 4244 M EIFR T LL AT A 2R A

. Cisco Secure Firewall 4200 BLBREAEINIT: =R ROBH KIHE IR AP
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38: BT

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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