afran]n
CISCO.

]
!
=
z
=
=
.
(-
[+
(+
=

Cisco Secure Firewall 4200 ASA A\ |7]
ERiE BER: 2025 4E 1 H 21 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883






.
HERTIE

s FITFRT KB , 21 0L
o RGN N R B B Ak 2 ASA?
o Pl CLI, %270
o SRECVFATHIE , 2 2 T

FTF B A IE IR

ARG AL TR ke . SRR, ORI P AR S8 U AR SU AR A S Bl 4R
RS o

=
=

i

L7 A RGNS R ipU s 5t [UrR @ TS R p e £ 22 R ) AN

B2 A T HUAE TS 10 L 2 55 3 14T I H i

HE3 AP KBS IR LED; W% LED SR attfasesol, Rk ki CLpam g
PB4 AP KRN RS LED; HEg6le sk )n, faCidmiizh.

LRI HIEF: BRI EILZ ASA?

fff L SCRFFTDEC ASA PR o SERRBIIEHI G om0, JRfE ) I 2R v .

r‘—:lr-
i

TR L BNEH G5 .

S22 ESI CLI g7, WM KIGIZITHEFTDIE & ASA.

Cisco Secure Firewall 4200 ASA )\ 7] .



#ETE |

B siacu

FTD
184576 3| Firepower 3% (FXOS) $E7R . 180 75 6 S A &0 20 R ] W A% 4%

firepower login:

ASA
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ciscoasa>
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7 18] CLI

TR BT BV i) CLI BEAT C B BB B o

HEREREH G .

A Y A Y
X B4 A 1E
M R ER 24 T S B S A I, SRV ] R N % OB B B I A BE ARV T IE R . SR
VB BE A TS S, E R IR
L R ETHEE A SR INF R, A ERNE & TR W I H 8 R 2B (Search All) B .
1Al &=

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. {HRLLUNSE PID.

N

AR WRORHRE] PID,  fn] LLFShfs PID AR INET .

. Cisco Secure Firewall 4200 ASA 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing
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https://software.cisco.com/#module/SmartLicensing
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b) 7t General BELi-K I, siili New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10
¢) ft Create Registration Token X iiffEH, #IALLF#E, X5 £t Create Token:

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description

* Expire After - JUBHEUGZINH Y 30 K.

* RRERARE

* Allow export-controlled functionaility on the products registered with thistoken - 3 J 5 &8t tEAR & .
RGO RS I 2R B3 B

d) kA AT O R 7 Sk PR AT RASTJT Token XFGAE, T LU AR ID EHIRIBTIER . 75 2L PASARY, i
HERUF LRI, DAAEAZAE Y i T AR 20 A
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

4 %< hE

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

P2 7t ASDM ', IKxiEFECE (Configuration) > & & & 128 (Device Management) > ¥ 7J (Licensing) > & B 7]

(Smart Licensing).
PR3 WHEVFAT AL
a) %7 Enable Smart license configuration.
b) MINEERE (FeatureTier) MfzzET, EFEMAL (Essentials).

(R AT
o CTHE) WG AERVFITIE, W ARSI HC

T DR AT VFRTIE AR O0 MRS 2 Rl 5t e 1 S5 B0 B R H oo I I AL 5

d) AENA.
e) mii LEAfH ) Save Ebr.

$IE 4 il Register.
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D Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for Smart Licensing using Call Home, go to Smart Call-Home. If you are using Smart Transport, configu

Enable Smart license configuration
Feature Tier: Essentials
Context: 3
Enable strong-encryption protocol
For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

Transport Call Home © Smart Transport
Configure Transport URL
O Default Custom URL

Registration
Proxy URL

Proxy Port

Registration Status:

Renew ID Centficate

Effective Running Licenses

Renew Authorization

License Feature License Value License Duration
Maximum Physical Interfaces Unlimited
Maximum VLANs 512

Inside Hosts Unlimited
Failover Active /Active
Encryption-DES Enabled
Encryption-3DES-AES Disabled
Security Contexts 5

Carrier Disabled
Secure Client Premium Peers 150

Secure Client Essentials Disabled
Other VPN Peers 150

Total VPN Peers 150

Secure Client for Mobile Enabled
Secure Client for Cisco VPN Phone Enabled
Advanced Endpoint Assessment Enabled
Shared License Disabled
Toatal TIC Drasa: € i 290N

Reset Apply

WIS R RR B AR T A AN 1D £ h# (1D Token) Bt
[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYak OybmZNVnRaSW5sbmSXVXVIZkk 2RTdGTW)6%0AZVBVWT0%3D%0A)

Force registration

Help Cancel

$IE6 il Register.

MYFRDRASTEHN, ASDM 2IHT U . 46T LY M (Monitoring) > IR 1 (Properties) > £ £ ATHE (Smart
License) LUK £V ATHIEIRAS, L HE A JCnt

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization
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https://software.cisco.com/#module/SmartLicensing
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@& Launcher File View Tools m Window Help

Startup Wizard...

&2, Confi i Monit VPN Wizlrds
_ e OO Ligh Availability and Scalability Wizard...

| Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...

% Add (I Delete ¥ Connect W Packet Capture Wizard...

[T

Cisco

ard‘ ? Help‘T\-‘DE topi¢ Go

Reset configuration to factory defaults
+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

- A
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

P2 AR U LT —2 (Next) DARC B 2 DI RE
FE3 AXHAMN T, EZSH (ASDM — ARG ESR ) .
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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