FEFRFH I AR B A

HERRS K, AR R BT R A 2 A B G

o AR RE LS, 1 L
s PATHIGAICE (Fahifd) , 22 00
o [ ER ORI KRS, ZB 11 T

EFERR NS R R 45
o CAIEE) FREUEBI G IERES - B KBSHCA 4 DB-9 # RJ-45 4TS, BT LA TR B L85 =y
DB-9-to-USB Hi47 HI i AT He
* ¥4 SFP/SFP+ B2z BILIUK M 1/9 Fe LA b o
C HRVHAME R, ES ke .

o BRAREAEAE T RAT RS (K 5 n] P sl T 508 T2l i ECR AT P AR TR, 75 AN K v 2
R EHEE O, AWEOT, ES0 (Cisco Secure Firewall Management Center % #5 it B 4575 ) -
A5 P A e A B R
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pEmacE Ethernet 1/1
outside
Console port Ethernet 1/2

l inside
A o o o o o o C
) ( )

ther Data Nétworks

(manual provisioning)
-or-

_4

inside https://192.168.95.1
Management (manual provisioning)
computer

PATHIIRECE (FahiEE)

TP AL, 15 4# 7 Cisco Secure Firewall 455 FESS 5k CLI SKHATATHILATC & -

VIR E: & EIEES
IR, ARV KB G, B R LA NEA TSR L R
* LUK 1/1 - outside, TP Huhik>k |1 DHCP. IPv6 [13)HLE
« LK 1/2 - inside, 192.168.95.1/24
* BRINEE - dl i Ah 1 K DHCP 3RHL
o HARBEC - R AR Y IR R

ASORB AR E, QR DHCP IRES#5 . U 45 i SR mg sl 22 A X 4
iz

TR K ENLERESI NI (BLRM 12D .
LIR2 GRWEAE A
a) ¥ ZFhttps://192.168.95.1.
b) {4 admin FIBRIA 0D Adminl23 &5k,
¢) RASPIREIILIF 2 “— A7 U B R

W s Em IO


https://192.168.95.1

| EEEmpAcE

mema. weges

T3 MNRER T,
1R &R E

Device Setup Configure 2 Configure 3 Smart License
Time Settings Registration

Internet Connection

& Internet

= DNS Server
<l
171 13 1/5 177 179 1/

@@@ QQ ®NTPServer
EFE® OO
CONSOLE /2 1/4 1/6 1/8 1/10 1/12 SFP

5 Inside Network

84 Smart Lice...

TR
FLAA R o 11 C B TS I A
a) BoEAMIEAOMEEREA,

[ 2: 5085 A E S B H LR

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

1. SMERIZEOMRLE - WRETHRISEI R T PE, TS ERES TP Mk . EORREAE HCE W T L E PPPoE; &I LA
fE5E IR | J5 L & PPPoE.
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2. EIEQO - WS O AT BRI ), A B B B, Sl ISR LT AR
T AR BTSRRI 22 B 1 DNS e g5, A2 AM 4% 1 DNS JIk g5 #48## 4T FQDN.

DNS RR %588 - RS HH I DNS JIR55%5 . BRIMIE A OpenDNS AL DNS IR 45 %5 . IXLE 45 2R il e
TS FHJE W B AN #2101 DNS RS 2580 B e AT# e AR L U5 R 1

B KIS EH 2

b) FLEBTEIEE (NTP) (Time Setting [NTP]) Jf /i T —# (Next).
& 3:BHER B (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC NV

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

¢) EFEEEN 90 BiFfAEAmAEM .

Register with Cisco Smart Software Manager

vith Cisco Smart Software M unctionality of this device and to apply

What is smart license? (3

(Nj Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ASTE ) B B S UM s T VETT S AL BT

o,
R —
It

it
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[ 4: REURME

v X
The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 97

Manage traffic

GOT IT

e) KIKILFFIMIIILF (Standalone Device) Al AR (Got It).

SR 4 G0 RERE HAhR O, IR E (Device), ARG AiliiED (Interfaces) i B b 1055 4%
HIB 5 ik FEiE & (Device) . > RGIRE (System Settings) . > &£ H &R (Central Management) Jf st o 4445 (Proceed),
RS INES))

il EIERL/CDO EAER.
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5: E1HL/CD0 FRIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDC

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEREMEEEF/CDO £HZS 1P i, WS UL 1P Hihk sl L4 V5 Gy, Wil
(Yes), R & HL {77 NAT Z 5 8k A A3 1P #iulik s =414, 15 sl & (No).

b) WMHILEFER (Yes), HHIAEEHL/CDO E£HLZ/P k.

¢) fREEIEHL/CDO EMERA.
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d)

mere. geges

DB R IR B I — R PR A 28, Y B KBS B A A B bt bR e . PN 37 AN TFAF
TR FRET (A-Z. a-z. 0-9) FEFSF (). I ID A F T2 AP KESF W8 BP0,
8% NAT ID.

BEID JE SR FR K ME—— R PR H, IR TR SEAE R R e . BV AS NI 5 & B4 10 TP ki, Tl 1475
AR NAT ID. NAT ID A 37 N7 AR PRI TRET (A-Z. a-z. 0-9) FIETFR
()0 M ID ANBEH] T-BHATAT JEAd S K By i 3 A Bt . NAT ID 5 1P Mkl 5548 1, H TRE s 25k A
IR HALEN IP Hilik/NAT ID 3T BB KAE G, A4Sl .

PE6 NEEREE.

a)

b)

c)

faE BB EN A .
It FQDN ¥t T4 B T
1552 DNS fR55854H.

ERE—AIAEU, sitld— A, BRI DNS 41444 CiscoUmbrellaDNSServer Group, H:H 4145 OpenDNS
R 55 4% o

BEAEE MG OR B /1 DNS IS5 a3 B, S8T5 24T A B b0 P EHIC E DNS FH I E .
X T EEAG/CDO RO, sidi##EREE D (Datalnterface), AL+ outside.

FBT (k) AR MEI7S DNS (DDNS) 753% (Add a Dynamic DNS [DDNS] method).
SR BB [F) TP Mk & A4S A, DDNS a5 B oL il i FQDN A (¥ i i £ o

$IE8

& (Connect).

MRS (Registration Status) X Ui HERS o & BEHRL M S ARRES .
[ 6: B ThiEZE

Registration Status

Successful Con

Management

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.

EEmpsos
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L$IR ERGFEEGO/CDOFEMRE LB G, 3] &G0, RGBT KRS . ESE T 20 R w5 # O g
Il kB, 55 14 1L,

HRECE: CLI
i CLI & B IA R B L A 1P #hllh . WS fI L AR 48 %

S EEN G D IR B CLL. 152 5 ) g B CLI.

LB 2 5P PSR E G CLL W E A
pEat 3
FRARERRECE, BNTCEESR CLIw E A (F, Wi Sy mg o B2, B LURYJE7E CLIH ¥ ] configure
network fiy2 5 T A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

f5E: RO A y. BARATEAA A B L, (HA B 1P bk, flin e i sbht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

18R EPEFEN. AHANEE: U BRI, ANSCREDHCP. ORI E: 1 5 HA8 U5 B LA AR 7 L
LA/ 1k HH E i b i) A

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

16E: K MOCBIEDY data-interfaces, BLUCE DR BT A BT L, DASEIE R AP0 L BEAT B o

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

$E5FE: BOEAY BRI DNS RSTAs . XIS AR R AT AEL RS BOEL AL 1 DNS JIRg5ds— 8L RO BT
AR F15 R
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Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

fEm: HA no DMEH] B L.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementQ
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5/E: A routed. AT 1B KA SRR AN A BEER VT IR o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1°'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B )T B U7 Il (1 A 1

configure network management-data-inter face
WG, RGP ANRIE OB R A MR E .
F & P thit

> configure network management-data-interface

Data interface to use for management: ethernetl/1
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

memsE: cu ]
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Default Gateway: 10.10.6.1
Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

5/ BAEMHS OR B AP DNS RS54y, 8 2 A B PL R EDRTLE DNS P A BE.

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
BON .
configure manager add {F#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname | IPv4_address| IPv6_address| DONTRESOLVE} - 5 & ity () FQDN B8 IP Hihl, it 45 #
L Gk HESHIE, M DONTRESOLVE, {EIXFMESLT, B KB ATURAT 0] Ui [l (¥ 1P Hihk s 014 .

* reg_key - i € EIE R — VRN BT, VRN BB B I B AR B L EARE e VENPE IS 37 A4
TR ARUAFTOSE AR (A-Zy a-z. 0-9) FHIETFET (-)s

* nat_id - fif € T REFEROME ——IXPE AT, ROETTEAE L FIREE .. NAT ID MBI 37 547,
AT T R (A-Z. a-z. 0-9) HEETHT(-). LLID AREM THRALMT LA B0 2 A B 0

T

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

IR UM, DA B 6 A% B R 5 SCH LR«

IEWRHRGAR R R, AR IS R HOT S e FECUIE RS EHIR. WictE, AVFZ i HAE
JaRIBAT, Hm Bk A IR ANRE IE 3 R AT R S
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a) i shutdown fiT 4.
b) WELHLYE LED FURA LED LUSIEHIFG &G S (A5
c) (ENUFE RIS FYR i, 188 m] DAAE A BRI Pk R H 5 S DA #E D 2R T RILAA 1 LR

o) & 8 AL E AR R A8

AR F A PR P8 280k 1) 7 B s I K 0

A EEMIBECERE AERMBIEFE O

I AN, BT DA S R R M B A R R, JE AR LT AR R .
L 5 R A 2 CDO S AL T g

I AR, RESTRCE MR ER, ASREIMORCEBCE, By i f2h 5k
A WHER, WK DHCP AR S54s . U i) P2 SRS B s 4 DA Fo A e B R .

o DK 1/1— “#M57 , TP Hulib3k 3 DHCP. IPv6 [HZhELE
o LIRM 172 (BRX T, S VLANL E:00) - “NEE” , 192.168.95.1/24
o BRINES - WA 1 LY DHCP 3RHL

TR RAC AN SRR SR

DA B N A SR T, DDA il e A DHCP,  $odldie O m il PR ANSZ Ry
DHCP.

\}

A

ER T BFHRO A 7.4, BEEEAH CDO SRR ARG R, 1S 7.4 M. 7.6 B
INT A B TAERFE. Mah, WT 7.4 FRIER, ESHEHE PO SecureX T
Ifiio

FHIa Z Al

o WAV A3 TP HudibER FQDN, i £ fEEPu AL TP HithlE/FQDN (fltm, 40 e
NAT ZJ5) , DMERA LUK BIER:, 1ES0 .

UK

FB USRI, R L 5 BB B

13":%4:
XA BR L A R, ORI ) A R 5 R e AR
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a) JEFEERL (Integration) > BRl%R £ = (Cisco Security Cloud).
b) siifi BABRIR£E = (Enable Cisco Security Cloud) 1 FF b i BE A I 15, LA 8 S R 22 4 230K P A
UNTEN RN
B ORIE TUTHT A A 58 28 B P B o i RAEE B AT MR 224 M CDO K ™, S8 m LAZERRE 3 S TS In—~
ARMERIITEHGER, ESH .
CDO &Rk B0 5 R AT RAAM BB L . CDO 75 ZE ok b s n & # bty , DUl
AT RN . (A, BATEAZMAH CDO. WG CDO, LA H L KRR TR AEAN. &F
HABE w4 AF S FErhL KBNS, DUEASXHE) ST,
c) Hifikh B AEEMIBE (Enable Zero-Touch Provisioning) -
d) MHRTE (Save)s
PIR2 EHigE > wEEE.
W3 IR (Add) MR, ERgE (m5) (Device [Wizard)).
$®4 iHERAFYIS (UseSerial Number), #RJ5 i T—4 (Next).
B 738 &M A

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

HIB5 X T#1418 & B E (Initial device configuration), fidiEZA (Basic) kil .
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SRR ERE

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® + +

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier
Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Erevious m

Cancel

a) PRIV E) 4R SR B LALE VW INE B v A, B AR e .

WA B S TSRS AR, FE S R XA Z Rl e A, AR VERI AL, RS R #sh
55 ISR AR B AT R o TEAERRE O T EURM FBUS ,  TalRe B0 B BB

by EPEEN I IR 1 & BBV AT VR T IE
TEVR NG, T LLANR S (System) > 1 AIHE (Licenses) > & #EiF ATIE (Smart Licenses) G M VF ATHIE .
c) miit—%.
6 MEREIFMER (Device details).
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a)
b)

d)

Add Device

(1 ) Device registration method

Device registration method Serial Number

( 2\, Initial device configuration

Access control policy wfx_automationPolicy123

e Device details

s Em A |

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 FTD1

Device group

Select.. v

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Cancel

MAFFFIS .

B NEAE B H O ORI BN AR
(A[iE) PR &L (Device Group).

WEREE.

Previous

Add Device

UNER BB AR IO B B AT ke, M SV B i . RS CF R s 10D, PR B . A0, TE

A R o

PR RN,

7 LR AT RE A BT P2 PR B TIE B AR LB LA A5 o AT T, ARSI 2R .

1833 F 2 A AL (0] & EE B L AR R B A

A P BE A% TP Mk LALLM 8 2K B K58 T sy 21 A B e
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UK

T GREH L,
a) HIALLK URL.
https://fmc_ip_address
b) HASER AR
¢) MliEXR.
P2 R E > IREEE.
P3N TR sES, mEERmigE.
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& 10: £ REMBERRMLE

.

Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BHE NS
* EH (Host) - A S INAIEE K 1P uhb sl EHLA CnRaT A o WRANT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B TP ORI KSR IR 2548 0VE T SOZ A4 R -
* JEMEA (Registration Key) - it N EAERS K HTAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 70 Bl g 73 il

PA

W s Em IO



| EEEmpAcE
waFspengesoRmscs ]

* 4B (Group) - W RAEAF 2, NPK L Bogs ik & 41

* 7 a3 HI SR B (Access Control Policy) - EFHI UG TN . FRIEC S E40E B O BT K B e RS, &
ML P F 2 5RBE (Create new policy), RJGEFEBRIEFTBIRE (Block all traffic). 2 J % nl DL ot i 5 L fo
VRl s 15 S B 0 E U7 a3 R
11: FEE sk B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF A — AN BB ISR T TR GEVE AR, SER: ERINE S, BTN RG> 1FAlIE > EeEiF
AJE TLH M Secure Client ZEFE17 1] VPN 15 A HIE,

* [ME— NAT ID (Unique NAT ID) - $if & 717 K BRI aa e & h 5 58 1) NAT ID.

- (EHIEHEE (Transfer Packets) - 1L IR A (Transfer Packets) & ILHE, LUIXT TN F1F, Bt
Bt AL ) B0 TR A .

BOAHOLT, BB R X TR AR FE, B8 2ok SRS S ik A < i) Bt A s 31 47 B o 98
TR A AN SRAET IR, W e n) A A RO AME R, A RIE .
L4 il Register.
TR B SN R, ViR A PR T
* Ping - U] @B CLI S B U5 10 PPl CLD , ARSI LR 74 ping & #H1.0 IP ik
ping system fmc_ip_address

S ping ARy, A8 show networ k iy 215 71 25 B . G0 SR 7 22 S OB K BT B TP ik, 35 48 configure
networ k management-data-interface fir4 .

 VEAFE D] NAT ID A4 BE ARG TP ik - 5 ORAE PN B0 EAE T R A3 U 35 B A0 NAT ID. AT LLAERS KBk
1§ | configure manager add iy 4% 2 E M 2 45 F1 NAT ID.
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I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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