FEFRFH I AR B A

ERERG KB, AR5 7 K 8 M B Firewall Management Centero

o NPykEEAIL , 510
s PUTHILRICE , 552 7T
o W5 By KBS RIB KRR FE R, 55 10 T

MG A IE T 2%
#+ Firewall Management Center JEH: 2% A HE 1/1 B2 10 57 B 4875 2205 1) HI0C 0 LLREAT R8T . 49
i, ST DL 7 KA S B R 2 b HL IR R (AR B NI 48D

o SREUEH G IE N RS - HUAANCA — 4% DB-9 # RJ-45 ATHYS, PRI A] #8720 255 =7 DB-9
# USB H AT HHZEHEATIE %

* F SFP 22 AE BB B 1/1 - %3 A& 5 2 SFP/SFP+ AR 1) 1/10 Gbps it H o

* ¥4 SFP/SFP+ Fib e B LA 1/9 F2 5 i 5 g 11 - [ 5 o 11 42 75 22 SFP/SFP+ AR ) 1/10
Gbps i [ o

c ARVEAMER, WS R .

| EEmpsos


https://cisco.com/go/secure-firewall-3100-install

s Em A |
B

Management 1/1
DHCP from mgmt nw

" Outside ﬂ Internet

Console

Other data networks

Management Management center
computer

PATHRECE

1§ | Cisco Secure Firewall 1% £ B ¥ 8% 5t CLI SRPUTIT VAL & -

MIaEE: PBHAEREEIES
XA, AR KBRS, R R LA ME A TSR L R
« LK 1/1 - outside, TP Hiuhik>k 5 DHCP. IPv6 H sl &
« LIAKK 172 - inside, 192.168.95.1/24
o BRIAER - 385 AR AR L) DHCP 3RIR
o Fofbe T - OV B R A A P KT A

AR IR E, W K DHCP g5 2% U il 428 il SR g sl 22 4 X3
UK

B R ENUEES N (LUKM 12)
W2 G KR A LA
a) ¥ Z%https://192.168.95.1.
b) HH 4 admin FIERIAZ S Adminl23 5%,
©) RASPOREIILIFEZ A7 FEE U HE SR

PR3 M BE N T

W s Em IO


https://192.168.95.1

| EEEmpAcE

merE: puorssees ]

B 1. &%E

1 Configure Configure Smart License
Devi
evice SetUp Internet Connection G Time Settings 2 Registration
12 : & Internet
&8 DNs Server
MGMT /1 13 15 1/7 /9 1/

E@@w O
L EMEm oo -
CONSOLE 12 14 1/6 1/8  1/10 112 spp ascs’ Smart Lice...

mn

iR
LA i G B IR R R
a) MUEAME AR O,

B 2 B )RR E R

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

Don't have internet connection?
Skip device setup
1. SMERIEOME - W R RISEI S T P, T RS TP Mtk SO RE A CE M L E PPPOE; &1 LA
FE 588 1 3 Bl & PPPoE.

2. EIEEQO - VORI B IP U AR A R T, (AT DABEE DL R IET. WR ST A A 1P
ik, EZELBOLE 4, 55 0
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DNS R 5528 - ARG E FHHER) DNS IRS52%. BRIAE A OpenDNS A 3L DNS flR454% .
Bh K IEEH 2

b) WCERTEEE (NTP) (Time Setting [NTP]) Jf fidi F—# (Next).
& 3 BHEgE (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC Vi

NTP Time Server

Default NTP Servers ~

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

¢) LBz 90 BiFfEEAT A IEM

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEE ) B B A AR VE M Firewall Threat Defense; T VF A #4F Firewall Management CenterSecurity Cloud
Control AT

d) midiFERL.
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) MKIKiEFIMIIi% & (Standalone Device) F1 BER (Got It).

WA () AHERAS IP bR E B O . IS E > O WA RO,

HIEE WA E A O, 1 PEER & (Device), SR AidiiED (Interfaces) 122 i 5542 .

HIE 6 ik % & (Device) . > RFKIEE (System Settings) . > &£ &R (Central Management) Jf: 2 74k 4% (Proceed),
] Firewall Management CenterSecurity Cloud Control 73 Jlif

il EIEd/SCCH¥LMIEE (Management Center/SCC/Details).

B IIRAS AT fE S s “CDO” TiiAGE: “SCC” .
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
A— N A—
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

d. We recommend always setting

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

management (Management1/1) it

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

CANCEL CONNECT

a) AT BEMEEEHO/SCC EHAD P Hufk, 13 &nT LAE A 1P ks 34144 Vs in] Firewall Management
Center , 15 il (Yes) , Wi Firewall Management Center £ T~ NAT 2 JG 8 2~ 36 1P Hiht sk EHL4, E 0
& (No).

b) WHREFER, WA BEEH.O/SCC EHA/P Hhil.

o) #RE BEEAHL/SCCIEMEA.
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B R PR — IR M ST, TR By kB EEAE Firewall Management Center 55 'e . VEM D
Wik 2 B 36 NFERF. AMATFEIE AT (A-Z. a-2z. 0-9) FIEEFFR (). b ID W H ¥ AR kB
7EM # Firewall Management Center .

187 NAT 1D,

I ID J& B PR ME —— R A5 R, SBIE 75 BAE Firewall Management Center 455 o RIE A 50TE P & W4
TP Mk, FATIIE ISR E NATID. NATID WA/ T2 2 36 M40 AR il 7T (A-Zs
a-zv 0-9) FIEFLF (-). b ID AREH TRAFTILARET K 857 2] Firewall Management Center. NAT ID 15
IP il £S5, HTRUFERZ ok B IEMRI % HATEX 1P Hililk/NAT ID T B MR UFG, A affr
TN

PR NEEEEE.

a)
b)

c)

FIR8 &

fE B BRI E M2 .
fi7& DNS BRSS 740

BARIXCAWE: ®F - DIEH, el 4. Bl DNS 444 % CiscoUmbrellaDNSServer Group, H:
HHALFE OpenDNS A4S 25

X BB AUL/SCC g, sl O,

7% (Connect).

SEMPIRZS (Registration Status) X iFAEHS & 78 Firewall Management CenterSecurity Cloud Control v M [ 1 AR & .
& 6: B IhiEHE

Registration Status

<

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.

P9 AR FEk REFEEFPL/SCC EMEE P L5, # % Firewall Management CenterSecurity Cloud Control
» SRJEASINBT K3 o T 2 PR B KB 295 K BE By, 56 10 L

HEREEE M ACH .n
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#4aBcE: CLI

4] CLI BB A B L FH A HE 1P ik Y OGRS A ) 245 1

I ERH G U 10 3535 4] Firewall Threat Defense CLI. 175257 1)j i) Firewall Threat Defense CLI.

S22 FERE I E R CLI i & A,
iR
FRARERRICE, WA EE CLIwEMA (Fan, @ Edrmig) o HiE, af LIRSS 4E CLI H# ] configure
network iy B BT A X S8 B . 155 1 Cisco Secure Firewall Threat Defense i 4% % .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

8 RS AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

$8M@: #Hi A no LA Firewall Management Center.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.
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Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

HI& 3 Ul Firewall Management Center o
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - #& & Firewall Management Center ] FQDN &, IP
Hihik. 4% Firewall Management Center JGi% 4% -4k, 1514 DONTRESOLVE, 7EXFHFHE, Bh kb
JELAT AT 6] B TP Mk Bl 14 .

* reg_key - $5EBIE BN — M M8, 13 M Firewall Threat Defenselis t5 %2 7E Firewall Management Center - f§
SEE e VENPREYILATN 2 3] 36 N AFF. AR TR (A-Zy a-z. 0-9) FHETFFT (-).

* nat_id - 58 T EIEF I ME——RIE AR 5, BIE TR B AE Firewall Management Center '8 7€ & . NAT ID 2440
AT 28] 36 MEFFZIAl. RO PR (A-Z. a-z. 0-9) FUEFLRF (1) I ID ANREF T AFA]
oAl 45 ¥F A 2 Firewall Management Centero

i

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.
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B K 5% F 507 ) B Firewall Management Center o
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¥ 1 kFirewall Management Center.

a) #wALLR URL.

https://fmc_ip_address

b) AN AL T A

¢ MiligZR.
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Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

(® Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.
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Add device

@ Device registration method Device details

Domain *

© Dpevice detais | [Global/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the

device. This key doesn’'t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

* 38 (Domain)- fEZIEIE, JEFE 5.
< REE- RO, R RTINS & A

FEHZEK P ML - 6 EHL, BRI A1 1P Hihk e B . W R AR A TE A 1 TP ik (i, e
S F NAT f5) » Sk 7B A,

FBIRAFR - i NEAE Firewall Management Center 1 7R (B4 447K . 2 Ja 45 01 3 0% 44 K o
SEM A - G ANKILATCE A R R A

* ME— NAT ID - i AWIAGEC & D AH R 1D

AR ETRHD - BRAFESENIE B 2 AT T KB B O R,

PIR6 L E IR B R
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Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] +

° Initial device configuration " &
Smart licensing

Ensure that your smart licensing account has the required licenses.
Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premier ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

ISR NG - Kb PTG I PR LA A PO BB, SROUEE VBT . B IR AT i 1
LA A (15 SO, A (h), SRR RHBLLE AR . 2 J5 T B S 8 L Ao VU B
i

R BEVFAL- S PEASHO VAT

C G ERMEBRETRELIRE? - hit WBEE
YRR YEri AN B 4 RV TR

FEVS IINBE 9% e . F VP Al E o

 ARMEER G - RIS, DR AR, B SR i (A% i 21 Firewall Management Center ¥E4T
TRER

XTRANNR S, Ao TG BRIl R0 £ds f % 16 3 Firewall Management Center #EATH . 1
RASHI MR, W H 25 [] Firewall Management Center K& FHAME E, AL RIEEHR .

PR AR,

Firewall Management Center F] 5 7 %2 K1 P 23 SR 50 1E B0 £ (1R OB T Ll A5 o AR &), B s n 251
Ho ASRVEMNE R, S F B WA DA R e WOR B TENHR I, A A LA 0

* Ping - VjIn] % #% CLI, SR LU T A4 ping Firewall Management Center IP M3l
ping system ip_address
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WK ping ARy, A5 show networ k iy 246 25 I 28 0 . WA A7 T 0 ik 45 TP ki, {47 configurenetwor k
{ipv4 | ipv6} manual fir4% .

* A EH. NAT ID Fil Firewall Management CenterIP il - ifi R 75 AN e 2% A8 R AH [R) iR 2 85 1T NAT 1D
CInE D o AT AAE 4% B4 configure manager add iy 4% & V7 E M 259181 NAT ID.

R Z AR (S B, W2 https://cisco.com/go/fme-reg-error.
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