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1545 % 3| Firepower & 5% (FXOS) $&7R o #8077 5 M B H 8 i AU aT Wi i 8. W R F8 %, WS Ui
BUVMSTAE CLL, 553 Wi,

firepower login:

ASA
IS E R ASA 27 .

ciscoasa>

HIE 3 W R EIEAT IR RS R N, 1527 Cisco Secure Firewall ASA fl Secure Firewall Threat Defense H T BME 45 -

177 (2] Bk B B3 40 CLI
TR Vi ) CLUBEAT A FE SRR

UK

SRR JERLRIEHIE 5 1

4 EHlAwma

RJ-45 console

|
c#o
(!
=l

2
]
o

PR 2 ERF| FXOS. fiiH] admin I/ 44 F1%E 65 CERIME N Adminl23) %% CLI. 3 — KA GRN, R SHREE
BGHTN

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *¥¥kki*x

Confirm new password: ****xkxkkix

Your password was updated successfully.

[...]
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firepower#

SE3 )R BB CLIL,

e
%EE@%&%%@%%@W%&E,%ﬁ%%ﬁ@%%ﬁcu,EM%E@CU&EO
connect ftd

T UGERLE] BUBIE CLLIN, RSP EERIG B3OS -

Al

firepower# connect ftd

>

ZLR W BB IFTD CLI, A exit 55 logout #iv 2. By & 2K I8 H 8 3 17 2 FXOS #2718,
il

> exit

firepower#

A .
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scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

WA, W AT XSS
a) BRIGOLT, A BREE UK DHCP.  n SR SO0 5 B T B0 A 1P ik, A LL T 4.
scope fabric-interconnect a
set out-of-band staticip ip netmask 25465 gw %%
commit-buffer
TR
WAREFILLUN AR, DAER AT S B 45T DHCP. A1 AR fir & K45 H] DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

b) AT (FXOS #bsHibriam ) i pm gy,
T8 T B MR T A T 00 ) R AR SS 2% R O I A
Bk BEF B A3 fE, A AR RGEREE] FXOS CLI,

c) fEFXOS CLIH, RG-SR GEE %0,

IR BT AT E

A N SERE S5 R M0 LW SRR I, B IRVE T UE N 1% R R I R R VR AT IEmR o G R
BB BRI, i R BRI

W AR, 10 10 R BE R FE AR A A R b0 o Y AR B A e R A R A P AR A A
R, A5 RVEAIUEH, 152 % (Cisco Secure Firewall Management Center 5 ¥R ) o

JEUBBITAE A LR VAT E
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* IPS

o EEATBAE

* URL i3

* Cisco Secure Client

* JZ8 1 - Diameter. GTP/GPRS. M3UA. SCTP

1o GRS A CH Ve Rk, WA R 55 TAR R I R R £ A (Search All) “FBL.
B 6: AR R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software
2. LU FYFAHE PID,

N

AR W ARLE PID, B0 LTSk PID 3N EIT

* Essentials:
* Azt

* IPS. EEAFPIMAT URL 414
* L-FPR3110T-TMC =
* L-FPR3120T-TMC =
* L-FPR3130T-TMC =
* L-FPR3140T-TMC =

K A PID Z — AN AT B, ) AR S DU PID 22— 3 R 1T 1 -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y

* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y

. Cisco Secure Firewall 3100 B BREAEINIT: A EIEM 4K LRI EIRF O


https://apps.cisco.com/Commerce/home

| E&IE
XTI v |
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* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y

i3

LB
* L-FPR3K-FTD-CAR=

e

* Cisco Secure % )i — 152 [ii] Cisco Secure 2% )" Ui 1] M8 o

3. MR iEPEF=RFNAR S (Products & Services).

7:45R
e All Results
T Orders 6
[ Invoices 2
(&, Software Subsc... 1

© Products & Ser... 1
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RJ-45 console

I
ﬁﬁga@
n ; = [::] 0o
o

$I®2 {F FXOS CLI ', #%E#:F] local-mgmt A5,

firepower # connect local-mgmt

P33 KRS
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

TR BRI RSN . KRIASERA, BRI LR R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PES TEIAE T ASC AT RS IO IFAE 0 EINHRT P Sk LA R 7 T LA F) LB

{EREE R L RARAIE

fat A BE RO IR A DR A R B
UK

ez A PP
a) W& > REEHE.
b) {EEFERR SRS, sl R ().
¢) & & (Device) EIN .
d) 7ERG (System) #4 il KA E (D).
e) HILBLRIT, AT B4

RS S Ui KBS SE T G, VRN KRN BRSO . KRG, BORE I 3R,

N
g
N

System is stopped.
It is safe to power off now.
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Do you want to reboot instead? [y/N]
IARBA R G IR, SRR 3 AR R g 2R M.
PR3 EHAENT DL HL S T SCIAED BN 4T r s Sk AR B X LA 0 e
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58 =77 DB-9-to-USB 47 ML 458k T4 % .

o ¥ SFP 22 LUK 1/9 A B Edig o
o HIRVEYNME R, SR 50 .

~ Outside j—( Internet

Management 1/1
DHCP from mgmt nw

Console

o B
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#i FH] Cisco Secure Firewall % %5 & B 85 CLI KPATATHILEHLE

MIREE: REEES

FEPRXAI i, AT K JE,  BRE B CANAR TR E DL

* LIUKI 1/1 - outside, IP Hihik>k [ DHCP. IPv6 [ 3)JHC &
« LK 1/2 - inside, 192.168.95.1/24

* BRIARR - JE AR AR RE ) DHCP 3R

o Hofbe i - ORE VA LA T IAT TR DG

AR HABBCE, WAHRIK) DHCP JIR45 a5« U o) 25 1 SREms ol 22 4= X 3

UK

TR K EHUERESI N RO (BURR 12)
PIB2 TR UAEHL.

a) % https://192.168.95.1,

b) {4 admin FIERIA 6D Adminl23 &5k,

¢) RGESPOREHTBITESZ “—MAEK” JF 5 SUE B .
PRI AT BCE T

9% &RE

Device Setup 0

pE s
FAR (3 B Ok TS RS

a) MCEANTHEE DS,
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. SMERREOMbLE - QTR A T PR, TS 1P bk, EOANREAT I E 7] 30 & PPPoE; &L
FE58 8 [0 3 J5 i & PPPOE.

2. EIBEO- WESHE P IR EE W S50, (ST DO E DL NI, W T A A TP M
e, WHSRHPBRIB 4, 515 0.

DNS R 88 - RS HLHHE ) DNS JIRg54% . BRIME N OpenDNS 244t DNS JIlR %545 -
B A 3EEH 2

b) FCERHEIEE (NTP) (Time Setting [NTP]) 3 A T—# (Next).
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& 11: 74 E3] B (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFEEN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEL ) B R AT BRSSO B AR AV R A AR L BT
d) AN
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Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) WIEFMIIIR%E (Standalone Device) fll BEE (Got 1t).

P4 (TR (FAHEAS P bR E S 0. HSRE > #Z0O LD,

HIEE WA E A O, 1 PEER & (Device), SR AidiiED (Interfaces) 122 i 5542 .

$IB6 Wil kR (Device) . > RFIRE (System Settings) . > &£ H IR (Central Management) I i i 4% 4L (Proceed),
i) 5 B Cy E 0E
fic & & 38 fh 0 /CDO B B -
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEREMEEEF/CDO £HZS 1P i, WS UL 1P Hihk sl L4 V5 Gy, Wil
(Yes), R & HL {77 NAT Z 5 8k A A3 1P #iulik s =414, 15 sl & (No).

b) WMHILEFER (Yes), HHIAEEHL/CDO E£HLZ/P k.

¢) fREEIEHL/CDO EMERA.
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d)

memsE: cu ]

DB R IR B I — R PR A 28, Y B KBS B A A B bt bR e . PN 37 AN TFAF
TR FRET (A-Z. a-z. 0-9) FEFSF (). I ID A F T2 AP KESF W8 BP0,

8% NAT ID.

BEID JE SR FR K ME—— R PR H, IR TR SEAE R R e . BV AS NI 5 & B4 10 TP ki, Tl 1475
AR NAT ID. NAT ID A 37 N7 AR PRI TRET (A-Z. a-z. 0-9) FIETFR
()0 M ID ANBEH] T-BHATAT JEAd S K By i 3 A Bt . NAT ID 5 1P Mkl 5548 1, H TRE s 25k A
IR HALEN IP Hilik/NAT ID 3T BB KAE G, A4Sl .

PR WEEEREE.
a) JREBANBEEEN
b) F& DNS R854

©)

BARXOLWE: W®HE DAY, Selgd —SHdl. A DNS 414 4 CiscoUmbrellaDNSServer Group, H:
"4 $E OpenDNS JIR 4525

* T2 /CDO S EED, Al &N (Management Interface).

FIR8 Hili%EH (Connect).
MRS (Registration Status) 5 Ui HERS 2o & BEHRO M SRR .
& 14: BN EE

Registration Status

<

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.

LRI AERESERO/CDO FEMEE LB G, 2 EHA D, RIGISINET KK, TS0 ) 5 B ROy i kB, 56
19 i,

#4RBCE: CLI

] CLI % B A Y B L FH A HE 1P kil OGNl A b 25 1
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W GBI G o IEUT ) g B CLL. 3 25 U5 [ g P8 CLL, 3 3 1L,
PYR2 ST B B CLL I E A

pEcp 4
FRARERRECE, 1 )”'J%/fi& CLI G EA (fhn, Wi FEPrdrmig) o {Hi&, v LIS CLI ] configure
network iy 45 5 TG iX te 1% 1527 Cisco Secure Firewall Threat Defense #iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5 RS AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

fRE: fA no DUET A E L.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

. Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PR3 YU R
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§5€ # B0 (1) FQDN % IP bk, it &5
L JovEEESE, E{H DONTRESOLVE, {EXMIEHLT, B KB AUEAT rI V7 ) 1) 1P Hidik R 4144

* reg_key - 8 E EIEFRI — MR B, b B AR A B A 0 R . TEMPE A 37 A
T AUTROFTRRT (A-Z. a-z. 0-9) FIETFH ().

* nat_id - 558 T IR IME—— X5, IR T EAE FHEpb 0 BIREE . NAT ID AL 37 M.
BHRF AT AT (A-Z. a-z. 0-9) FIEFFRF (). LLIDAEEH TRATAR FoAh B 253 M 2] & By,

Al

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

R L S A

Kbl K Ea T-BE M 21 8 H AL
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a) HIALLK URL.
https://fmc_ip_address
b) HAER AR
¢) MliEXR.
P2 R E > IREEE.
P3N TR sES, mEERmigE.
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& 15 £ RiEMBERRMLE

.

Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BWHE LN
* EH (Host) - A S INAIEE K1 1P kb sl EHLA CnRaT A o WRANHT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B AL TP ORI KSR IR Z 54 J0vE T S0Z A4 R -
* JEMEA (Registration Key) - it N EAERS K HIAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 7 Bo gy 73 il

PA
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B eaemhoEmpsios

* 4B (Group) - W RAEAT 2, NPK L Bogs ik &4l

s Em A |

* 7 a3 HI SR B (Access Control Policy) - EFHI UG TN . FRIEC S E40E B O BT K B2 RS, &
ML P KBS (Create new policy), RJGIEFMEIEFTEIRE (Block all traffic). < J&5 ] DA Stk DL fo

VPRSI TES R E s s, 5 38 Tt
16: 73 SR

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* BREVFAI— W B ThRE P IR BEVF T IE . JEE: BRI, BTLON RS > 1FAlE > B 8eF

AJIE FU M Secure Client 2G5 1] VPN 0] 4E .
ME— NAT 1D (Unique NAT ID) - fif i€ 75 B7 K BEWI4a lc & h 7 52 1) NAT ID.

- HBEEE (Transfer Packets) - % H{EiEIEE (Transfer Packets) S iEHE, DUMEX TR MANZFLE, Bk

Hn ttehme) B TR A

BAEOLR, BLIESC M. TR NRFE, s 2ok SHHE SR A SR 1 e AR 21 A B A0 3t

Tkt WURZEF SRR, W 2 i) A B KRR R, AR ROEEHE .

PB4 N5 Register,
TS AR R, TR A DL T

* Ping - Vi) BUpBifEl CLI G235 in) B4 CLL, 25 3 50, ARJEAHI LA R fir 4 ping & BErh 0y IP Hihik:

ping system fmc_ip_address

WK ping AREY, f8H] show networ k fir &K A 28 BB . AR 7y 2 S S i BLIP ik, 1548 configure

network {ipv4 |ipv6} manual fir4 .

« M. NAT ID FI BB TP bt - A CRAE P9 AN 1 8 A8 AR R P 0 235 H A0 NAT 1D mJ LAFE R k8% 1

1§ | configure manager add iy 4% 2 E N 2 45 F1 NAT ID.

. Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O



| EEEmpAcE
mamsLEmniE ]

I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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s Em A |
B eosmroEmpos
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B & A AR SRAG

A LT % 8 A 22 4 TR
o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .
* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .
o BRONES B - 3 I AP0 HE 1A IR A % H
* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.
o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &
s MlEREIL, 25
* fit & DHCP 454 , &5 31 70
o ININERAES . B 32 T
o WMlE NAT, %535 1L

o BOE VT RO, 5 38 hL
o MREECE , 40 5L

BcE#EO
AT B AR T VIR BN, RS E DL R
* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E
« LK 1/2 - inside, 192.168.95.1/24
o BRINEE T - Gl A% 1 LK) DHCP 3RHX
U RAE ) L VR TAE A S AT AR E TR, WS R BRI E .

LR s DHCP E8: TN EECE T — /N8 A (A tbtl) , JFER DM E T — N %
A EIb e N Web IRSS 2878 1—A> DMZ 1,
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LB EFIRE (Devices) > & & ETE (Device Management),

FE2 pidi#EN (Interfaces).

17:3%0

Device  Routing

Interface

@ Management0/0
GigabitEthernet0/0
GigabitEtherneto/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthemet0/4
GigabitEtherneto/s
GigabitEthernet0/6

GigabitEthernet0/7

Interfaces
—

Inline Sets

DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

Q_ Search by name

IP Address

LB 3 EN 40-Gb BE K HE BN S 11, 1 s i L1 R AR

IR IS CAAERCE P 7 axi ), WA Z0AE QR 8 B it 70 S22 i IR X G A

PR SR T AR D) %Ri8 (2)-

. Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O

IR R B KA ) 4RAE (2).

Sync Device Add Interfaces v

Path Monitorir

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

ng Virtual Router

Global

mEfAER |
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b)

c)
d)
e)

maz0 ||

18: “EM” EB+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

Name:

inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

Mz X1 (Security Zone) FuaIZR APk £E—DNIVA AN B AR, o i (New) s in— i 2 4
X3k

i, 40 inside_zone ({138, fnT DR DR 4L T 22 4 Sms o un, WO D7 In) i S, Al
Uit AT L PR DX st NSMERIX I,  AHANRE ANEERE A YRR X

AR TRC & T A B, IR T B T
BN 48 DS TAF B FR (Name).
B, K4k insides

Y B A (Enabled) & ikHE.
R (Mode) 454 4 T (None).
R 1Pv4 F1/E8 1PV6 £ T .

 IPv4 - I\ Rz ik g B E%7S |P (Use Static IP), R )5 AR E niH N 1P Hudik A7 o 6
Hltm, i\ 192.168.1.1/24
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19: IPv4 £ 15+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPV6 - A TCIRA A SN Bk B 3hBE B (Autoconfiguration) 5 EHE .
[ 20: IPv6 iET+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
SBS N EHTAMNE I E dREE ().

. Cisco Secure Firewall 3100 BRI : A EIBM 4 ERYE TR FL
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21 “EH EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) MRZXIH (Security Zone) T Hr813 ks — NI IS 2 A X, B Rl (New) 8 In— il 224
XAk

i, @ n—A~4 4 outside_zone ffIX 1k

UG E T AN, WA B Tk
b) HIAKSER KN 48 A FAF 1 Name,

flln, 80464 h outside.

¢) #%HBH (Enabled) HiEHE.
d) ¥R (Mode) {8 4 Ft (None).
e) A IPv4 FI/8L 1 Pv6 I .

* |Pv4 - ¥ #{EF DHCP (Use DHCP), RJGHCE LA k2%
« {£F DHCP 3XEXBkIA & (Obtain default route using DHCP) - )\ DHCP JI 55 %8 3K BUER A 2K 1 .

* DHCP & H#5%R (DHCP route metric) - 73 BC 2 T 3R & 6 e A BREE B, AT 1 F1 255 2 0] 3RS
H RN BREE B4 1.

Cisco Secure Firewall 3100 BifHFAHINI]: At FrEEso [
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22: IPv4 i&IR+

Edit Physical Interface

General IPv4 IPvE

IP Type:

Path Mc

Use DHCP

¥ |

Obtain default route
using DHCP:

DHCP route metric:
1

* IPV6 - A TOIRAS A Bh L & ik B BhEL & (Autoconfiguration) & IEHE.

& 23: IPv6 £ £

Edit Physical Interface

Path Monitoring

General IPv4 IPv6
I
Basic Address Prefixes
O ——
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).

SIE6 i, HlE DMZ 310 LI Web IS 25 .

a) sl EAE IR 1 4R ().
b) MZ£ X (Security Zone) AL T IEHE NI K DMZ 24D, 8 G 32 (New) B SH %

ES P

Bhn, wn-—A~4h dmz_zone ¥ X 45,
c) WINKEHAN 48 NFEFFHIBFR (Name).

filtn, ¥4 4 dmz.
d) &+ /B (Enabled) BiLHE,

e) KX (Mode) {2 F (None).

) A 1Pv4 Fl/Eg 1 Pv6 210K JF g B BT = 1 1P Huhik.

g) rilifAZE (OK).
PRT mhRTE (Save).

. Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O
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BcE DHCP AR 5585

U A B2 a4 ) DHCP M KBS 3KEL TP #ubik, 37 i3 A DHCP JIR45¢,

i

i oHce k5 [

$IE1 %58 & (Devices) > & Z IR (Device Management), R miili &% (4R (2).
$IE 2 %+ DHCP > DHCP BR %528 (DHCP Server).

24: DHCP FR %525

Device Routing

DHCP Server
DHCP Relay

DDNS

Interfaces

Inline Sets DHCP VTEP SNMP
Ping Timeout
[ 50 ] (10 - 10000 ms)

Lease Length
[ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+

Secondary DNS Server Secondary WINS Server

[ o+

Server Advanced

Interface Address Pool

+ Add

Enable DHCP Server

PUR3 ERRS ST (Server) kb, RN (Add) JFHCE LU R IET .

Cisco Secure Firewall 3100 BifHFAHINI]: At FrEEso [
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25: i InBR 55 28

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

FBA RLFBE (OK).
FES RilHRTF (Save).

WANERIA RS B
BRI\ EH 3 F8 ) AT AR 107 0] i B3 % th o . G A5 A\ DHCP FRER AN hE,  WI3e 46T g
ZUE] T BRI . WURTE TSNS B, T R R R AT

UK

$IB1 %58 & (Devices) > iR & B (Device Management), SRJ5 Sidik 4 I44E (£).
P2 PR BEH > BISEEH.
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& 26: 5% 7S H

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global v

Leaked from "
Network » Interface Virtual Router Gateway Tunneled Metric Tracked

Virtual Router Properties
V IPv4 Routes

ECMP

BFD
 |IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

IR DHCP i 55 2 W 2IBR A £, B0kt BoRqEshR .
P33 SRR E (Add Route), SRJ5HCE DL FIET,

Cisco Secure Firewall 3100 BifHFAHINI]: At FrEEso [
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B smeiiem

B 27 v ngeiSH Ak E

Add Static Route Configuration ®

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

= | ﬁ
any-ipv4

qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* 28 (Intrusion) - 3 ELAS INERAS K 2R, iy 1Pv4 B 1Pve Bk 44 .
* 0 (Interface) - EREH TR, WH RANEEEI,

* AT M4 (Available Network) - 24 IPv4 BRI FHIERE any-ipv4, A IPv6 BRIANES HHIESE any-ipv6, X5 Mk
fin (Add) K5 ILF 21 E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 LL i (10~ MR SR OGS i ds . 80T LASR
AL 1P Huhik B 24/ AN 5

PB4 LUHRE (OK).
R S I S E A h R
TS pRTE (Save).
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Bc & NAT

AR g N i — 4% NAT KU, USRS Py b 46 o A2 1 TP Mhk b o 1. 3
2 NAT HUUFR k2 F o 1 Huhlk- 2 46 (PAT).

UK

HIE1 EFRIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R RN B, UG AR TE (Save).
& 28: 32 MG

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B SR I e B o AT AR T 2 SRS A IR o

Cisco Secure Firewall 3100 BAAFEHEINIT: AtrEEm% Faygm@as [
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B e=nar

[ 29: NAT 5B

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description
NAT Exemptions Policy Assignments (1)

Rules

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type g‘;?;gge Igé]g;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FE3 pidiR MmN (Add Rule).
PB4 0 E AR I
] 30: EAKN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #0 (NAT Rule) - i B 51 NAT # (Auto NAT Rule).
« A (Type) - IEHFFZS (Dynamic).

$HIB5 {E Interface Objects TU[fl, ¥ Available I nterface Objects [X 15 /1 {1414 X 3475 i #1] Destination | nter face Objects
'ngjzo

B 3r:ZEONKR
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination

. Cisco Secure Firewall 3100 B BREAEINIT: A EIEM 4K LRI EIRF O
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$IR 6 7riEde (Trandation) Ui bl & LL R kI :

] 32: it

Interface Objects Translation PAT Pool

Original Packet

Original Source:*
[ all-ipv4

Original Port:
[ TCP v ]

CEIN |

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER NI 2% 42 (0.0.0.00).

33: FrEI MBI R

New Network Object

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

AR R G0 XK any-ipv4 X1 4, B0 B 3 NAT U Gog SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Trandlated Source) - %+ B#r1% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,

Cisco Secure Firewall 3100 BAAFEHEINIT: AtrEEm% Faygm@as [
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P8 Kl NAT Biifi_LHRTF (Save) LLIRAF B

o s 3 8 -
Fic & 177 1a]4% i AL )
WERSE AR B I QU T SEAS B2 SR A AU S U I P SRt DU 2 1 SRS R I A e VR
SLibUR> & SN Lkl U DIROR TR AR U E 2 VIR
VBRI RRRE Qs — AN U5 R N, LSRR A P DX I 2 S 58 DX A AL A

UK

$1 L PEHERE (Policy) > I 1515 M (Access Policy) > 7 8] 5 B (Access Policy), SR s ihi 730 lic 45 ¥ 45 D7 1) 42 1 SR s £
iE (2)-

S22 SR (Add Rule) 3 ¥ E UL NS4
& 34: R X1

Add Rule

Name [ inside-to-outside]| ] Action @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside (Routed Security Zone)

D s outside (Routed Security Zone)

Any

+ Create Security Zone Object
Lo RAr 44, i inside-to-outside,

2. \X15 (Zones) Hidk $8 Py 5 X 4k

3. HHAINIRX S (Add Source Zone).

. Cisco Secure Firewall 3100 BRI : A EIBM 4 ERYE TR FL
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35: BFRX 8

. Add Rule

Name [ inside-to-outside

nsert |into Mandatory v

CERAS T |

Action [ @ Allow v B Logging OFF B Time Range | None W Ru
= 9ging g

@ Intrusion Policy B File Policy |None
A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

+ Create Security Zone Object 5 | Add Destination Zone
4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
FoAdy e R B JURE
PRI (L) B R B B SR A, U [ SCHIOR SR

FUBUR/E NI N

LA RERN S A7 SRS AE VS [ 2 N 2 AR o AT o SOXSESENE, (BAE T MK )E,

XL AT PR R R AE AR (SERLAC R R A DU S — 2D AR, AT e R e

] 36: FE 377 (4% ) Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

TR IR AR AL - BROA T JEAR SR 1 Pr A7 e, DAEAR R AT AT () o SEmT LU BRIA SRS 2EA T 1)

ME— S SOE PR RRE R . I, T DLGTEDRT RO TR DE AR SR, DU S W AT (23D L PRsEgde (48
R A BBH LE AR i) 55 T SR DR HK o

ity T e AT AE iU 20K S M 5 2 T, Gl AR R AR R AL B R, AT B R R fE

FEHT S 5

RERT LS I B 3 A0 AN P00 0 s R0 o SR BRTE RN, S5 TT OIS (AR ) LB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE i

W, G SN R E MR E T FTP Wide, (HASPH ISk A & 7 G bR SSH s, WUIAT LAV In—AN 7K

UURS 3

PR - BOATE UL N AN IR o a2 ik Mt L B IR A B 10— Fh k. K2 B UL NN ZO0 R AT

frd, RATEEA ARV OU N A BEXFEA . D T I KB OR Y W46, X T BT E SC B 55 4 Bk HAME AT

W BRI, AR SRS T BE

REERE - (FEIPS VL) BOAEH 28 6.

AR

TA R RO AERG T A 330 3 Uy [ 428 T SR B AT 1k — 2D b

8 55— T 6 S i 3 1 RSB AR It 22 4 R B A AR 2 I A R L ok 55 RRF U 7 A 2 21 Talos
St 1P Ml URL RUsRA, 2 [ FRIER o 50T DURE 75 29I s SR oAtk TP Hbhik . URL ik,

a4

U RBAT TPS VERTIIE, B DSl P2 SR v Sk iz skis R T, B AN T8 %30

« S - BOAEOU F AN B o A2 SCVFUS ) F5 I S A BRI 2 Ji, W] USRI AT SR B

Cisco Secure Firewall 3100 BifHFAHINI]: At FrEEso [
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FRA Ok ASINAEYS 2 IR 2 J5 I (R AR SRS o

NAZFEME e — 4 o SN RS IR NG S, H TR SR &l R e ie . FErO W2 Raidtn
S, AT LU JRRE S F Bl SOX SSRGS B RGP ) SR
a) Fii AR (Intrusion Policy) R4,

37: RFIRERINR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) MIIEREERE A RG-S .
PERS Al ASINAE Y )32 IR 2 J I ¥ S SR s o

a) i SCHEESRRE (File Policy) NHZAIZE, AR5 RO A Sms B0 ol PR 3T FF 305K B8 51 3R (Open File Policy List)
NI

38: LSRG

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

TR, RGUEAE IR E TR P $T FF 3R BE (Policies) > BB MHFNX 4 (Malware & File) TUIf.
b) HREVEEMSHFENG R, ES0 (Cisco Secure Firewall B4 & PR C B FRFE ) o
c) IR[FEFRANE (Add Rule) T, AN L8R L 5T G i s .
PIR6 RN A (Apply).
FUNED 278 I % Rules %

PR HiHRTF (Save).

Fe e B S A BB AERRE AT, I S A e B BAERL

. Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O
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| EERAZ®
werz ]

P11 St B ERE (Deploy).
& 39: 5h 2

pepoy| @ & @ \ v

PR 2 BYUHHE, HIE PR B, G sliERE (Deploy).

[ 40: FE FRrik
Q Advanced Deploy ‘ A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

wF, Al 2ERERE (Deploy All) LLESE 2T &%
41: £EERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

A, Tl R, 3 AL S 2R EBE (Advanced Deploy).
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2. SREE

vice selected

Q, search using device name, user name, type, group or status

oploy time: Estimate [N

Pending Changes Reports

Device

C] Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> ([ fd-clustert rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
v ~ Access Control Group
Access Control Policy: in-out A rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity 2 system
v Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT 8 rboersma

<

Security Updates

Rule Update: (sp-rel-20240311-2013)

FE3 FIRAE ). S R T ERE (Deploy) fHIA M A E bR ] DL E AR A .
BHERS

Q_ search

Deployments Upgrades A Health © Tasks

& ‘ (D show Pop-up Notifications @

tal 1running 6 success 0 warnings O failures

[a

Filter

)

¢ 1010-2 Deployment - Policy and object collection 10% ==
complete.

@ 1120-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

© 31101 Deployment to device successful.

Cisco Secure Firewall 3100 B ARG EIN ] : AR EIBME EREIEH O

11s

2m 39s

2m 43s

Tm 38s

mEfAER |



©2025 Cisco Systems, Inc. {41 i3 AUF






HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



