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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address
Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

NEXT Don't have internet connection?
Skip device setup

1. SMERIEO ML - W AR SEEL T IR, A TP btk SEASREAE ] BB 7] LA PPPOE; &I LL

FE5E I 3 5 BE & PPPOE.

2. EEEN
DNS BRS5 8% - ARG Bk ) DNS 5535 BRINMECH OpenDNS 3L DNS Ik 454
Fh K iEEHL A

b) KLEBTEIEE (NTP) (Time Setting [NTP]) Jf il T —# (Next).
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& 2 i &g E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) kBTN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AR B B A BT N FTD B vl 47E bhAT .
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v X
The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 97

Manage traffic

GOT IT

e) IKIKILFFIMILILF (Standalone Device) fl AR (Got It).

SR 4 AR ERE HAhR O, iR & (Device), ARG AiliiED (Interfaces) i B b 055 4% .
HIB 5 ik FE & (Device) . > RGIRE (System Settings) . > £ &R (Central Management) Jf: st o 4445 (Proceed),
mREs)

il E EIERL/CDO EHER.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) N TREMEEEFL/CDO AT IPHLE, W REW] LUE T IP Huhk sl AL V510 FMC, 35 fiiliZ (Yes).
PI6 N EERERE.
a) JRERBNBAEEN A

| o



EERpAOE |

B ouzs o

b) #5:& DNSPR% 384,

WAL, B4l ERIL DNS 4144 CiscoUmbrellaDNSServer Group, H:H{U$% OpenDNS
k%525

LT fiiliERE (Connect).

SEMPIRES (Registration Status) S i AHERE 2o VM ik 2.
[ 5: B IhiEZE

Registration Status

Successful Connection with the

Management Center or (

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [4 to configure your device.

PR 8 ERFEEPL/CDO EMKEL R, ¥E, RIGismpi k. HS6H.

#ieBCE: CLI

i CLI BE AR BCE L B TP kil 0 ORI LA BE A 199 2 0
UK

S EEESH G 1 9FVi A FTD CLL. 1524 Vi) CLI.

IR 2 SERCE SN E Y CLL W B A .
ERE
FRARERRICE, FULEEE CLIRERA (Fan, o FFdrmg) . 15%, n] LAY 5 4E CLI H# F configure
network fiy2 5 T A X815 . 1527 Cisco Secure Firewall Threat Defense iy 227 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5 RO AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

memsE: cu ]

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

6/ A no LIM#H FMC.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementQ

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique

alphanumeric registration key is always required. In most cases, to register

a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

o
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key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>
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