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Other data networks
Management computer
DHCP from inside: 192.168.1.x
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https://cisco.com/go/csf-3100-install
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firepower login:

ASA
I TE] ASA BT

ciscoasa>

183 W EAT IR RS RN, 152317 Cisco Secure Firewall ASA fl Secure Firewall Threat Defense 33T %35 .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

#ETE |
B iaasacu

=R EmA

RJ-45 console

I
I o (e
n ; = [::] 0o
o

$IE2 I EXEC B R 443 ASA CLL, Ib#E V&l 1 2 show #r4.

ciscoasa>

PR3 ViR EXEC o fEIAZ SR IRy IR, T AT VR 24841, i U7 il i B AR

enable
H—IXHIN enable i &0, RGPS REED,
w5

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****#*%

Repeat Password: ****xx*

ciscoasa#

L4 Vil 4 R B
configureterminal

T

ciscoasa# configure terminal
ciscoasa (config) #

IS Uil FXOS CLI. ff it CLI 7ERE A0 HEAT Wi Fk B«
connect fxos [admin]

* admin- $R AU B AV MBI . WERANCEREILE I, ORI LBy AR o TR, RV PR SRS
N, R E S T

AAASTOREIRBEH P AEIE. AT ASA H P 2R 4 FX0S, o e s, 2R [A%) ASA CLI, WEHiIA
exit B Ctrl-Shift-6. X.

RtIE

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit
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Connection with FXOS terminated.
Type help or '?' for a list of available commands.
ciscoasa#

3R BV A] E
4 s N SRRl A i OIS EEL DU KR A B, SRS ROV T IR I 2% B B 485 PO 8 R P4 P IE R P o SR A4
BOA R BT BRI, i b B TR
ASA BATLUFVFHATIE:
o BEfiihR — 7
o AN R
* JZ75 7 - Diameter. GTP/GPRS. M3UA. SCTP
* Cisco Secure Client

1o WCRRETTEE A QB RIE, TR R 55 TR R R R £ AR (Search All) 7Bt
B 5 i AT R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. HRLL NS AE PID.

N

AR WIRORHRE] PID, fn] LLFgf PID A InET .

s SErti—HE 3.
* 5 15 5—L-FPR3K-ASASC-5=, {&HVFAIIERE 2N, AL 2 AN FRTIE .
* 10 1% 5t—L-FPR3K-ASASC-10=, & 5V/F il il & B0, nlig 2 Nk,

* 1275 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=

* Cisco Secure % /i — 2% Cisco Secure &%) i il WFE g« TEASBEE 48 ASA J1 8 F il
VERTE

3. MR LR RFNARSS (Products & Services).

Cisco Secure Firewall 3100 ASA \|7] .


https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home
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« %3 ASDM , %8 il

s FCEVFA, 259 0L

« i A shin FRCE ASA, 12 7T

(R[> BT IP it

BRONEOUT, ] LU LR Jtif 5 3l ASDM:
e UK 1/2 - 192.168.1.1
« & T 1/1 - DHCP [ IP Hhuhil:

W RASBEAE FH BRI TP #iuhil, W] LLZE ASA CLI _E s LUK 1/2 8210011 TP Hudl,
pUK

PR EEREG & H I R ER . WS U7 ASA CLL, 28 3 i,
IR 2 YA BN BRI L) 1P Hudik.
configure factory-default [ip_address [mask]]

il

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.
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Begin to apply factory-default configuration:
Clear all configuration

Executing command: interface ethernetl/2
Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0

Executing command: security-level 100
Executing command: no shutdown
Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management

mEfAER |

Executing command: dhcpd address 10.1.1.152-10.1.1.254 management

Executing command: dhcpd enable management
Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

LT3 H BT (A BN A7

write memory

=3k ASDM

J3 ) ASDM DUF L & ASA.

TR AW PRALLT URL 2.
* https://192.168.1.1 - N (LK 1/2) #2101 1P Hiuhik.

* https://management_ip - M\ DHCP 7> it (&7 3 1/1 £ 11 1P $uhik.

W45 bR httpsi//e

IR 7 Cisco ASDM W T, 148 1) e 25 B3] W s 20 4 iy

A5 I ) M T
S22 il 2% ASDM BHIEF.
SR 3 M BEEE ik B EE S 5 ASDM.
245 B~ Cisco ASDM-IDM Launcher .

KA ASA A LHET, 80 DLzg 4xHh 2 g Ix b

PR K A AE S BUR s N BCE R R, R A SR RE (OK).

YK 5o~ ASDM L& .
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KI5 CBETE Y 2 RERATAE B AS o

FiaZ /i
FRAE DI o E 5 26 5 DA B KBRS SRBOAF AT IE

1 1 Cisco Smart Software Manager ', ki ZERE IE B AV N2 1R R Fh I 475 SR O 52 il -4 ho e
a) MidiEE (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 1£ General #EIi& I, i New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

¢) 1t Create Registration Token XJiFHE}, ¥ ALLT&E, #R)5 ridi Create Token:

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description
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https://software.cisco.com/#module/SmartLicensing
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* Expire After - JIBHEUGZINE Y 30 K.
c RAEARE

« Allow export-controlled functionaility on the products registered with thistoken - J& 1 5 H &b &

RGBS N B S5 1) B

d) ke A AT R 7 Sk B RR T ASTJT Token XFGHE, T LU HCRE 0 ID SHIRIBTIGIR . 475 B EMFASARY, 3
AER I IR, DAE IR i 1 38 23 1

B 7. EESH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
8: S
Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

W2 7 ASDM 1, KiEFECE (Configuration) > & & & 128 (Device Management) > ¥ [ (Licensing) > & &EiF 7]
(Smart Licensing).

BIE3 WEVF AL
a) & Enable Smart license configuration.
b) MINEER (FeatureTier) Nz, L#eEAY (Essentials).

DA Z AT H
c) (Al R AR IERVFAIE, WA A S E0E .
T IEBCAVF AN D0 P 2 Bl Bt I 5 (s KB H Bk T 5

* Cisco Secure Firewall 3100 — 100 M 5
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e)
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rz5T |

%1, X}F Cisco Secure Firewall 3110 1 &, 2 FH 5 KA - 100 FP5 5%, W5 G5 E0 A 985 HLAER S ERIA
{8 2 A0

(k) kT /BAIEE R (Enable Carrier) LLiEAT Diameter. GTP/GPRS. SCTP fi 7t .

mi R o
s TRAFE K Save Ebx.

$IE 4 il Register.

O Confi : Daan ks T

To configure an HTTP proxy for Smart Licensing using Call Home, go to Smart Call-Home. If you are using Smart Transport, configu
Enable Smart license configuration
Feature Tier: Essentials
Context: 3
Enable strong-encryption protocol
For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

Transport Call Home © Smart Transport
Configure Transport URL
O Default Custom URL

Registration
Proxy URL

Proxy Port

Registration Status:

Register Renew ID Certificate Renew Authorization

Effective Running Licenses

License Feature License Value License Duration
Maximum Physical Interfaces Unlimited
Maximum VLANs 512
Inside Hosts Unlimited
Failover Active /Active
Encryption-DES Enabled
Encryption-3DES-AES Disabled
Security Contexts 5
Carrier Disabled
Secure Client Premium Peers 150
Secure Client Essentials Disabled
Other VPN Peers 150
Total VPN Peers 150
Secure Client for Mobile Enabled
Secure Client for Cisco VPN Phone Enabled
Advanced Endpoint Assessment Enabled
Shared License Disabled
Tatal TILC Dr. e € i 290
Reset Apply

RHE BERIHE BLAS IOV R4 A 1D < h# (1D Token) 7 BE .
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https://software.cisco.com/#module/SmartLicensing
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[ JoN ] Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYak OybmZNVnRaSW5sbmSXVXVIZkk 2RTdGTW)6%0AZVBVWT0%3D%0A)

Force registration

Help Cancel |_Register |

IR 6 s Register,
VFRPRE ORI, ASDM 23 T jU i fd n] LLIEFEES#E (Monitoring) > B 1% (Properties) > & BEVF AT (Smart
License) LM AL VAT IEARZS,  JEHIE N RGN

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ST EHIFEH RS ASDM.
S SO TR, ST T A 5 ASDM A RE o B R

FAREFESE.E ASA

FIFH ASDM, 0] LU 1) ok L B AL A D e s Dfe.  “ sl 57 LAER AL E 4 Hefit:
© - AN i
o WP B 15 i A7 3 5 (¥ 2 1 PAT .
Startup Wizard ¥4 5| 548 5¢ L E -
* A
s e, QRS SRR 1 IP Mtk UK R
o AN ER
* DHCP JIz55 %%

« oAl

UK

P KIRIEFRES (Wizards) > BaES (Startup Wizard), A5 HERIBEE (Modify existing configuration) .
e .
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@& Launcher File View Tools m Window Help

Startup Wizard...

&2, Confi i Monit VPN Wizlrds
_ e OO Ligh Availability and Scalability Wizard...

| Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...

% Add (I Delete ¥ Connect W Packet Capture Wizard...

[T

Cisco

ard‘ ? Help‘T\-‘DE topi¢ Go

Reset configuration to factory defaults
+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

- A
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

P2 AR U LT —2 (Next) DARC B 2 DI RE
FE3 AXHAMN T, EZSH (ASDM — ARG ESR ) .
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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