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(BT L)

SRATH 2 AT 20:00 - 45:00

Firewall Threat Defense ASA

T e R R B i B R A IR CLIERZRTF, I (1) Secure Firewall 200 1217 142 Firewall Threat
Defense it~ & ASA.

fifitf: b 3 FiFirewall Threat Defense, ASA W Rl N o JERERIPEHI G o 1, I ) I 2 i N .
1. AT R AE R R S
3:

RJ-45 console
USB-C console

2. %5 CLI 3R, iR K515 4T 1) ZFirewall Threat Defensei & ASA.
Firewall Threat Defense

18257 £ Firepower 5% (FXOS) #2878 . LT Sk A BB A A R o Wi . WARTFE—HEXR, HS
% 7 i) Firewall Threat Defense CLI 755 6 T,

N

firepower login:

ASA
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oK F 2 ASA $R .

ciscoasa>

3. WREEBEITH R RN, 1527 Cisco Secure Firewall ASA 11 Secure Firewall Threat Defense #5844 47

Firewall Threat Defense CLI

{17 1) Secure Firewall 200 _E () Firewall Threat Defense CLI LABEATHUAT ¢ B 15 iR HE R (0455 5% FXOS Jf:-4F
P E Y4 FTDCL) .

& nT fe T ZE V) i) CLI EAT e & BB HE R
1. AT AT 2R 34 e 3420 65 i 1
4:

RJ-45 console
USB-C console

2. JERF) FXOS. 81 admin /42 56l (BRIAE0 Admin123) & 5% CLL. 5 NGk, RE4
PR RO R

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *kxkxkxx

Confirm new password: ****kkkxx

Your password was updated successfully.

[ooo]

firepower#

3. YJ#:3 Firewall Threat Defense CLI.
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R =

T SR B K o B B AR A T AR R B A, 3 AN EE9) ] Firewall Threat Defense CLI, 15 1< 5 3]
CLI 5 .

HF R E, WA CLl FEEAT R EIMA, R PR R, nE s B E
IPv4l(y/n) [yl: MEZHEEE IPvel(y/n) [yl:. BELIHEZEAAME BLES: AHUE PR
% (yes/no) [yes]:o

\\ J

connect ftd
T Y3445 31 Firewall Threat Defense CLI IFf, R4 nB o ibIia % E .

firepower# connect ftd
>

3138 Y Firewall Threat DefenseFTD CLI, i#%i A exit 5% logout fiy4. A2k B8 S 17 & FXOS 4271

> exit
firepower#

TR AE TFAE T BRI RS 2F 24 B Firewall Threat Defense #4445 /& 75K Secure Firewall 200 F L% 5
HARIRAS o

FA T UUEAERC B B KB 2 B2 A bR AR . 80, 18 n] IR R S HE AT R AT T4, (0120 (TR E)
] HE 7 L2 R 4 2l A AR I ]

HNIEITHRNREA ?

SRR BSOS AT HAE T3 LRI A S 550k 1T 4t 5L 5 1) Gold Star fiRAS . #8180 L2 F https://www.cisco.
com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743 17 8.htmI-f /48 i) K AT S0

1. AT — 3 AR R & i
5:

RJ-45 console
USB-C console

2. 7EFXOS CLI 1, SR IEAEIETHIIRA .

Scope ssa
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show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

3. WURELZHHCAR, WHATIX DR,
a) RGO, A ERER CURAEH] DHCP. SR 2 8 B 5 IR B il 1P ik, 7%
scope fabric-interconnect a

set out-of-band static ip ip netmask P& HEi gw ¥ ¢

i

>
>
\
-
=l
e

commit-buffer
b) $4T (FXOS dfsflFbRRra) o B HEF IR

T 22 AT 5 A B 117 ) PR IR 554 BB (A%

B K BB R B0 fE, 8 nT LALFHAE$L 2] FXOS CL.
c) 7EFXOS CLI ', RGBT B oL

T RIEAMA, MEEARER, 5D EBEREXBILRESE, FABCRE R,
d) KB K. HSI (WLEI) SC IR G RIS 7ESS 9 TT,

T AE R RE BT B AR AN SRR 95 A 18] R 3R Secure Firewall 200 V£ ATHIE, ALAG P BT s (0VF AT
USR] TAT WA MR [V FTHIE PID

2 ISR e 2 5 1 I L S BRI, SRR PTHIE Y 12 AR B O R BE AP VF TR o SRR B R e
B BRI, U R B STk

DR AR, T 1R BE AT BEASE N o VRN B AR R AT B AR T AR B R . AT SR TR,

%215 Cisco Secure Firewall Management Center & ¥ 357 .

Firewall Threat Defense H. 4 LL T4 ]l :

o BEAlR — B

* IPS

o CBEIRAEBIE

* URL idyE

* Cisco Secure Client

1. QURBETE A CASINVRATE, 3§ AR 55 AR ) AR R 288 (Search All) 7Bt
6:
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= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. MRVFAIUE PID. &RV IR R BA T #7148 EE 1) PID.
3. MG R kP E @ANAR S (Products & Services).

7:

e All Results
T Orders 6
[ Invoices 2
%, Software Subsc... 1

© Products & Ser... 1

Qifr] £ FHf FXOS CLI shutdown it 488 SCHL T4 % 4= 5% 4] Secure Firewall 200, LLURE5 U1 R IR .
IEAOC A RGN IR % T R G T BE S S B RGO ERIN . HF 2R —BEERG
IBAT, IRBEC A HL S AN BRLE G AT K i R 4
CLI
T f#4nfaT )L FXOS CLI 55141 Secure Firewall 200, LU 76 W7 FL RS 51 1B 46 A T9 HE 1E R 4%
& ] LA FXOS CLI 224 Hh 3G P R 48 -5 AT Rl HL
1. A AT R AR B ) & i
8:

RJ-45 console
USB-C console

2. {£ FXOS CLI ', J%E#z%] local-mgmt #5550
firepower # connect local-mgmt
3. KHAR%.
firepower(local-mgmt) # shutdown
firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?

Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

- BEBLAE AT LASC T HLYSOT G TFAE i ZEIN 4 I L Sk DAV EE T U AR IR FRLa

hnfaf D\ 5141 Secure Firewall 200 DUE 2456 A Be 4 (RS R AEXH LI e A s # 2 k) .
fEH IEf I R S .

1.

KA K o

a) EHFIRE > REERE.

b) fEETEHE SRS o5, Ml iR (2).
c) miiii%#& (Device) LT .

d) 7E&R% (System) 5 ik KAEE (D).
e) PRI, MR EIC R

- WCRES S P KBRS TG ER, RN KR HIN R R AR . RHSEUR, BRERILL TR,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WRBATE R G ER, WAL 3 B LU IR R C KM .

- BB W] LASC T HLYEOT QT AR ZEIN 4 I L Sk AT ER T U A LR IR P
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T f#4n{eT >k Secure Firewall 200 A4k,  DASE 7O 5 117 50 AT Aa B 155 5 Ay D09 288 42 % f I 75 i 11 o

o 4 SFP 2RI LUK 1/5 - %0 1 & 75 5 SFP AL 1 Gbps SFP 3iii 1.

FHRVEAE R, BT edm /.

QR A AL, TS0 RIS rR AR AN R A . ARSR RN T AN D B R, H

T me Ay AR FUA ) IR B A R T . SR AEAESNRAT ] ARG, A A T
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Ethernet 1/2-1/5 switch ports
Ethernet 1/1 inside

BoBO
®» O

()
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00000000
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Internet

inside
https://192.168.95.1
(manual provisioning)

Console
(manual provisioning)

Management
computer

W] ¢ 1% - she & 149146 Secure Firewall 200 ¥ &, DU £ FL AT A 0 48 8¢ 1 H-HE & L i 2 .
T FEHERC, 35144 Cisco Secure Firewall 1454 3 2% 5Y CLI SR PATATWILETL '

TR B KBS 4GS B 2% 7F Secure Firewall 200 FIZA7HIGABEE 'S, fEWF BN R 2 AidE & Lrsh 0
FOE ML

REFRXAIE, AR KT, B AR AN TSR B DL R
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o BRIAESH - kA O L) DHCP 3R

AN AR HARBEE, WPy I¢) DHCP ARSS#5 - i inl 42 1 shemes k22 4> X 3

FoAt % 10 - ORBE B RBE B4 B T BRI

1. K FENUERR N L.
2. GRP KBRS AR
a) #Zhttps://192.168.95.1.
b) i H H F 4 admin 1Bk A5 Admin123 5%,
¢) RGN AT I B D B

3. fEHBE S,

| HEHIHEMBT KA [ 13

s

&

B

LA 3 L OB R TS B 5

a) MCE AhE AN BEE .

9:

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic

This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.
for the Smart License configuration.

Outside Interface Address
Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

T LAAE 58 B ) 3 S B PPPOE
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2. FEDO - WATESNE R O EA A BV v, Mo A I B i, Sl RSN D AE TS
A B P PR B U R A P X SR BERE 11 DNS Hi 55 %, i AN2 4% 1 DNS e 55 2= f# 4 FQDN..

DNS AR %528 - R4 HHNE) DNS fR %545 . BRIAME N OpenDNS 724t DNS i 455 . X UL A 1R ]
e ST G B M /T H2 11 DNS HRgs#%—2k, BB SIS WAMBE O Ui 1 .

B A& EHL 2R
b) Mt & Bt iEi&E (NTP) (Time Setting [NTP]) Jf £iii T—4 (Next).
10:  (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) kRN 90 BiFfEEATI AIEM .

Register with Cisco Smart Software Manager

unctionality or this adevice and 1o apply

What is smart license? (2

(Nj Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN B RE R AF R BESSTE T Firewall Threat Defense;  fiT5 14F AT 44 7E Security Cloud Control [ #47 .

d) S
11:
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) WKk $EIhs7i% % (Standalone Device) fil BAH (Got It).

4, W RBEERCE AR O, kIR & (Device), A5 A0 (Interfaces) J5 3 (11554 .

5. Mk > RFERE > EHREE I N TS, 1) Security Cloud Control v /it
fic'® &30 /SCCliEL{E 2 (Management Center/SCC/Details).

| I M KK | 15

( A
B =
BEMRCAA] R Bos “CDO” A2 “SCC” .
\§ J
12: /SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

ded. We recommend always setting

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

6 Before you to the mar 1t center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

X1 BRFEEEFOISCC £ A IP ik, W& nT LU IP thhtsk =ML AV, G T2
(Yes), Wif £7F NAT Z Jaalik i A 3L IP Huhks M4, 1 A& (No).

R ERE R, WA EIEF0/SCC EHA/NP Ml .

15 =1 /SCC i ME4%A.

DA IR PR M T, TR B KBS AR BdR e . M, 2 B 36 N AT .
BT (A-2Z, a-z. 0-9) FETFSE (-). M0 ID 0 F T% 2 AN KBS 3

}55E NATID.

I ID SRR ME M R, BOE TR AR RARE . B A ANE Y G A 1P Huhk, 3414
AR E NATID. NATID 24T 2 31 36 N FERF 2 /. HAFFERE Y (A-Z. a-2z. 0-9)
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HETHT (<)o L ID A THGALAT HARR KBS E] . NATID 55 1P bk &5 56 1], T TEuEEs e
2k HIEF B, ATEN IP #ihi/NAT ID AT SR IRIE S, A SR Ay i 254 .
6. MCEEZRE.
a) TEEBMMBEENR.
Ut FQDN K T4 11
b) #5: DNS PBR$254H.

WD, BOIE—ANHrdl. B DNS 4144 4 CiscoUmbrellaDNSServerGroup, 15
OpenDNS fiz45 7% .

LR S OR B A0 DNS Al 25 #5  , ISTHEEAE hE AL E DNS P 5 E
c) X1 BEFLISCC ypaiED, sl #iEEO, RJ5EH SMB.
7. wJik:  SiRNE7S DNS (DDNS) 7575% (Add a Dynamic DNS [DDNS] method).
W14 Firewall Threat Defense 1] IP Huhi 52 4= 454k, DDNS ¥ fa #J s i) H: FQDN 1A ) Firewall Threat Defense .

8. 1iiii%E#E (Connect).
SEMHIRZS (Registration Status) X 15 HEKT 2 7 Security Cloud Control i (19 4 AR S
13:

Registration Status

Successfu

CAannartinn with the
.onnection wit N

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting
management center configuration guide

) started guide (2,
J A,0r
CDO configuration guide (2 to configure your device.

9. fEREiw L ARTFEERHOISCCIEMIRE L )7, #3 Security Cloud Control, 2R s Bl K ik o
HS AT T2l A B K b 7258 26 1T,

CLI
Al CLI Y& AL & Secure Firewall 200 & 3 5k 3 5 B AME B HES U iR),  LUEEK & &M 3] .
A ] CLI ¥ B A U B 5 AT B 1P Mkl P SR At LA P 2% vt

1. ERHIG I% 1 3F17 1 Firewall Threat Defense CLI. %2 %1/ | Firewall Threat Defense CLI 7E%8 6 L.
2. SE R HE SR BEE K CLI BEE A,
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BRARTEERICE, ANTCHEES CU B EMA (Biln, W #rdrmig) o 2, " LUREEE CLl i
1 configure network iy & B T X LB E . 152 Cisco Secure Firewall Threat Defense fir % 27% .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

(ool
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

feEa: BRI yo BAREAMTS MRS B 0, (HAaZiBE P Mk, Bl L it
fik.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

1eE: IEFEF . MANEEE DU R BRI, ANSORE DHCP. ARG 155 BEER U il 56 1 A7 AN R
TR, DLB i L e )

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:

e RMOCBCE ) data-interfaces. ILVCE RS BT R AL A BITE AR L, DUEDE A b T B i .

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

fREE: BOEGY BRI DNS fedsd. IR 554 PT RE 5 A0 Jn BB A AN 1 DNS iRks5as — 5, PIAE
ATTHRZ MBI EA D 1R

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'
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Manage the device locally? (yes/no) [yes]: no
5/ WA no LA .

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
management(

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

fEEa: fA routed. AT B KA SRR MRS AR VT 1) o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

- PO T R VT ] B AR R

configure network management-data-interface

N Enter )5, RSP ENAMRIE O EIEAR MK BIE .
F31 1P Hiik

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0
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Default Gateway: 10.10.6.1
Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

feEa: ARG PR B AN DNS 55y, i 204E FhEDBTIC & DNS 5 B .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP &9 IP i3t

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains . example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

< B .
configure manager add {F=#14 | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

* {hostname| IPv4_address | IPv6_address | DONTRESOLVE} - $55E ) FQDN & IP #ulik. 5 Bk E S
fik, %18 H DONTRESOLVE, {EixXFibol ~, B ki1 A4 nl i in) i 1P Hidik sl =414

* reg_key - i€ BE RN — MR WY EH, T3 MiFirewall Threat Defenseff th 2575 B4 e . V20620
A2 3 36 T4 AT ER TR (A-Z0 a-z. 0-9) FETHT (-).

© ratid- fiE TRIEFEIONE  RIETAR, BETEE FITE. NATID LA T 2 3 36 AL
. AR TR (A-Z0 a-2. 0-9) AUEFHF(-). JEID AR A LRI B )

o

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.
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5. %] Firewall Threat Defense, LA ¥ 4% A 32 B R0 ST HLAY o
IEMOCH R GRS B, AR A IREE NI e SEBCUE RS ™ ER . idE, HiFZ R
—HAER GBI, DA ISR K RS .
a) i shutdown fir4.
b) W& HLJE LED FLRAS LED LARHIENLA & & C . (A5%) -
c) TENUAR R G IR S, S8 nT DLZE DA 3 F R 4 Sk DA HE 7 2R TR R LA 1 FLJR

TR ARG 585073 0 Secure Firewall 200 JEMF 3, DLIFGE4E P43,
R S A5 FH R 5 8 v i) v I ok s

AR A P Rl E ABERE P A SR B R IR, USR] LAAE T 5 A M TOURE B2 PR 0 1 v e 4 o

W B A BAT A FL P Huhl B FQDN, 8 B AL IP bl /FQDN (B4, Wi e fENAT 2 )5) , DMEwR &
ARG HER. WS WERE > B8 > EIEmniziniE.

D PREE LUK R 1)1 St 1P Ml FHER I 5G] DHCP JIk 55 5 -

T 3 9 4% 15 1] OpenDNS 233t DNS JIlR45 %% . IPv4: 208.67.220.220 #11 208.67.222.222; IPv6:
2620:119:35::35. FR G WA FH A DHCP 3iHL¥) DNS Jli 4545 o

EARHTLAF 475
3: FQDN

FQDNs

*.cisco.com (£~ FQDN)

defenseorchestrator.com

*.defenseorchestrator.eu (fLW X A, 1% FQDN)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org, 3.sourcefire.pool.ntp.org
1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neodj.org

T AR, 0T DAL PR S R E M B, AR & AT W 4G 1 E . Security Cloud Control
FE R LS T RE
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( )

B =

RET HCA 7.4, 165 B Security Cloud Control SN 45 476 VEAIN B, W20 7.4 7f. 7.6 1R
T AN THER. L8N, AT 7.4 i, #2181 SecureX &RTI.

\ J
M EREGARE

A AR, RESTRCE MR WEE, A OREIRCE R, HIans 2 s o 2 420X .
THERL, WA ERIK) DHCP JIR S5« Ui Il 4 ) SR ol 2 4 DX A5 F0A e B ) R

o DUKM 11— “4pE87 , 1P #uli>k [ DHCP. IPv6 [ BljfC &
UK 1/2 (86T 200, S VLANT $211) - “436”7 , 192.168.95.1/24
BRARR - AR E 1 _F ) DHCP 3R

2K

RIS VAT AR VT I, e BRI DHCP . 75 /8 FH I IR B, 7 200 1P Mk B SON S
Mgk mE, ST AU R 11 A ] R BB SRR DHCP.

1. HIAEH A S a3 N &, %% 5 Security Cloud Control£E /..
4
@ &

KT mrnl PR, BOE T EK 4B 5 Security Cloud Control#E 1.

. J

a) EPEK > RETIER.
b) AiBEARE=IEHEF T PN b sk i, 1k 8 5% Security Cloud Controlifk J* FEAf A & 7 A

A e T A B 3 A B E AR PR . R 4838 ¥ A5 Security Cloud Control 1K 7, #480] LAZERE - 31 10]

W=
oA RIVELN{E B, iE 3 Cisco Secure Firewall Management Center & P35 H T I “REGHE” —
o,

Security Cloud Control 2 7#E#5% 5 Security Cloud Control4E i /5 # A\ A1k . Security Cloud Control 75 2
by, DU R 21T, 2, BATREE AT Security Cloud Control. 41 &4 4] Security
Cloud Control, H SCRHMURTR&AEAN . EEHILE RS, &65H KK SR, LR XEE) .

c) #ifiikth B A E#EAMAE (Enable Zero-Touch Provisioning) .
d) AR,

2. RWEEMFHS .
WABEWATIS: HUAETYIS M PCB () JFol5. (T— 755 nfii.
MREAEGAE, W A28 EE BN T8 5
IR DS ZIRER AN i & 8
PCB J7 3 S THUAA L4k “SINY [fids%s L.
Al M LR CU fr & i F 74145
FXOS CLI - show chassis detail &7~ AN 741 5

Cisco Secure Firewall Threat Defense | Updated NaN,
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Firewall Threat Defense - show inventory it 7= HL4H 7415 . show serial-number {27 PCB J¥%1] 5

3. K LED, HPRBT Kb e i Mt

4: (M) LED
it AR WEBBEERRE (2:F)

CEZEPER =, MR

M LED

SR AR

SRR AT NI
(EHRNEOL)

LRI H ST

15:00 - 30:00

B TVEIEL R MR 2. 15:00 - 30:00

O EATHEEE 20:00 - 45:00

4. EFgE > REEE.
5. iR Fhsesrh, EHIRE.
6. KK STHFIS . BEAANT—5.
14:
Add device

Device registration method

o Device registration method
Serial number

Registration key
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’'t have to configure anything (zero-touch
provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template
Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before

continuing.

o Serial number registration and device templates are not supported on all models in all modes.

* See serial number requirements
* See device template requirements

o See Administration - Configuration > Manager Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:

* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel

7. BOE B &L BT —5.
15:
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Add device

@ Device registration method Device details

Device group
Q Device details | [Se!ect a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

O | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

cancel m

* 18 (Domain)- /£ 2 BT, e IR,
o IREFE- RO, K anE &l

© FHIS - BN IR 1 P M B ENLAL o W RO FIE BRI IP Mk (0, e T NAT )
TR BUR 2

© ERAMR - WAZAE PREIRINRE AR 2R ICE SO AR
o IREEAD - WEARILBC R ORI B AR ke, AT B B BRI AT A .
DS O GFRIF E BEE, ARMREREAERE L FACE . S, MR RN

. FEWIIR R ARCE .
16:
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Add device

@ Device registration method Initial device configuration

Access control policy *
@ Device details [Defau\( Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

Cancel Add device

o FEEHISRBE - BT ) F S AR I R A, s AN s . AR a i i
SO E O AT 0 2 U, RN (1), RSB FR A R . 2 T LU St
DA A VR s il

o BRI A- EREIVRATIE.
c BHIRERVIEREEZELIRE ?- L YEIRE
o VFRNIEZRE - Bk P E S RS B RNV RIESE Y,
TE N 2% S5 I FH VF RIIE

© EERERE - HHIES, DUES TR EE, R O R AT A
XFTFRAN NI, W& G BRI A 0 R E 3 BATR A . A R AR Rk, i R
) RIEFMER, A KIEBIAD

9. MliRIngE.

IR B P A Bk 500 15 4 1A Bk T TR

FEANER% 1A% ) 2245 BE N, Security Cloud Control 2378 2% DDNS 247 31 $h AT LA R B4k

* f#H{XPR FMC (FMC Only) J7VE7E 5165 F DDNS. ik 75 AN SCRe R4 A T 50 4%

o ERH LR EHLA WS SN IP Huhik:  serial-number.local.

o RAEE] [ IP Hubk/ LA WU, DU R AT IERA ) IP k.

o WP HuHEAR A AR MK (0 DHCP AL EEHR) |, WIS Ri%iman.

WA I O B AT AN, A SCHF DDNS. 2] AU In),  DUE B % e g Aot g4 .
s mT AR S 1] Security Cloud Control £1: i DDNS 4 fH s, il LU JE-Ke + (¥) DDNS e 5 ol Feih i
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DnAer 456 P e g SERLAS B IP Mkl B3 0 91 AT NAT ID R B n 2 .
i e 1P ik s AL AG DL 35 B 17 K 8 T 3l ik 1)
1. Fx.

a) HmALLUT URL.

https://fmc_ip_address

b) AL A4 R A

c) mMiliER.
2. EFRE > REEE.
- IR R R, PR .
4. RRGATEMER. BANT—2.

17:

w

Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Gancel m

5. MERAIEMGELIFATET—5.
18:
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Add device

@ Device registration method

a Device details

Device details

Domain *

[GIobaI/Leaﬂ ® v ]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

C] Analytics-only management center

| EEIHEMBT K | 27

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

* 18 (Domain)- /£ 2 I, BRIk,
o IREHE- EREINE T, KR nE &l

o EHRSIP AL - XTI, ARSI 1 P ke ENLA . dR

an, eALT NAT JS) , iR B

© BRBIR - MAZAE PEIRIBE IR 2RISR

o GEMREA - MAIAGHC E A R P A
* ME— NAT ID - iy AWIAHC & P ARTE 4 1D

© XoEEPD - BRAE

- PCEAVIIR B AT
19:
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Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\( Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

Cancel Add device

SIS B - PR A TR s LAY I B B i, sROURE— AN . IR
SV TR 0 5 SR, IR (1), RSP FTARE . 25T LU S
L A VR B

VAT - MR VT

R ERRETRELIRE 7 - £ IERE

o VFRIERE- ML e IR AT,

FEVR N6 e I P VP AT AL
RIEIRE - o eI, DU TR NR A, Wi ol i s ATk

XMFREDNZFAF, B ook S A A AR AR B B TR A, WURAS e, WA
wl FORFEIHEE, AL,

7. RaiiRImLE .

)

RE T ST P 73 PR U6 UE B 1 OBE T S T0AS o RIS, iR B ZR T Rk

We, AR WRRE . ORI AR R, e LR 3

Ping - Vjlnl i 4 CLI, SRJ5 A LA R 4> ping P Hbdik:
ping system jp_address
WA ping A, A show network fir &k & 45 ¥ . W AT 0% IP Mk, A configure

network {ipv4 | ipv6} manual 44> .

M. NAT ID 1 IP Mkl - 8 RAE PR AN e a5 AT AR A 7R i 2550 NAT ID (i i) - ATLAAE
W% FAEH configure manager add iy 4 15 e 3 % £ F1 NAT ID.

HRHEZWEHRE R, E3 0 https://cisco.com/go/fme-reg-error.


https://cisco.com/go/fmc-reg-error

3
B2
T B R A 22 4> 55 L AdiSecure Firewall 200 /5 3 371847,
. A DL 5 G B AN 20 4 T
. DHCP o NSRS - O PR O BCERAS 1P Mk, I DHCP HAEART
. NAT B,

SSH

* DHCP X% 2% - ZE N34 10 I %% 7 34 1 DHCP IR 4% #% .
o BRIAM - B AR R N BRI .

o NAT - ZE4h Bz 0 EAE #2100 PAT.

o il - RUFRE AN AL RS

1B T L H 5 LA ting, DAL B S R 2.
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T A PC . Secure Firewall 200 411, QAR 9 AERISMAIX K, - LA g i ot #4038 10 T IP ik
) AR E 5 7 KBS BE A6 A B A2 CLI BEAT WA BEEN, RS PRCE L R .

* LUKM 1/1 - outside, IP Huhil>k 5 DHCP. IPv6 H i &

* VLAN1 - inside, 192.168.95.1/24

© BUABG Y - AR D E ) DHCP 3RER

WERAE W M2 JIAE B K4 B gs T AT SO e TR I, WS IR B .
WA CLI BT I e E, WITE T X & &3 AT T &
EPMIE LT, BAEST B M 2 5 BT HoAth Bz O C & . b T CLIWIUR VLS, W20 N ERAS b Lo 18
VLANT #2101 HAth Pc 560 45 A B 9 0K A8 4 ML 1 3 400 By KR 11 K42 1 0 B 22 A X 3 DL S B 4 1P
k.
PLR R BIECE T — AN i A bk aG %t X #5421 (VLANT),  BLK—Mi ] DHCP f % A X o de 1 (LA
KM 1/1) o BB A Web JIRSS 28v50—> DMZ #% 11
1. %3718 % (Devices) > 8% %12 (Device Management), A5 ridi % % {1458 (£).
2. 57#E0 (Interfaces).

20:

Device  Routing Interfaces InlineSets DHCP  VTEP  SNMP

Intortaces [T TTRLTSON Q Search by name ] [ Sync Device ] [ Add Interfaces v
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLAN Usage SwitchPo Virtual Router
0" Physical Disabled Global Q<
Ethernet’ 11 outside Physical outside 10.89.5.29/255.255.255.192(. Disabled O Global 74
Ethernet1/2 Physical Disabled Access 1 [ o] &
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] o

3. WA CLI g THIMG &, 158 AL .
a) A HL L Y YRER ().
21:
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Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

[ ]

Port Mode:

Access v

VLAN ID:

E

Protected:

O

b) bR B A M LUS kB .

c) mik: WM VLANID; BRIMEN 1. # oK, S In—AN VLAN 2 CORITRL I ID.

d) mitifzE.

LA (Bgnft) MIER VLAN £,

a) siiiRN#ED (Add Interfaces) > VLAN %0 (VLAN Interface); &b 10 CA77E, i Adiiza o
1) 4sE (2).
22 VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

1]
Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) MZ&£[X1d (Security Zone) 75K HIEF—NIA NS L X, % M HHE (New) s il—
AHTH 2 A X

B, -4 inside_zone [ X3k, 8 mT LURRA [X Skl 4 13 FH 22 4 S ms o
WG VLANT CURIRCE, W RFBON Ak,

¢) FIANKJER KN 48 AR ZFR (Name).
flln, ¥4y 4% inside.

d) %+ =M (Enabled) &Lz,
e) 113 (Mode) {74 F (None).
f) ¥ VLANID % 1.

BRSO, A a8 et L 1R & VLAN 15 Gn AR AR IEPEAS[H] 1) VLANID, 3 75 B g B AN A 0
Wl 11, g HA7 T8 VLAN ID Bt 3 1) VLAN |

PRAFEEIE, Joik5E 2 VLAN ID;  VLAN ID B2 58 HH i) VLAN Frid, R %5 ie & 4% 1 1D,
g) i IPv4 F1/5 IPv6 iET5 <
o IPv4- )\ Ry b ik £ FA$7%S IP (Use Static IP), S8 LURHT 7Ry IP Mkt A7 9 456
ilhn, %N 192.168.1.56/24
23: IP
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Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

« IPv6 - N TIRE H 3L E %+ B 3B E (Autoconfiguration) % HE.

h) m#E.

5. s TN LRI 11 1) 4REE ().
RYG0% Bor—i% (General) %% .
24:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ )

Mode:
[ None v ]

ecurity Zone:

[ outside_zone| v ]

Interface ID:
Ethernet1/1
MTU:
[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O
a) NZ£[XHE (Security Zone) T 77 Pkt — N AMNB 22X B, B0 flili#hE (New) 00—
o &
B, s n—/~4 4 outside_zone [f[X fik..
TEAN N ST A AV, DR axX A fiss i i 8 e e
b) MHHBE.
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6. 7, P& DMZ £ 11 LAFEE Web k5545 o
a) riili SwitchPort %[ (i, 25 F ZH 1 DMZ (g bl 1 (A e L AR (a=) o
b) it 4wig (2).
c) M\&£[Xid (Security Zone) 77K TEFE—NINA 1) DMZ 224X 48, 503 nidi#E (New) 73—
AN 22 A X3

B, #m—"~4% dmz_zone [1[X 1
d) HAKELER KA 48 A F15 &R (Name).
B, O 44 dmz,

e) 1t /2M (Enabled) & i%HE.

f) K& (Mode) 1+ 4 F (None).

g) siihi IPv4 F1/5E IPv6 &1 e & P a5 (14 IP ik
h) sSiERRE

7. RilifRTE.

DHCP

WifaT{t Secure Firewall 200 #:1-1 I 5 F DHCP k4525, LA P EBE - i 1] LA F S0 IP ik FIAH OC ) 2%
WA B P s Adi H DHCP M B7 KA 3R IP Hahil, 1% 4 H] DHCP JI45- %%
1. %3%i%% (Devices) > 8% %12 (Device Management), A5 it ¥ & {1458 (£).
2. %4#: DHCP > DHCP B %5385 (DHCP Server).
25: DHCP

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ] %
Secondary DNS Server Secondary WINS Server

[ <+ | v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. 7:RR% 35 (Server) X, sidiidan (Add) FHHACE DL R &,
26:
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Add Server ®

Interface*

(insae )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

#0 (Interface) - M\ gk h ik HH: 0 4K

Hhit it (Address Pool) - ¥ & IP Huhik (K 5a F . 1P k2420 53k e A TAR R T, BRRERFS
BOHSM P Hhk.

/& F DHCP PR %28 (Enable DHCP Server) - 75 1i%4% 11 I J3 H DHCP JIR 4585 .

4. SiHAE.
5. WM ilifRTF.

NAT

7 U 1) 11 PAT (NAT) Sk, DU Py 38 i ] LAAE TS 1 1P St ik i) 1 5 R0 45

U B Ay A P s P S ) 2 — 4% NAT RIEIU), DS P 350 s ik e A s 11 1P sk b fsies 11 326 NAT R0
TR R 3 0 k56 4 (PAT).

1. %Fi&% (Devices) > NAT, K5 ihE#ESERE (New Policy).
2. JyiRmgan 4, EREEAE R RS IR A%, ARG T IRTE.
27:
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New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRR TN o RETIAR T 2 SRS
28: NAT

FTD_Policy (] (G (=)

Enter Description

NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - s
" N Original Original Original Ti Ti "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

3. sy (Add Rule).
4. P LA 3 1
29:
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Add NAT Rule

NAT Rule:
Auto NAT Rule

Type:
Dynamic V]
Interface Objects Translation

* NAT #] (NAT Rule) - #£# B 1 NAT #17 (Auto NAT Rule).
+ 23 (Type) - E #3075 (Dynamic).

| BB AT | 37

5. 7t Interface Objects 7|, ¥ Available Interface Objects [x 1 | [{] 4} X 175 111 #1] Destination
Interface Objects [X 1.

30:

Interface Objects Translation PAT Pool Advanced

Available Interface Objects

(& Source Interface Objects (0) Destination Interface Objects

(1)

[ Q. Search by name

inside

| Add to Source I
Add to Destination

2

outside

u}

6. 7ritis (Translation) J{fi R & LA R kI

31:

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

[ all-ipv4 [ Destination Interface IP v ]
. @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

« JRIRIE- i AR
32:

Translated Port:

(F) T4 IPva B R 4414 (0.0.0.0/0).
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New Network Object ®
Name

[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

D Allow Overrides

( )

B

TEABEAE T R 8 XK any-ipva X%, 04 B 3l NAT BUULE G SCERE P s I NAT, I HLA TGk
PR R G E LI S

g J

¥ 1Y% (Translated Source) - £+ B #x#% 0 IP (Destination Interface IP).

7. SARTE DA AR
U BRI E£R17 2 Rules % .

8. siii NAT WUl LR TE LLORAF B 2.

LPART S I 10 42 SR LA Se VR 5 A Secure Firewall 200 _F A P58 DX A% i 1 SR IX 48k, - 5 W RT3 (19 22 4
T

U RS AETE B KB I )it 1 S AS [ BELLE BT A S8 U ) P2 RS, Ut 22 17 22 SRS A8 R U LA e v it o
B KKk o i il P2 M T BB M Al 10 22 S R

SRR G — AN U7 A RO, DA SS R DA PA 5 DX 35 281) 4/ M5 DX 388 ) P A L o o
1. JEAF SERE > RRERE > IS, SRS Sl A A VA U R S X 1) 458 (2).
2. SdiinEn (Add Rule) 3% E LI NS5

33:
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Add Rule

Name [ inside-to-outside] ] Action | @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

s inside (Routed Security Zone)

D o outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. Ay 44, B0 inside-to-outside .
2. )\[Xid (Zones) H ik Py B X 15
3. AiiiRniE X5 (Add Source Zone).

34:

. Add Rule

Name [mslde—tu—ou(s\ds ] Action | @ Allow M B Logging OFF B Time Range Ru
Insert @ Intrusion Policy B File Policy |None

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qsearch Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B inside (Routed S Collapse All Remove All
m houtside (Routed Security Zone) Z0NE | v 10Object
& inside

Any

T
4. )\ [Xi3 (Zones) HiEFANIE X 35k

5. SR hn B#R X 13 (Add Destination Zone).

HAbBEE LR B ke

<TG AR R TP S R, LU B SO SR B

Tk yEas . A% AR B RN B 03 SRS A0 U7 M) 45 R 2 BT o AN 2R A SR SESeng, HAE T ff M 4%
oK, XSRS T ) PO K A2 ST (S kb s) mBH bt i DL et — 2D AR B, T8 5 Y 4%
PERE.
35:

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

o FULIESFAM - BT UE S e I E, DU AT (0 87) o T ELER A S
BEAT ROME— SE O BRAE RETE VR B . AR, AT LRI T e RNk, DAME S AT LM (ffa) L R
AR (Gad it PR ) SR U7 IR 72 SR ORIk
T 98 L E W] AV R R B AT 2 A, A R R AR AL B R, AR R RE . AR N
th, AT LS N BE TE RN AR E S0 . S REE R, T LR I SC (AR EY) B PR EREAT P
e PH AR BREET I DX o TR SRR U T Lk s Rk i ey s BB I P Mk L S R SGR ) A BE T

i,
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Blhn, G SR ANE R 2% BRI FTP e, (BB bR B BE G Dl SSH it ,  Im] A I —
AN T 8 A% SIS o

fE - BOATE O DAY R o il it L2 i i i Se R R B ) — Pl idee K2R OL T #AS EE0 i
TR, ARV O R A B i T B ORBR ORGP P4, X6 T AT O e e 5545 1
K EAEAEMBURITR, s SR T REE — M

© REERE - (FHEIPSVFAE) BRI 2. LR e R AR EHAL 1 2 U5 ) 420 S a7 1t —
AU AR BRZ T P 0 5 — SOUB O R S (K S B A o 22 4 R R A P £ R R DR Lo = 5 SR s
AEZ1ZA Talos $2AL 1 IP btk URL AMI(4% 2 TAI AR RE o 485 mT DURR s A 2045 I sl B FCAd 1P Hdik . URL B
1o

( N\

ER::

WSR AT IPS VFATAIE,  BIAE U7 [n)42 SR R i s © R, AN B8 2SR

|\ J

B4 - BN UL E AN IS o A SCVFUT I P S A BRI B |, o) USRI AT S AR Bt

A, Ak IR R Z S R RN AR SR o

NSRS — A B XN R APERCE, TRt ik 2 eie. Uiire 2ot
W, AT DA% SRR IR BB SO LSS o DR T e T R R A S

a) Adi N2 (Intrusion Policy) T4,
36:

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) MBI RG-SR
MERZHA 5, BATEBGERTFER £ 5%EE
5. R[IE: ENHNAE S i Z S5 Y P BRSO SR o

a) s (File Policy) FHu413, SRJFEHIIAT Sms ol il i e $64T FF 301558 51 % (Open File
Policy List) 78 i1—A~ 5

37:

Ee File Policy [None A]

N
Open File Policy List” |
ns and Applicatio

XETRTHIG, ARG AR ALK P T IT SRR > R SRR > THEE RIS T,
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b) A RCIERIEMITEANE S, S Cisco Secure Firewall V% %5 L3S IIC B 15 7
c) RIELARMMFN (Add Rule) TUIH, M T H731) 3 Pk £ G 2 1) SR

6. iRz A (Apply)-.
FUU R 5 0 %2 Rules %,

7. HHRTE

SSH

THELAT 3 HI X Secure Firewall 200 455422 L% SSH i), LAE MHEHER IP bt ze R4 #E 4 7% o
REA 0] 3 FH B AN O B SSH 4%, DUE R A2 8 BRI Kk B .
BRONTEOU R, ] U FHAE ] a6 v 3R] 4 FEAC & 205 1Y) adimin B 7
1. %FRE > TEIRE 013 8528 Firewall Threat Defense % .
2. %#F SSH i7ia] (SSH Access).
3. AR UUARVT SSH & /M E: IR IP Mkl
a) AN (Add) DL hnEr, s a5 4mEE (Edit) DA A ) .
b) HCE R JE

P 3etib- T AR SRV HTTPS B2 N L8 1 M 280 5 sl o s ik i n
%, B R+ DS IET I 280 5

A A X $#i/3% 0 (Available Zones/Interfaces) - V3 i4MiB X Ik ak # 76 BT X 18i/3 0 (Selected
Zones/Interfaces)’|| & 17 BB NSMERFE LI 448K, 4SR5 siiRin (Add).

38: SSH

Edit Secure Shell Configuration ®

IP Address*
[ any-ipv4 v ] +

Available Zones/Interfaces Selected Zones/Interfaces

[ Q Search C]‘ [ Add ]

DMZ
inside

outside

| outside l Add
Cancel u

c) RifHE.
4. JiifRTE.
UEIN, ST DAL 2808 > BRE AR E A SR 38 U o B B . AEMRE S m, AU B
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1. ik L5 ERE (Deploy).
39:
Deploy % @ @ ‘ v

2, PEREGE, iHIET R e, A5 fdERE (Deploy).

40:
Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

i, M 2ERERE (Deploy All) DL S B BT A & & .
41:

Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

), ST HAREEE R, ST E R ERE (Advanced Deploy).
42:
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1 device selected
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Q_ search using device name, user name, type, group or status

Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by InspectInterru..  Type Group Last Deploy Time Preview

> (J fun rboersma, System FTD Feb 26, 2024 11:09 @ | Ready for Deployment
> (J ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment

= v Access Control Group

ik Access Control Policy: in-out R rboersma, System

Intrusion Policy: No Rules Active R System
2

Network Analysis Policy: Balanced Security and Connectivity £ System

~ Device Configurations

Interface Policy R rboersma

 Flex Configuration

Template Policy: Unassigned AR rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

3. BIERERE ). M AL ERE (Deploy) f4 4 A7 i B br vl LA G SR IR A .
43:

Dep

loyments

tal

1010-2

1120-3
1120-4

3110-1

Upgrades A Health @ Tasks & ‘ (D show Pop-up Notifications @

1running 6 success 0 warnings O failures [ Q Filter

)

Deployment - Policy and object collection 10% ==
complete.

Deployment to device successful.
Deployment to device successful.

Deployment to device successful.
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