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LED 174 1% BB EIBEERIETE  (4:F)
PRI (R gett) NN 15:00-30:00

Firewall Threat Defense ASA

TR R R R B i B R A IR CLIRZRTF,  FIr 1) Secure Firewall 200 1217 1 /& Firewall Threat
Defense it~ /& ASA.

fiiff I 37 FrFirewall Threat Defensesl, ASA W RN . JEERIPSH Gun 1, FEafie ) B 22N .
1. AR SR R 1 5 v
3:

RJ-45 console
USB-C console

2. %S0 CLI R, #E Bl kB%iE 17 1) ZFirewall Threat Defenseif & ASA.
Firewall Threat Defense
182 %) Firepower 3% (FXOS) #8278, BT B XM BB al Wb sz, W FE—HE X, B5
[%) 1Jj [n] Firewall Threat Defense CLI ZE58 5 T,

firepower login:

ASA
K F 2 ASA $7R .

ciscoasa>

3. WREBATIR RN, 1527 Cisco Secure Firewall ASA ¥ Secure Firewall Threat Defense %45

Firewall Threat Defense CLI

AT i) Secure Firewall 200 _I- (] Firewall Threat Defense CLI LA/ T 8T B S ik HER: (045 % 3% FXOS F-14E
TEINY) % FTD CLI) .

& nT Re T ZE V) i) CLI EAT e & Bl b HE R
1. AT AT 1 2R 2R 3 e 3450 65 i 1
4:
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RJ-45 console
USB-C console

2. HEHF FXOS. AT admin ) A A0S (BRIME N Admin123) ¥5% CLI. 2RI E RN, REs
PR Y .

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[oool

Hello admin. You must change your password.
Enter new password: ****xkxi**

Confirm new password: ****xkkxk

Your password was updated successfully.

[...]

firepower#

3. YJ#3 Firewall Threat Defense CLI.

( )

B i

R A7 S e A BB AT R AR U B B, 5 AN2E9)) ] Firewall Threat Defense CLI, 5 /3 )
CLI & & .

g J

connect ftd
B IR%ER: S Firewall Threat Defense CLI I, R4t & 4E/n 18 58 il MG % E .

firepower# connect ftd
>

3238 ! Firewall Threat DefenseFTD CLI, i#%i A exit 5% logout fiy4. I &40k B8 S 17 & FXOS 4271

> exit
firepower#
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T A 7 FRUE TR BTS2 24 T Firewall Threat Defense R4S, FF i€ 2754 Secure Firewall 200 & B4 &
HARIRAS o

A VR BUEAERCE BT Kb 2 22 H bk . s, T LE R8s AT R HTIH L, (BT (PRI E)
] R L AR A E B A (I TR)

HEEITHRA AR 2

SRHE BSOS AT RAF N U LA 55 bR 4 (B AL 5 1) Gold Star FAS . #3481 LLZFhttps://www.cisco.
com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743 17 8.html > 44 i) & Aii ZE W o

1. AR D SR 2P 1 5 v 1
5:

RJ-45 console
USB-C console

2. 7£ FXOS CLI 1, SIRIEFEIZAT HIRRAS o
scope Ssa

show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

3. WRELASHA, AT R,

a) ERINTHOUT, A H R H] DHCP. i SR 200 45 BELF I B B A4S IP ik, A LL T 4.
scope fabric-interconnect a
set out-of-band static ip ip netmask 2% HEf gw ¥ %
commit-buffer

b) $4T (FXOS #ihHprTra) AT R EGIE .
Tt 22 AT 0 A B 17 ) PR 554 BB %
B KIS EFT R BN E, T LR 31 FXOS CLI.

c) 7EFXOS CLI ', FRGEafo - Ui B B 0L 1
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S0 5 SRR R IS SEL S AR, 85V T E I % BB S R R PV T RER P o A SRA B
PAFE RIS, 8 R R

W M ATE A, U )R BE A S AR A o TR BB B R A B AR AR G A A T A OGRS
%27 Cisco Secure Firewall Management Center & P45 .

Firewall Threat Defense FL4 DL R /F AfiiE:

o SRR — i

* IPS

o CERBATRIAE

« URL i3

* Cisco Secure Client

1. ARG A CUSINVFRTAE, SRR 55 AR ] R R 2 A8 (Search All) 7Bl
6:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. HRVFATIE PID. R T WA $E LA T fig S AL ) PID,
3. N4 R ik e @Ik S (Products & Services).

7:

e All Results
T Orders 6
(¥ Invoices 2

&, Software Subsc... 1

© Products & Ser... 1

e[ F FXOS CLI shutdown fir 458 JCHL LR 442 514 Secure Firewall 200, LU % S RGEH0A .
IEMRHRGAER B (R RIS N EIF G RS SECUE RGBSR . A 2R —HER A
IBAT, RBLELSC T HL R AN BE LE G AT K d R 4

CLI
T 404 N FXOS CLI <41 Secure Firewall 200,  LAEAE W FL kA% 51y 8 46 1T A5 11 R o
T& AT AL FXOS CLI 22 4x b G P 22 e 6 917 Kt i i
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AT AL B B GO

8:

RJ-45 console
USB-C console

. £ FXOS CLI v, %4 local-mgmt #55X

firepower # connect local-mgmt

. RHRSE

firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

B R KBS RPN R s . RIS, R A FILL M iR,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

- DR RT DL P LT R IFAE A ZEN A el Sk AP B 7 X T ALA (0 L

| fE& TAF 19

hpfaf N 9% 141 Secure Firewall 200 DA 22 425G ] e 4% (RIMEEAE XS HOHEAT IERE 3 Bt 2 G att)
N IERR I R S

1.

VA B KK o

a) EPIRE > REEE.

b) 7EE T B RSB 55L, il 4RiE (2).
c) %% (Device) LT~

d) fEZ&%: (System) 5 bk XFEE (L),
e) IR, WSS EE R

- RIS KB AL TR G, R KR RN B R SRR . RIASERUA,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBATI B G R, WKL) 3 /e LU R RELCOCH

S IUAE AT LG AT HLEOT I i ZEIN A el Sk AP B 7 s T ALAS B0 HL i

Cisco Secure Firewall Threat Defense | Updated NaN,

RAERLL RN,






H5 445 () Secure Firewall 20032 4 1) 4 28 73 i 42 55 B A0y
ERER KB, ARG K 2



| I M K | 12

TRk Secure Firewall 200 A2k,  LLS7EBC L AT 58 BA AR BT 5L BTy W) 263 P 46 g e 7 i 11

K ERRBNL A B N 0. A B RS T EE fe) ELIR R AT SR . 9, T LU I K A A B A R A
G HB I (WIS A TMZ) .

¥ SFP 223 B LK 1/5 - i 2 5% SFP A51HLK) 1 Gbps SFP i [
BREMER, WS 2t .
Management 1/1

DHCP from mgmt nw
Ethernet 1/2-1/5 switch ports

Ethernet 1/1—— | |_ Console ports

00000000
CIScO

@@L B

]

®» O

Internet

Management
computer

Firewall Management Center

fn] 52 B T-Bh I & I FT4G Secure Firewall 200 % &,  DAE 3 45 HAG FEAS R 48 % & I EA e i 3] o
1 Cisco Secure Firewall i £/ #i 28 5% CLI SRHUTATWILATL &

TR Bl KB PR {E Secure Firewall 200 _EIZAT AR E 17T, (ERFBERTEMR] 2 AvEs 47 % 0
IV AR

{EHIXFh 5%, (EEMEBE KR E, BRI D AN T e e DA R HE
e LK™ 1/1 - outside, IP Hulik>k H DHCP. IPv6 H Bhiid &
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* -inside, 192.168.95.1/24
© BRI - LA A DHCP 3R
o Hfhd T - CREE B JCh B R A T AT A B L

AR B FARBE, Ui AR I¢) DHCP JIR45 25« i 423 1 SR W Bl 22 42 X Jal

1. BN UE R A .
2, GBI KBRS
a) % https://192.168.95.1.
b) {fi/HH 4 admin FIELIAZ S Admin123 5%,
¢) RASTEREIEIEZ “—M4K” o o B 5L %1

3. EHIBLE .

| HEHIHEMBT KA [ 13

r

.

R =

FARH o B B TR RS

a) BB A O MO,

9:

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic

This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.
for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. SMEREER OB - QORI S B AT I PE, A RS IP Hhhk . SEANBEAL T BEE 1 3L & PPPOE;

T LAAE 58 B A 3 ) E . PPPOE

2. EIREO - WEFHEEEO P MOEARBE R T, AR DIBEE DRI, WR AL

APk, WS PR AES 15 T,
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https://192.168.95.1

DNS ARS8 - R4 FEHb ALY DNS IR 4528 . BRIAE A OpenDNS 23 3t DNS JIi 55 %%
Bh A B E R

b) Il & BFiEi& & (NTP) (Time Setting [NTP]) Jf /i i T—% (Next).
10:  (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) kRN 90 BiFfEEATI M.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.
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AN B RE R AE R BE 2SR Firewall Threat Defense;  fiT45 14F AT 44 7E Security Cloud Control [ #47 »

d) siiSER.
11:
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) WKk $EIhs7i% % (Standalone Device) fil BAH (Got It).
4. ik fEHERA P HubERECEE B O . ESHIRE > EO LS RO,

L

WERE R O, LR & (Device), AJnniliEO (Interfaces) fif 2 (X% .

6. W EFIRE > RFRE > EPEE I s 4k4E, 1 Security Cloud Control 1/} .
il & BIEd0/SCCliE (S 2 (Management Center/SCC/Details).

| I M KK | 15

( )
B =
B HIRA T g2 o “CDO” TiANE “SCC” .

. J
12: /SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes () No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

a) T BEMEEEFLISCC EM A IP Hhk, WETUE IP #ibksi BN AT, i 2
(Yes), WiR AT NAT Z 5k ALk IP Hihk sk EH144, i mdi& (No).

b) WIHERRE, WHA E8dhi(»/SCC E=H.Z/IP Hitl.

c) i5E B /SCC EME4A.
BB SR PR — PR A 8, T B KBS B BFR e e . VEMPE SN 2 1) 36 N FAT .
HRUFHFEIEAREY (A-Z. a-2z. 0-9) AUEFFF (). UL ID o] HFH 2 AB5 KR 2] o

d) {57 NATID.
I ID SR ME—— R P e, AR BiRE . RIMERANTE Y S R 1 1P Mk, FRAT 14y
ISR E NATID. NATID 4541 2 3 36 N7 2 i) AR F A7 58y (A-Z. a-2z. 0-9)
FEFR (<)o M ID ANREF] T B AT A0 HoA Bl KB E M 2] o NATID 55 IP shuhik4i &4, B FIb e
Tk HIER% % DATZENT IP Huhk/NAT ID 3T G0 eE 5, A SRy 4,

. MCEERRECE.
a) TR EBMMBEEEN .
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b) 5= DNS BR%5224H.

BARIXOABCE: R DIAH, sl 8dl. BIA DNS 4145
CiscoUmbrellaDNSServerGroup, H {155 OpenDNS Ak 45 %% .

c) X+ EIdL[/SCC iFiEdED, Al BEED.
8. 1iiii%E#E (Connect).
JE MRS (Registration Status) X[ G HEKf 27~ Security Cloud Control i (19 4 iR 2
13:

Registration Status

<

Successful Conne

Management Center ¢

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gettin
management center configuration guid

g started guide (2,
A,0r
CDO configuration guide (2 to configure your device.
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9. 1RGSR HE g U RTFEIEROISCC E MG E P B2 )i, %% Security Cloud Control, 4% Ji5 3 i k5% .

TS BRI KR BB JChE A B A5 19 T

CLI

LA A CLI Y& AT & Secure Firewall 200 5 3 30k 3 5 B AMZ I FEE Ur ), LUK &M 3] .

] CLI ¥ & A e 8 L FH A B IP Mkl Y OCAN LA I AR P 2% 150

1. 34 i 1 317 1 Firewall Threat Defense CLI. %22 [#1)7 i Firewall Threat Defense CLI ZE45 5 .

2. SERE PRSI R K CLI R B IAIAS .

r

\
3 &
BRAEGFRACE, SWIGEES CL B MA (Fldn, @ik Fgrdrmg)  (Hig, nICAREJE7E CLI
H configure network 74 ¥ T A IX 1% . 5S4 Cisco Secure Firewall Threat Defense 1 %27 .

J/

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.
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Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:
Do you want to configure IPv6? (y/n) [y]l: n

feEa: RS A y.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35] :

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

5/ WA no LU .

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
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alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

- Wl

configure manager add {F#/L 4% | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE} - 55 1) FQDN %, IP #hhik. R ILikE BT
ik, 5 DONTRESOLVE, 7EiXF&EDL T, B ka2 A7 ] 1 in) (1) 1P ksl 4144

* reg_key - J& & BIL BRI — ARV W25, 13 tFirewall Threat Defenselt 22 7E 3@ & . VM EH
N 2 £ 36 NP AT AEERET (A-Zy a-z. 0-9) FHIEFRF (-).

« nat_id- $55€ T IR BIME——RME PR R, BT EA LIREE. NATID 2T 2 3 36 N FARF2
b AT UETRET (A-Z. a-z. 0-9) FEFFRF (<)o U ID ASHEH T AT ] Hoft 8 25 1 21

o

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

G ATt A B 4% LA B IP Huhbhn Ly S8 A NAT ID B4 s A
b7 K BT sh i 2

1.

w

Ko
a) A LT URL.
https://fmc_ip_address

b) ALK A4 A .
c) miiER.

. WPRRE > REERE.
- RIS, EFRRE .
- UGS ERESR . BERNT—5.

14.
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Add device

o Device registration method

2 Device details

Device registration method

Registration key

Identify the same one-time registration key on the device and in

the management center.

Choose the initial device configuration method:

@® Basic

Apply basic configuration, including the access control policy.

O Device template

| EEHEIHE M K Hs | 20

Serial number
Identify the device by serial number. On the device, you don’t
have to configure anything (zero-touch provisioning)

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

5. ME BRI EIfF R T—%.

15:

Add device

@ Device registration method

a Device details

Device details

Domain *

[GIobaI/Leaﬂ ® v ]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

* i3 (Domain)- 7& Z 4R EE T, GEPESF .
o IREE- EREORE R, KIS AINE] R & A

o FHAIP HubE - X FEHL, FABRINRASR P bk e F=H4 . R
w1, ‘AT NATR) , 5B B A

Cisco Secure Firewall Threat Defense | Updated NaN,

ANGIE VA P Huhk (451



| M A | 21

« BIRAR - WAL PEORIIBERLIR. 2R ICTEE SOZ AR .

o SEMEZA - AV ECE O R

* ME— NAT ID - iy A\ WILa N & TP AHE A 1D,

o XS TEIR AL - BRAEEAE B AT T KB B O,
6. Bl 'E WG E

16:

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\t Access Control Policy ® v ] +

@ initial device configuration .
Smart licensing
Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v ] RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

o ISR - YRR VR LU I B, RO . R AE T 1
SN LB 1 SR, MR (1), AR FERBLLE BT . 2 T LA St
DL e Vit R
© BBV RSV IE
RS RYIBGETRELIGE ?- LT WIEEE
© FRTAESEL- Y AL VA [ A VTR,
JE I 45 S5 B VR AT
©FEIBURE - RIS, MIM TR AR, B SRR AR BT
ST NI, B 20 S R PO SO AR B TR . SRR BT, U R
L BRI R, TR BRI
7. MlREE.

A BT SIS Y 2 B oR B UE VA B OBk SR o AR, AR B AR . dn SRk
We, BB WERI R . IR R, iR A LR I

* Ping - Vil &4 CLI, #&J5{fHLL R4 ping IP Hiuik:

ping system jp_address
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W ping AT, A show network i 2K 28 M 48 ¥ B o T SR T B % 4% P Hhik,  d ] configure

network {ipv4 | ipv6} manual 174 .

W% NATID 1 IP Mkl - RPN 508 EAE AR IR IE 2 A0 F0 NAT ID (B H) - mTRATE
% EAFH configure manager add iy 4 B v EHFI NAT ID.

o 2 EEHERE B, 1524 https://cisco.com/go/fmc-reg-error.


https://cisco.com/go/fmc-reg-error

3
B2
T B LA 22 4> S & LU fdiSecure Firewall 200 )3 3 311847 .
. A DL 5 G B AN 20 4 T
. DHCP o NSRS - O PR O BCERAS 1P Mk, I DHCP HAEART
. B,
. NAT

* DHCP X% 2% - ZE N34 10 I %% 7 34 1 DHCP IR 4% #% .
o BRIAM - B AR R N BRI .

o NAT - ZE4h Bz 0 EAE #2100 PAT.

o il - RUFRE AN AL RS

1B T L H 5 LA ting, DAL B S R 2.
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T A PC . Secure Firewall 200 411, QAR 9 AERISMAIX K, - LA g i ot #4038 10 T IP ik
AP s Kt B B TN CLIEAT WA BB, RASTACE L M HA:

* LUKM 1/1 - outside, IP Huhil>k 5 DHCP. IPv6 H i &

* VLAN1 - inside, 192.168.95.1/24

© BUABG Y - AR D E ) DHCP 3RER

WERAE W M2 JIAE B K4 B gs T AT SO e TR I, WS IR B .
WA CLI BT I e E, WITE T X & &3 AT T &
EPMIE LT, BAEST B M 2 5 BT HoAth Bz O C & . b T CLIWIUR VLS, W20 N ERAS b Lo 18
VLANT #2101 HAth Pc 560 45 A B 9 0K A8 4 ML 1 3 400 By KR 11 K42 1 0 B 22 A X 3 DL S B 4 1P
k.
PLR R BIECE T — AN i A bk aG %t X #5421 (VLANT),  BLK—Mi ] DHCP f % A X o de 1 (LA
KM 1/1) o BB A Web JIRSS 28v50—> DMZ #% 11
1. %3718 % (Devices) > 8% %12 (Device Management), A5 ridi % % {1458 (£).
2. 57#E0 (Interfaces).

17:

Device  Routing Interfaces InlineSets DHCP  VTEP  SNMP

Intortaces [T TTRLTSON Q Search by name ] [ Sync Device ] [ Add Interfaces v
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLAN Usage SwitchPo Virtual Router
0" Physical Disabled Global Q<
Ethernet’ 11 outside Physical outside 10.89.5.29/255.255.255.192(. Disabled O Global 74
Ethernet1/2 Physical Disabled Access 1 [ o] &
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] o

3. WA CLI g THIMG &, 158 AL .
a) A HL L Y YRER ().
18:
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Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

[ ]

Port Mode:

Access v

VLAN ID:

E

Protected:

O

b) bR B A M LUS kB .

c) mik: WM VLANID; BRIMEN 1. # oK, S In—AN VLAN 2 CORITRL I ID.

d) mitifzE.

LA (Bgnft) MIER VLAN £,

a) siiiRN#ED (Add Interfaces) > VLAN %0 (VLAN Interface); &b 10 CA77E, i Adiiza o
1) 4sE (2).
19: VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

1]
Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) MZ&£[X1d (Security Zone) 75K HIEF—NIA NS L X, % M HHE (New) s il—
AHTH 2 A X

B, -4 inside_zone [ X3k, 8 mT LURRA [X Skl 4 13 FH 22 4 S ms o
WG VLANT CURIRCE, W RFBON Ak,

¢) FIANKJER KN 48 AR ZFR (Name).
flln, ¥4y 4% inside.

d) %+ =M (Enabled) &Lz,
e) 113 (Mode) {74 F (None).
f) ¥ VLANID % 1.

BRSO, A a8 et L 1R & VLAN 15 Gn AR AR IEPEAS[H] 1) VLANID, 3 75 B g B AN A 0
Wl 11, g HA7 T8 VLAN ID Bt 3 1) VLAN |

PRAFEEIE, Joik5E 2 VLAN ID;  VLAN ID B2 58 HH i) VLAN Frid, R %5 ie & 4% 1 1D,
g) i IPv4 F1/5 IPv6 iET5 <
o IPv4- )\ Ry b ik £ FA$7%S IP (Use Static IP), S8 LURHT 7Ry IP Mkt A7 9 456
ilhn, %N 192.168.1.56/24
20: IP
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Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

« IPv6 - N TIRE H 3L E %+ B 3B E (Autoconfiguration) % HE.

h) m#E.

5. s TN LRI 11 1) 4REE ().
RYG0% Bor—i% (General) %% .
21:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ )

Mode:

[ )

ecurity Zone:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O
a) NZ£[XHE (Security Zone) T 77 Pkt — N AMNB 22X B, B0 flili#hE (New) 00—
AN 22 A X 3
B, #n—/~4% ) outside_zone [1)[X k.
WA VLANT Rl s, WHRFBO k.
b) AR RN 48 A FFFF) Name.
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Bltn, K044 4 outside.

c) %13 H (Enabled) &ikHE.
d) ##%3X (Mode) {%# % J (None).
e) il IPv4 Fl/uk IPv6 £ T+,

IPv4 - i%£+¢{E F§ DHCP (Use DHCP), #XJaMii & LL RIS 4

15 F DHCP 3XERZX A% E (Obtain default route using DHCP) - JA DHCP Jiiz 45 #5 sk HUBR A 2
i

DHCP i%H#5#r (DHCP route metric) - 73 c 21 Jr 3k & % th A FRER B, A>T 1 71 255 Z 1],
AR 1 e B B 0 1

22: IP

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

= |

IPV6 - oI A 3l & ik b B 3hBC & (Autoconfiguration) &% HE.

f) mdifBzE.

6. iy, MAcE DMZ 4 1 LB Web g5 4% .
a) il SwitchPort 51| g b, 253 ] T DMZ (38 Heb Ui 1 FAZ Hab Lo R (a=)
b) s 448 (©).
c) \NR£[XiH (Security Zone) 15K FIER— NIA T DMZ 224X Ik, 5034 s d#E (New) i i—
ANHT IR 2 4 X

B, n—A~4%4 dmz_zone X 1.
d) WIAKER AN 48 NEFEFR (Name).
BN, K644 dmz.

e) 1t /EM (Enabled) &% HE.

f) KX (Mode) - % (None).

g) rithi IPv4 F1/EE IPv6 L1 e & P a5 (14 IP ik
h) fiidiE.

7. rilifRTE.

DHCP

W7t Secure Firewall 200 # 11 _tj5 FHl DHCP Ik 2545, LA A% i vl LA F B0 1P Hbdik FIAH OC 9 2% 5 o
WA B P 4 4 DHCP MR K 853K IP sk, 3 5 F DHCP R4 #%
1. iE$%i% % (Devices) > & &% E1E (Device Management), &) i % 5 I 4R4E (2).
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2. i%#¢ DHCP > DHCP BR %2 (DHCP Server).

Device Routing Interfaces Inline Sets DHCP VTEP SNMP
Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ | s | v +

Server Advanced

Interface Address Pool

Enable DHCP Server

| B R A S | 29

+ Add

3. 7EBRSSEE (Server) X I, siidiidin (Add) JE & DL R LT,

24:

Add Server

Interface*

[ inside

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

##0 (Interface) - )\ 73R k8 14 FK .

ikt (Address Pool) - ¥ IP bk Ve o P Huhib b 200 b ki £ CUA TARIRN R 7~ M0 L, HOANREBLAR

B AS P bl

/& F DHCP PR % 2% (Enable DHCP Server) - 7514 11 | J3 ] DHCP R4 85 .

4. LiERE.
5. SR,
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TR AE T K B B PO G UE BN I BRI M 1, LAfE Secure Firewall 200 ] DLE ik #0342 1 U5 ] 37 2%

BR U FE I 3 5 100 7] MBI B 110 o 1) 30 e s o S0 SR8 AN DHCP AR AN ikt T ¥ 6 vl fig D28l ) 18K
INBRHT. WERT EEThis gk i, W R P AT .

1. EFZ%& (Devices) > & & &2 (Device Management), )5 i % & 4R ().
2. kPR B > BSKA.
25:

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Manage Virtual Routers

Global

I

Leaked from

Network & Interface Virtual Router

Gateway Tunneled Metric Tracked

Virtual Router Properties
“ IPv4 Routes

ECMP

BFD
“ IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

I Static Route I

v Multicast Routing

U 2R AN DHCP Jik 55 s e BRI i, ERs o AE R

3. AidiiRmEEH (Add Route), SRJ5CE DL R IET .
26:
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Add Static Route Configuration ®
|

Type:

Interface*

e ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network - Selected Network

(G 1 :
anv-ipv4

gateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

A-

[oworsr ] +
Metric:

L )
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel n

27 (Intrusion) - A% ZINFRA R 102878, T IPv4 57 IPV6 ST
#0 (Interface) - £ H #2101 WH RAMEEE,

« AT/ (Available Network) - % IPv4 ERIA I HHIEFE any-ipv4, & IPv6 ZRiA M HIEFE any-ipv6,
R JE RN (Add) K28 2%k E M 4% (Selected Network) 413 .

M X (Gateway) = IPv6 WX (IPv6 Gateway) - i A\ SUE#41:  IHi FR AR T —NBR A ) I i e 4%
Tn] LB AL IP kb sl 2%/ EH LA B2 o

4. LHMBE.
R O I B ER A R
5. M diRTE.
NAT

S SJUNAT A 1) PAT (NAT) SR, LUSSE Py 385 7 i vl LAAE T A4 1 1P St ik i) A1 B R0 245

B BB A P 25 g B — 2% NAT RIIU,  DAASECRE PR S st bk 2 480 o A0 42 11 1P kb b (o 11, 328 NAT R0
R A4 g D k3 (PAT).

1. i£#%18%& (Devices) > NAT, )5 iidi#fiiZK#E (New Policy).
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2. RN 4, EPEEAT RS I, R R TE.
27:

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SR B LN o ST AR 5 A SRS R o
28: NAT

FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - ot
irecti Original Original Original T Ti i
D # Direction; Type Interface L Sougrces Desgtinations Sergvices Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

3. midiRm#An (Add Rule).
4. I A 1 1
29:
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Add NAT Rule

NAT Rule:
Auto NAT Rule

Type:
Dynamic V]
Interface Objects Translation

* NAT #] (NAT Rule) - #£# B 1 NAT #17 (Auto NAT Rule).
+ 23 (Type) - E #3075 (Dynamic).

| BB AN | 33

5. 7t Interface Objects 7|, ¥ Available Interface Objects [x 1 | [{] 4} X 175 111 #1] Destination
Interface Objects [X 1.

30:

Interface Objects Translation PAT Pool Advanced

Available Interface Objects

(& Source Interface Objects (0) Destination Interface Objects

(1)

[ Q. Search by name

inside

| Add to Source I
Add to Destination

2

outside

u}

6. 7ritis (Translation) J{fi R & LA R kI

31:

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

[ all-ipv4 [ Destination Interface IP v ]
. @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

« JRIRIE- i AR
32:

Translated Port:

(F) T4 IPva B R 4414 (0.0.0.0/0).
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New Network Object ®
Name

[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

D Allow Overrides

( )

B

TEABEAE T R 8 XK any-ipva X%, 04 B 3l NAT BUULE G SCERE P s I NAT, I HLA TGk
PR R G E LI S

g J

¥ 1Y% (Translated Source) - £+ B #x#% 0 IP (Destination Interface IP).

7. SARTE DA AR
U BRI E£R17 2 Rules % .

8. siii NAT WUl LR TE LLORAF B 2.

LPART S I 10 42 SR LA Se VR 5 A Secure Firewall 200 _F A P58 DX A% i 1 SR IX 48k, - 5 W RT3 (19 22 4
T

U RS AETE B KB I )it 1 S AS [ BELLE BT A S8 U ) P2 RS, Ut 22 17 22 SRS A8 R U LA e v it o
B KKk o i il P2 M T BB M Al 10 22 S R

SRR G — AN U7 A RO, DA SS R DA PA 5 DX 35 281) 4/ M5 DX 388 ) P A L o o
1. JEAF SERE > RRERE > IS, SRS Sl A A VA U R S X 1) 458 (2).
2. SdiinEn (Add Rule) 3% E LI NS5

33:
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Add Rule

Name [ inside-to-outside] ] Action | @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

s inside (Routed Security Zone)

D o outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. Ay 44, B0 inside-to-outside .
2. )\[Xid (Zones) H ik Py B X 15
3. AiiiRniE X5 (Add Source Zone).

34:

. Add Rule

Name [mslde—tu—ou(s\ds ] Action | @ Allow M B Logging OFF B Time Range Ru
Insert @ Intrusion Policy B File Policy |None

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qsearch Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B inside (Routed S Collapse All Remove All
m houtside (Routed Security Zone) Z0NE | v 10Object
& inside

Any

T
4. )\ [Xi3 (Zones) HiEFANIE X 35k

5. SR hn B#R X 13 (Add Destination Zone).

HAbBEE LR B ke

<TG AR R TP S R, LU B SO SR B

Tk yEas . A% AR B RN B 03 SRS A0 U7 M) 45 R 2 BT o AN 2R A SR SESeng, HAE T ff M 4%
oK, XSRS T ) PO K A2 ST (S kb s) mBH bt i DL et — 2D AR B, T8 5 Y 4%
PERE.
35:

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

o FULIESFAM - BT UE S e I E, DU AT (0 87) o T ELER A S
BEAT ROME— SE O BRAE RETE VR B . AR, AT LRI T e RNk, DAME S AT LM (ffa) L R
AR (Gad it PR ) SR U7 IR 72 SR ORIk
T 98 L E W] AV R R B AT 2 A, A R R AR AL B R, AR R RE . AR N
th, AT LS N BE TE RN AR E S0 . S REE R, T LR I SC (AR EY) B PR EREAT P
e PH AR BREET I DX o TR SRR U T Lk s Rk i ey s BB I P Mk L S R SGR ) A BE T

i,
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Blhn, G SR ANE R 2% BRI FTP e, (BB bR B BE G Dl SSH it ,  Im] A I —
AN T 8 A% SIS o

fE - BOATE O DAY R o il it L2 i i i Se R R B ) — Pl idee K2R OL T #AS EE0 i
TR, ARV O R A B i T B ORBR ORGP P4, X6 T AT O e e 5545 1
K EAEAEMBURITR, s SR T REE — M

© REERE - (FHEIPSVFAE) BRI 2. LR e R AR EHAL 1 2 U5 ) 420 S a7 1t —
AU AR BRZ T P 0 5 — SOUB O R S (K S B A o 22 4 R R A P £ R R DR Lo = 5 SR s
AEZ1ZA Talos $2AL 1 IP btk URL AMI(4% 2 TAI AR RE o 485 mT DURR s A 2045 I sl B FCAd 1P Hdik . URL B
1o

( N\

ER::

WSR AT IPS VFATAIE,  BIAE U7 [n)42 SR R i s © R, AN B8 2SR

|\ J

B4 - BN UL E AN IS o A SCVFUT I P S A BRI B |, o) USRI AT S AR Bt

A, Ak IR R Z S R RN AR SR o

NSRS — A B XN R APERCE, TRt ik 2 eie. Uiire 2ot
W, AT DA% SRR IR BB SO LSS o DR T e T R R A S

a) Adi N2 (Intrusion Policy) T4,
36:

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) MBI RG-SR
MERZHA 5, BATEBGERTFER £ 5%EE
5. R[IE: ENHNAE S i Z S5 Y P BRSO SR o

a) s (File Policy) FHu413, SRJFEHIIAT Sms ol il i e $64T FF 301558 51 % (Open File
Policy List) 78 i1—A~ 5

37:

Ee File Policy [None A]

N
Open File Policy List” |
ns and Applicatio

XETRTHIG, ARG AR ALK P T IT SRR > R SRR > THEE RIS T,

Cisco Secure Firewall Threat Defense | Updated NaN,



| BB AT | 37

b) A RCIERIEMITEANE S, S Cisco Secure Firewall V% %5 L3S IIC B 15 7
c) RFRAMAN (Add Rule) TUiH, MK 7o Ak P 6t 1) 5 .

6. iz (Apply).
FUMER 75 00 %5 Rules %
7. RiREF.

LN ALK S B 2R 28 34 Secure Firewall 200 [, DA, NAT. DHCP Al a5 il 58 38 78 % £ B A%,
BHICE T B BB AR AT, KT RN S A AR

1. sidifi EJr0ERE (Deploy).
38:
Deploy ® @ @ ‘ v

2. BRI, WHETHRRE R, WA RdiEBE (Deploy).

39:
Q Advanced Deploy | A D Ignore warnings
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
o, A EERERE (Deploy All) LLERE 2T ¥4
40:
Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

0, T IAREE R, 3 i S ERE (Advanced Deploy).
41:
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1 device selected

Q_ search using device name, user name, type, group or status

Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by InspectInterru..  Type Group Last Deploy Time Preview

> (J fun rboersma, System FTD Feb 26, 2024 11:09 @ | Ready for Deployment
> (J ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment

= v Access Control Group

ik Access Control Policy: in-out R rboersma, System

Intrusion Policy: No Rules Active R System
2

Network Analysis Policy: Balanced Security and Connectivity £ System

~ Device Configurations

Interface Policy R rboersma

 Flex Configuration

Template Policy: Unassigned AR rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

3. M ORISE . RS P ERE (Deploy) #4471 AR o] LAAE B AR .

42:

Dep

loyments

|

1010-2

1120-3

1120-4

3110-1

Upgrades A Health @ Tasks

& ‘ (D show Pop-up Notifications @

1running 6 success 0 warnings O failures

Deployment - Policy and object collection
complete.

Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

10% ==

[ Q Filter ]

11s

2m 39s

2m 43s

Tm 38s



afrar]
CISsCO

©2023-2025 Cisco Systems, Inc. All rights reserved.






LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



LA S BIFARA A
BRARESAREMTRHEANBTHEIESENIRE. I8, BERANESE, NFEAR
—HZ&, UFABWRSGREAE,



	准备工作
	打开防火墙电源
	安装的是哪个应用程序：Firewall Threat Defense 还是 ASA？
	访问Firewall Threat Defense CLI
	检查版本并重新映像
	获取许可证
	（必要时）关闭防火墙电源
	在 CLI 上关闭防火墙电源
	使用防火墙管理中心关闭防火墙电源


	连接并注册防火墙
	为防火墙布线
	执行初始配置
	初始配置：防火墙设备管理器
	初始配置：CLI

	将防火墙注册到防火墙管理中心

	配置基本策略
	配置接口
	配置 DHCP 服务器
	添加默认路由
	配置 NAT
	配置访问控制规则
	部署配置


