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LED 174 1% BB EIBEERIETE  (4:F)
PRI (R AAE) NN 15:00-30:00

B (M) LED — b il BRI LRI (VSO0 B kA 2k #2258 12 50) Ji5, KB LED LA

PR ) RN A .
2: (M) LED
M LED R AR WEIBEERFE (9:F)
SN BU N PR DR Az, RSN 15:00 - 30:00
SR RIBE I A8 B N Bk WA T ERS R . 15:00 - 30:00

(BT L)

SRATH 2 AT 20:00 - 45:00

Firewall Threat Defense ASA

T e R R B i B R A IR CLIERZRTF, I (1) Secure Firewall 200 1217 142 Firewall Threat
Defense it~ & ASA.

fifitf: b 3 FiFirewall Threat Defense, ASA W Rl N o JERERIPEHI G o 1, I ) I 2 i N .
1. AT R AE R R S
3:

RJ-45 console
USB-C console

2. %5 CLI 3R, iR K515 4T 1) ZFirewall Threat Defensei & ASA.
Firewall Threat Defense

18257 £ Firepower 5% (FXOS) #2878 . LT Sk A BB A A R o Wi . WARTFE—HEXR, HS
% 7 i) Firewall Threat Defense CLI 755 6 T,

N

firepower login:

ASA
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oK F 2 ASA $R .

ciscoasa>

3. WREEBEITH R RN, 1527 Cisco Secure Firewall ASA 11 Secure Firewall Threat Defense #5844 47

Firewall Threat Defense CLI

{17 1) Secure Firewall 200 _E () Firewall Threat Defense CLI LABEATHUAT ¢ B 15 iR HE R (0455 5% FXOS Jf:-4F
P E Y4 FTDCL) .

& nT fe T ZE V) i) CLI EAT e & BB HE R
1. AT AT 2R 34 e 3420 65 i 1
4:

RJ-45 console
USB-C console

2. JERF) FXOS. 81 admin /42 56l (BRIAE0 Admin123) & 5% CLL. 5 NGk, RE4
PR RO R

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *kxkxkxx

Confirm new password: ****kkkxx

Your password was updated successfully.

[ooo]

firepower#

3. YJ#:3 Firewall Threat Defense CLI.
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R =

T SR B K o B B AR A T AR R B A, 3 AN EE9) ] Firewall Threat Defense CLI, 15 1< 5 3]
CLI 5 .

HF R E, WA CLl FEEAT R EIMA, R PR R, nE s B E
IPv4l(y/n) [yl: MEZHEEE IPvel(y/n) [yl:. BELIHEZEAAME BLES: AHUE PR
% (yes/no) [yes]:o

\\ J

connect ftd
T Y3445 31 Firewall Threat Defense CLI IFf, R4 nB o ibIia % E .

firepower# connect ftd
>

3138 Y Firewall Threat DefenseFTD CLI, i#%i A exit 5% logout fiy4. A2k B8 S 17 & FXOS 4271

> exit
firepower#

TR AE TFAE T BRI RS 2F 24 B Firewall Threat Defense #4445 /& 75K Secure Firewall 200 F L% 5
HARIRAS o

FA T UUEAERC B B KB 2 B2 A bR AR . 80, 18 n] IR R S HE AT R AT T4, (0120 (TR E)
] HE 7 L2 R 4 2l A AR I ]

HNIEITHRNREA ?

SRR BSOS AT HAE T3 LRI A S 550k 1T 4t 5L 5 1) Gold Star fiRAS . #8180 L2 F https://www.cisco.
com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743 17 8.htmI-f /48 i) K AT S0

1. AT — 3 AR R & i
5:

RJ-45 console
USB-C console

2. 7EFXOS CLI 1, SR IEAEIETHIIRA .

Scope ssa
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show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

3. MR R, A TIX S IR,
a) ZRINTGHCR, BFHEE IS AL DHCP. fn S 5 2 5 F U H Ve B F A IP Mk, %

scope fabric-interconnect a

i

>
>
\
-
=l
e

set out-of-band static ip ip netmask P& HEi gw ¥ ¢

commit-buffer
b) AT (FXOS bRt ) B F BRI o

T e AT T A B 107 el R IR 55 2% R BT IR LS

Wi KESEFABNE, fn] AR S] FXOS CLI.
c) 75 FXOS CLI 1, FREE o Hos S - R V¥ B 1 D i o

YT RN, RN RER, HS LN BEREER X ER, KA E %M.
d) KPR k. WS (L) SCHIR s i 7E58 9 it

T AE R RE BT B AR AN SRR 95 A 18] R 3R Secure Firewall 200 V£ ATHIE, ALAG P BT s (0VF AT
USR] TAT WA MR [V FTHIE PID

2 ISR e 2 5 1 I L S BRI, SRR PTHIE Y 12 AR B O R BE AP VF TR o SRR B R e
B BRI, U R B STk

RN RV, 355 ) BE A B 4893 It Security Cloud Control. 3 i B2 #4572 R i A4 3 g vb A2 b i 4
M, fRPENUEI, 1524 Security Cloud Control S 4%,

Firewall Threat Defense H. 4 LL T4 ]l :

o SR — 0

+ IPS

o CEEAEYE

* URL it yE

* Cisco Secure Client

T U ORIV ATIE, S RTCERURLE % LA R SR 248 (Search All) B
6:
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= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. MRVFAIUE PID. &RV IR R BA T #7148 EE 1) PID.
3. MG R kP E @ANAR S (Products & Services).

7:

e All Results
T Orders 6
[ Invoices 2
%, Software Subsc... 1

© Products & Ser... 1

L[4 i FXOS CLI shutdown iy 2 B8 228 A5 B K B 48 3 vp oty e T AR 22 4> 5% 4] Secure Firewall 200, L&k 4
A RGHIR .

IEFR M AR GAE R B, (R IR N RJIT R RE S R B RGO EA R . A2 MR —HERS
BT, R ok AN RE IR R B KB R A
CLI
T fift tif A FXOS CLI 554 Secure Firewall 200, DL 7E I HL 8RS 2 e 45 i3 A 11 R 4R
TSR LU ] FXOS CLI 22 4 5k Y 2R G 0T 95 P 917 K A HEL UL
1. Ao PSR ALE R B & S 1
8:

RJ-45 console
USB-C console

2. {£ FXOS CLI +, i%#:% local-mgmt #i:.

firepower # connect local-mgmt

3. KHIRZ.

firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
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Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

B R K BE OGN (R R Gt s . RS, BOR A ZILLU K.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

- BB W] LASC T HLYROT QT AR ZEI 4 I L Sk AT BT A A LR I FRLI

WA A 2 A8 AH 7 K A48 B by 6 B4 Secure Firewall 200 LUH 224 06 B4 (RIS 2 706 FLEAT 0 P A 12
k)

A3 2 AT AT BT KRS B O IR A G P R

1.

KB K o

a) EPIRE > REEE,

b) EZLEHE S5, it i (2).

c) Ailii& % (Device) LI .

d) 7EZ% (System) ¥4 H tiih XHR%E (U@).
e) HIFLRES, MR R EICH R %,

- IR B KBS TR AR, WM KRN B R SR RS, BRERILLU T 3R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

IR BA R G ES, WEA KL 3 2B R L KM

- TEIUAE R LG P FLEOT AR EEN AT A5 Sk AP BT s TFAILA (0 L
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T fEnfer g Secure Firewall 200 A2k, LA ZEFC & 0T 58 AT UG A 158 5 A X 29 32 A 48 U B s it 1 o
o 5 SFP ZzEE R LA 1/5 - %3 1 & 752 SFP EHf¥) 1 Gbps SFP ¥ L o
HRENGER, ESMIE 350,
TSRl R C, V520 RIS e 2R IR AN O B 1 . AR T AN R O LA B, =

T me Ay AR FUA ) IR B A R T . SR AEAESNRAT ] ARG, A A T
P, WA ZBAE T i 4 S0 0 1P il BE SO i A bk

Ethernet 1/2-1/5 switch ports
Ethernet 11 inside Consols ports
outside | I— p

00000000
ClISCO®

o

®

@HBe

(e}

B

inside
https://192.168.95.1
(manual provisioning)

Console
(manual provisioning)

Management
computer

Security Cloud Control

Li{r]¥; Secure Firewall 200 4% A\ Security Cloud Control, DL £ AT LA F 228 A5 b7 kB 4 B eoca st g A T 2
A6 ] bR ac 5L T30 A8 95 k% . 7% Security Cloud Control % 5% 3] https://security.cisco.com.
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TR AE T R R AN £ 4154 Secure Firewall 200 51131 Security Cloud Control, DL i iz f& #45

e
NS & s TR
o WURESHALEH, W LIRS A RIS .
© HUAAP IS0 T
* PCBJFA'S AL THLAE 40 “SINY (A% 1.
o FENTLAEHIBLR CLl i & 755 /7415 :
*  FXOS CLI - show chassis detail &7 #>¥ 515

*  Firewall Threat Defense - show inventory ‘& 7= HL4H) 7415 . show serial-number &7 PCB J¥%1] 5

o LED, f{REI K8 OOk A It
3: (M) LED

M LED R AR WEIEBENEE (9:F)
LR 15 3 A CIEERIER =, HERIFERA 15:00 - 30:00
LR IEIA ORI N IR B OVRIEFR R DA =, 15:00 - 30:00

(HRNE L)

LRI W 5 2 HATEOE 20:00 - 45:00

] AN X #7515 8\ Firewall Threat Defense .

1. 7% Security Cloud Control ‘Tz, rith &R E, A5 il a5 () UEEN o

2. Jk&F¢ FTD fiill.
3. & BRI T, HiREFFID.

EAF FTD VR0 B AUR, nT DLREI fiilhy B3R REVFRIIE VM8 i e &% mI A BRAT Y REVF RTIIE .

4. EFERF5S (Use Serial Number) 15 4 0E 77 7%
9:

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer

Firewall Threat Defense i o i
you must configure the policies from the corresponding manager.

=] =] (=]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Onboard a device using a Onboard a factory-shipped FTD environment
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud
SCC and applied on the device Prem FMC using zero-touch

platforms: AWS, GCP, and Azure.
using the Command Line Interface. provisioning.

(FTD 7.0.3+ & 7.2+)

manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

=)

Bulk Onboard using CSV File
Use this method for adding multiple
devices to cdFMC by uploading a
.csv file, with template assignment.
(FTD 7.4+)

5. %% FMC (Select FMC) ', M%1#&Hi% = 3247 FMC (Cloud-Delivered FMC) > =327 FMC

(Cloud-Delivered FMC) , &5 fiidi T—% (Next).
10: FMC
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0 Select FMC Select FMC @ For more details, click here

Select v

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

firepower_10.10.0.5

e Password Reset
+ Onboard On-Prem FMC

6. 7ri&E1E (Connection) XIHH, #iANi&#& 552 (Device Serial Number) F1i&%& Z #; (Device Name),
RJA fitE T —% (Next).

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n Il m
[JADZS’AEMGB ] [fp-1010—1\ J o b.oard‘ then CDO will attempt to connect to the
device.
m Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

7. (rZFBESE (Password Reset) 1, fLiiiE... (Yes...) . BAKSIF ZEIMNETTEE, KRG HGET—

% (Next).

X TR, B UL AR I B L E TR

)

B

IR O G R T WAITEE &M, Jf LA DA AR i 77 A i &,  WViE#R...(No...)

W, AL E SN TR, R BRNIARBOE X%, BRAREH EXA, BT E
Bz

. J
e Password Reset - - e . . , @ Password must:
1) Please review all the ;;rerequmltes for onboarding with a serial - Ba 8-128 characters
number. Learn more (2 - Have at least one lower and one upper case letter

- Have at least one digit
- Have at least one special character.
- Not contain consecutive repeated letters

2 ) Is this a new device that has never been logged into or
configured for a manager?

@® Yes, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, enboarding

fails.
New Password Confirm Password
TR

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI.
Important: If you select this option and the device's
default password has not been changed, onboarding fails.
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8. X T RE& S EC (Policy Assignment), i {1l 75 B0 B e £6 U7 il 425 i SRS o 0 JROR G 5, ik
PEER AT 8325 5k B% (Default Access Control Policy).

13:
Access Control Policy
[ Default Access Control Policy + ]
Next
9. X1 iTRIFAliE (Subscription License), %+ 25 H RN THREVFITIE. 55 T—% (Next).
14:
© Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is

connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation
RA VPN

10 Ak [ERRINARZE, DL R 218 & (Security Devices) U THIF RIS IE . MARREE, R)G

TEPE W 00 44 () o WRZES:{E V453 N\ Security Cloud Control f& )3 FH 31 ¥ 4%
15:

‘Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page,
Add Labels @
( ; | +
—
Go to Inventory

ER £ % (Security Devices) Ui i, ERENINIEGE &%, ARG ERA T4 011 &2 (Management)
T B T A H AT AT T

AT 4 ) CLI v W25 5%+ Secure Firewall 200 42 %1 Security Cloud Control 7.
i CLI 33 it 25 EH N By Kk il

1. 7t Security Cloud Control ‘FM=Ei, riih R&®E, Ao st sz () DR PN &R
2. iF FTD R0
3. £ EEEA N, ML FTD .
4. %E#{ER CLI ;%48 (Use CLI Registration Key) 1F 4 i /7%
16: CLI
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A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies
=

Use CLI Registration Key
Onboard a device using a
registration key generated from
SCC and applied on the device
using the Command Line Interface.
(FTD 7.0.3+ & 7.2+)

=)

Use Serial Number
Onboard a factory-shipped FTD
7.2+ device to cdFMC or a 7.4+ On-
Prem FMC using zero-touch
provisioning.

rom the corresponding manager.

Deploy a device

5. BiNIZ&Z &R (Device Name), &5 5 T—4% (Next).

17:

©

6. X T3 M5B (Policy Assignment), 17518 /1] T 3% 51 5 #4 b 4%

Device Name

FEE NI ia)45 5] 55 B (Default Access Control Policy).

18:

Access Control Policy

[ Default Access Control Policy ~ ]

Deploy an FTD to a cloud
environment

platforms: AWS, GCP, and Azure.

(=] =]

Bulk Onboard using CSV File
Use this method for adding multiple
devices to cdFMC by uploading a
.csv file, with template assignment.
(FTD 7.4+)

to supported cloud

V7 I SIS . QRORAC B RS, Tk

7. XFiTRFHE (Subscription License), i 1432 FTD %% (Physical FTD Device) HLik %4, &
JE i RN DRV RIE. s T —25 (Next).

19:

Please indicate if this FTD is physical or virtual:

@ Physical FTD Device
O Virtual ETD Device

License Type

Includes

Carrier (7.3+ FTDs only)

IPS
Malware Defense

URL

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

M3UA
% Intrusion Policy
Cs File Policy

URL Reputation

RA VPN

8. X7 CLI;EARZ4A, Security Cloud Control 2> F i /it 2 A AN HoAth S HOR A i & o 182 iy 2 R4
Firewall Threat Defense 1) #1445 e & H 8 FH & .

20: CLI
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M -
i-’éj“y’ CLI Registration Key —~
L) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more

'fi-2> Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaTBew1JTpCOP2Zw3xEBnVVkfZv x7R7dwemd3JCMzwGY3Z2CfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

78 CLI BAE T By s i o 8 BELAS 58 BT AR INE 1 :

© WILARCE: CLITESE 24 W-58UB3IIA S, 1E Firewall Threat Defense CLI Ht &3 fill iy 4

o WILRECE: Pk AT HLAY RS 18 T - ¥y 211 scc_hostname.  registration_key 1 nat_id 43 & 1l

3% 12 th . /Security Cloud Control £#1Z/IP it . &332 (:/Security Cloud Control ;T A% %A LA
K NATID 7B,

CLI B E 1 i 27 il

configure manager add accountl.app.us.scc.cisco.com
KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

GUI ¢ & 1 i & AL s 1
21:
scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOPQrgWzaHrnjlV5ha2gq5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I |

nat_id

9. {EEOE N S ST T —% (Next), CUE LG WA -
10 ATk AR ETRINFREE, UATE BN R 218 % (Security Devices) T AT HE AL I8 . MARREE, RS

WEFRIE (O N5 444 () o FRESTEVR AN Security Cloud Control i i 31 ¥ 4

c I

& Done Your device is now onboarding.
O This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
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] 5E R F s & 446 Secure Firewall 200 3 &, DAE 5 % H AT LA 9 4% 15 & I fE 2% 4733 1} 21 Security Cloud
Control.

T FEHERE, 35144 Cisco Secure Firewall 15448 #1125 5% CLI SR PATITWILETCL ' -

T RRAE Bl K Bl v 4% BB {F Secure Firewall 200 12470146V & 17 5, 765 ¥ #&73 £ Security Cloud Control
Z AT HERS U AN RN A A

FERBXA 5%, AR KBS, BRAE PR DMK TG RC B LA R
LK™ 1/1 - outside, P Huhik>kK [ DHCP. IPv6 H sl &

* -inside, 192.168.95.1/24
BRARK - Sk AL 1 _E i) DHCP 3R
HoAb 0 - GREE Bl KB BEES P AT T G

NS E A E, W ER ) DHCP R4S %% - Ul i) 478 i) M Bl 22 4= X 4
1. BRI B R
2. G KRR A AR .

a) ¥ Zhttps://192.168.95.1.

b) i /" % admin F12LiL %50 Admin123 k.
¢) RANPREBIIFER “— M4 I s B O
3. EHBE T
( ~
B &
ELR A G B I TR S
N J
a) Jic AR R HLE
23:
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. SRRV - WA RISCILRT T TP, VAT RS P bk, AR AEEITI BT ) AL PPPOE;
TR LAAE 58 1 m) 7 JS TG . PPPOE.

2. FEO - WMATESNE R O EA A BES U IR, o A I e i, Sl LM R D AE TS
A B P PR B U R A P X SR BERE 11 DNS e 55 %, i AN2 4% 11 DNS e 55 2= f# 4 FQDN..

DNS AR%528 - R4 HHNE) DNS HR %545 . ERINME N OpenDNS 74t DNS i 455 . X UL & A 1R ]
Ae S 18RS Jo B AN FE 10 DNS RS #%— 3, R e AT TER & MAMSEE U5 1 (1)

B Kt EH 2

b) M & Bt iEi&E (NTP) (Time Setting [NTP]) Jf £iii T—4 (Next).
24:  (NTP)
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) LEHEE 90 BT EAMAIEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN i) B Re A F i PR 2SR T Firewall Threat Defense;  FT i4F i] #4)7F Security Cloud Control 347 .

d) sliFER.
25:
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) WKk $EIhs7i% % (Standalone Device) fil BAH (Got It).

4, W RBEERCE AR O, kIR & (Device), A5 A0 (Interfaces) J5 3 (11554 .

5. Mk > RFERE > EHREE I N TS, 1) Security Cloud Control v /it
fic'® &30 /SCCliEL{E 2 (Management Center/SCC/Details).

| FEHIFHNBT A | 21

( A
B =
BEMRCAA] R Bos “CDO” A2 “SCC” .
\§ J
26: /SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— =
10.89.5.4 10:89.5 35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit
o Before you to the mar center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) X T BRRMEEEFOISCC EH A IP Hbhik, B Ew] LIAEH 1P bk s =LAV 0] 23845 By ks
ey, i AT (Yes).

Security Cloud Control <3/ ik configure manager add 4. 152 i ik T2 04 5 kb £E 55 15 7T
configure manager add _hostname registration_key nat_id display_name
27:

»
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cdo_hostname registration_key

I Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2q5Rf8pKFX9QE
LzmlHOynhVUWhXYWzstmkjZZWSNBLblaccountl.app.us.cdo.cisco.com

nat_id
b) Kifir 4 [¥) cdo_hostname. registration_key A nat_id 53 5 12 LR 7B
« E1EFL/SCC E£HA/P et
« EIEH/SCC iFMER
* NATID

6. MiCEEZRE.-
a) TEEBMMBEENR.

Ut FQDN H5 1] T4k i 1
b) #5: DNS PBR$254H.

R4, B4, BRA DNS 4144 % CiscoUmbrellaDNSServerGroup, b {uff
OpenDNS Az 45 7% .

BILEVEM G PR FE AN DNS IR #n i, T 2R 28T B K BE A ey Th FB AL S DNS - 5 15 .
c) X1 EEAFLISCCiFEEN, il BiEED, K5Ik SME.
7. wJik:  AiERNE7S DNS (DDNS) 7575% (Add a Dynamic DNS [DDNS] method).

#14 Firewall Threat Defense 1) IP #idil- %% A=754k,, DDNS W4 Hi1F 2 A8 5B k%4 3 eb o0y 735 13 2 FQDN P 11
Firewall Threat Defense.

8. 1iiii%E#E (Connect).
MRS (Registration Status) X i HEK: i) 7k Security Cloud Control 73 /it 1 4 AR ZS
28:

Registration Status

-fuil Connaction with the
SSTul wonn tuon wil ne

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett
management cen configuratior e, or
[ to configure your device.

9. EREEw L ARTFEERHOISCCIEMIRE L ), #3 Security Cloud Control, 2R s Bl K it o
TS I L T2 R Bk s FEE 15 T

tarted guide (2,

CDO configuration guide
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CLlI
fe] i FH CLI ¢ B AL ' Secure Firewall 200 5 L 5- hE I 32 & /M2 B FERS Uy i), DUERRE 138 4573/ 21 Security
Cloud Control.
) CLI V& B A e 5 FHA B IP Mk 9 S HA A o 2% 15
1. BRI 4 5 10 905 ) Firewall Threat Defense CLI. %[5 1/ 1] Firewall Threat Defense CLI 7£%5 6 T,
2. SR RS B E ) CLI e B A

( N\

B =

BRAEGEFRACE, SWIGVEES CL W EMA (Flin, ik Fgdrmg)  (Hig, nICAREJE7E CLI
H configure network 74 8 T X L% . 15Z 7 Cisco Secure Firewall Threat Defense 1y 427 .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5RO MR Ay BAREAT R B O, (HAAZICE IP tuhik, B0 &
fik.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

$EEE: EARFEN. (A OMSEE VT RSB IT, NSCH DHCP. Bt 11 S5 A3 B B2 1 TRl
T, BAE I L i

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:

15/ B ML E N data-interfaces. L% & W E IR R KBS L, PUMEE MO ITE S

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com
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feFE: BCE BRI DNS g5 dv. IXUEIRASEHR AT RE 55 A i B A B 1 DNS iRkRS54% — 5, PIAE
AT AR B 0 1R 1

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
management(

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
fem: A no LU AT B KBS B L.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

f5F: fA routed. JUA7 i B K AR SRR MR BR AR T IR) o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

- FCE T B U IR AR 1
configure network management-data-interface
N Enter )5, RGP AMRIE O EFEA MK BLE .
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F 3 IP Hhft

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

fREa: ZAETENG DR APl DNS e ds &, 8 248 A B Kt s B bl vh 0BT G DNS 1 5 B E

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface’'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP &Y IP i1t

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$w0rdl7@domains . example . com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

. 811 Security Cloud Control “f /i /) configure manager add 4 72 1 & LIt Firewall Threat Defense [1] Security
Cloud Control. 2[5t Jf ik T2l L2 A By b ZE5S 15 0T LA A4

> configure manager add accountl.app.us.cdo.cisco.com
KPOOPOrgWzaHrnjlV5ha2q5RE8pKFX9E

Lzml1HOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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5. 2<M] Firewall Threat Defense, LA{HH415 4% &% B AR 4> ST -

IERIR A ARG ARH T8, AR PRI B YT R e S SO RGO EBIR . HiICAE, G2
—HAEG R8T, PO B IEAGE I H S RS

a) i shutdown fir4.

b) W ELHLYR LED IR A LED ABGAEHUAN & & E i (A42)

c) FEMUAE R AR S, A TT AAE A BN H s Sk A BE 7 2T TR LA 16 v 3
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3
i==1
P B A 22 4 S i LA Ad Secure Firewall 2005 2) 311847 -
A5 FH DAR 58 B A e 4 s
. o NEBAIANEEE I - O R I 0B AS P kb, JKs DHCP FH A 4R
. DHCP B,
. NAT * DHCP fIR45 %8 - 7E 3B E: 11 1 4% F 35 ] DHCP JiR 45 7% .
. SSH o BRIAM - B AR R N BRI .

o NAT - ZE4h Bz 0 EAE #2100 PAT.
o il - RUFRE AN AL RS
1B T L H 5 LA ting, DAL B S R 2.
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i{a] ) Security Cloud Control 1 Ff 25 A8 A R85 Kk 4 A Ao, DASEAE S0 R 657 BB 0= w12 575 e R 7 24 Secure

Firewall 200,

ZAAF I K K5 B ey M Security Cloud Control 7F H L% I+ A 2

1. 7& Security Cloud Control =7+, shichiBh AL

2. ERETE > £ > BFAEEEFD,

3. ifi%ﬁi‘ﬁ FMC, )5 riiiiRME. BIBOREGEM TR, DIEFIEIR T IT 2 28T HI; Kk b 21
Lho

)
Q #=%

N\

#E M Security Cloud Control T/t [A] A2 A5 5 KBS BEF L, TN ETRR.

TR S Secure Firewall 200 4211, QHGAEE A AR X A, DLR A 4% 5038 3 A IP Hudik.

1] b i Bl B K BSR4 B S AN S CLI AT WA E I, RS E DL 0:

s LK 1/1 - outside, IP Hulik>k [ DHCP. IPv6 [ Ehid &

« VLAN1 - inside, 192.168.95.1/24

o BRIAESH - JERE AR 1T %) DHCP $REL

WIERAE ) A B KBS B POy VENEZ BUAE B KBS B2 B B P BT LA e TR D OIC E, & OR B %
[

L A CLI BEAT I AR E, WG T e A EA T TR

FEPRMGOUT, ST BTN B Jr AT TR LI RC . SE0EAT CLIWIAG L, 20 W A B L 1 V45
VLANT $5¢ 11 o ARG F A5 MR 7 2R A b L s 1 40 05 R 11 458 1 70 O 22 A X I LU R P 1P 3t
fik.

DL R 7Ol T — A 2 i 2S Mk 1 4% phBE =l Py 38382 11 (VLANT), DL — M DHCP 1% et ap i 1 (LA
K 1/1) o BiRLs R N EE Web RS 2875 In—~ DMZ %11,

1. £ $%#%& (Devices) > & & =12 (Device Management), A )5 ik & I4mig ().
2. 5 dE0 (Interfaces).
29:

Device Routing Interfaces InlineSets DHCP  VTEP  SNMP

Interfaces [JTTTRLISON Q Search by name ] [ Sync Device ] [ Add Interfaces v
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin; PortMode ~ VLANUsage SwitchPo Virtual Router
T Physical Disabled Global Q<
Ethernet1/1 outside Physical outside 10.89.5.29/255.255.255.192(. Disabled G Global 174
Ethernet1/2 Physical Disabled Access 1 [ o] o
Ethernet1/3 Physical Disabled Access 1 [ o] 74
Ethernet1/4 Physical Disabled Access 1 [ o] o
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3. WERAEH] CLI AT RIAG U, 5 8 A Lo 1

a) siAC L Y YRR ().
30:

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) kb /a R EHELUR ik 1 .

c) THk: X VLANID; BRIMEN 1. 428K, BB In—A VLAN % DR UG I ID.

d HEHE.
4. N (5kgw%E) PAIER VLAN £,

| P B AN S | 31

a) AlidiRmniED (Add Interfaces) > VLAN #[0 (VLAN Interface); 15 t$% 0 O fE7E, i iz n

¥ 48 (2)-
31: VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

1]
Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) MZ&£[X1d (Security Zone) 75K HIEF—NIA NS L X, % M HHE (New) s il—
AHTH 2 A X

B, -4 inside_zone [ X3k, 8 mT LURRA [X Skl 4 13 FH 22 4 S ms o
WG VLANT CURIRCE, W RFBON Ak,

¢) FIANKJER KN 48 AR ZFR (Name).
flln, ¥4y 4% inside.

d) %+ =M (Enabled) &Lz,
e) 113 (Mode) {74 F (None).
f) ¥ VLANID % 1.

BRSO, A a8 et L 1R & VLAN 15 Gn AR AR IEPEAS[H] 1) VLANID, 3 75 B g B AN A 0
Wl 11, g HA7 T8 VLAN ID Bt 3 1) VLAN |

PRAFEEIE, Joik5E 2 VLAN ID;  VLAN ID B2 58 HH i) VLAN Frid, R %5 ie & 4% 1 1D,
g) i IPv4 F1/5 IPv6 iET5 <
o IPv4- )\ Ry b ik £ FA$7%S IP (Use Static IP), S8 LURHT 7Ry IP Mkt A7 9 456
ilhn, %N 192.168.1.56/24
32: IP
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Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

« IPv6 - N TIRE H 3L E %+ B 3B E (Autoconfiguration) % HE.

h) m#E.

5. s TN LRI 11 1) 4REE ().
RYG0% Bor—i% (General) %% .
33:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ )

Mode:
[ None v ]

ecurity Zone:

[ outside_zone| v ]

Interface ID:
Ethernet1/1
MTU:
[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O
a) NZ£[XHE (Security Zone) T 77 Pkt — N AMNB 22X B, B0 flili#hE (New) 00—
o &
B, s n—/~4 4 outside_zone [f[X fik..
TSN S ST A HABIE AR E, RO IR 2 rh W 2 A8 AT B K B vy 7 BRI B
b) MHHBE.
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6. 7, P& DMZ £ 11 LAFEE Web k5545 o
a) riili SwitchPort %[ (i, 25 F ZH 1 DMZ (g bl 1 (A e L AR (a=) o
b) it 4wig (2).
c) M\&£[Xid (Security Zone) 77K TEFE—NINA 1) DMZ 224X 48, 503 nidi#E (New) 73—
AN 22 A X3

B, #m—"~4% dmz_zone [1[X 1
d) HAKELER KA 48 A F15 &R (Name).
B, O 44 dmz,

e) 1t /2M (Enabled) & i%HE.

f) K& (Mode) 1+ 4 F (None).

g) siihi IPv4 F1/5E IPv6 &1 e & P a5 (14 IP ik
h) sSiERRE

7. RilifRTE.

DHCP

WifaT{t Secure Firewall 200 #:1-1 I 5 F DHCP k4525, LA P EBE - i 1] LA F S0 IP ik FIAH OC ) 2%
WA B P s Adi H DHCP M B7 KA 3R IP Hahil, 1% 4 H] DHCP JI45- %%
1. %3%i%% (Devices) > 8% %12 (Device Management), A5 it ¥ & {1458 (£).
2. %4#: DHCP > DHCP B %5385 (DHCP Server).
34: DHCP

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ] %
Secondary DNS Server Secondary WINS Server

[ <+ | v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. 7:RR% 35 (Server) X, sidiidan (Add) FHHACE DL R &,
35:
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Add Server ®

Interface*

(insae )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

#0 (Interface) - M\ gk h ik HH: 0 4K

Hhit it (Address Pool) - ¥ & IP Huhik (K 5a F . 1P k2420 53k e A TAR R T, BRRERFS
BOHSM P Hhk.

/& F DHCP PR %28 (Enable DHCP Server) - 75 1i%4% 11 I J3 H DHCP JIR 4585 .

4. SiHAE.
5. WM ilifRTF.

NAT

7 U 1) 11 PAT (NAT) Sk, DU Py 38 i ] LAAE TS 1 1P St ik i) 1 5 R0 45

U B Ay A P s P S ) 2 — 4% NAT RIEIU), DS P 350 s ik e A s 11 1P sk b fsies 11 326 NAT R0
TR R 3 0 k56 4 (PAT).

1. %Fi&% (Devices) > NAT, K5 ihE#ESERE (New Policy).
2. JyiRmgan 4, EREEAE R RS IR A%, ARG T IRTE.
36:
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New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS BN LRI 23 AT AP KR B Lo AR Tk SRS VR I
37: NAT

FTD_Policy (] (G (=)

Enter Description

NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - s
" N Original Original Original Ti Ti "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

3. sy (Add Rule).
4. P LA 3 1
38:
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Add NAT Rule

NAT Rule:
Auto NAT Rule

Type:
Dynamic V]
Interface Objects Translation

* NAT #] (NAT Rule) - #£# B 1 NAT #17 (Auto NAT Rule).
+ 23 (Type) - E #3075 (Dynamic).

| BB AT | 37

5. 7t Interface Objects 7|, ¥ Available Interface Objects [x 1 | [{] 4} X 175 111 #1] Destination
Interface Objects [X 1.

39:

Interface Objects Translation PAT Pool Advanced

Available Interface Objects

(& Source Interface Objects (0) Destination Interface Objects

(1)

[ Q. Search by name

inside

| Add to Source I
Add to Destination

2

outside

u}

6. 7ritis (Translation) J{fi R & LA R kI

40:

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool Advanced

Translated Packet

Translated Source:

[ all-ipv4 [ Destination Interface IP v ]
. @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

« JRIRIE- i AR
41:

Translated Port:

(F) T4 IPva B R 4414 (0.0.0.0/0).
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New Network Object ®
Name

[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

D Allow Overrides

( )

B

TEABEAE T R 8 XK any-ipva X%, 04 B 3l NAT BUULE G SCERE P s I NAT, I HLA TGk
PR R G E LI S

g J

¥ 1Y% (Translated Source) - £+ B #x#% 0 IP (Destination Interface IP).

7. SARTE DA AR
U BRI E£R17 2 Rules % .

8. siii NAT WUl LR TE LLORAF B 2.

LPART S I 10 42 SR LA Se VR 5 A Secure Firewall 200 _F A P58 DX A% i 1 SR IX 48k, - 5 W RT3 (19 22 4
T

U RS AETE B KB I )it 1 S AS [ BELLE BT A S8 U ) P2 RS, Ut 22 17 22 SRS A8 R U LA e v it o
B KKk o i il P2 M T BB M Al 10 22 S R

SRR G — AN U7 A RO, DA SS R DA PA 5 DX 35 281) 4/ M5 DX 388 ) P A L o o
1. JEAF SERE > RRERE > IS, SRS Sl A A VA U R S X 1) 458 (2).
2. SdiinEn (Add Rule) 3% E LI NS5

42:
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Add Rule

Name [ inside-to-outside] ] Action | @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

s inside (Routed Security Zone)

D o outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. Ay 44, B0 inside-to-outside .
2. )\[Xid (Zones) H ik Py B X 15
3. AiiiRniE X5 (Add Source Zone).

43:

. Add Rule

Name [mslde—tu—ou(s\ds ] Action | @ Allow M B Logging OFF B Time Range Ru
Insert @ Intrusion Policy B File Policy |None

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qsearch Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B inside (Routed S Collapse All Remove All
m houtside (Routed Security Zone) Z0NE | v 10Object
& inside

Any

T
4. )\ [Xi3 (Zones) HiEFANIE X 35k

5. SR hn B#R X 13 (Add Destination Zone).

HAbBEE LR B ke

<TG AR R TP S R, LU B SO SR B

TRRLPESS WL 22 R REA S0y SRS AE T In) 3 R 2 BT o AN 22 B e SR SESEmE, (HAE TRk 2%
iR JE, IXLOHERE n A PO B SR (St b)) BBH ki s DA S g — DAL B, AT i P 28
PERE.
44

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

o FULIESFAM - BT UE S e I E, DU AT (0 87) o T ELER A S
BEAT ROME— SE O BRAE RETE VR B . AR, AT LRI T e RNk, DAME S AT LM (ffa) L R
AR (Gad it PR ) SR U7 IR 72 SR ORIk
T 98 L E W] AV R R B AT 2 A, A R R AR AL B R, AR R RE . AR N
th, AT LS N BE TE RN AR E S0 . S REE R, T LR I SC (AR EY) B PR EREAT P
e PH AR BREET I DX o TR SRR U T Lk s Rk i ey s BB I P Mk L S R SGR ) A BE T

i,
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Blhn, G SR ANE R 2% BRI FTP e, (BB bR B BE G Dl SSH it ,  Im] A I —
AN T 8 A% SIS o

fE - BOATE O DAY R o il it L2 i i i Se R R B ) — Pl idee K2R OL T #AS EE0 i
TR, ARV O R A B i T B ORBR ORGP P4, X6 T AT O e e 5545 1
K EAEAEMBURITR, s SR T REE — M

© REERE - (FHEIPSVFAE) BRI 2. LR e R AR EHAL 1 2 U5 ) 420 S a7 1t —
AU AR BRZ T P 0 5 — SOUB O R S (K S B A o 22 4 R R A P £ R R DR Lo = 5 SR s
AEZ1ZA Talos $2AL 1 IP btk URL AMI(4% 2 TAI AR RE o 485 mT DURR s A 2045 I sl B FCAd 1P Hdik . URL B
1o

( N\

ER::

WSR AT IPS VFATAIE,  BIAE U7 [n)42 SR R i s © R, AN B8 2SR

|\ J

B4 - BN UL E AN IS o A SCVFUT I P S A BRI B |, o) USRI AT S AR Bt

A, Ak IR R Z S R RN AR SR o

MNAR SRS 2 — 2 B SIS, T TR AR 2 i R e . A B KA B
WAL RGP BLROHN, T DU SRR TR A 52 SOXLesms . b BT IR AR G £k 10 SR

a) Adi N2 (Intrusion Policy) T4,
45:

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) MBI RG-SR
MERZHA 5, BATEBGERTFER £ 5%EE
5. R[IE: ENHNAE S i Z S5 Y P BRSO SR o

a) s (File Policy) FHu413, SRJFEHIIAT Sms ol il i e $64T FF 301558 51 % (Open File
Policy List) 78 i1—A~ 5

46:

Ee File Policy [None A]

N
Open File Policy List” |
ns and Applicatio

XETRTHIG, ARG AR ALK P T IT SRR > R SRR > THEE RIS T,
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b) A RCIERIEMITEANE S, S Cisco Secure Firewall V% %5 L3S IIC B 15 7
c) RIELARMMFN (Add Rule) TUIH, M T H731) 3 Pk £ G 2 1) SR

6. riifZH.
WUIIRRAYTE N T -

7. HHRTE

SSH

THELAT 3 HI X Secure Firewall 200 455422 L% SSH i), LAE MHEHER IP bt ze R4 #E 4 7% o
REA 0] 3 FH B AN O B SSH 4%, DUE R A2 8 BRI Kk B .
BRONTEOU R, ] U FHAE ] a6 v 3R] 4 FEAC & 205 1Y) adimin B 7
1. %FRE > TEIRE 013 8528 Firewall Threat Defense % .
2. %#F SSH i7ia] (SSH Access).
3. AR UUARVT SSH & /M E: IR IP Mkl
a) AN (Add) DL hnEr, s a5 4mEE (Edit) DA A ) .
b) HCE R JE

P 3etib- T AR SRV HTTPS B2 N L8 1 M 280 5 sl o s ik i n
%, B R+ DS IET I 280 5

A A X $#i/3% 0 (Available Zones/Interfaces) - V3 i4MiB X Ik ak # 76 BT X 18i/3 0 (Selected
Zones/Interfaces)’|| & 17 BB NSMERFE LI 448K, 4SR5 siiRin (Add).

47: SSH

Edit Secure Shell Configuration ®

IP Address*
[ any-ipv4 v ] +

Available Zones/Interfaces Selected Zones/Interfaces

[ Q Search C]‘ [ Add ]

DMZ
inside

outside

| outside l Add
Cancel u

c) RifHE.
4. JiifRTE.
UEIN, ST DAL 2808 > BRE AR E A SR 38 U o B B . AEMRE S m, AU B
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1. ik L5 ERE (Deploy).
48:
Deploy % @ @ ‘ v

2, PEREGE, iHIET R e, A5 fdERE (Deploy).

49:
Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

i, M 2ERERE (Deploy All) DL S B BT A & & .
50:

Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

), ST HAREEE R, ST E R ERE (Advanced Deploy).
51:
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1 device selected
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Q_ search using device name, user name, type, group or status

Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by InspectInterru..  Type Group Last Deploy Time Preview

> (J fun rboersma, System FTD Feb 26, 2024 11:09 @ | Ready for Deployment
> (J ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment

= v Access Control Group

ik Access Control Policy: in-out R rboersma, System

Intrusion Policy: No Rules Active R System
2

Network Analysis Policy: Balanced Security and Connectivity £ System

~ Device Configurations

Interface Policy R rboersma

 Flex Configuration

Template Policy: Unassigned AR rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

3. BIERERE ). M AL ERE (Deploy) f4 4 A7 i B br vl LA G SR IR A .
52:

Dep

loyments

tal

1010-2

1120-3
1120-4

3110-1

Upgrades A Health @ Tasks & ‘ (D show Pop-up Notifications @

1running 6 success 0 warnings O failures [ Q Filter

)

Deployment - Policy and object collection 10% ==
complete.

Deployment to device successful.
Deployment to device successful.

Deployment to device successful.
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