fic B A ARG

A8 FH AT B0 I B A 2 4 g -
© WEBAAMREL 11 - O R D BORS S TP Hdik,  JRE DHCP JHAEAMR R
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o gl - SOV A AL A0
TEIE W LL A e 2 sng,  DLELEE S A A

s MRERID, B

* Bl E DHCP g%+ » 257 0T
s WNINERAE th, 2B 8 1L

o it '® NAT, %511 1

o PECE VS RO, 5 14 0
« MENE , 16 0L

BLEZEMO
] B LA M TYIIRBCE T, RS TIRCE DN
* LK 1/1 - outside, IP Hihik>k H DHCP. IPv6 HZljil &
« LK 1/2 - inside, 192.168.95.1/24
o BRARS i - i Ah sz 1 B K DHCP 3R
SRR ) 7 KR O TR A YA RS TP AT AR TR I, S IR I

LR s DHCP E8: TN EECE T — /N8 A (A tbtl) , JFER DM E T — N %
A EIb e N Web IRSS 2878 1—A> DMZ 1,

| rass%n W
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LB EFIRE (Devices) > & & ETE (Device Management),

FE2 pidi#EN (Interfaces).

1:3#0

Device Routing Interfaces Inline Sets DHCP
B ——
Interface Logical Name
@ Management0/0 management

GigabitEthernet0/0
GigabitEtherneto/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthemet0/4
GigabitEtherneto/s
GigabitEthernet0/6

GigabitEthernet0/7

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

TR ik E T B 1 4R ().

Bl R AR

MAC Address (Active/Standby)

Q_ Search by name

IP Address

IR R B KA ) 4RAE (2).

Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

mEfAER |
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b)

c)
d)
e)

maz0 ||

2 “ER EmF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

Name:

inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

Mz X1 (Security Zone) FuaIZR APk £E—DNIVA AN B AR, o i (New) s in— i 2 4
X3k

i, 40 inside_zone ({138, fnT DR DR 4L T 22 4 Sms o un, WO D7 In) i S, Al
Uit AT L PR DX st NSMERIX I,  AHANRE ANEERE A YRR X

AR TRC & T A B, IR T B T
BN 48 DS TAF B FR (Name).
B, K4k insides

Y B A (Enabled) & ikHE.
R (Mode) 454 4 T (None).
R 1Pv4 F1/E8 1PV6 £ T .

 IPv4 - I\ Rz ik g B E%7S |P (Use Static IP), R )5 AR E niH N 1P Hudik A7 o 6
Hltm, i\ 192.168.1.1/24

rass%n W
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3: IPv4i£IR &

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* |PV6 - A0 A BN L E ik B 3hBCE (Autoconfiguration) S IEHE.
& 4: IPV6 T+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
T4 S ERHTANEREZ I E R ().

B oEEsAsER
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5 “CEB EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) MRZXIH (Security Zone) T Hr813 ks — NI IS 2 A X, B Rl (New) 8 In— il 224
XAk

i, @ n—A~4 4 outside_zone ffIX 1k

UG E T AN, WA B Tk
b) HIAKSER KN 48 A FAF 1 Name,

flln, 80464 h outside.

¢) #%HBH (Enabled) HiEHE.
d) ¥R (Mode) {8 4 Ft (None).
e) A IPv4 FI/8L 1 Pv6 I .

* |Pv4 - ¥ #{EF DHCP (Use DHCP), RJGHCE LA k2%
« {£F DHCP 3XEXBkIA & (Obtain default route using DHCP) - )\ DHCP JI 55 %8 3K BUER A 2K 1 .

* DHCP & H#5%R (DHCP route metric) - 73 BC 2 T 3R & 6 e A BREE B, AT 1 F1 255 2 0] 3RS
H RN BREE B4 1.

| rass%n W
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6: IPv4i£IR+

Edit Physical Interface

General IPv4 IPvE

IP Type:

Path Mc

Use DHCP

¥ |

Obtain default route
using DHCP:

DHCP route metric:
1

* IPV6 - A TOIRAS A Bh L & ik B BhEL & (Autoconfiguration) & IEHE.

@& 7: IPv6 £+

Edit Physical Interface

Path Monitoring

General IPv4 IPv6
I
Basic Address Prefixes
O ——
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).

SIS Fildn, HlE DMZ 8 11 LI Web IS 25

a) sl EAE IR 1 4R ().
b) MZ£ X (Security Zone) AL T IEHE NI K DMZ 24D, 8 G 32 (New) B SH %

ES P

#ian, ¥hn—~4%4 dmz_zone [ 1X 15,
c) WINKEHAN 48 NFEFFHIBFR (Name).

filtn, ¥4 4 dmz.
d) &+ /B (Enabled) BiLHE,

e) KX (Mode) {2 F (None).

) A 1Pv4 /s 1 Pv6 810 IR & B 5 10 1P bk,

g) R E (OK).
$IE6 SRTE.

B oEEsAsER

Hardware Configu

mEfAER |



| mEtign

BcE DHCP AR 5585

U A B2 a4 ) DHCP M KBS 3KEL TP #ubik, 37 i3 A DHCP JIR45¢,

i oHce k5 [

PR IEFRE (Devices) > R FEHE (Device Management), G sidi b # (114R48 (2).

S22 %+ DHCP > DHCP
8: DHCP R 5588

Device Routing Interfaces

DHCP Server
DHCP Relay

DDNS

AR %28 (DHCP Server).

Inline Sets DHCP VTEP SNMP

Ping Timeout

[ 50 ] (10 - 10000 ms)
Lease Length

[ 3600 ] (300 -10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+

Secondary DNS Server Secondary WINS Server

[ o+

Server Advanced

Interface Address Pool

+ Add

Enable DHCP Server

PUR3 ERRS ST (Server) kb, RN (Add) JFHCE LU R IET .

rass%n W
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O

9: RInBR 55 8%

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

P4 SHE (OK)o
FES RlREF

s ANER A B% F
BRUAIES Fh 38 3545 1) PSR E U5 ) ) B thi 2 W R AN DHCP SRICAh sl )i 46 AT g
ZMR) T BN o WURTE TSSO R FeRAT

UK

$IB1 %58 & (Devices) > iR & B (Device Management), SRJ5 Sidik 4 I44E (£).
P2 PR BEH > BISEEH.

| LS
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wmzings ]

[ 10: 7S E%

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global ™ ]

Leaked from "
Network » Interface Virtual Router Gateway Tunneled Metric Tracked

Virtual Router Properties
V IPv4 Routes

ECMP

BFD
 |IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

Vv Multicast Routing

IR\ DHCP i 55 25 W 2IBR A £, B0kt BoRqEshR .
P33 SRR E (Add Route), SRJ5HCE DL FIET,

rass%n W
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B smeiiem

11 RINER SR HEE

Add Static Route Configuration ®

Type: @ s O ipve

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

(G | ﬁ
anv-ipv4
aateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: C] (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fihi 1Pv4 85 1Pv6 HLik 4 .

* 0 (Interface) - EREH TR, WH RANEEEI,

» 7] M 4% (Available Network) - 2 IPv4 BRI\ B % £ any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF 21 E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 LL i (10~ MR SR OGS i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR R#E (OK)o
B S I A A I R
FBS 1R TE

B oEEsAsER
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CEIN |

Bc & NAT

AR g N i — 4% NAT KU, USRS Py b 46 o A2 1 TP Mhk b o 1. 3
2 NAT HUUFR k2 F o 1 Huhlk- 2 46 (PAT).

UK

HIE1 EFRIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R RN B, UG AR TE (Save).
B 12: 32

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B R I 7 O B o AR T 2k SRS I

BB AR
|
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B e=nar

13: NAT 5k B

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Obijects Objects

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FE3 pidiR MmN (Add Rule).
PB4 0 E AR I
B 14 EARFN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT 7 (NAT Rule) - %8B 5 NAT #171 (Auto NAT Rule).
* KB (Type) - iE# #5175 (Dynamic).
$IES {F Interface Objects Hijii, ¥ Available Interface Objects X 45 1 [f) 41 X 1575 I #1] Destination I nterface Objects

'Zfﬂjzo
B 15: O R

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination

B oEEsAsER
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$IR 6 7riEde (Trandation) Ui bl & LL R kI :

[ 16: 4%

Interface Objects Translation PAT Pool

Original Packet

Original Source:*
[ all-ipv4

Original Port:
[ TCP v ]

CEIN |

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER NI 2% 42 (0.0.0.00).

17: FrEO MBI &

New Network Object
Name

[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

AR R G0 XK any-ipv4 X1 4, B0 B 3 NAT U Gog SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Trandlated Source) - %+ B#r1% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,

rass%n W
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PP 8 i NAT Ui LR TF (Save) LAGRAF BT

B & 177 18] 2 1 AL )

mEfAER |

RS AETE M B N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi

M Yo D ) 47 T SR T AL AL DR A ) 22 A B
R FERE B A7 Bl PRI, DA SRR AN PA 1 X 1 A1 8 X P e A 9 o

iz
TR IEFF KA > T EHEHIARRE > rEHEE, RJE R L B R i P SRS X N ) 4R (2)o

L2 RN E LS4
& 18 iR X135

Add Rule

Name [ inside-to-outside| ] Action ° Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik i 1X 33
3. MR X8 (Add Source Zone).

B oEEsAsER

+ Create Security Zone Object 3 Add Source Zone
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& 19: R X135

. Add Rule

Name [ inside-to-outside

nsert |into Mandatory v
on

CERAS T |

@ Intrusion Policy B File Policy |None
A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

+ Create Security Zone Object 5 | Add Destination Zone
4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#R X 13 (Add Degtination Zone).
FoAdy e R B JURE
PRI (L) B R B B SR A, U [ SCHIOR SR

L ugae. Ml

LA RERN S A7 SRS AE VS [ 2 N 2 AR o AT o SOXSESENE, (BAE T MK )E,

XL AT PR R R AE AR (SERLAC R R A DU S — 2D AR, AT e R e

[E] 20: 72177 B4 1 2 BT L A B3R

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

* P AR AL - ERIA Tl pEas A i pr i, DME AU A (o) o BmT LURHER DA SRS BEA T 1)
ME— S SOE PR RRE R . I, T DLGTEDRT RO TR DE AR SR, DU S W AT (23D L PRsEgde (48
R A BBH LE AR i) 55 T SR DR HK o

ity T e AT AE iU 20K S M 5 2 T, Gl AR R AR R AL B R, AT B R R fE

FEHT S 5

RERT LS I B 3 A0 AN P00 0 s R0 o SR BRTE RN, S5 TT OIS (AR ) LB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE i

W, G SN R E MR E T FTP Wide, (HASPH ISk A & 7 G bR SSH s, WUIAT LAV In—AN 7K

UURS 3

PR - BOATE UL N AN IR o a2 ik Mt L B IR A B 10— Fh k. K2 B UL NN ZO0 R AT

frd, RATEEA ARV OU N A BEXFEA . D T I KB OR Y W46, X T BT E SC B 55 4 Bk HAME AT

W BRI, AR SRS T BE

REERE - (FEIPS VL) BOAEH 28 6.

AR

TA R RO AERG T A 330 3 Uy [ 428 T SR B AT 1k — 2D b

T 8 55— BB 6 S i 3 10 RSB AR I . 22 4 R e A AR 2 R e R L ok 5 RER U 4 iEZH 21 Talos
St 1P Ml URL RUsRA, 2 [ FRIER o 50T DURE 75 29I s SR oAtk TP Hbhik . URL ik,

a4

U RBAT TPS VERTIIE, B DSl P2 SR v Sk iz skis R T, B AN T8 %30

* S - BOAEOU N AN By AESCVES 4 SRS AL PR R 2 /T, R AEOR T 25T B SRk
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FRA Ok ASINAEYS 2 IR 2 J5 I (R AR SRS o

MNAZFEME e — A o UM ES A e s, H TR REESE R e ME. PikREE L Uifire 24
PO sRems, BnT LU RRE S F Bl i SOX SSRGS B RGP A i SR
a) Fii AR (Intrusion Policy) R4,

21: R IR NR RS

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Z0NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

b) MIIEREERE A RG-S .
PERS Al ASINAE Y )32 IR 2 J I ¥ S SR s o

a) i SCHEESRRE (File Policy) NHZAIZE, AR5 RO A Sms B0 ol PR 3T FF 305K B8 51 3R (Open File Policy List)
NI

22: TSR

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

TR, SRR > T EHEEIARRR > BRSO T S AR PR E TR T T
b) AXREIEFIEHTEME R, 1EZ 0 (Cisco Secure Firewall 4% % FL AL B IR ) ©
c) R[IARARFLW UL, AT B A RERT G ) SR
FIR6 A (Apply)o
MBI 278N % Rules %,

FBT R E

Fe e B S A BB AERRE AT, I S A e B BAERL

B oEEsAsER


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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P11 St B ERE (Deploy).
& 23: 52

pepoy| @ & @ \ v

TI2 WPOEHE, HEPRE B, 5 RGTERE (Deploy).
[l 24: 3BT

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

wF, Al 2ERERE (Deploy All) LLESE 2T &%
25: &EVERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

A, Tl R, 3 AL S 2R EBE (Advanced Deploy).

werz ]
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26: 5REBE

vice selected

Q, search using device name, user name, type, group or status

ime: Estimate [N

Pending Changes Reports

Device

C] Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (]  ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
b 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... @ | Ready for Deployment

~ Access Control Group

Access Control Policy: in-out
Intrusion Policy: No Rules Active
Network Analysis Policy: Balanced Security and Connectivity

~ Device Configurations

Interface Policy

~ Flex Configuration

Template Policy: Unassigned

v NAT Group

Manual NAT Rules: interface_PAT

<

Security Updates

R rboersma, System
R system

R system

A rboersma

A rboersma

R rboersma

Rule Update: (sp-rel-20240311-2013)

FE3 FIRAE ). S R T ERE (Deploy) fHIA M A E bR ] DL E AR A .
27: BB

Q_ search
Deployments Upgrades A Health © Tasks
tal 1running 6 success 0 warnings

1010-2

1120-3

1120-4

3110-1

& ‘ (D show Pop-up Notifications @

O failures

Deployment - Policy and object collection

complete.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

Bl R AR

10% ==

[ Q Filter

)

11s

2m 39s

2m 43s

Tm 38s

mEfAER |
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