FEFRFH I AR B A

TERER KB, AR5 57 KA BB K B A B R
o AR RE LS, 1 L
s PUTHILRICE , 552 7T
o KgBHE K BRI R B AL, B9 T

\ = 7 i+ 3
ZEFERE AL B BB 4R
B 7 kR 0y R A /1 B, A R 4R T In) TR LAEAT BB . ldn, AT Ll
T I B KBS AS 8 B 4% 5 R R (E RN TR
* ¥4 SFP/SFP+ Rl 2225 51 LIK M 1/9 J LA b 1,

AR, WL
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Outside

Internet

Management 1/1
DHCP from mgmt network
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Other data networks

Management
center

PATHIIRECE

1§ Ff] Cisco Secure Firewall ¥ 25 & Bi#s 85 CLI KPATATHILGHLE

MISAELE : WEETERE
PRI P70, AEFEST KRGS, B B L AN R L R
* LIUKI 1/1 - outside, IP Hihik>k [ DHCP. IPv6 HZHCHE
« LK 1/2 -inside, 192.168.95.1/24
* BRIAE - al i A 1B DHCP 3R
o HAbBE O - R AR EY T IAT TR R

AR B HABVE S, W EBA DHCP RS 2% V5 a5 S mg k22 42 X 3
UL
S KM ENUEER N (LUK 1/2) &
S22 BRI ETAS.

a) ¥ ZFhttps://192.168.95.1,
b) A4 admin FIERIAE S Admin123 %5,
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Configure
Time Settings

Device Setup

Configure
Internet Connection

]

() () () 1)
FMEm OO

CONSOLE 1/2 1/4 1/6 1/8

5 Inside Network

110 112 spp

mn

mema. weges

Smart License
Registration

& Internet

= DNS Server
e

ISP/WAN/Gateway (© NTP Server

84 Smart Lice...

e
FARI 5 B BOR TE S ,

a) BoEAMTEORE A,
[ 2: 505 A E 1B HRER

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic

This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.
for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT

Don't have internet connection?
Skip device setup

EEmpsos
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1. SMERIZOMEAL - QR RISCE T B, TSRS 1P kb, EONREAE W ) L E PPPoE; 1] LA
TESE R 3 )5 BLE PPPOE.

2. EIRIEO - W EE R IP HAEA S W E N S, BT DL E DL N IR, SR A A A TP b
e, WESHPEIE 4, 55 0.
DNS R 5528 - ARG E FHER) DNS IkRS5%%. BRIAE A OpenDNS A 3L DNS IR 4548 .
B A B E LR

b) A EAFEIEE (NTP) (Time Setting [NTP]) I 15 ii F—4 (Next).
& 3:FfiEi& & (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC V.

NTP Time Server

Default NTP Servers
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

¢) LFEBEN 90 BiFfEEAT AT

Register with Cisco Smart Software Manager

Sof A full functionality of this

What is smart license? (3

{) Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEL ) R RERAT A BN s DA VERTIIAE B KBS B CDO _EHRAT .
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d) silisER.
E 4 FERME

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) MUKk IIi% & (Standalone Device) F1 BER (Got 1t).

WA () AHERAS IP bk ECE B O . ISR E > O BN RO,

SIS WRERCE LA, 1A PR & (Device), U5 mdiED (Interfaces) fif 2 1 Bz .

$IE 6 ik FHE & (Device) . > RFKIRE (System Settings) . > &£ &8 (Central Management) Jf: /il 74k 4% (Proceed),
) 7 K38 L CDO T
fic'® B3I A0/SCCHEMIEE (Management Center/SCC/Details).

B IRAS AT g2 s “CDO” TiiAyE: “SCC” .

| EEmpsos
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[ 5: E32HhL/SCCIEAIER

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

ostname or IP ad

1. We recommend always setting

ment center/SCC

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

management (Management1/1) it

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

CANCEL CONNECT

a) XT RRIMEBEEAHL/SCC EN A IP L, W& LI H 1P Motk ML Vs i) B KBS By, 15 8
i (Yes) , Wi Py KB B A O A7 T NAT 2 J5 8 A48 1P sk si 0144, 6 A& (No).

b) WIREFER, WA S /SCC £H12/IP Hblit.

c) 1HE BIBAL/SCC EMERA.
UL R SR PRI — R M B 5, VR B K I A B KRR E R B . MR 2 B 36
NP HHPROIE TR (A-Z. a-z. 0-9) FETFSF (). M ID 0K 2 AN K% i 21 Bk
B L
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mems. cu 1

d) 8% NAT ID.

I ID & B M —— R a8, IR TR By KA ey R . IR AN TS I 4 1 £ 1 TP Hohil,
A 45 € NAT ID. NAT ID D204 T 2 ) 36 N FERF2ial. A EHafE vy fE8r (A-Z. a-z.
0-9) AUEFFHF (-)o b ID AHEH T HEAT AT HoAh B K853 M 21 B KRS FE .G . NAT ID 5 1P Motk 25 54 H
TSR R K B IER S % RA7EXT TP Hihit/NAT ID #HT SR IAIE 5, A2k Ay 44 .

ST IEEERRE.
a) IREBMMBAEENZ .
b) #5E DNSBR%Z284H.

BARXOSWE: W®HE DAY, Seld—Hd. Bk DNS 414 4 CiscoUmbrellaDNSServer Group,
FF AL FE OpenDNS 4525

c) X EIEAL/SCCiFEIED, sl BIEEO.
FIR8 Hili%E# (Connect).

TEMHAZS (Registration Status) AEHERS 7 B K3 BP0 CDO MR 24 HIR S .
B 6: B Thi%EE

Registration Status ?

Successful Connec

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [4 to configure your device.

PR (RS L8 REFEE P L/SCCIEMRE PR )5, He2 P KEEH A LCDO , ARG k. 455
Kb KEE M R B AL, 259 T,

#4ABCE: CLI
T CLI 2 BB B L TP A . B SR AT

| EEmpsos
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P GGG IR CLL. 152 5 Vs inl PB4 CLIL.
PYR2 ST B B CLL I E A

pEcp 4
FRARERRECE, 1 )”'J%&E& CLI G EA (fhn, Wi FEPrdrmig) o {Hi&, v LIS CLI ] configure
network iy 45 5 TG iX te 1% 1527 Cisco Secure Firewall Threat Defense #iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

& AR R bR y.
Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

f5E: HA no UREA] B KA Bl G

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

W s Em IO
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

FE3 YU B kB E L.
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - /& B k555 B0y [f) FQDN 5§ 1P Hihl. 4R
By K B Fhuts ik BTk, 15/ DONTRESOLVE, fEXFMENL T, B kb %5 BA nf 5 1) ) TP ik
BENA .

* reg_key - $5E BIEFE I RIETEM D], TN 2R BT O B B G AR e . PSP A0N 2 B 36 4
FFe AMTAOMTRETY (A-Z. a-z, 0-9) RETHF ().

* nat_id- 5E T BIEFEAME - RPE AT R, BOE T EAE P KR B LD EAREE . NATID 4001 2 £ 36
MNFREZ I ARFIP IR TR (A-Zy a-z. 0-9) FEEFAF (). Uk ID AREH THAT ] JoAth v 45 71:
T3 Bls K B AL

i

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

KB K s E AR E R D

KB K BG T BIE M2 B I B ALy
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UK

FE TGPk E B L.
a) A LUK URL.
https://fmc_ip_address
b) HAER AR
¢) miiER.
T]R2 LR E > REEHE.
PRI MR T hsesid, we.
$£ 4 LS EMESA (Registration Key), A5 Aidi T—# (Next).
B 7% &M E

Add Device (Wizard) ®

0 Device registration method

Registration Key
Register device using registration key

Cancel

PSS EZHIMEE T, W AR P ES (Domain) , 25 8 di T—% (Next).
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8: 15

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key

e Domain

Domain *

[GlobaI/Pubs ® v ]

Previous m

Cancel

TI6 piidi EEEE.
B9 ERhL e

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Erevious m

Cancel

LT X TVEREESE, 1 EM (Basic) #44H.
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10: M35 R H B E

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® + +

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Erevious m

Cancel

a) LEFEAIUA T e SR LAAEVE N B8 2%, sl @I SBr kg . BrAF Cai B aniE B O 2 B E
S, AR CIERARRE, RS BIEFRARE. )R DUE St R B DL VR Rl s S
YT IR R

b) I E N H B 4 KB BEVFRT VR FTIE

TERINBE RS, AT LU B SR (System) > ¥ ATIE (Licenses) > & 814 ATIE (Smart Licenses) Wi, fu3% Secure
Client ZEFEYT ) VPN ¥ Al E A B HIESS

¢) MiiF—% (Next)s

T8 HERFFMIER.
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Add Device (Wizard)

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

‘ Access control policy wfx_automationPolicy123

o Device details

wrsomEmagEas ]

Host Display name *

[ 10.89.5.41 ] [ 3110-1

Registration key * Device group

[ cees ] [Se\ect... 24 ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

CATE) Kt nzlig &4

XFME— NAT ID, 5 AWIGECE R — 1D.
PR MEIREE (Transfer Packets) SIEHE, DAEXS TR ARG, &K HdE f LR By ko sl oo 3t
TR,
KT NZEA, B2 A R S B G R I 3 B KBS Bt BEATAS A QSR AR F ik
T, D Sy Bl KRR FE ROy RO R, MAAS KA.

AR &
W7 K A B PR T RE R P 2 PR BRI B A H BT ST . AR, BRI BB . R

MR, 8B B — AR R RN RN, 1R A DL R I
* Ping - VjIH & # CLI, ARJa A LU di4 ping Bl kS BE A0 TP Mk -

ping system ip_address

XFEH, BNZR NS TP bkl EHLA . B IEAGE 5 &0 TP okl (B, 47T NAT J&5) , 1F
WL T B Ao
X1 BIRBFR (Display name), Hii NEAE B KRS E H O W BRI SRR 2 5 VL SOZ AR
X1 EMEA (Registration Key), i A SETEWI A BCE o AH [ 03 W 268
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WK ping AR, A5 show networ k i 246 25 I 28 0 . WA AT T 04 ik 45 TP ki, {4 configurenetwor k
{ipv4 | ipv6} manual 4 .

* M. NAT ID Fi Bl K88 BE AP kb - 8 ORAE P9 N 152 28 A AR [R) 0993 26 23R NAT ID - Can i
D o ATBALE %45 A% H] configure manager add #ir 4 & 1 I 2 5 A NAT ID.

K Z M EHRRE S, 2 https://cisco.com/go/fmc-reg-error.
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