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25 CLI $e7n, BB KESE4T 1 ZIE 5 ASA.

182 3 Firepower & 3% (FXOS) #27r. BILTH B XMW E st il W&, R HE—HE %, ESRUIM
B CLL, %53 7.

N
g
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firepower login:

ASA
185 5] ASA 7R,

ciscoasa>

183 W EAT IR RS RN, 152517 Cisco Secure Firewall ASA fl Secure Firewall Threat Defense 33T %35 .

177 (5] X B B 40 CLI

T n] e AT BV i) CLI BEAT C B B B o
B2
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USB-C console
RJ-45 console
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ERER FXOS. 1 admin H P 4 a6 CBRE ) Adminl23) &% CLL. 55— IR NG, RS iREE

U

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **¥kkk*x

Confirm new password: ***%xkxkkix

Your password was updated successfully.

[...]

firepower#

Dl#E] CLI.

TR

RG] BB AT YRR, WS CLL, A4 )33 CLI iE .
connect ftd

HUOERES] CLII, RESTRESEVIMGBE .

il

firepower# connect ftd
>

LHRH FTD CLL, %A exit ol logout fir 4. Iham 223 ¥ B E 8 T 17 2 FXOS #2751

il

> exit
firepower#
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USB-C console T
RJ-45 console

$IB2 76 FXOS CLI 1, W RIEEIEITHIRRA .
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

BRI IR LS A, AT X IR,
a) BROATGOLT, A BEEE ORI DHCP. A SR s SO0 A5 PRSI BB A 1P ik, T LL R .
scope fabric-interconnect a
set out-of-band static ip ip netmask M 2565 gw %5

commit-buffer
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* L-CSF1250-TMC-5Y
* Cisco Secure Client — {52 Cisco Secure Client 1] TEJ5F .

3. M&iRhik#EP=mFIARS (Products & Services).

78R
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(&, Software Subsc... 1
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(WHZET) KHAIBE NS EIR

IEFRHRGAR R 2. AR IR RO R e SFEOUTE RS EHUA . AV RtRE—
FAEG BIE1T, PR sk A F IR AN RE 1R O IR K AR 4

£ CLI X AR K 35 FE IR

T n] L] FXOS CLI %241 5K P Z 48 51 9% 1 5 K il HL )L

Cisco Secure Firewall 1230/1240/1250 BB HINIT: A EEm s FagEs o ]



http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

B s=memsocapmgnm

UK

TR ERBITER G
B 8 2Hl aikn

o
o
o8

000
€262

(<]

USB-C console
RJ-45 console

P2 £ FXOS CLI ', %#:%] local-mgmt F55
firepower # connect local-mgmt

FE3 KRS
firepower(local-mgmt) # shutdown

Tl

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

TR A RN KRN RS m . KAERUE, ERA SN R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

RS GEILAE W] LU P FEYE T OCHAE b ZEHR T FEYRA Sk DA 7 ST T HLAR 1 H IR
5 A S A = 0 12 N
EAEE L XRABGAIEBIER
A5 FH 15 K e 5 B O TE AR R T R B
giE
7 AP DS

a) EFIRE > IREFEHE.
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b) FELEEFIASINIBEA S, i dwEE ().

¢) & #& (Device) I .

d) 7E&YE (System) o Al KAEE (D).

e) HIFLRI, AR EH K&,

WA 5B KBRS T G, TEER KBS AN R RGN, KRASERR, BOBE DL R.

N
g
N

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WA EGIGER:, THER KA 3 LU OR R G0 LK
IR 3 IEINAE T LA MUY OC IR AE b B2 i ALY S A3 7 =BT FFATLAR 1 R
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MISAELE : WEETERE
PRI P70, AEFEST KRGS, B B L AN R L R
* LIUKI 1/1 - outside, IP Hihik>k [ DHCP. IPv6 HZHCHE
« LK 1/2 -inside, 192.168.95.1/24
* BRIAE - al i A 1B DHCP 3R
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a) ¥ ZFhttps://192.168.95.1,
b) A4 admin FIERIAE S Admin123 %5,
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Device Setup Configure 2 Configure 7)) Smart License
Internet Connection Time Settings Registration
1/2 : & Internet
= DNS Server
=<l
1/3 1/5 1/7 /9 1/
5 Inside Network [E] @ @ Q Q ISP/WAN/Gateway @© NTP Server
CONSOLE 12 1/4 16 1/8 1/10 1/12  spp
mn
JEEX
le**

FLAAR ) o 1 C B B TS A
a) BoEAMTEORE A,

[ 10: 15 RBA K R EE S B

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup
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1. SMERIZOMEAL - QR RISCE T B, TSRS 1P kb, EONREAE W ) L E PPPoE; 1] LA
TESE R 3 )5 BLE PPPOE.

2. EIRHEED - VR L IP U AR VR ) T 0, (HRTT DLBCE LR R G R AR A 1P M
I, WHSHALBLE 4, 15 T

DNS R 5528 - ARG E FHER) DNS IkRS5%%. BRIAE A OpenDNS A 3L DNS IR 4548 .
B A B E LR

b) A EAFEIEE (NTP) (Time Setting [NTP]) I 15 ii F—4 (Next).
& 11: B4 [8)i& & (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC V.

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

¢) LFEBEN 90 BiFfEEAT AT

Register with Cisco Smart Software Manager

What is smart license? (3

“‘ Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEL ) R RERAT A BN s DA VERTIIAE B KBS B CDO _EHRAT .
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) MUKk IIi% & (Standalone Device) F1 BER (Got 1t).

WA () AHERAS IP bk ECE B O . ISR E > O BN RO,

SIS WRERCE LA, 1A PR & (Device), U5 mdiED (Interfaces) fif 2 1 Bz .

$IE 6 ik FHE & (Device) . > RFKIRE (System Settings) . > &£ &8 (Central Management) Jf: /il 74k 4% (Proceed),
) 7 K38 L CDO T
fic'® B3I A0/SCCHEMIEE (Management Center/SCC/Details).

B MR fEL B78 “CDO” AN “SCC” .
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes Q No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup

Management Center/SCC Access Interface

management (Management1/1)

Type: Static IP Address: 10.89.5.4 / 255.255.255.192

CANCEL CONNECT

s Em A |

a) X T REMEEIEH/SCC EMBE 1P Hoht, Q& n LU 1P bk sk ML Vi) By KBS Ly, 1 A
IP Hihtsk =%, WS (No).

iR (Yes), Wi By kB F 0 A7 T NAT 2 G ek
b) WIREFER, WA S /SCC £H12/IP Hblit.
c) R BIEAL/SCC EMER.

7SS

VRS PR SR PR — IR MR s D], TR B i B 2 B KB B b R
MEFF . AP OIE AR (A-Zy a-z. 0-9) HIETHR (-). M ID W JH T4 2 AN KERE 2] B K

BRI L.
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d) ¥ NAT ID.
B ID IR AME—— M PR R, B0 FF BAE B KR Bt e e . WIS S0 W & & 0 TP Huhik,
AT 5E NAT ID. NAT ID AT 2 3 36 MFEG 200l . TG 7R E (A-Z. a-z.
0-9) FIETEFF (). M ID ANFEH TRAT A HAR BT KBS M 2] By kb5 FE 0. NATID 5 1P Mol 45 &6,
FH T B E & B2 75k IEFI % 5. HA7ER IP Hilik/NAT ID #H4T S 05 5, AR a8y 54 .

BT EEERE.
a) IREBMMBAEENZ .
b) #5E DNSBR%Z284H.

BARXOSWE: W®HE DAY, Seld—Hd. Bk DNS 414 4 CiscoUmbrellaDNSServer Group,
FF AL FE OpenDNS 4525

Sk

c) X EIEAL/SCCiFEIED, sl BIEEO.

PR 8 ridii%EH: (Connect).
JFMHRTS (Registration Status) X i HERF s B K5 B0 CDO R 4 AR .
B 14: T iESE

Registration Status

Successful Conne

Management C
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide (2 to configure your device.

PR (RS L8 REFEE P L/SCCIEMRE PR )5, He2 P KEEH A LCDO , ARG k. 455
R B K AL R E B AL, 2819 1T,

#4ABCE: CLI
T CLI 2 BB B L TP A . B SR AT
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P GGG Vi CLL. 525 U5 i gbBi i CLL, 5 3 Ui,
PYR2 ST B B CLL I E A

pEcp 4
FRARERRECE, 1 )”'J%/fi& CLI G EA (fhn, Wi FEPrdrmig) o {Hi&, v LIS CLI ] configure
network iy 45 5 TG iX te 1% 1527 Cisco Secure Firewall Threat Defense #iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5 RS AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

f5E: HA no UREA] B KA Bl G

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

[ Cisco Secure Firewall 1230/1240/1250 B AR HINI]: 7 & HR 4% B EIE A
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must

use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

P B KB B
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id
« {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - /& B k555 B0y [f) FQDN 5§ 1P Hihl. 4R
B KBS P oLy JoVE E e T, 51 DONTRESOLVE, ZEIXFEHLR, B KAk 05505 A7 vl 5 1n) 1) 1P Sk
LA .
* reg_key - i€ BRI FEI — XM D], TN SR DT KO D BRI VEMFREPILAU, 2 3 36 A
T ARFATUR TR (A-Zy a-z. 0-9) MIETL (-)o
* nat_id - 57 T RIEFEIME ——RVEA AT, UL TR AR B K B0y BEREE . NAT ID 20401 2 21 36
P2 HUARHEIEARIRT: (A-Z. a-z. 0-9) FUEFFRF (). I ID ANEEH TRATAT Hofth 15 514
W2 B7 KA H

0

i

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

KB K s E AR E R D

KB K BG T BIE M2 B I B ALy
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TR GRP kB E R L.
a) fALLF URL.
https://fmc_ip_address
b) AT AL A
¢ MiligR.
T2 EPRE > REEE.
IR NIRRT, ik,
$£ 4 LS EMESA (Registration Key), A5 Aidi T—# (Next).
B 15 &5 Mk

Add Device (Wizard) ®

0 Device registration method

Registration Key
Register device using registration key

Cancel

PSS EZHIMEE T, W AR P ES (Domain) , 25 8 di T—% (Next).
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& 16: 13

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key

e Domain

Domain *

[GlobaI/Pubs ® v ]

Previous m

Cancel
FE6 il TR
B 17-E82500/E
Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Erevious m

Cancel

LT X TVEREESE, 1 EM (Basic) #44H.
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18: iR E B E

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

e Initial device configuration

Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® + +

Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Erevious m

Cancel

a) JEPWIUG T B FEHI SRBE ARV I 8 B %, RN RS . BRAEC A AIE A OB B e
NS, ANERE CIIRFTRES, RIGIER BIEFRERE. < /E BT U b & U A vrm el 5SS
EUT RSO, 5 38 L.

b) HEREENY H B A4 B BB AT 4 T IIE

TERINBE RS, AT LU B SR (System) > ¥ ATIE (Licenses) > & 814 ATIE (Smart Licenses) Wi, fu3% Secure
Client ZLA2 15 ) VPN YR a] UE sk v FHAE .

¢) MiiF—% (Next)s

T8 HERFFMIER.
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Add Device (Wizard)

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

‘ Access control policy wfx_automationPolicy123

o Device details

wrsomEmagEas ]

Host Display name *

[ 10.89.5.41 ] [ 3110-1

Registration key * Device group

[ cees ] [Se\ect... 24 ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

CATE) Kt nzlig &4

XFME— NAT ID, 5 AWIGECE R — 1D.
PR MEIREE (Transfer Packets) SIEHE, DAEXS TR ARG, &K HdE f LR By ko sl oo 3t
TR,
KT NZEA, B2 A R S B G R I 3 B KBS Bt BEATAS A QSR AR F ik
T, D Sy Bl KRR FE ROy RO R, MAAS KA.

AR &
W7 K A B PR T RE R P 2 PR BRI B A H BT ST . AR, BRI BB . R

MR, 8B B — AR R RN RN, 1R A DL R I
* Ping - VjIH & # CLI, ARJa A LU di4 ping Bl kS BE A0 TP Mk -

ping system ip_address

XFEH, BNZR NS TP bkl EHLA . B IEAGE 5 &0 TP okl (B, 47T NAT J&5) , 1F
WL T B Ao
X1 BIRBFR (Display name), Hii NEAE B KRS E H O W BRI SRR 2 5 VL SOZ AR
X1 EMEA (Registration Key), i A SETEWI A BCE o AH [ 03 W 268

Cisco Secure Firewall 1230/1240/1250 BB GINIT: AinEm s FagmEss |
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WK ping AR, A5 show networ k i 246 25 I 28 0 . WA AT T 04 ik 45 TP ki, {4 configurenetwor k
{ipv4 | ipv6} manual 4 .

* M. NAT ID Fi Bl K88 BE AP kb - 8 ORAE P9 N 152 28 A AR [R) 0993 26 23R NAT ID - Can i
D o ATBALE %45 A% H] configure manager add #ir 4 & 1 I 2 5 A NAT ID.

R 2 EHERR (S B, W2 https://cisco.com/go/fime-reg-error.
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=,
B & A AR SRAG

A LT % 8 A 22 4 TR
o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .
* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .
o BRONES B - 3 I AP0 HE 1A IR A % H
* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.
o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &
s MlEREIL, 25
* fit & DHCP 454 , &5 31 70
o ININERAES . B 32 T
o WMlE NAT, %535 1L

o BOE VT RO, 5 38 hL
o MREECE , 40 5L

BLEZEMO
] B LA M TYIIRBCE T, RS TIRCE DN
* LK 1/1 - outside, IP Hihik>k H DHCP. IPv6 HZljil &
« LK 1/2 - inside, 192.168.95.1/24
o BRARS i - i Ah sz 1 B K DHCP 3R
SRR ) 7 KR O TR A YA RS TP AT AR TR I, S IR I

LR s DHCP E8: TN EECE T — /N8 A (A tbtl) , JFER DM E T — N %
A EIb e N Web IRSS 2878 1—A> DMZ 1,
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$IB1 k& & (Devices) > R &SI (Device Management), SR i K E% 1) 4wig (2).
FE2 pidi#EN (Interfaces).

& 20: 0

Device Routing Interfaces Inline Sets DHCP VTEP

——
Q_ Search by name [ Sync Device | | Add Interfaces v

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled
GigabitEtherneto/1 Physical Disabled ra
GigabitEthernet0/2 Physical Disabled ra
GigabitEthernet0/3 Physical Disabled Va
GigabitEthernet0/a Physical Disabled v
GigabitEtherneto/s Physical Disabled yd
GigabitEtherneto/ Physical Disabled Va
GigabitEthernet0/7 Physical Disabled ra

TR ik E T B 1 4R ().

[ Cisco Secure Firewall 1230/1240/1250 B AR HINI]: 7 & HR 4% B EIE A
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b)

c)
d)
e)

maz0 ||

21 “EH EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

Name:

inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

Mz X1 (Security Zone) FuaIZR APk £E—DNIVA AN B AR, o i (New) s in— i 2 4
X3k

i, 40 inside_zone ({138, fnT DR DR 4L T 22 4 Sms o un, WO D7 In) i S, Al
Uit AT L PR DX st NSMERIX I,  AHANRE ANEERE A YRR X

AR TRC & T A B, IR T B T
BN 48 DS TAF B FR (Name).
B, K4k insides

Y B A (Enabled) & ikHE.
R (Mode) 454 4 T (None).
R 1Pv4 F1/E8 1PV6 £ T .

 IPv4 - I\ Rz ik g B E%7S |P (Use Static IP), R )5 AR E niH N 1P Hudik A7 o 6
Hltm, i\ 192.168.1.1/24

Cisco Secure Firewall 1230/1240/1250 BB HINIT: A EEm s FagEs o ]
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPV6 - A TCIRA A SN Bk B 3hBE B (Autoconfiguration) 5 EHE .
[ 23: IPv6 1T+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
T4 S ERHTANEREZ I E R ().
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) MRZXIH (Security Zone) T Hr813 ks — NI IS 2 A X, B Rl (New) 8 In— il 224
XAk

i, @ n—A~4 4 outside_zone ffIX 1k

UG E T AN, WA B Tk
b) HIAKSER KN 48 A FAF 1 Name,

flln, 80464 h outside.

¢) #%HBH (Enabled) HiEHE.
d) ¥R (Mode) {8 4 Ft (None).
e) A IPv4 FI/8L 1 Pv6 I .

* |Pv4 - ¥ #{EF DHCP (Use DHCP), RJGHCE LA k2%
« {£F DHCP 3XEXBkIA & (Obtain default route using DHCP) - )\ DHCP JI 55 %8 3K BUER A 2K 1 .

* DHCP & H#5%R (DHCP route metric) - 73 BC 2 T 3R & 6 e A BREE B, AT 1 F1 255 2 0] 3RS
H RN BREE B4 1.

Cisco Secure Firewall 1230/1240/1250 BB HINIT: A EEm s FagEs o ]



B =s:0

25: IPv4 i1+

Edit Physical Interface

General IPv4 IPvE

IP Type:

Path Mc

Use DHCP

¥ |

Obtain default route
using DHCP:

DHCP route metric:
1

* IPV6 - A TOIRAS A Bh L & ik B BhEL & (Autoconfiguration) & IEHE.

[ 26: IPv6 £ T5 £

Edit Physical Interface

Path Monitoring

General IPv4 IPv6
I
Basic Address Prefixes
O ——
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).

SIS Fildn, HlE DMZ 8 11 LI Web IS 25

a) sl EAE IR 1 4R ().
b) MZ£ X (Security Zone) AL T IEHE NI K DMZ 24D, 8 G 32 (New) B SH %

ES P

Bhn, wn-—A~4h dmz_zone ¥ X 45,
c) WINKEHAN 48 NFEFFHIBFR (Name).

filtn, ¥4 4 dmz.
d) &+ /B (Enabled) BiLHE,

e) KX (Mode) {2 F (None).

) A 1Pv4 Fl/Eg 1 Pv6 210K JF g B BT = 1 1P Huhik.

g) R E (OK).
$IE6 SRTE.

[ Cisco Secure Firewall 1230/1240/1250 B AR HINI]: 7 & HR 4% B EIE A
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BcE DHCP AR 5585

U A B2 a4 ) DHCP M KBS 3KEL TP #ubik, 37 i3 A DHCP JIR45¢,

$IE1 %58 & (Devices) > & Z IR (Device Management), R miili &% (4R (2).
$IE 2 %+ DHCP > DHCP BR %528 (DHCP Server).
27: DHCP FR 5 28

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[

)

Primary DNS Server

Primary WINS Server

[

J + | J +
Secondary DNS Server Secondary WINS Server
J + | J +

[

Server Advanced

Interface

+ Add

Address Pool Enable DHCP Server

PUR3 ERRS ST (Server) kb, RN (Add) JFHCE LU R IET .

Cisco Secure Firewall 1230/1240/1250 BB HINIT: A EEm s FagEs o ]
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28: iR InBR 5528

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ny ik £e8 AR

* kit (Address Pool) - B8 1P Hdik iV o 1P M 255 0k i 3 AL TAHIRI ) 19 E, - HANRE G #EH A
51 1P btk

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 ] DHCP JIR45 %% .

P4 SHE (OK)o
FES RlREF

WANERIA RS B
BRI\ EH 3 F8 ) AT AR 107 0] i B3 % th o . G A5 A\ DHCP FRER AN hE,  WI3e 46T g
ZUE] T BRI . WURTE TSNS B, T R R R AT

UK

$IB1 %58 & (Devices) > iR & B (Device Management), SRJ5 Sidik 4 I44E (£).
P2 PR BEH > BISEEH.
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29: B4 75 BE

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global v

Leaked from "
Network » Interface Virtual Router Gateway Tunneled Metric Tracked

Virtual Router Properties
V IPv4 Routes

ECMP

BFD
 |IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

IR DHCP i 55 2 W 2IBR A £, B0kt BoRqEshR .
P33 SRR E (Add Route), SRJ5HCE DL FIET,
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B smeiiem

[ 30: FhnEeSHaikE

Add Static Route Configuration ®

Type: @ IPv4 O IPv6

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

= | ﬁ
anv-ipv4
qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fihi 1Pv4 85 1Pv6 HLik 4 .

* 0 (Interface) - EREH TR, WH RANEEEI,

» 7] M 4% (Available Network) - 2 IPv4 BRI\ B % £ any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF 21 E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 LL i (10~ MR SR OGS i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR R#E (OK)o
B S I A A I R
FBS 1R TE

. Cisco Secure Firewall 1230/1240/1250 £ A5 EEIN1 )
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Bc & NAT

AR g N i — 4% NAT KU, USRS Py b 46 o A2 1 TP Mhk b o 1. 3
2 NAT HUUFR k2 F o 1 Huhlk- 2 46 (PAT).

UK

HIE1 EFRIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R RN B, UG AR TE (Save).
& 31: FE KRR

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B R I 7 O B o AR T 2k SRS I

Cisco Secure Firewall 1230/1240/1250 B FAHINIT: AteEEm% Frygmss [
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B e=nar

[ 32: NAT 5 B%

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description
NAT Exemptions Policy Assignments (1)

Rules

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type g‘;?;gge Igé]g;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FE3 pidiR MmN (Add Rule).
PB4 0 E AR I
] 33: EAKN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #0 (NAT Rule) - i B 51 NAT # (Auto NAT Rule).
« A (Type) - IEHFFZS (Dynamic).

$HIB5 {E Interface Objects TU[fl, ¥ Available I nterface Objects [X 15 /1 {1414 X 3475 i #1] Destination | nter face Objects
'ngjzo

E 34O
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination

. Cisco Secure Firewall 1230/1240/1250 BRI : A ETBM L% ERYEIRF L
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$IR 6 7riEde (Trandation) Ui bl & LL R kI :

[ 35: 43

Interface Objects Translation PAT Pool

Original Packet

Original Source:*
[ all-ipv4

Original Port:
[ TCP v ]

CEIN |

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER NI 2% 42 (0.0.0.00).

36: FrEIM BT R

New Network Object

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

AR R G0 XK any-ipv4 X1 4, B0 B 3 NAT U Gog SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Trandlated Source) - %+ B#r1% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,

Cisco Secure Firewall 1230/1240/1250 B FAHINIT: AteEEm% Frygmss [
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PP 8 i NAT Ui LR TF (Save) LAGRAF BT

B & 177 18] 2 1 AL )

mEfAER |

RS AETE M B N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi

M Yo D ) 47 T SR T AL AL DR A ) 22 A B
R FERE B A7 Bl PRI, DA SRR AN PA 1 X 1 A1 8 X P e A 9 o

iz
TR IEFF KA > T EHEHIARRE > rEHEE, RJE R L B R i P SRS X N ) 4R (2)o

L2 RN E LS4
& 37: R X135

Add Rule

Name [ inside-to-outside| ] Action a Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik i 1X 33
3. MR X8 (Add Source Zone).

[ Cisco Secure Firewall 1230/1240/1250 B AR HINI]: 7 & HR 4% B EIE A

+ Create Security Zone Object 3 Add Source Zone



| mEtign
CERAS T |

38: BFR X8

. Add Rule

e [T et B Lossing OFF I T Range o
nsert |into Mandatory v @ Intrusion Policy Ee File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynanmic Attributes VLAN Tags

rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove All

200 | v 10bject

Any
+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
FABBEE IR B 5
BRI () Sl B AR SRS, DU E R SO SRS

UL PR L AR REAN S 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAESRNE, HAE T TR
XL AT PR R R AE AR (SERLAC R R A DU S — 2D AR, AT e R e
] 39: FE 377 (4% Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

TS RS R - BRATIL D 28 SR AT e, DAE AR R AT #R AT (30T o SmT LG BRIA SO AT (1
ME— S SOE PR RRE R . I, T DLGTEDRT RO TR DE AR SR, DU S W AT (23D L PRsEgde (48
R A BBH LE AR i) 55 T SR DR HK o

it v T e AT AE ViU 20K B M T T, Gl I AR R AR R AL B, TP TR RE . AR TR
RERT LS I B 3 A0 AN P00 0 s R0 o SR BRTE RN, S5 TT OIS (AR ) LB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE i

W, G SN R E MR E T FTP Wide, (HASPH ISk A & 7 G bR SSH s, WUIAT LAV In—AN 7K
THUA V8 5% SRS

R BN AP 5 I G B VR FERL P 0. K ML A A A AT
W, TR AR VEIONSL T A REBCRH . Oy T BOKBRAEHL R I, X T30 JCBUMRAS 0K 1 A5
PLBRAGU IR 0 T A

REWHE- (HIPSVFATIE) BN SRR A, S A R AEHHE B B 5 BT A 50
2 LD — S A 0 0 LI A . 52 4 R T £ 2640 R DU L1 5 FSFA 49 B4 Talos
BLEIK) TP 30, URL AUSUA 2 FRIER:. 67T URGR A5 S s i 364 1P b, URL sl

iR

HIFLAT TPS VFRTE, IRV RIS 1 s CUR LR

« S - BOAEOU F AN B o A2 SCVFUS ) F5 I S A BRI 2 Ji, W] USRI AT SR B

Cisco Secure Firewall 1230/1240/1250 BB HINIT: A EEm s FagEs o ]
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FRA Ok ASINAEYS 2 IR 2 J5 I (R AR SRS o

MR HEm o — 1 E o SO ARG E, M TR A e ik e e . B KB B PO BHETF 2 R4
SEOERISRNE, AT DAL R R B SO e S . b SR AT R AR SE B 1L A0 S0

a) Fii AR (Intrusion Policy) R4,
40: RFEIRERNR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) MIIEREERE A RG-S .
PERS Al ASINAE Y )32 IR 2 J I ¥ S SR s o

a) i SCHEESRRE (File Policy) NHZAIZE, AR5 RO A Sms B0 ol PR 3T FF 305K B8 51 3R (Open File Policy List)
NI

41: ST SRR

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

TR, SRR > T EHEEIARRR > BRSO T S AR PR E TR T T
b) AXREIEFIEHTEME R, 1EZ 0 (Cisco Secure Firewall 4% % FL AL B IR ) ©
c) R[IARARFLW UL, AT B A RERT G ) SR
FIR6 A (Apply)o
MBI 278N % Rules %,

FBT R E

Fe e B S A BB AERRE AT, I S A e B BAERL

[ Cisco Secure Firewall 1230/1240/1250 B AR HINI]: 7 & HR 4% B EIE A
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| EERAZ®
werz ]

P11 St B ERE (Deploy).
& 42: 52

pepoy| @ & @ \ v

PR 2 BYUHHE, HIE PR B, G sliERE (Deploy).

[ 43; BRE FTik
Q Advanced Deploy ‘ A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

wF, Al 2ERERE (Deploy All) LLESE 2T &%
4: £EERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

A, Tl R, 3 AL S 2R EBE (Advanced Deploy).
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95 SREBE

1 device selected

Q, search using device name, user name, type, group or status

Pending Changes Reports

] Deploy time: Estimate Deploy

C] Device Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> ([ fd-clustert rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
v ~ Access Control Group
Access Control Policy: in-out A rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity 2 system
v Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

Security Updates

Rule Update: (sp-rel-20240311-2013)

P 3 MBI . SRR ERE (Deploy) 42414 M bR i LA ZOIRAS .

%] 46:

BEIRS

Deployments

@

o

(<]

1010-2

1120-3

1120-4

3110-1

tal

Q_ search
Upgrades A Health
1running 6 success

complete.

© Tasks

0 warnings

Deployment - Policy and object collection

Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

& ‘ (D show Pop-up Notifications @

O failures

10% ==

[ Q_ Filter

)

Cisco Secure Firewall 1230/1240/1250 B AR RGN : A E TR M L% ERYEE R L
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