fic B A ARG

A5 DA 50 R e AR 22 4 T
© PRIAMIREL 11 - A N 7 RO IS TP Mudik,  JKf DHCP JIAESMB £ 1
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o VihlgEil - VR PR AL 2SR
TIE T DA A 8 A ems, DL S s R
* i DHCP JIlg54% , 28 1 00
* it NAT, 553 7

* BCEV R R, 5 6 0T
c MBEBCE , 8 I

fi. & DHCP AR % %

I A% v Ad ] DHCP M5 K B53RE TP Hutik, 355 I DHCP 545 -
JUE

$IE1 %58 & (Devices) > g Z IR (Device Management), 4R )5 Aiii & M4R5E ().
$ B2 k£ DHCP > DHCP BR%5 88 (DHCP Server).
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[& 1: DHCP Bk %5 28

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server
[ o+ o %

Secondary DNS Server Secondary WINS Server
[ )l % | v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

PR3 LRSS RS (Server) XIkrh, iiiifvin (Add) FFRCE LN IE.
[l 2: 0 RS 8%

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel a

* #0 (Interface) - M\ MHFEL P IERHE O L FR.

* Hbdbit (Address Pool) - ¢ 1P bl (R . 1P ik 25 5 30k 2 8 A TARIR G 19 F, HOASBER G801 1
179 1P Huhl.

* A DHCP BR %528 (Enable DHCP Server) - 7£ T4 11 _F 3 1] DHCP JiR45#%.

LE4 LHEHRE (OK).
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FBS 1R

Bic & NAT

CEIN |

VD RAs Sy N 8 e 7 S 13— 4% NAT R, USRS Py 3 sk 450 A0 11 TP kb b= PRy 11 03X
I8 NAT HUUFR 12 1 3 1 Mk #24 (PAT).

i

L1 EFIRE (Devices) > NAT, AR5 mii BT 5 EE (New Policy).
WIR2 AWK A, EREEAT R R g, AR5 AR TF (Save).

[ 3: FrE SRR

New Policy

Name:

[ FTD_policy

Description:

[

Targeted Devices

Available Devices and Templates

[ Q. Search by name or value

192.168.0.124
192.168.0.155

Select devices to which you want to apply this policy.

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

SR R AN FMC o A5 AR 5 20 S A I o
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4: NAT 52 R&

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description
NAT Exemptions Policy Assignments (1)

Rules

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type g‘;?;gge Igé]g;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FE3 pidiR MmN (Add Rule).
PB4 0 E AR I
B 5: EAFN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #0 (NAT Rule) - i B 51 NAT # (Auto NAT Rule).
« A (Type) - IEHFFZS (Dynamic).

$HIB5 {E Interface Objects TU[fl, ¥ Available I nterface Objects [X 15 /1 {1414 X 3475 i #1] Destination | nter face Objects
'ngjzo

E 6:#EAMR
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination

B oEEsAsER
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CEIN |
$IR6 7E3EHR (Trandation) T 1 Pic & LA R 3L :
& 7:%%1%
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used
Translated Port:
- BRI (1) J T IPva SRR INE X% (0.0.0.0/0).
[E] 8: #E9 I 45 3 5
New Network Object ®
Name
[ all-ipv4 ]
Description
Network
O Host O Range O FQDN
C] Allow Overrides
Cancel m
TR
AR HI R G852 U any-ipv4 X%, O A3 NAT UL S E S RE s in NAT, I HAS TG 9m 40 &
G858 IS

* 35350 B9JR (Trandated Source) - £ $ B4x#Z0 IP (Destination InterfaceP).

PR T iR TF (Save) LR IIELN o
U RI 2ARAF 2 Rules .

BB AR
|
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PP 8 i NAT Ui LR TF (Save) LAGRAF BT

o s 3 8 -
Fic & 177 1a]4% i AL )
WERSE AR B I QU T SEAS B2 SR A AU S U I P SRt DU 2 1 SRS R I A e VR
SLibUR> & SN Lkl U DIROR TR AR U E 2 VIR
VBRI RRRE Qs — AN U5 R N, LSRR A P DX I 2 S 58 DX A AL A

RS

HE R, ARG A LGS WA U i P S ) N ) 4RAE ()
FIB2 SERIAN (Add Rule) Jf & & LA R4,
9: 5 X1

Add Rule

Name [ inside-to-outside] ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside (Routed Security Zone)

D & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 AddSource Zone

1 AN Ar 44, 40 inside-to-outside,
2. \NIX18 (Zones) Hhk 8 A 5 [X 35,
3. MR INIRXE (Add Source Zone).

B oEEsAsER
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& 10: BR X135

. Add Rule

Name [ inside-to-outside

nsert |into Mandatory v
on

CERAS T |

@ Intrusion Policy B File Policy |None
A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

+ Create Security Zone Object 5 | Add Destination Zone
4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#R X 13 (Add Degtination Zone).
FoAdy e R B JURE
PRI (L) B R B B SR A, U [ SCHIOR SR

L ugae. Ml

LA RERN S A7 SRS AE VS [ 2 N 2 AR o AT o SOXSESENE, (BAE T MK )E,

XL AT PR R R AE AR (SERLAC R R A DU S — 2D AR, AT e R e

[ 11: 7E 177 B H 2 BT R A BUK

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

* P AR AL - ERIA Tl pEas A i pr i, DME AU A (o) o BmT LURHER DA SRS BEA T 1)
ME— S SOE PR RRE R . I, T DLGTEDRT RO TR DE AR SR, DU S W AT (23D L PRsEgde (48
R A BBH LE AR i) 55 T SR DR HK o

ity T e AT AE iU 20K S M 5 2 T, Gl AR R AR R AL B R, AT B R R fE

FEHT S 5

RERT LS I B 3 A0 AN P00 0 s R0 o SR BRTE RN, S5 TT OIS (AR ) LB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE i

W, G SN R E MR E T FTP Wide, (HASPH ISk A & 7 G bR SSH s, WUIAT LAV In—AN 7K

UURS 3

PR - BOATE UL N AN IR o a2 ik Mt L B IR A B 10— Fh k. K2 B UL NN ZO0 R AT

frd, RATEEA ARV OU N A BEXFEA . D T I KB OR Y W46, X T BT E SC B 55 4 Bk HAME AT

W BRI, AR SRS T BE

REERE - (FEIPS VL) BOAEH 28 6.

AR

TA R RO AERG T A 330 3 Uy [ 428 T SR B AT 1k — 2D b

T 8 55— BB 6 S i 3 10 RSB AR I . 22 4 R e A AR 2 R e R L ok 5 RER U 4 iEZH 21 Talos
St 1P Ml URL RUsRA, 2 [ FRIER o 50T DURE 75 29I s SR oAtk TP Hbhik . URL ik,

a4

U RBAT TPS VERTIIE, B DSl P2 SR v Sk iz skis R T, B AN T8 %30

* S - BOAEOU N AN By AESCVES 4 SRS AL PR R 2 /T, R AEOR T 25T B SRk
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FRA Ok ASINAEYS 2 IR 2 J5 I (R AR SRS o

MR e — 2 E o SO ARG L, TR A e Wik R 2 e E . FMC WilivF2 Rt
M, AT DA% SRR S B SO e S . D SR AT A T AR e B A A s

a) Fii AR (Intrusion Policy) R4,
12: R IR BRI NR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Z0NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

b) MIIEREERE A RG-S .
PERS Al ASINAE Y )32 IR 2 J I ¥ S SR s o

a) i SCHEESRRE (File Policy) NHZAIZE, AR5 RO A Sms B0 ol PR 3T FF 305K B8 51 3R (Open File Policy List)
NI

13: ST SR E

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

X TN, BT IF— A PR

b) HIREIEEMFITEANE R, 1ESH GEHT Firepower % % ) Cisco Firepower Threat Defense it B 15 Fd)
¢) R[FRMFM (Add Rule) T, M F 513 i £35S .

L6 fHMA (Apply)o
R RI %5 0 % Rules .

FBT R E

Fe e B S A BB AERRE AT, I S A e B BAERL

B oEEsAsER


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| mEtign

P11 St B ERE (Deploy).
& 14: 52

pepoy| @ & @ \ v

TI2 WPOEHE, HEPRE B, 5 RGTERE (Deploy).
[ 15: 0.8 it

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

wF, Al 2ERERE (Deploy All) LLESE 2T &%
16: £ERERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

A, Tl R, 3 AL S 2R EBE (Advanced Deploy).

werz ]
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17: SREE

vice selected

Q, search using device name, user name, type, group or status

ime: Estimate [N

Pending Changes Reports

Device

C] Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (]  ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
b 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... @ | Ready for Deployment

~ Access Control Group

Access Control Policy: in-out
Intrusion Policy: No Rules Active
Network Analysis Policy: Balanced Security and Connectivity

~ Device Configurations

Interface Policy

~ Flex Configuration

Template Policy: Unassigned

v NAT Group

Manual NAT Rules: interface_PAT

<

Security Updates

R rboersma, System
R system

R system

A rboersma

A rboersma

R rboersma

Rule Update: (sp-rel-20240311-2013)

SIB3 MRTEE NI . sSSP ERE (Deploy) F4ALA M Bl b ] DA & 3 8k 4 .
18: B RS

Q_ search
Deployments Upgrades A Health © Tasks
tal 1running 6 success 0 warnings

1010-2

1120-3

1120-4

3110-1

& ‘ (D show Pop-up Notifications @

O failures

Deployment - Policy and object collection

complete.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

Bl R AR

10% ==

[ Q Filter

)

11s

2m 39s

2m 43s

Tm 38s
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