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B siacu

FTD
184576 3| Firepower 3% (FXOS) $E7R . 180 75 6 S A &0 20 R ] W A% 4%

firepower login:

ASA
BB E T ASA 8.

ciscoasa>

HIB 3 W R EIEAT IR 2SR N H, 1527 Cisco Secure Firewall ASA fl Secure Firewall Threat Defense 5 B 455 -

15 19] CLI
Ea] R TR 255 ) CLI 3E47T 10 B B F kR

UK

HEREREH G .

A Y A Y
X B4 A 1E
1 BRI 20 A e IR EEL I SE A A5 I, R T IE Y 1% B B S (R e A e . i SR A
VB BE A TS S, E R IR
L R ETHEE A SR INF R, A ERNE & TR W I H 8 R 2B (Search All) B .
1Al &=

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. {HRLLUNSE PID.

N

ER R T PID, &0 LATSE PID s INEIT b,
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https://apps.cisco.com/Commerce/home

| #&TE
wmirTi i

3. MR iEPEF=mFNARSS (Products & Services).

28R
e All Results
T Orders 6
[ Invoices 2
(&, Software Subsc... 1

© Products & Ser... 1
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o BRI KERERLE 5 S 0T
s PUTHIARCE , o 5 0T

EIZRA NIRRT B4
MITHIRECE

i/l Firepower £ FEAS BU CLI KRPATATHIZABCE -

MIEHELE: IXREIERS
AR, AR KRG, R R O AMEA TSR L R
« LUK 1/1 - outside, TP Huhik>k |1 DHCP. IPv6 3L E
-inside, 192.168.95.1/24
* BRINEE T - Al AR 1 B DHCP 3RHX
o HfbE T - (R FDM P OAT A 3 G

ASORE AR E, QR DHCP IRS5#5 U 45 i SFng k22 A X 45
UK

BB I ENOEESI N
FIR 2 FKFDM.
a) % Zhttps://192.168.95.1.
b) )" % admin FIERIN 2565 Adminl23 &k,
©) RASPOREIILIFERZ AT FEE U I .
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a) BoEAMTREAORE A,
B 3: 45 R A S S B ELEE

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. ShERFEO ML - an R RISE I s T R, E A RS TP Mk, O RE A BCE n) ‘L& PPPOE; W] LA
FE5E I 3 5 BE & PPPOE.
2. EIEEO
DNS R %85 - R4 #Hbhik 1) DNS JIR%5-4% . BRI A OpenDNS A4t DNS JIjR%54%
Bh A E LA

b) KLEBTEIEE (NTP) (Time Setting [NTP]) Jf il T —# (Next).
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& 4: &R E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) kBTN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANE R RS BEARE M FTD;  Frfs VFr ¥7E CDO AT
d) silisER.
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[ 5: R HURAE

&

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) Kk IR & (Standalone Device) Al BB (Got It).

WU N E AR O, 1% (Device), X5 D (Interfaces) 445 (K BER: .
%R & (Device) . > RAIRE (System Settings) . > & &I (Central M anagement) I 1t i 4% 4L (Proceed),
i) CDO ¥ Mt

il & &1 fL/SCCHELIE B (Management Center/SCC/Details).

B RA T RE2 s “CDO” A “SCC”

a) W T REMEEEHO/SCC EMADK IPHbE, WF AT LML P Hubls /L4 Ui FMC, i £z (Yes).

fic B E .

a) TR BENBAEENZ .

b) f&i DNSBR$ 324,
WAL, B4l ERIL DNS 4144 CiscoUmbrellaDNSServer Group, A 4% OpenDNS
MR 554 -

11l (Connect).

SEMARAS (Registration Status) X[ IHHERS 27~ CDO M S HTPIRES .
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Registration Status

Successful Connection with the
Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting stz
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

T8 EREFE Lk REEEHO/SCC EMEE PR G, %3 CDO, RiGmnps k. iES0H.

i H] CLI B A U FH A 2 1P ik Y OGRS A g ¢ 1

FIB A R G D7) FTD CLL. & V710 CLI, 452 il

SR 2 SEAE RS E ) CLI i & A,
TR
FRAEEBRACE, HNCIEES CLIGEMA (B, @il TR rmg) o Hie, o]
network iy 5 BT A IX LR E . #5214 Cisco Secure Firewall Threat Defense fir 4%

PAFHJ57E CLI i H configure
%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

f5RE: RO SRR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

ERFBI NS

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

5/ #iA no LI FMC.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>
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B & A AR SRAG

A8 DA 5B G T A 22 4 TS
© PRIAMIREL 11 - A N 7 RO IS TP Mudik,  JKf DHCP JIAESMB £ 1
* DHCP Jlug5#s - 7E N % 1 B4 % 7 i {d H] DHCP k95 2%
o BRARK H - i ML LR I ER DA 1
* NAT - 7EAh 2 1 B4 11 PAT.
o il - AV PSR B
TOLTTLL B e A sems, DAL B A A
* fiCH DHCP lRg54% » 25 11 01
« iU NAT, 513 71T

o BCE D7 EHE) 516 T
o MREMCE . 18

fi. & DHCP AR % %

I A% v Ad ] DHCP M5 K B53RE TP Hutik, 355 I DHCP 545 -
JUE

$IE1 %58 & (Devices) > g Z IR (Device Management), 4R )5 Aiii & M4R5E ().
$ B2 k£ DHCP > DHCP BR%5 88 (DHCP Server).
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[& 7: DHCP Bk %5 2%

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ v+

Secondary DNS Server Secondary WINS Server
[ )l % | v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

PR3 LRSS RS (Server) XIkrh, iiiifvin (Add) FFRCE LN IE.
2l 8 R0 AR 8%

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel a

* 30 (Interface) - A Fhz 53R Pk 4% AR

* Hbdbit (Address Pool) - ¢ 1P bl (R . 1P ik 25 5 30k 2 8 A TARIR G 19 F, HOASBER G801 1
179 1P Huhl.

* A DHCP BR %528 (Enable DHCP Server) - 7£ T4 11 _F 3 1] DHCP JiR45#%.

LE4 LHEHRE (OK).
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FBS 1R

Bic & NAT

VD RAs Sy N 8 e 7 S 13— 4% NAT R, USRS Py 3 sk 450 A0 11 TP kb b= PRy 11 03X
I8 NAT HUUFR 12 1 3 1 Mk #24 (PAT).

L1 EFIRE (Devices) > NAT, AR5 mii BT 5 EE (New Policy).
WIR2 AWK A, EREEAT R R g, AR5 AR TF (Save).
& 9: FiE R A%

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SR R AN FMC o A5 AR 5 20 S A I o
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[ 10: NAT 3B

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description
NAT Exemptions Policy Assignments (1)

Rules

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type g‘;?;gge Igé]g;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FE3 pidiR MmN (Add Rule).
PB4 0 E AR I
B 11: EARFN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT #7 (NAT Rule) - iE# B 51 NAT #L1 (Auto NAT Rule).
* KB (Type) - iE# #5175 (Dynamic).
$IES {F Interface Objects Hijii, ¥ Available Interface Objects X 45 1 [f) 41 X 1575 I #1] Destination I nterface Objects

'Zfﬂjzo
B 12#EOx%

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination
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CEIN |
$IR6 7E3EHR (Trandation) T 1 Pic & LA R 3L :
& 13: 553
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used
Translated Port:
- BRI (1) J T IPva SRR INE X% (0.0.0.0/0).
& 14: e M 4B 3 5
New Network Object ®
Name
[ all-ipv4 ]
Description
Network
O Host O Range O FQDN
C] Allow Overrides
Cancel m
TR
AR HI R G852 U any-ipv4 X%, O A3 NAT UL S E S RE s in NAT, I HAS TG 9m 40 &
G858 IS

* 35350 B9JR (Trandated Source) - £ $ B4x#Z0 IP (Destination InterfaceP).

PR T iR TF (Save) LR IIELN o
U RI 2ARAF 2 Rules .
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PP 8 i NAT Ui LR TF (Save) LAGRAF BT

B & 177 18] 2 1 AL )

RS AETE M B N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi
M Yo D ) 47 T SR T AL AL DR A ) 22 A B

R FERE B A7 Bl PRI, DA SRR AN PA 1 X 1 A1 8 X P e A 9 o
iz

HE R, ARG A LGS WA U i P S ) N ) 4RAE ()
FIB2 SERIAN (Add Rule) Jf & & LA R4,
15: B X 45

Add Rule

Name [ inside-to-outside] ] Action O Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 Selected 1 Selected Sources: 0

& inside (Routed Security Zone)

D & outside (Routed Security Zone)

Any

+ Create Security Zone Object
1 oAy 44, 10 inside-to-outside.

2. \NIX18 (Zones) Hhk 8 A 5 [X 35,

3. iR nIR X 13 (Add Source Zone).
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16: B R X 1,

. Add Rule

e [T et B Lossing OFF I T Range o
nsert |into Mandatory v @ Intrusion Policy Ee File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynanmic Attributes VLAN Tags

rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove All

200 | v 10bject

+ Create Security Zone Object 5 | Add Destination Zone
4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
FoAdy e R B JURE

PRI (L) B R B B SR A, U [ SCHIOR SR

UL PR L AR REAN S 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAESRNE, HAE T TR
XL AT PR R R AE AR (SERLAC R R A DU S — 2D AR, AT e R e
& 17: 377 (4% ) Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

TS RS R - BRATIL D 28 SR AT e, DAE AR R AT #R AT (30T o SmT LG BRIA SO AT (1
ME— S SOE PR RRE R . I, T DLGTEDRT RO TR DE AR SR, DU S W AT (23D L PRsEgde (48
R A BBH LE AR i) 55 T SR DR HK o

it v T e AT AE ViU 20K B M T T, Gl I AR R AR R AL B, TP TR RE . AR TR
RERT LS I B 3 A0 AN P00 0 s R0 o SR BRTE RN, S5 TT OIS (AR ) LB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE i

W, G SN R E MR E T FTP Wide, (HASPH ISk A & 7 G bR SSH s, WUIAT LAV In—AN 7K
THUA V8 5% SRS

R BN AP 5 I G B VR FERL P 0. K ML A A A AT
W, TR AR VEIONSL T A REBCRH . Oy T BOKBRAEHL R I, X T30 JCBUMRAS 0K 1 A5
PLBRAGU IR 0 T A

REWHE- (HIPSVFATIE) BN SRR A, S A R AEHHE B B 5 BT A 50
2 LD — S A 0 0 LI A . 52 4 R T £ 2640 R DU L1 5 FSFA 49 B4 Talos
BLEIK) TP 30, URL AUSUA 2 FRIER:. 67T URGR A5 S s i 364 1P b, URL sl

iR

HIFLAT TPS VFRTE, IRV RIS 1 s CUR LR

« S - BOAEOU F AN B o A2 SCVFUS ) F5 I S A BRI 2 Ji, W] USRI AT SR B
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FRA Ok ASINAEYS 2 IR 2 J5 I (R AR SRS o

MR e — 2 E o SO ARG L, TR A e Wik R 2 e E . FMC WilivF2 Rt
M, AT DA% SRR S B SO e S . D SR AT A T AR e B A A s

a) Fii AR (Intrusion Policy) R4,
18: R IR IERINR R AL

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Z0NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

b) MIIEREERE A RG-S .
PERS Al ASINAE Y )32 IR 2 J I ¥ S SR s o

a) i SCHEESRRE (File Policy) NHZAIZE, AR5 RO A Sms B0 ol PR 3T FF 305K B8 51 3R (Open File Policy List)
NI

19: ST SR G

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

X TN, BT IF— A PR

b) HIREIEEMFITEANE R, 1ESH GEHT Firepower % % ) Cisco Firepower Threat Defense it B 15 Fd)
¢) R[FRMFM (Add Rule) T, M F 513 i £35S .

L6 fHMA (Apply)o
R RI %5 0 % Rules .

FBT R E

Fe e B S A BB AERRE AT, I S A e B BAERL
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P11 St B ERE (Deploy).
& 20: 5h 2

pepoy| @ & @ \ v

PR 2 BYUHHE, HIE PR B, G sliERE (Deploy).

[ 21: BB & Frik

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2
(] 1120-3

I Ready for Deployment

I Ready for Deployment

wF, Al 2ERERE (Deploy All) LLESE 2T &%

22: &EEE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 120-4
(] ftd-clustert

(1) fta1

® 5 devices are available for deployment :0)

A, Tl R, 3 AL S 2R EBE (Advanced Deploy).

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment
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23: 5REHBE

vice selected

Q, search using device name, user name, type, group or status

oploy time: Estimate [N

Pending Changes Reports

Device

C] Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> ([ fd-clustert rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
v ~ Access Control Group
Access Control Policy: in-out A rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity 2 system
v Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT 8 rboersma

<

Security Updates

Rule Update: (sp-rel-20240311-2013)

FE3 FIRAE ). S R T ERE (Deploy) fHIA M A E bR ] DL E AR A .
24: BB RTS

Q_ search

Deployments Upgrades A Health © Tasks

& ‘ (D show Pop-up Notifications @

tal 1running 6 success 0 warnings O failures

[ Q_ Filter

)

¢ 1010-2 Deployment - Policy and object collection 10% ==
complete.

@ 1120-3 Deployment to device successful.

© 1120-4 Deployment to device successful.

© 31101 Deployment to device successful.
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