Aic

=1

iz

[

fic B A ARG

A8 FH AT B0 I B A 2 4 g -
© WEBAAMREL 11 - O R D BORS S TP Hdik,  JRE DHCP JHAEAMR R
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o gl - SOV A AL A0
TEIE W LL A e 2 sng,  DLELEE S A A

s MRERID, B

* Bl E DHCP g%+ » 256 1T

s MUE NAT, 557 1L

o BCE VS RO, 5 10 5

o FEANEFEEI )R SSH, 55 13 1T
« EACE , B 147

A8 AT B B A B RS AN CLI BT HIMA R BN, RGN E L R

* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E

* VLANI - inside, 192.168.95.1/24

o BRINEE T - Gl A% 1 LK) DHCP 3RHX
B ERAE TR RO T BUAE B RS TP AT AR E TR G E, W R B IR E .
WS ] CLI AT IR VR, T 5 15 4 AT P 5
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B ==:c
LEPRRG LR, S0 A M B4 Ja AT HoAth e S . BEUEAT CLI MIUR B E, 20k A AT 4t
ML I VLANT #2100 AR S0 FE AR P 77 ZOR A b Loty 36 40 B kR 10 B8 O e sy
A X IR DL R T O TP Hihk
PUR 7RI & T — A& i A bk 3 eh A Py 358542 1 (VLANT),  RLE—AM# ] DHCP 8% i = Ak
T (LUK 1/1) o ‘B AW Web RS #8E5 —A~ DMZ #:11,

SUE ]

$IE1 %58 & (Devices) > & B (Device Management), SR )5 ik 4 I44E (£).
$E2 idED (Interfaces).

B 1:4%0
Device Routing Interfaces Inline Sets DHCP VTEP SNMP
[ Q Search by name ] [ Sync Device ] [ Add Interfaces v ]

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLANUsage SwitchPo Virtual Router

Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.255192(..  Disabled B  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 7
Ethernet1/3 Physical Disabled Access 1 [ o] 7
Ethernet1/4 Physical Disabled Access 1 [ o] o

PR3 WA CLIBATAIAGBEE, 158 A b Lo
a) i HML I I) 4REE (2)o
B 2: [R A 2 #flis O

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

B oEEsAsER
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b) BB EEHELLE A,

(AI3E) B VLANID; BRIAEA 1. $RK, A n-—4 VLAN $2 L RIUTEC L ID.
d) A E (OK).

T4 SN (BghiE) MER VLAN #0.
a) AdiRiniED (Add Interfaces) > VLAN #0 (VLAN Interface); Wsbfs O OAEAE, 15 AdiiZa D 4Rig

c)

b)

@)

3700 VLAN #0

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

[ |

Mode:

(ene )

ecurity Zone:

l inside_zone S

MTU:

[ 1500 ]

(64 - 9198)

Priority:

(0 - 65535)

VLAN ID *:

Disable Forwarding
on Interface Vlan:

[ers 2]

Associated Interface

maz0 ||

Port Mo...

o) HINKERKA 48 M AFR (Name).

MZ £ X1 (Security Zone) FHuFIZR k£ DNIVA AN B2, B T (New) i — Bt 2 4
XAk

B, AI—A% ok inside_zone [/ X 3. 445 m] LUK A X ek sl 21 8 FH 22 4 SRS
R VLAN] O TficE, WHAFB ik,
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flhn, £z 44 inside.

d) k2R (Enabled) FikHE.
e) F&E3X (Mode) fr ¥} Tt (None).
f) K VLANID #E N 1.

mEfAER |

RIS T, P AL B VLAN 1 RS A3 R R I VLANID, 36 75 4 AAE A A Lo

[, {FHA7 T3 VLAN ID Bt N[ VLAN .,

BAAEED )G, TTHEH M VLANID; VLAN ID BE2 46 A% VLAN #rid, 2805 E F D 1D,

g) M IPv4 FI/E 1Pv6 I+ .

* IPv4 - N HIFIER T FE R ERTS IP (Use Static IP), SAJ5 LLRMT ok 1P Hidil - R HE i o

Wltn, i 192.168.1.56/24
4 B RES IP Hoik

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:
[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

 IPV6 - A TRA AZINC B ik B 3B & (Autoconfiguration) 5 EHE .

h) A E (OK).
LIS R TANRIICURM 1/1 11 4iE ().

RGUK W —M#k (General) A H

B oEEsAsER



| mEtign

maz0 ||

& 5 EM

a)

b)

Name:
outside

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Description:

[ |

Mode:

= 5

ecurity Zone:

[ outside_zone| td ]

Interface ID:

Ethernet1/1

MTU:
[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

Mz X1 (Security Zone) g3 ihik £ —MIVA AISMB 2R, o A diEE (New) A in— B 2 4
Xk

Bilhn, Ihn—/~4 4 outside_zone X1 .
TEAN Y AT A HADEE A Y, DA SR Ao v I A B Pl 5 B
Ml E (OK).

SIE6 {40, HlE DMZ 3 1 LIFER Web RS 25 .

a)
b)

c)

d)

Hiidr SwitchPort 71t i e, 25T DMZ A e L A AS b L B (o) o

RAIHZ D 4R35 (2).

MZR & X (Security Zone) AR P —ANBUA ) DMZ 24X I8, o2 fiii #i (New) 78 In—AHril %
ES TP

Bilan, hn—"4%4 dmz_zone [f1X 15,
N BN 48 MERF &R (Name).
%iltn, ¥4 4 dmz.
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e) T B (Enabled) Ei%HE.
f) ¥R (Mode) {48 4 It (None).

g) mithi 1Pv4 Fl/oy 1Pv6 210 JEAL & A 5 1 1P kit

h) sii#E (OK).
TR HEHRTF (Save).

Bc & DHCP Ak 55 =%

A E % P i Ad ] DHCP M5 k553K E TP Huhik, 35 )5 FHf DHCP %545 -

UK

$B1 %8 % (Devices) > i & EE (Device Management), X5 ik & (0 4R4E (2).

$18 2 %&£ DHCP>DHCP
6: DHCP AR 55 28

Device Routing Interfaces

DHCP Server
DHCP Relay

DDNS

AR %528 (DHCP Server).

Inline Sets DHCP VTEP SNMP

Ping Timeout

[50 ] (10 - 10000 ms)

Lease Length

[ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server

Primary WINS Server

[ J o+

Secondary DNS Server

Secondary WINS Server

[ o+

Server Advanced

$183 LRSS 2R (Server) X, fiilifin (Add) JFHECHE LR 26T

Interface

Address Pool

Enable DHCP Server

+ Add

B oEEsAsER
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CEIN |

7: NN AR 55 =5

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ry ik £e8 A4 K.

* Hedkith (Address Pool) - B 1P Hdik Vi o 1P M 255 0k i # AL TAHIRI ) 19 E, - HANRE G #E 1 A
51 1P Hbhik.

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 JH] DHCP JIR45 %% .

FREA JFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT RN, DUERRE Py S h-6 4 0 S0 11 TP Mtk b 1. 3%
25 NAT FUFR 42 15 1 Huh- 3636 (PAT).

i

W1 EFIRE (Devices) > NAT, A5 rii BT 5 EE (New Policy).
W2 AW A4, EEEATH RIS, AR5 AR TE (Save).
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B e=nar

8 FmE g

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

Selected Devices and Templates

[ Q. Search by name or value ] 192.168.0.124
192.168.0.155
192.168.0.124
192.168.0.155

Add to Policy

SR L s I A B o AT AR T 2k SRS I o
& 9: NAT 3R

FTD_Policy

Enter Description

[ Show Warnings ] E [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~  NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

PIEI AUl (Add Rule).

B oEEsAsER
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SER A O E AL
Pl 10: B AN

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #L0 (NAT Rule) - £ F: B 31 NAT #0| (Auto NAT Rule).

« 28 (Type) - EFBh7ZS (Dynamic).

CEIN |

$IE 6 7F Interface Objects TiTH, ¥ Available I nterface Objects [X 35 1 ) 414 X 3575 i 1] Destination | nterface Objects

X 358
B 11: O R

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q_ Search by name ]

| Add to Source l
Add to Destination

2

inside

$IR6 {riE#He (Trandation) J I 1 fic & LA T 2ET0 -
& 12: 530

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4

Original Port:
[ TCP v ]

Source Interface Objects

Advanced

(0) Destination Interface Objects (1)

any outside [}

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be
used

Translated Port:
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o EHEE- S RN () T IPvA BRI 2% 4 (0.0.0.00).
13: SR MBI &R

New Network Object ®
[ all-ipv4 ]
Description

Network

O Host O Range

D Allow Overrides

O FaDN

a4
TEABRAE H R G0 XK any-ipv4 X145, R0 B3 NAT U Goe SCEREP R I NAT, I HAE T4 &
g XI5,

* #%15AYiR (Translated Source) - £ B#r#% 0 IP (Destination Interface I P).

PR T midRTF (Save) LR IIELN o
FEIRI 2R 1F 2 Rules &,

FIR8 flili NAT niif LR TF (Save) LLIRAF BT

(=~ IR SR Y e
Fc & 7 i8] ¥ l AL )
RS AL B I QR T S A2 BRI A A B I P SRt U 2 [ SRS R L eV O
T RE YoV I 2 SR T AL VA £ 22 A R
SRR B — U7 BRI, LSS VE A R DX RSB DX ISR 1) A O o

B oEEsAsER
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CERAS T |

PR L REE > TR HIARRE > RS, SRS S BCSS B R U7 [ 5 ISR B 1) YRR (2).
HIE2 AdRMMN (Add Rule) I E LU R S5,

I (AR

& 14: B X8

Add Rule

Name [ inside-to—ou(side|

Insert |into Mandatory v

Q Zones (1)

Networks

Ports

Applications

Clear Selections [ Q Search Security Zone Objects

]

+ Create Security Zone Object

m «lainside  (Routed Security Zone)

D & outside (Routed Security Zone)

1 b ldr 44, 5140 inside-to-outside.

2. \IX18 (Zones) T8 37 X 35,

3. AR X8 (Add Source Zone).

[ 15: BHr X

. Add Rule

Name [ inside-to-outside

Insert | into Mandatory v

Q Zones (2)

Networks Ports

Applications

A Users URLs

Clear Selections [ Q_search Security Zone Objects

Showing 2 out of 2 | Selected 1

shinside  (Routed Sec

w stoutside (Routed Security Zo

Zone)

ne)

+ Create Security Zone Object

4. NX13 (Zones) HkREAMIE X 35 o
5. MR B#RX 18 (Add Destination Zone).

FoAt e R B TR

A Users

Dynanmic Attributes

URLs Dynamic Attributes

Showing 2 out of 2 | Selected 1

Action | @ Allow v B Lc
@ Intrusion Policy | None

VLAN Tags

Selected Sources: 0

Any

3 Add Source Zone

wcton (@ mow_T~) | tosgmg 057 | 8 Tmerane [foe 7] |

VLAN Tags

Selected Sources: 1

Collapse All
200 | v 10bject

& inside

Add Source Zone

s SRR I A SR 2R, DU i SCAH SR

Remove All

B File Policy |None

Selected Destinations and Applications: 0

Any

5 | Add Destination Zone
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PO IERS . AR AR REAN B0 SRS ALV PR BTN o AT 8 SOXSESRNE, (HAE T M2 AR
XSS AL P AR (SRR AR BRI LR DA B, TR 2 e
16: 72177 I8 ¥ 2 BT R B3R

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* TS TERRAN - BOA PO JEAR SR Pr v i, DAEAB RIS AT AT (i) o SEmT LAOREERIA SRS EA T 1)
ME— S SCE PR FRE . I, T LGB P DE AR sk, DU W A (i) L PREgAE (48
B2 SN AN EST P H SR

T PR RE TR SRR BIE O 5 2 B, G A P B AR A B R, TSR PR RE . AR,
A AT LS I B 3 0 U0 P 08 e 0 o L BE RN, T DO IS (AR Bl BRI BEAT PRI R . PR
1B BREET 7 X o P P AU Pk A R iy e BH A TP Mk S VRS AR BRI U

Blhn, R ENE ERHAE 2% BRI BT FTP i, (EANPELE K B8 B 0 Pkl SSH it it, U] A In— S8
UL U A5 SRS o

© BB -BRATEOU AN Al . s R ik S s e S R PE R B i — PP v e KR EUS U0 T #AS EE I s AT
filgas, HAAERA AT T A REIXFE . A T R IR R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W B b, R SRS T R e — NI R R

ZEERE - (FEIPS YL BINB 2R 6. 2B eI 0B ERAL 8 35 0] 22 5 g 34 7k — B Ab B
R IR 5 T ) S R v S ) R B A . 24 e Al A 2 AR P 1 FERHE R R 412X Talos
PRALHY TP bk, URL FUek42 2 (o] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hhhk. URL s,

iR

W AT TIPS VEJIE, RIEUG [l 3 SRms b i i A . AN 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS ) I HEE AL PR T, AT DLESR A HEAT S SR

PR (AL IRINAEDT In) PRI 2 i I R N AR SRS o

MR HEME I — A 5 SRR BRI ARG R, TR A S T R e e .. RO G2 Rafe dtn
SR, AT LG SRR R T O SOX S5 . IR S AR GE SR AL I SR

a) Fi AR (Intrusion Policy) R4,
17: R EIRERNR R

@ Intrusion Policy [|Nome '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

B oEEsAsER
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b) MIR AL RGEFLAE N
PRSIk ASINAEYS )37 AR 2 J5 I ¥ ST A SRS o

a) KX HREE (File Policy) NHza1, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
I

18: ST MG

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

ST B HNE, RGUE A RIS rh 4T T SRR (Policies) > BBERAFAH (Malware & File) Tk,

b) AHREERIERITELIE S, 155 (Cisco Secure Firewall 1% % & HLAS I EIEF ) »
¢) RERMFN (Add Rule) TUifI, M TFHFIE PS5 0 dE (1 5 o

L6 LA (Apply)o
FUUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 55 A0 B ) SSH i #z
BRGNS G mT DU AEA 465 098] O FLC B % A5 K admin HI

UK

BB R RE > FRRE , JOIEsgmi i sk
HIE2 HFF SSH ifia) (SSH Access).
HIE3 AR SVF SSH IEBE A LR 1P Mkl
a) AiiAan (Add) DO IET RN, 5 riiti gmiE (Edit) Lhgn e BA ).
b) PR e 1k
o |P #isib-F T HR IR SO VFEEST HTTPS M3 (0 BB 25 i 28 01 % 804l « AT g &bk — A4, 5
B Rl + LS I it I 40 52

AT A X13i/#% 0 (Available Zones/I nter faces) - ¥ N4 X 1k 5 4 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B B IMNER L 1 2K, AR )E AN in (Add).

| rass%n W


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

B s=m=

& 19: 5RO LB SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) MiifAZE (OK).
R4 HHRTF (Save).

SR, S rT LA AR E > ARE A SRS E 2 P LB . MBS R, AR

Rl B O B e AERRE AT, AP E S S A B R

TR siditi EJ7ERE (Deploy).
248

£

pepoy| @ & @ \

S| WHGME, WETHE R, AR DS Deploy).

B oEEsAsER
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[ 21: BRE Pk

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 |
(] 1120-3 |

Ready for Deployment

Ready for Deployment

B, mii2EBERE (Deploy All) LLHSE I A B o

® 22: £EFERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 10102 |
(] 1120-3 |
(] 1120-4 |
(] ftd-clustert |

|

(1) fta1

® 5 devices are available for deployment D

A, Al IR, 3 AL S 2k EBE (Advanced Deploy).

B 23: SREE

1 device selected

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

v Q. search using device name, user name, type, group or status Deploy time: Estimate Deploy
Pending Changes Reports
(] Device Modified by InspectInterru..  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 .. B | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
jo

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE ). KSR ERE (Deploy) 4244 M EIFR 1T LL A& 2R A

werz ]
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24 ERTS

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s

B oEEsAsER
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