fic B A ARG

A8 FH AT B0 I B A 2 4 g -
© WEBAAMREL 11 - O R D BORS S TP Hdik,  JRE DHCP JHAEAMR R
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o gl - SOV A AL A0
TEIE W LL A e 2 sng,  DLELEE S A A

s MRERID, B

* Bl E DHCP g%+ » 256 1T
s WNINERAE th, 2B 8 1L

* fid'® NAT , 510 7L

o PCE VS RO, 5 13 0
o MENLE , 1St

BcE#EO
T A RIS TS CLIETAIA R E RS, RESTRCE L NN
* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E
* VLANI - inside, 192.168.95.1/24
o BRINEE T - Gl A% 1 LK) DHCP 3RHX
B ERAE TR RO T BUAE B RS TP AT AR E TR G E, W R B IR E .
WS ] CLI AT IR VR, T 5 15 4 AT P 5

RE AR
|



mEfAER |

B ==:c
LEPRRG LR, S0 A M B4 Ja AT HoAth e S . BEUEAT CLI MIUR B E, 20k A AT 4t
ML I VLANT #2100 AR S0 FE AR P 77 ZOR A b Loty 36 40 B kR 10 B8 O e sy
A X IR DL R T O TP Hihk
PUR 7RI & T — A& i A bk 3 eh A Py 358542 1 (VLANT),  RLE—AM# ] DHCP 8% i = Ak
T (LUK 1/1) o ‘B AW Web RS #8E5 —A~ DMZ #:11,

SUE ]

$IE1 %58 & (Devices) > & B (Device Management), SR )5 ik 4 I44E (£).
$E2 idED (Interfaces).

B 1:4%0
Device Routing Interfaces Inline Sets DHCP VTEP SNMP
[ Q Search by name ] [ Sync Device ] [ Add Interfaces v ]

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLANUsage SwitchPo Virtual Router

Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.255192(..  Disabled B  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 7
Ethernet1/3 Physical Disabled Access 1 [ o] 7
Ethernet1/4 Physical Disabled Access 1 [ o] o

PR3 WA CLIBATAIAGBEE, 158 A b Lo
a) i HML I I) 4REE (2)o
B 2: [R A 2 #flis O

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

B oEEsAsER



| mEtign

b) BB EEHELLE A,

(AI3E) B VLANID; BRIAEA 1. $RK, A n-—4 VLAN $2 L RIUTEC L ID.
d) A E (OK).

T4 SN (BghiE) MER VLAN #0.
a) AdiRiniED (Add Interfaces) > VLAN #0 (VLAN Interface); Wsbfs O OAEAE, 15 AdiiZa D 4Rig

c)

b)

@)

3700 VLAN #0

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

[ |

Mode:

(ene )

ecurity Zone:

l inside_zone S

MTU:

[ 1500 ]

(64 - 9198)

Priority:

(0 - 65535)

VLAN ID *:

Disable Forwarding
on Interface Vlan:

[ers 2]

Associated Interface

maz0 ||

Port Mo...

o) HINKERKA 48 M AFR (Name).

MZ £ X1 (Security Zone) FHuFIZR k£ DNIVA AN B2, B T (New) i — Bt 2 4
XAk

B, AI—A% ok inside_zone [/ X 3. 445 m] LUK A X ek sl 21 8 FH 22 4 SRS
R VLAN] O TficE, WHAFB ik,

rass%n W
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flhn, £z 44 inside.

d) k2R (Enabled) FikHE.
e) F&E3X (Mode) fr ¥} Tt (None).
f) K VLANID #E N 1.

mEfAER |

RIS T, P AL B VLAN 1 RS A3 R R I VLANID, 36 75 4 AAE A A Lo

[, {FHA7 T3 VLAN ID Bt N[ VLAN .,

BAAEED )G, TTHEH M VLANID; VLAN ID BE2 46 A% VLAN #rid, 2805 E F D 1D,

g) M IPv4 FI/E 1Pv6 I+ .

* IPv4 - N HIFIER T FE R ERTS IP (Use Static IP), SAJ5 LLRMT ok 1P Hidil - R HE i o

Wltn, i 192.168.1.56/24
4 B RES IP Hoik

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:
[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

 IPV6 - A TRA AZINC B ik B 3B & (Autoconfiguration) 5 EHE .

h) A E (OK).
LIS R TANRIICURM 1/1 11 4iE ().

RGUK W —M#k (General) A H

B oEEsAsER
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maz0 ||

& 5 EM

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(s 5

ecurity Zone:

[ outside_zone| td ]

Interface ID:

Ethernet1/1

MTU:

(1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) MZEXE (Security Zone) N AL H—ANBUA AME 2 A XK, s fili#E (New) i In— A8k 24
Xk

Bilhn, Ihn—/~4 4 outside_zone X1 .

W VLANT CFRe s, WEIHRFBOh k.
b) MIAKEEKN 48 N FFF 1 Name.

B, K44k outside.

¢) #%EH B (Enabled) HIiLHE .
d) KX (Mode) f£ % T (None).
e) i IPv4 FI/EL | Pv6 LT

* |Pv4 - ik #¢{EF DHCP (Use DHCP), #RJEHCE LA Rk 5.
« {£F DHCP 3XEX Bk A (Obtain default route using DHCP) - )\ DHCP JIl¢45 %% 3k BUER A 2% 11 .

BB AR
|



mEfAER |
B ==oncemss

* DHCP E&Hi#54% (DHCP routemetric) - 7> FL 2 Frak & th K BEER S, A>T 1 1255 2 i) SR
1 AER A PR 4 1.

[ 6: % ESMNED IP it
Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

= |

* IPV6 - IR H Bhi Bk B ELE (Autoconfiguration) 5L HE .

f) R#E (OK).
SIE6 i, HlE DMZ 3 1 LIFEE Web IS 45 .
a) i SwitchPort #1H [iE e, 2512 ] T DMZ AS B L 1 i AZ bl R (a=)
b) AEELN 4REE (9).
¢) MZ£XIiH (Security Zone) FHiHIERFIEF—NIA K DMZ L4 X8, si#F SAdiFE (New) B n—ASHi %«
A XA

fian, ¥hn—~44 dmz_zone [ X 15,
d) MANKJEEAA 48 N4 RFR (Name).
iy, a4k dmz.

e) %HBH (Enabled) HiEHE.

f) FHERX (Mode) fr ¥ N & (None).

g) mirhi 1Pv4 FI/sY 1 Pv6 32 1~ e & 75 1 TP Mkl
h) sidi#E (OK).

P11 AHRTEF (Save).

Bc & DHCP Ak 55 =%

L A5 A A DHCP MG k53R E TP Huhik, i )5 F DHCP R4 2% .

| LS
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i

HIB1 %8 % (Devices) > i & E 1 (Device Management), )5 Sdi & K448 (£).
$IZ 2 %+ DHCP > DHCP BR %528 (DHCP Server).
7: DHCP RR 5538

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

i oHce k5 [

[

)

Primary DNS Server

Primary WINS Server

[

J o+

v]+

Secondary DNS Server

Secondary WINS Server

[

o+

v]+

Server Advanced

Interface Address Pool

+ Add

Enable DHCP Server

TIR3 (LRSS RS (Server) I, siliifvin (Add) FFHCE L MIEI.
2l 8 R0 AR 8%

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

* &0 (Interface) - I\ FHzrglK ik FEE: 0 A K,

rass%n W
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O

* Hb3i5th (Address Pool) - & 1P Mk (VG . 1P ik A 25 53k sE 2 A AR I T 1, BABER IR A
51 1P otk

* J3F DHCP BR% 28 (Enable DHCP Server) - 75144 1 I3 1] DHCP JIR45 %% .

PR 4 SH#E (OK).
FES LRTE (Save).

s INER A 2%

BRUAS F I8 W 45 1) PSR E D U5 ) ) B b s G RN DHCP SREXAh s, )3 %6 7T g
2l ) TR . R ETShEi Ik R R Y AT

UK

$£IE1 %R & (Devices) > % ZEIE (Device Management), SR s ili % 5 (I 4REE (£).
PR B BEH > BHSEEH.
9: B 7S ER

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers
Global ~

Virtual Router Properties

Network » Interface I\‘I?ftheaf;'&':‘er Gateway Tunneled Metric Tracked

V IPv4 Routes
ECMP

BFD
G5PE V IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v  BGP
IPv4

IPv6

I Static Route I

Ui\ DHCP IR 55 S BB e WonfE et

$IE3 LRI E (Add Route), AR5 3E LU R kT,

B oEEsAsER
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10: RINERSERHEE

Add Static Route Configuration ®

Type: @ s O ipve

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

(G | ﬁ
anv-ipv4
aateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: C] (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fidhi 1Pva 85 1Pv6 HLik 44 .

* 0 (Interface) - EREH IR, WH RAMNEEEI,

wmzings ]

» 7] M 4% (Available Network) - 2 IPv4 ERIA B L $E any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF iR E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 IE i (10~ MR SR O i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR SHE (OK).
% T R S N 2 i A 3

S pRTE (Save).

rass%n W



mEfAER |

B e=nar

Bc & NAT

WA IRANE N i — 4% NAT KU, LSRRG Py b 46 o A2 1 1P Mhk b o 1. 3
2 NAT HUIUFR k2 F o 1 ol 46 (PAT).

UK

HIE1 EFFIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R R B, ARG AR TE (Save).
B 11: FE KRR

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B SR I e B o AT AR T 2 SRS A IR o

B oEEsAsER
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CEIN |

12: NAT 5B

FTD_POIicy [ Show Warnings ] E [ Cancel ]

Enter Description

Rules NAT Exemptions  Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination - - i
" : Original Original Original T Ti "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Obijects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

FEE3 pidiR M (Add Rule).
PB4 0 E AR I
] 13 EAHN IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT #7 (NAT Rule) - iE# B 51 NAT #1 (Auto NAT Rule).
* B (Type) - iE# 5175 (Dynamic).
$IES {F Interface Objects Uijii, ¥ Available Interface Objects [X 45 1 [f1 41 X 1575 I #1] Destination | nterface Objects

'Zfﬂjzo
B 14: O R

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] ) outside o

T | Add to Source
inside

Add to Destination

BB AR
|
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B e=nar

IR 6 {riEde (Trandation) Ui bl & LL R kI .

[& 15: 4%

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER I 2% 42 (0.0.0.00).

16: FrEIM BT &

New Network Object
Name

[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

TEABRAE ] R G0 XK any-ipv4 X145, B0 B 3 NAT UL g SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Translated Source) - %+ B#73% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,

B oEEsAsER
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PR 8 it NAT Ui ERTF (Save) LAGRAE R

B & 177 18] 2 1 AL )

RS AETE MBS N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi
M e o D ) 47 T SR T AL AL DR A ) 22 A B

U FERE B a7 Bl PRI, DA SRR AN PA 1 X 1 A1 X P e A 0 o
iz

W EPE KRG > IR HIERER > R, R s RS e A T U7 Il Fa R SR 6T N 1Y) SRAE ().
SIE2 SR (Add Rule) ¥ & LTS
& 17: R X1

Add Rule

Name [ inside-to-outside| ] Action a Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik iy X 33
3. MR X8 (Add Source Zone).

| rass%n W
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B ==vamnan

18: B#R[X 15

. Add Rule

nsert @ Intrusion Policy B File Policy |None
on Applications A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

Any
+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4. X35 (Zones) H k£ X 4K o
5. s in B#R X135 (Add Degtination Zone).
A BEE IR B 5
PB3 (W) R R R P AR, DU SR G SN

UL PR L AR REA 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAE5RNE, HAE T M FE K
XL AT PR R R AE AR (SERLAC R R At DU S i — 2D AR B, AT e R A e
[ 19: 7E 177 1B 2 BT L A BUSK

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

* P AR AL - ERIA Tl pEas Sl pr v, MBS T A (o) o BmT LURHER DRI 2EA T 1)
ME— S SOE FRAE R R . I, T LGTEDRT RO TR DE AR SR, DU S W A (23D L PREgAe (48
R A mBH LB AR i) 55 T SR DR o

i v T e AT AE iU 2K S 3 T T, Gl I AR AR AR R AL B, TP RS AR RE ,
TERT LS I B 3 A0 AN T 08 s R0 o SR BRTE RN, S5 TT OIS (AR ) BB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE

W, G SN R E Mg E T FTP Wide, (HASPH ISk & 7 G bR SSH s, WIA] LA I —AN 7K
THUA V8 5% SRS

R BRI RIS . RIS R SR TE R 7T — RV, K B A A 17
W, ATTEEHR VIO F A REBCRER. O T BKREEHB (R IO4 , XY T AT AR 25 ROk 1 A T
LB BRSNS TR — MR

LW - LIPS VFTIE) ML MR AL, % R RAE R EHE I e B U7 R S A T4 30
2 L F 6953 — A A 3 0 LI . 22 A0 A P RO L5 R BB AHAL 28 Talos
BLOL TP MLk, URL RUSL4 2 FRGIESE . 650 LAHUR 7 05 s 000 TP M0k, URL okl

iR

HURBAT TPS VAT, BBV PRI S RN TR, R 00

* S - BOAMEOU N AN By AESVES 4 SRS AL PR R 2 T, R AEOR T 25T B SRk

B oEEsAsER
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werz ]

FRA i) ASINAEYS 2 AN 2 J5 I (R AR SRS o

NAZ M e — 4 o UM RS A G S, TR S R &l R e ie . RO W2 R4t
S, AT LU JRRE S F Bl i SOXSETRI OB B RGP ) SR
a) Fii AR (Intrusion Policy) FHz51E.

20: AR NR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) MBIEREERE A RGAR SN .
PERS Al ASINAE Y ) 32 IR 2 J I K S SR s o

a) i SCEESRRE (File Policy) NHZAIZE, AR5 1EFINA Sms B0M ol P37 FF 305K B8 51 3R (Open File Policy List)
NI

21: SRR

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

XTSRS, RGUIGAE SR L IR hFT TSR B% (Policies) > BEIMFASLH (Malware & File) Ti]fil.

b) AR EMFITEA(E L, 1S5 (Cisco Secure Firewall W& & HI A AL E R ) o
¢) R[MEERINFN (Add Rule) G, M Hia12 i B8 G 2 1 g o

L6 s A (Apply)o
R RI %5 0 % Rules .

PR HiHRTF (Save).

Fe e B S A BB AERRE AT, I S A e B BAEARL

rass%n W


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

B s=m=

P11 St BT ERE (Deploy).
& 22: 52

pepoy| @ & @ \ v

PRR2 BYUHHE, HIE PR B, A sliERE (Deploy).

[ 23: BRE FTik
Q Advanced Deploy ‘ A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

B, Al 2ERERE (Deploy All) LLESE 2T &%
24: £EEE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

AN, R Tl R, 3 AL S 2k EBE (Advanced Deploy).

B oEEsAsER
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25: 5REHBE

vice selected

Q, search using device name, user name, type, group or status

Pending Changes Reports

time: Estimate [N

C] Device Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (]  ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
b 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... @ | Ready for Deployment

~ Access Control Group

Access Control Policy: in-out R rboersma, System
(o4

Intrusion Policy: No Rules Active R system
] Network Analysis Policy: Balanced Security and Connectivity R System

v Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates

Rule Update: (sp-rel-20240311-2013)

SIB3 MRTEE NI Sl RR TP ERE (Deploy) F4 414 M Bl ] DA & 3 8k 4 .
26: RBARTS

Q_ search
Deployments  Upgrades A Health @ Tasks 2 ‘ a Show Pop-up Notifications (@
H tal 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
©® 1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s

Bl R AR
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