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1§ [ Cisco Secure Firewall %4 & ¥ 8% 5% CLI RHPATAT WAL E -
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MRELE: RS ETHEE
XA, BB kRS, BRE EE O NS e & LA,
* LIKXM 1/1 - outside, TP Hiuhib>k [ DHCP. 1Pv6 H I E
* VLANI -inside, 192.168.95.1/24

o BRIARE B - 3k A5 1 B ) DHCP 3REX
o HoAb O - 1R WA LS P AT TR D E .

AR AL BEE, W0 DHCP RS 4% i Il 25 S ms i 22 4 X Al

UK

LI B HUER RN (LUK 1/2 2 1/8, 3% 4T Cisco Secure Firewall 1220, 4 1/2 % 1/10) .
P2 FRWAEIIA

a) % https://192.168.95.1,

b) {#H 4 admin FIERIA S50 Admin123 &5t
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T3 fFHRERNS.
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. SMERREOMbLE - QTR A T PR, TS 1P bk, EOANREAT I E 7] 30 & PPPoE; &L
FE58 8 [0 3 J5 i & PPPOE.

2. EIBIEQO - WCE B P HUAEAERCE A5, (HRT AR DL R R, WR A A A 1P
ik, WHBEPELE 4, S5 I

DNS AR S5 8% - R 4E B[] DNS k55 &% . BRINE N OpenDNS 3L DNS Jk 5545 -
By K i EH 2

b) AEREIEE (NTP) (Time Setting [NTP]) Jf Aiii F—# (Next).
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& 3 i &g E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFEEN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEE [ R REPCT T B ASCE N B A AT VR I AE B O CDO BT
d) mdiFERL.
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) MKIKiEFIMIIi% & (Standalone Device) F1 BER (Got It).

P4 (TR (FAHEAS P bR E S 0. HSRE > #Z0O LD,

HIEE WA E A O, 1 PEER & (Device), SR AidiiED (Interfaces) 122 i 5542 .

$IB6 Wil kR (Device) . > RFIRE (System Settings) . > &£ H IR (Central Management) I i i 4% 4L (Proceed),
) & H# A CDO VT
il EIEd/SCCH¥LMIEE (Management Center/SCC/Details).

B IIRAS AT fE S s “CDO” TiiAGE: “SCC” .
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

©
me or IP ad d. We recommend always setting
center/SCC or IP
Connectivity Configuration
Threat Defense Hostname
1120-4
DNS Server Group
CustomDNSServerGroup N
Management Center/SCC Access Interface
management (Management1/1) v
Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

CANCEL CONNECT

a) W REMEEEA/SCC EH A 1P bk, WS T L TP Huhlk S04 Uil S B, 5 SR
(Yes), Gl & B0 7T NAT Z 58 AL IP #ilib sk ML 4, & siili & (No).

b) WIREFER, WA S /SCC £H12/IP Hblit.

c) TR EIEAL/SCCIEMEA.
3t SR I P S vk = < R/ d R S [ o /X PN )| B | MR 52 o = LA R W = D i < | k5 A 5 B G I s 9
HRF AR ZRET (A-Zy a-z. 0-9) FEEFHF (-). M ID nTH TR 2 A KBEEM 2] & B,

d) #5E NAT ID.
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U 1D 2 R PR R E—— R A R, BE TSR ERG BARE . RIERANIE M & e (0 TP Mk, kA7)

{14 45 52 NAT ID. NAT ID AR 37 NFERF. B PRI (A-Z. a-z. 0-9) FIEFST
()0 M ID ANBET TBHATA FEAh S K By E W 3 A5 Bt . NAT ID 5 1P Huhk &5 5401, T 3r s 25k A
ERAII 3% AN IP Hihl/NAT ID SHT 3 8AE S, A4S ias.
ST IEEERRE.
a) TREBMMBHEENZ .
b) #5E DNSBR%Z 284,

BARIX LR E: ®F - DIEH, ®e)d 4. Bl DNS 444 CiscoUmbrellaDNSServer Group, H:
FF AL HE OpenDNS JIR 4525

o) X¥ EEHO/SCCiFEED, sl EEEO.

FIR8 Hili%EH (Connect).
JEMHARZS (Registration Status) X[ iEHER 7 45 B HLCDO I 4 FDRE .
& 6: B IhiE#E

Registration Status ?

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [4 to configure your device.

PR (RS LG REFEE P IL/SCCIEMRE PR )5, 2 EHALCDO, WRIGismb k. 1§25 B
HCETB K, 5 9 T,

#ABCE: CLI
P CLI 2 BB BB L TP B . BRI A
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SRR ERSEH G w5 ) U BIE CLL. %2 [ Vs e g B 4 CLI.
PYR2 ST B B CLL I E A

pEcp 4
FRARERRECE, 1 )”'J%&E& CLI G EA (fhn, Wi FEPrdrmig) o {Hi&, v LIS CLI ] configure
network iy 45 5 TG iX te 1% 1527 Cisco Secure Firewall Threat Defense #iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

& AR R bR y.
Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

fRE: fA no DUET A E L.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

W s Em IO
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PR3 YU R
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§5€ # B0 (1) FQDN % IP bk, it &5
L JovEEESE, E{H DONTRESOLVE, {EXMIEHLT, B KB AUEAT rI V7 ) 1) 1P Hidik R 4144

* reg_key - 8 E EIEFRI — MR B, b B AR A B A 0 R . TEMPE A 37 A
T AUTROFTRRT (A-Z. a-z. 0-9) FIETFH ().

* nat_id - 558 T IR IME—— X5, IR T EAE FHEpb 0 BIREE . NAT ID AL 37 M.
BHRF AT AT (A-Z. a-z. 0-9) FIEFFRF (). LLIDAEEH TRATAR FoAh B 253 M 2] & By,

Al

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

R L S A

Kbl K Ea T-BE M 21 8 H AL
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a) HIALLK URL.
https://fmc_ip_address
b) HAER AR
¢) MliEXR.
P2 R E > IREEE.
P3N TR sES, mEERmigE.
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Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BWHE LN
* EH (Host) - A S INAIEE K1 1P kb sl EHLA CnRaT A o WRANHT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B AL TP ORI KSR IR Z 54 J0vE T S0Z A4 R -
* JEMEA (Registration Key) - it N EAERS K HIAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 7 Bo gy 73 il

PA
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* 4B (Group) - W RAEAT 2, NPK L Bogs ik &4l

* 7 a3 HI SR B (Access Control Policy) - EFHI UG TN . FRIEC S E40E B O BT K B2 RS, &
ML P F 2 5RBE (Create new policy), RJGEFBRIEFTBIRE (Block all traffic). 2 J& % nl LU ot i 5 A fo
VRl s 15 S B 0S5 a3 R
8: FEE TR B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF A — AN BB ISR AT TR GEVE AR, JER: ERINE S, BTN RG> 1FA]IE > EeEiF
AJE TLTHE M Secure Client ZEFE17 1] VPN 15 Al HE,

* ME— NAT ID (Unique NAT ID) - $if & 71 b7 K B4 aa e & h 5 58 ) NAT ID.

- (EHIEEEE (Transfer Packets) - 1L T IR E (Transfer Packets) & ILHE, LUIXT TN F1F, Bt
Bt AL 2] A B0 TR A .

BAEOLR, BLIESC M. TR NRFE, s 2ok SHHE SR A SR 1 e AR 21 A B A0 3t
Tkt WURZEF SRR, W 2 i) A B KRR R, AR ROEEHE .

PB4 N5 Register,
TS AR R, TR A DL T

* Ping - Ui ] JEJBB A CLU G208 15 1] J@ BB 8 CLD RIS AEH LU T dir 4 ping & 2 rbr0 1P Hihik:
ping system fmc_ip_address
LR ping AL, AT show networ k i 40 25 9 26 VB o 2 B 42 5 o9y K B B TP Mk, {8 configure
network {ipv4 |ipv6} manual fir4 .

 VEAFE D] NAT ID ARG TP ik - 5 ORAE PN B0 a EAE T R A3 U 35 B A0 NAT ID. A LLAERS KBk
1§ | configure manager add iy 4% 2 E N 2 45 F1 NAT ID.
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I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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