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firepower login:
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ciscoasa>
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *¥kkxkkkx

Confirm new password: ***%xkxkkx

Your password was updated successfully.
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firepower#
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connect ftd
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firepower# connect ftd

>

TLRH BB HFTD CLI, 51 exit B¢ logout fiv 4. Ui &2 18 8 517 22 FXOS 71 .
il

> exit

firepower#
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scope ssa

show app-instance
il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

IR L HEA, THHATIXED IR

a)

b)

©)

ERNHEOL R, BB R ] DHCP. S R 2 0 45 B 5 BB i A TP Mk, 3R AL R .
scope fabric-interconnect a

set out-of-band static ip ip netmask #5465 gw [ 5&

commit-buffer

TR

WMALERI LN MR, WS AT BT A5 DHCP. Al FH BA | fir 4 K45 H DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

PAT (FXOS #BEHFER AR R th i BB R o

A 5 AT A A 1 Il P R 2 BT LA
By KBS TR A 85, AT LARRGE R H] FXOS CLI.
fE FXOS CLI 1, REGEais i rHRBEE A H 0 .
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7t FXOS CLI ', %422 local-mgmt #52:

firepower # connect local-mgmt

PNUES
firepower(local-mgmt) # shutdown

Al

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

BB KR AN R Gehers . RMISEE, B E 2ILL MR,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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a) EPIRE > RFEE.

b) ELEFFE SRS, md i (9).
¢) Miiii&& (Device) LI+ .

d) fERS (System) s it XH&E ().
e) HIFEIRI, BHIAE R LR MR K.
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System is stopped.
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It is safe to power off now.

Do you want to reboot instead? [y/N]
IARBA R G IR, SR RY 3 LR R g 2R M.
PRI EHAETT LIS HL S T S I AE 0 BN 4T F s Sk DA B s LA 0 L
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. SMERREOMbLE - QTR A T PR, TS 1P bk, EOANREAT I E 7] 30 & PPPoE; &L
FE58 8 [0 3 J5 i & PPPOE.

2. EIBEO- WESHE P IR EE W S50, (ST DO E DL NI, W T A A TP M
e, WHSRHPBRIB 4, 515 0.

DNS R 88 - RS HLHHE ) DNS JIRg54% . BRIME N OpenDNS 244t DNS JIlR %545 -
B A 3EEH 2

b) FCERHEIEE (NTP) (Time Setting [NTP]) 3 A T—# (Next).
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& 11: 74 E3] B (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFEEN 0 BitEAmAEM.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEE [ R REPCT T B ASCE N B A AT VR I AE B O CDO BT
d) mdiFERL.
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) WIEFMIIIR%E (Standalone Device) fll BEE (Got 1t).

P4 (TR (FAHEAS P bR E S 0. HSRE > #Z0O LD,

HIEE WA E A O, 1 PEER & (Device), SR AidiiED (Interfaces) 122 i 5542 .

$IB6 Wil kR (Device) . > RFIRE (System Settings) . > &£ H IR (Central Management) I i i 4% 4L (Proceed),
) & H# A CDO VT
fil & B2 F0L/SCCHEL{E 2 (Management Center/SCC/Detalils).

B IIRAS AT fE S s “CDO” TiiAGE: “SCC” .
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13: BB HL/SCCHLRIER

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes Q No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10:89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

management (Management1/1) it

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

CANCEL CONNECT

a) AT BEMEEEHO/SCC EHZDK IP Mk, Wi n] A 1P ks L4 V7 EEdn , i st
(Yes), Gl & B0 7T NAT Z 58 AL IP #ilib sk ML 4, & siili & (No).

b) WIREFER, WA S /SCC £H12/IP Hblit.

c) 1HE BIBAL/SCC EMERA.
BB PR IR B — R M M 8, 1 B kO i A A oty R e . M 37 AT
AHFREFE AT (A-Zs a-2z. 0-9) FETFLHF (-). M ID WTH 6 2 AN K i 21 4 8l

d) #5E NAT ID.

. Cisco Secure Firewall 1210/20 E BRI : A EIEM 4 LRI E IR L



| sEsEsriEmpn ik

memsE: cu ]

U 1D 2 R PR R E—— R A R, BE TSR ERG BARE . RIERANIE M & e (0 TP Mk, kA7)

{14 45 52 NAT ID. NAT ID AR 37 NFERF. B PRI (A-Z. a-z. 0-9) FIEFST
()0 M ID ANBET TBHATA FEAh S K By E W 3 A5 Bt . NAT ID 5 1P Huhk &5 5401, T 3r s 25k A
ERAII 3% AN IP Hihl/NAT ID SHT 3 8AE S, A4S ias.

BT MEEERE.
a) TR BRI ENZ .
b) fi DNS BR324,
BARXOSWE: W®HE DAY, Segd—Hd. Bk DNS 414 4 CiscoUmbrellaDNSServer Group,
FF AL HE OpenDNS JIR 4525
o) X¥ EEHO/SCCiFEED, sl EEEO.
FIR8 Hili%EH (Connect).
JEMHARZS (Registration Status) X[ iEHER 7 45 B HLCDO I 4 FDRE .
B 14: T iE S

Registration Status ?

Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [4 to configure your device.

PR (RS LG REFEE P IL/SCCIEMRE PR )5, 2 EHALCDO, WRIGismb k. 1§25 B
B K, 319 T

#ABCE: CLI
P CLI 2 BB BB L TP B . BRI A
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W GBI G o IEUT ) g B CLL. 3 25 U5 [ g P8 CLL, 3 3 1L,
PYR2 ST B B CLL I E A

pEcp 4
FRARERRECE, 1 )”'J%/fi& CLI G EA (fhn, Wi FEPrdrmig) o {Hi&, v LIS CLI ] configure
network iy 45 5 TG iX te 1% 1527 Cisco Secure Firewall Threat Defense #iy 2 %%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

5 RS AR A .

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

fRE: fA no DUET A E L.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

. Cisco Secure Firewall 1210/20 E BRI : A EIEM 4 LRI E IR L
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PR3 YU R
configure manager add {F:#14 | IPv4_address| IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname| IPv4_address| IPv6_address| DONTRESOLVE} - $§5€ # B0 (1) FQDN % IP bk, it &5
L JovEEESE, E{H DONTRESOLVE, {EXMIEHLT, B KB AUEAT rI V7 ) 1) 1P Hidik R 4144

* reg_key - 8 E EIEFRI — MR B, b B AR A B A 0 R . TEMPE A 37 A
T AUTROFTRRT (A-Z. a-z. 0-9) FIETFH ().

* nat_id - 558 T IR IME—— X5, IR T EAE FHEpb 0 BIREE . NAT ID AL 37 M.
BHRF AT AT (A-Z. a-z. 0-9) FIEFFRF (). LLIDAEEH TRATAR FoAh B 253 M 2] & By,

Al

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

R L S A

Kbl K Ea T-BE M 21 8 H AL
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a) HIALLK URL.
https://fmc_ip_address
b) HAER AR
¢) MliEXR.
P2 R E > IREEE.
P3N TR sES, mEERmigE.
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Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect a recommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

BWHE LN
* EH (Host) - A S INAIEE K1 1P kb sl EHLA CnRaT A o WRANHT L, iRt v B =S
* BIRAFR (Display Name) - fit N EEAE & B AL TP ORI KSR IR Z 54 J0vE T S0Z A4 R -
* JEMEA (Registration Key) - it N EAERS K HIAABCE 48 E I .
* 13 (Domain) - WIRAT ZHIALE, PR B 7 Bo gy 73 il

PA
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s Em A |
B eaemhoEmpsios

* 4B (Group) - W RAEAT 2, NPK L Bogs ik &4l

* J7ia)4=HI S BE (Access Control Policy) - YEFRHIUA TG . BRI B A0iE B O 7 Z 4 10 A e R, 75
ML P F 2 5RBE (Create new policy), RJGEFBRIEFTBIRE (Block all traffic). 2 J& % nl LU ot i 5 A fo
VR, SN E T R, 5 37 1.

16: 2 sk B

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF A — AN BB ISR AT TR GEVE AR, JER: ERINE S, BTN RG> 1FA]IE > EeEiF
AJE TLTHE M Secure Client ZEFE17 1] VPN 15 Al HE,

* ME— NAT ID (Unique NAT ID) - $if & 71 b7 K B4 aa e & h 5 58 ) NAT ID.

- (EHIEEEE (Transfer Packets) - 1L T IR E (Transfer Packets) & ILHE, LUIXT TN F1F, Bt
Bt AL 2] A B0 TR A .

BOATEOL T, BEIEIC R X TRAMNRFAE, B S 0HE B A S8 0 A0k 2 4 B b 2
TR A AN SRAET IR, W s n) A A RO AME R, A RIE .
L4 il Register.
LU ORI PR SRR AN SN U E
* Ping - Ui il BT CLI GEZ Vi @B CLL, 553 70, ARJS I LA R ir4 ping 8 # A0 TP Hubik:
ping system fmc_ip_address

Wik ping AR, AfH show network iy 20 25 0 25 1 B o 1 5 75 22 50 ey K B 2 TP Mk, 34 configure
network {ipv4 |ipv6} manual fir4 .

 VEAFE D] NAT ID ARG TP ik - 5 ORAE PN B0 a EAE T R A3 U 35 B A0 NAT ID. A LLAERS KBk
1§ | configure manager add iy 4% 2 E N 2 45 F1 NAT ID.
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I L EHERR S B, 1524 https://cisco.com/go/fme-reg-error.
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s Em A |
B eosmroEmpos
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fic B A ARG

A LT % 8 A 22 4 TR
o WEAIAR R L1 - S PR L BCERAS TP Hhik, JFKs DHCP HAESMTH .
* DHCP JIR%52% - 76 N 3% 10 _F ok %8 i DHCP JIRSS 2% .
o BRONES B - 3 I AP0 HE 1A IR A % H
* NAT - 7EAMiB4z 11 A% F 4% 11 PAT.
o Vi)t - SR VR B A PN EAE B A o
ST DL E & LA, DAALFE o s A &
s MlEREIL, 25
* fit & DHCP lli4s+#s , 2530 71
o ININERAES . B 32 T
o MlE NAT, %534 1L

o BOE VTR, 5 37 U
o MENE , 5539 5L

BcE#EO
T A RIS TS CLIETAIA R E RS, RESTRCE L NN
* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E
* VLANI - inside, 192.168.95.1/24
o BRINEE T - Gl A% 1 LK) DHCP 3RHX
U RAE ) L VR TAE A S AT AR E TR, WS R BRI E .
WS ] CLI AT IR VR, T 5 15 4 AT P 5
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B ==:c
LEPRRG LR, S0 A M B4 Ja AT HoAth e S . BEUEAT CLI MIUR B E, 20k A AT 4t
ML I VLANT #2100 AR S0 FE AR P 77 ZOR A b Loty 36 40 B kR 10 B8 O e sy
A X IR DL R T O TP Hihk
PUR 7RI & T — A& i A bk 3 eh A Py 358542 1 (VLANT),  RLE—AM# ] DHCP 8% i = Ak
T (LUK 1/1) o ‘B AW Web RS #8E5 —A~ DMZ #:11,

SUE ]

$IE1 %58 & (Devices) > & B (Device Management), SR )5 ik 4 I44E (£).
$E2 idED (Interfaces).

B 17:30
Device Routing Interfaces Inline Sets DHCP VTEP SNMP
[ Q Search by name ] [ Sync Device ] [ Add Interfaces v ]

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin, PortMode ~ VLANUsage SwitchPo Virtual Router

Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.255192(..  Disabled B  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 7
Ethernet1/3 Physical Disabled Access 1 [ o] 7
Ethernet1/4 Physical Disabled Access 1 [ o] o

PR3 WA CLIBATAIAGBEE, 158 A b Lo
a) i HML I I) 4REE (2)o
[ 18: ;5 R 2 #etlim O

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O
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maz0 ||

b) B R RIEHELUR R

c)

(AI3E) B VLANID; BRIAEA 1. $RK, A n-—4 VLAN $2 L RIUTEC L ID.

d) A E (OK).
T4 SN (BghiE) MER VLAN #0.

a)

b)

¢)

AiliRniED (Add Interfaces) > VLAN ##0 (VLAN Interface); WU M4: O CAEAE, W iz 01 4Rig
(2L

19:3%h0 VLAN 30

Add VLAN Interface ®
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
ATl

T ]

Mode:

[ None

' ecunty one:

,
MTU:

| [1500

(64 - 9198)
| Priority:

VLAN ID *:
11E J
| Disable Forwarding
on Interface Vlan:

| [None V]

(0 - 65535)

Associated Interface Port Mo...

MZ £ X1 (Security Zone) FHuFIZR k£ DNIVA AN B2, B T (New) i — Bt 2 4
XAk

B, AI—A% ok inside_zone [/ X 3. 445 m] LUK A X ek sl 21 8 FH 22 4 SRS
R VLAN] O TficE, WHAFB ik,
K B Kol 48 MAFFIIAFR (Name),
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B =s:0

flhn, £z 44 inside.

d) k2R (Enabled) FikHE.
e) F&E3X (Mode) fr ¥} Tt (None).
f) K VLANID #E N 1.

BOATHOLT . P ac bl A BEE ) VLAN 1 GERAEIEALIEFEA R ) VLANID, 385 B4 4 AEAS A e L b

[, {FHA7 T3 VLAN ID Bt N[ VLAN .,

mEfAER |

BAAEED )G, TTHEH M VLANID; VLAN ID BE2 46 A% VLAN #rid, 2805 E F D 1D,
g) it IPv4 Fl/Ek | Pv6 ST

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

* IPV6 - TR A B E % B BhELE (Autoconfiguration) & IEHE.

h) A E (OK).
LIS R TANRIICURM 1/1 11 4iE ().

RGUK W —M#k (General) A H

. Cisco Secure Firewall 1210/20 E BRI : A EIEM 4 LRI E IR L
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maz0 ||

& 21: %3

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(s 5

ecurity Zone:

[ outside_zone| td ]

Interface ID:

Ethernet1/1

MTU:

(1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) MZEXE (Security Zone) N AL H—ANBUA AME 2 A XK, s fili#E (New) i In— A8k 24
Xk

Bilhn, Ihn—/~4 4 outside_zone X1 .

W VLANT CFRe s, WEIHRFBOh k.
b) MIAKEEKN 48 N FFF 1 Name.

B, K44k outside.

¢) #%EH B (Enabled) HIiLHE .
d) KX (Mode) f£ % T (None).
e) i IPv4 FI/EL | Pv6 LT

* |Pv4 - ik #¢{EF DHCP (Use DHCP), #RJEHCE LA Rk 5.
« {£F DHCP 3XEX Bk A (Obtain default route using DHCP) - )\ DHCP JIl¢45 %% 3k BUER A 2% 11 .
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B ==oncemss

* DHCP E&Hi#54% (DHCP routemetric) - 7> FL 2 Frak & th K BEER S, A>T 1 1255 2 i) SR
1 AER A PR 4 1.

& 22: 3% & MR IP Hhik

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

= |

* IPV6 - IR H Bhi Bk B ELE (Autoconfiguration) 5L HE .

f) R#E (OK).
SIE6 i, HlE DMZ 3 1 LIFEE Web IS 45 .
a) i SwitchPort #1H [iE e, 2512 ] T DMZ AS B L 1 i AZ bl R (a=)
b) AEELN 4REE (9).
¢) MZ£XIiH (Security Zone) FHiHIERFIEF—NIA K DMZ L4 X8, si#F SAdiFE (New) B n—ASHi %«
A XA

fian, ¥hn—~44 dmz_zone [ X 15,
d) MANKJEEAA 48 N4 RFR (Name).
iy, a4k dmz.

e) %HBH (Enabled) HiEHE.

f) FHERX (Mode) fr ¥ N & (None).

g) mirhi 1Pv4 FI/sY 1 Pv6 32 1~ e & 75 1 TP Mkl
h) sidi#E (OK).

P11 AHRTEF (Save).

Bc & DHCP Ak 55 =%

L A5 A A DHCP MG k53R E TP Huhik, i )5 F DHCP R4 2% .
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i oHce k5 [

i

HIB1 %8 % (Devices) > i & E 1 (Device Management), )5 Sdi & K448 (£).
$IZ 2 %+ DHCP > DHCP BR %528 (DHCP Server).
23: DHCP FR 5 28

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ x) + | ¥ %
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

FIR3 1ERRSE AR (Server) XM, UM (Add) FFCE LR EI.
P2l 24: R0 AR 5%

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

* 0 (Interface) - M\ NHF L P IEFHE AR,
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O

* Hb3i5th (Address Pool) - & 1P Mk (VG . 1P ik A 25 53k sE 2 A AR I T 1, BABER IR A
51 1P otk

* J3F DHCP BR% 28 (Enable DHCP Server) - 75144 1 I3 1] DHCP JIR45 %% .

PR 4 SH#E (OK).
FES LRTE (Save).

s INER A 2%

BRUAS F I8 W 45 1) PSR E D U5 ) ) B b s G RN DHCP SREXAh s, )3 %6 7T g
2l ) TR . R ETShEi Ik R R Y AT

UK

FIB1 %$48 & (Devices) > & B (Device Management), SR )5 i 4 HI44E (£).
PR B BEH > BHSEEH.
25: 875 B%H

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers
Global v

Virtual Router Properties

Network » Interface I\'I?ftheaf;;%'?er Gateway Tunneled Metric Tracked

“IPv4 Routes
ECMP

BFD
G5PE “ IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v  BGP
IPv4

IPv6

I Static Route I

Ui\ DHCP IR 55 S BB e WonfE et

$IE3 LRI E (Add Route), AR5 3E LU R kT,
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[ 26: HhngRSHAkE

Add Static Route Configuration ®

Type: @ IPv4 O IPv6

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network ¥ - Selected Network

= | ﬁ
anv-ipv4
qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa | )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

* ZKA (Intrusion) - AP ERN INFRS K H IR, fidhi 1Pva 85 1Pv6 HLik 44 .

* 0 (Interface) - EREH IR, WH RAMNEEEI,

wmzings ]

» 7] M 4% (Available Network) - 2 IPv4 ERIA B L $E any-ipv4, 5 IPv6 BRIAM L any-ipv6, R )5 Sk

fin (Add) K5 ILF iR E M 4& (Selected Network) 413 .

* M (Gateway) 5% 1Pv6 B X (IPv6 Gateway) - Hit A B FEAT 4 IE i (10~ MR SR O i ds . 80T LASR

AL 1P Huhik B 24/ AN 5

PR SHE (OK).
% T R S N 2 i A 3

S pRTE (Save).
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B e=nar

Bc & NAT

WA IRANE N i — 4% NAT KU, LSRRG Py b 46 o A2 1 1P Mhk b o 1. 3
2 NAT HUIUFR k2 F o 1 ol 46 (PAT).

UK

HIE1 EFFIRE (Devices) > NAT, AR5 i FiEREE (New Policy).
WK 2 HEIE A, EREEAT R R B, ARG AR TE (Save).
& 27: 32 MG

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS B SR I e B o AT AR T 2 SRS A IR o
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[& 28: NAT 5B

FTD_Policy

Enter Description

CEIN |

[ Show Warnings ] E [ Cancel ]

NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
(7) # Direction Type Isr::g:lc‘:ce ﬁet::ifr::‘eio" Original Original | Original o slate Trans Options
Objects Objects Sources Destinations Services Sources Destinations Services
~ NAT Rules Before
~ Auto NAT Rules
~ NAT Rules After
FEE3 pidiR M (Add Rule).
=) b
LR A e E FEAHI LT -
[ 29; B A £ T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #10] (NAT Rule) - i B 51 NAT #1 (Auto NAT Rule).

« A (Type) - IEHFFZS (Dynamic).

$IES {F Interface Objects i, 4 Available I nterface Objects [X 5 71 [ #h i X 1875 1 31 Destination I nterface Objects

'Zfﬂjzo
& 30: O3 &

Interface Objects Translation PAT Pool

Available Interface Objects

[ Q. Search by name ]

Advanced

Source Interface Objects (0) Destination Interface Objects (1)

(]

outside

T | Add to Source
inside

Add to Destination
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B e=nar

IR 6 {riEde (Trandation) Ui bl & LL R kI .

& 31: i

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

o EHGTE- s RN () T IPvA Vi ER I 2% 42 (0.0.0.00).

32: FrEI M BT &R

New Network Object

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

O FaDN

a4

TEABRAE ] R G0 XK any-ipv4 X145, B0 B 3 NAT UL g SCEREP R N NAT,  JIf A TG4 &

GEE IR S

* ¥ BYIR (Translated Source) - %+ B#73% 0 | P (Destination Interface IP).

BT AUHRTE (Save) LS AL,
B BE E AR 7S Rules &,
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PR 8 it NAT Ui ERTF (Save) LAGRAE R

B & 177 18] 2 1 AL )

RS AETE MBS N QI T A (B BPT A AT E VS A SRS, U ) SRS A DU L SR Vi
M e o D ) 47 T SR T AL AL DR A ) 22 A B

U FERE B a7 Bl PRI, DA SRR AN PA 1 X 1 A1 X P e A 0 o
iz

W EPE KRG > IR HIERER > R, R s RS e A T U7 Il Fa R SR 6T N 1Y) SRAE ().
SIE2 SR (Add Rule) ¥ & LTS
& 33: R X1

Add Rule

Name [ inside-to-outside| ] Action a Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D s outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 RN A 44, 510 inside-to-outside.
2. \IX15 (Zones) ik iy X 33
3. MR X8 (Add Source Zone).

Cisco Secure Firewall 1210/20 BipBEINIT: AsEEm A FavgmEss |



mEfAER |
B ==vamnan

34: BHRXiE

. Add Rule

Name [ inside-to-outside Action B Logging OFF B Time Range Ru
nsert @ Intrusion Policy B File Policy |None
Applications A Users URLs Dynanmic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

200 | v 10bject

Any
+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4. )\[X13 (Zones) H1IELEAMIIX I .
5. s in B#r[X13 (Add Destination Zone).
A BEE IR B 5
BRI () Sl B R E SRR, DU E R SO RS

UL PR L AR REA 0 SRS AE VT ) IR BT o ANTGEE 8 SOXAE5RNE, HAE T M FE K
XL AT PR R R AE AR (SERLAC R R At DU S i — 2D AR B, AT e R A e
] 35: FE 377 (4% Z BT Bz A BUR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

© PR RRHN - BRI TL DEAS SRS L P, DAEHARRUSA TR0 (i) o 8T AR BR A SRS 2647 1Y)
ME— S SOE FRAE R R . I, T LGTEDRT RO TR DE AR SR, DU S W A (23D L PREgAe (48
R A mBH LB AR i) 55 T SR DR o

i v T e AT AE iU 2K S 3 T T, Gl I AR AR AR R AL B, TP RS AR RE ,
TERT LS I B 3 A0 AN T 08 s R0 o SR BRTE RN, S5 TT OIS (AR ) BB PR IE AT Pad s dr . BH
1B BREE 7 X o PO PSR ATk s s iy e BE A TP Mk S EURT B SCH0 AR BEE

W, G SN R E Mg E T FTP Wide, (HASPH ISk & 7 G bR SSH s, WIA] LA I —AN 7K
THUA V8 5% SRS

R - BOATE OU N AN IR o i 2 ik Mt S B IR A A 10— Fh k. K2 B UL NN ZO0 i AT
fr, RATEEA ARV OU N A BEXFEA . D T I KB OR Y W46, X T BT E SCHE I 25 4 Bk B AME AT
W B R, i R T e — M R

REERE - (FFEIPS VL) BOARH R 8. LR B8 AR ERAL 2 s ] £ 5] SR 3479t — 25 Ab B
N 8 55— T 6 S i 3 10 RSB AR I . 22 4 R B A AR 2 I A R L ok 55 RRF U 7 A ZH 21 Talos
St 1P Ml URL RUsRAL 2 [ FR3EH o 50T DU 75 28I s SR oAtk TP Hihik . URL ik,

a4

USRAEAT TIPS VFRTAIE,  RIE DS il i Hems b Wom iz s R, A B L .

« S - BOAEOU F AN B o A2 SCVFUS I F5 I S A BRI 2 i, W] USRI AT S AR B
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| EERAZ®
werz ]

FRA i) ASINAEYS 2 AN 2 J5 I (R AR SRS o

NAZ M e — 4 o UM RS A G S, TR S R &l R e ie . RO W2 R4t
S, AT LU JRRE S F Bl i SOXSETRI OB B RGP ) SR
a) Fii AR (Intrusion Policy) FHz51E.

36: RFIRERINR R

@ Intrusion Policy [|None '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) MBIEREERE A RGAR SN .
PERS Al ASINAE Y ) 32 IR 2 J I K S SR s o

a) i SCEESRRE (File Policy) NHZAIZE, AR5 1EFINA Sms B0M ol P37 FF 305K B8 51 3R (Open File Policy List)
NI

37: ST SR E

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

TR, RGUEAE IR E T P $T TR BE (Policies) > BB MFIX 4 (Malware & File) TU[fi.
b) AR EMFITEA(E L, 1S5 (Cisco Secure Firewall W& & HI A AL E R ) o
c) IR[FEFRANEY (Add Rule) T, AN L8R L 5T G i i s .
PIR6 s A (Apply).
FUED 278 I % Rules %

PR HiHRTF (Save).

Fe e B S A BB AERRE AT, I S A e B BAEARL
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B s=m=

P11 St BT ERE (Deploy).
& 38: E28

pepoy| @ & @ \ v

PRR2 BYUHHE, HIE PR B, A sliERE (Deploy).

[ 39: FRE FRrik
Q Advanced Deploy ‘ A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

B, Al 2ERERE (Deploy All) LLESE 2T &%
40: £ERERE

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

AN, R Tl R, 3 AL S 2k EBE (Advanced Deploy).
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N SREE

vice selected

Q, search using device name, user name, type, group or status

] Deploy time: Estimate Deploy

Pending Changes Reports

C] Device Modified by InspectInterru... Type Group Last Deploy Time Preview
> (0 fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> ([ fd-clustert rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
v ~ Access Control Group
Access Control Policy: in-out A rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity 2 system
v Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates

Rule Update: (sp-rel-20240311-2013)

FE3 FIRAE ). S R T ERE (Deploy) fHIA M bR ] DL F IR A .
2 BMERT

Q_ search
Deployments Upgrades A Health
H tal 1running 6 success

© Tasks

0 warnings

& ‘ (D show Pop-up Notifications @

[ Q_ Filter ]

O failures

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s

Cisco Secure Firewall 1210/20 E BRI A EIEM L ERIEE L

werz ]




mEfAER |
B s=m=

. Cisco Secure Firewall 1210/20 E BRI : A EIEM 4 LRI E IR L



©2025 Cisco Systems, Inc. {41 i3 AUF






HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



