fic B A ARG

SEIRMTARBCE, AR e 0 B A2 R Y 2% e DA 1 SO

- GRBAEE , B T
« SERBIHICE . 1
BTSRRI , 59 T

BRWNEEER

SRR B DA L B 917 18 o
B2

FHE WP EHUERR D, EX AR A LU URL,
« UKM 172 2K 1/8 8% 1/10 - https://192.168.95.1

« & H 1/1 - https://management_ip (A DHCP)

$£122 [/ 4% admin FIERIAZE S Adminl23 &5,

SEAKIIAELE
B USSR BE B PR LS AT A R B, A B . SO E B Ia, BB R NS B
TAEIFN R T LA FEAS TN -
* - SRR
* TP R AR 4% 1 PAT .

| rass%n W



mEsAEr |

B =nowms

i

)

PTIE 5% CBAGRT U L R Y
H I &8 E (Device Setup) i,
B 1.1 &R E

Device Setup o Configure 2 Configure 3 Smart License

Internet Connection Time Settings Registration

: & Internet

=
=2 DNS Server
1/1 1/3 1/5 1/7 PoE MGMT

sae @
FE® &=

1/2 1/4 1/6 1/8 PoE CONSOLE &%’ Smart Lice...

mn

pE 2
LA S L BC B R TSI B

U2 A ORIV B B R 2% A
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
a) SMERIED (Outside Interface) - LUK 1/1. {EWIGA & BN, AR REHADSNBE .
BLE | Pv4 (Configure | Pv4) - W T2 PPPoE, ] LAYE5E /il o AT AL &

O LRE IPv6

b) IO (Management Interface) - B&E L AP 1/1 0S8 WIREAE CLI HHE S T 1P ik, WASH
PX L g, RO C T TICE

DNS PR %528 (DNS Servers) - BRIAE M OpenDNS 243t DNS JIR %54 -
B K& EH 2
C) ){_:_':l:—E‘—F—-’IJJ;o

FIR3 BE RGN BCE
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3: AR E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

a) FIX
b) NTP BB PR %52
c) miiF—%.

P4 WER BV .
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Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (3

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.
N2

@ On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

@ Copy the token and paste it here:
Token
MDM4MTdhNWEtNmEXMCOONzMyLWE3YWMtMzY 1MWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyMjV8dUNPZNRLWDJhSFJEbWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|
i
G) Select the region in which your device is operating.

Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

@ For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (3

BACK FINISH

a) MilimBRIE RIS T ME % (Register device with Cisco Smart Software Manager).
b) A AR R A FESS (Cisco Smart Software Manager) 4% .
c) miidiiEE (Inventory).

BB AR
|



https://software.cisco.com/#module/SmartLicensing

mEfAER |
B =sonms

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

d) 1F General #£IiF I, it New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

e) 7F Create Registration Token XJiFAE T, HALLTF#&'E, #R)5 riili Create Token:

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description
* Expire After - JRHEBGZIN R 30 K.
« RAERARE

s FEFERAIL S EMB @ ERIFSHIEFIBITIEE (Allow export-controlled functionaility on the products
registered with thistoken — £ & BT 2 K B /M0 X e VFREAT 3800 25 I D0 8 S A AR R . ST
AT MR ThEE, I RUE BRI, W BRSSP TR, U5 A0 FH B s B TR A % O
A A AR R BT, R PR A SRR TR D RE

ARG A I B K35 B o

f) A RO R 7 Sk B AR AT LAAT JT Token XFEHE, AT UM AR 1 ID SR BTG . 24 7 B8 W b ol 1
I, EHER LR, DI IR e I A

B oEEsAsER
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B4 EESH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
5: EHShE
Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

g) & B E A ofL ARG & T B
hy BEEHABLET, A5 R SEM (Finish)
PERE SEMBCE T
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

a) NI ITIR & (Standalone Device) LAH ] ¥ 45 B FH A% .
b) AidiECE#EO (Configure Interfaces) 4 £ 3£ 0 (Interfaces) T, Bl E % (Configure Policy) # 458
B (Policies) T, o# AdiHIE T (Got It) # 421% & (Device) Tl .

AR BRI B, 152 D M0 B M 4 BRSNS . 56 9 Uit

PI6 ARV ITHE.
a) fri&#& (Device) Wifih, MidiEREIFATIE (Smart License) > > &HELE (View Configuration).
b) i EEANRE VR RIE /B F/ZEF (Enable/Disable) 11

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your netwaork.
license to apply file policies that control files based on file type.

Includes: Uy File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage ¥

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that

than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.
Includes: URL Reputation Includes: RA-VPN

B oEEsAsER
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¢) Mk FHyIER L Resync Connection (F[RIDIEL) , KV ATIESS B9 B RERIHA BE g3 )20

Go to Cloud Services

Resync connection

Unregister Device

B & W 2% 1% & F TR B

P B LAt 4% LU DHCP g5, I A L2 4250
i
SRR WEREOR A L S o B K ha i 1, 15 IEF % (Device), A5 s O (Interfaces) i 22 b K1

a) s HLE g EE (@),
b) KR A LI O (Switch Port) B i 28 (Routed).
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B 7: BB
Ethernet1/3
Edit Physical Interface X
Interface Name Mode Status
Switch Port Q
Description Passive
i
IPv4 Address IPv6 Address Advanced ° VLAN
Protected Port
Usage Type
Access VLAN
inside (Vlan1) o

c) WELIAMIP ik,

B oEEsAsER
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[ 8: #RigiEO

Ethernet1/3
Edit Physical Interface X

Interface Name Mode Status

dmz Routed N e

Most features work with named interfaces only, although some
require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

d) riTHFAZE (OK).

ST 2 W CECE R KR, IR PRI & (Objects), 4R ikPr% £ X5 (Security Zones).
AR AR 90 G 4 8 B BT I, R 1 A IO X e a4 1 1S 20 44 g LT 5 S 1) DX 450
PURRBIGI8 T —ANBH) dmz_zone, SRJFF dmz £ 1040 B4 T .

BB AR
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Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline
Interfaces
® > @ dmz(Ethemetl/3) (i )
> inside (Ethernet1/2) SANCEL

> management (Management1/1)

> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

PR3 WL ) DHCP M 2 3REX TP ik, 151k #i% & (Device) > RGEi& E (System Settings) > DHCP
AR %588 (DHCP Server), #RJ5%+#DHCP BR%588 (DHCP Server) T .

WEBEE D B4l E T DHCP 55 4% .

B oEEsAsER
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[& 10: DHCP BR %5 25

Add Server P

Enable DHCP Server e

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254

e.g. 192.168.45.46-192.168.45.254

LR 4 EFREE (Policies), -4 45L& 22 4 TR

A YL [0 3 T A AR AR DU PAY 30 DX AN A S X s TR SERLR i sl o AR AR AN 2 BRI NAR SR o AR
=, WHAMWIERE “SeVF” 345 AEERSNIE N, 2RISR A AS P AT 32 H K45 11 PAT,
B 11: BOA R £ 3R RE

@ Security Policies

0O - SSL Decryption Identity —> Security Intelligence —> @ NAT — [~ JASIEYeUte > % Intrusion

Default Action Access Control @ Block & [, v

(HGE, QSRR R A DT 12 11, DUt 0 il 2 A A UK SR Ve e Y T X

SEAb, sk R AR SN DASR A IR 55, T NAT A5 o) FUMEAT RE 40 4, USSR TR Z M R . S
TREEP RIS EAY, BIA]RCE LR SR -

* SSL fi#% (SSL Decryption) - i Gk Ay N &% (Bl HTTPS) R RATAENR « SEEHAAE, W=
¥z, M SSL A28 SRmS A o8 W B i e . R A G, BRI,

* 5 (Identity) - QALK W25 5 8 AN AORIEG, BRI T s ™ 4L 5 B e 4 il W 4 5 1), 34
B3 03 SRS B 5 3 40 52 U TP Ml SRHR T

« REEEE (Security Intelligence) - (F7 %2 IPS VFRTUE) Al 2 450 R A ms PR idi 25 57 3k HH 1N B2 44 i) TP Hbhik Bk
URL R4, DA RN R S, (T )46 il S e v B ] 5 28 e sl o SERHE 4w 1158
() VN bl R URL Y5, mIf 22 A R BE PR A4 SRS BN AN BB o A0 FH IS 40U, 0 e 20 Je s 4 S SN I
BRI .

BB AR
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* NAT (Network Address Translation) - { F] NAT SH&Hs P TP ik % 4 g 208 ] i iy ik

* ifials ] (Access Control) - I i) 4251 S ff o X 4% L Fe P e . ST DU e X8k TP btk it
gl AL URL. H P ERH P AT 08 . Sk ] LA U7 ] 42 il RSk I FHNAR SREmE RN ST R
e o AL SR St URL 398 .

* AR (Intrusion) - A AR S A I L0 e RIS U5 i 42 S R0 U) 2 D NAR S, A7 vy DA N A2 56
W&, DAGEREME IS F s R s NAR R 6

DU 7R 90 7 7 nqa] £ U il 25 1 S5 mg oh FeF inside zone A1 dmz zone 2 [ (R f o AEBE R, A4 HAE I

R IR EATED, BREIEE (Logging) Fréh, Hrh7EZERELERES (At End of Connection) 310 T g ik

(] 12: 377 [El4 ] SR

Add Access Rule X

Action

Order Title
2 v inside-dmz Allow v
. S (] o 3 - 0 5 . o
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Ports +  SGT Groups Zones =+ Networks +  Ports +  SGT Groups
8 inside_zone ANY ANY ANY 8 dmz_zone ANY N ANY

LIRS EPFIRE (Device), R i EH# (Updates) 41 & FELE (View Configuration), A R4 Eds PR & B H&I .
WA I SRS, 15 “RI” A “VDB” $dis FEvca e T R e R BeIE, 3k RN A “vDB”
Hd RV B STV o 0 SR AT AT 2 A SR A B R A B AR S UCECAC A, 1o R R “VDB” Bl R kR
HHR
)
FB6 S ERE (Deploy) fkll, 4RJ5 A sLRNEBE (Deploy Now) F&4H (=), LAFIE B4 (15 i

HARESEE B, Hld 248
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