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(Alternative) Management 1/1
management,
DHCP from management nw

Ethernet 1/2-1/8 switch ports
inside, POE+ on Ethernet 1/5 through1/8
on 1210CP only

Ethernet 1/1 Ethernet 1/9-1/10
outside, DHCP and IPv6 autoconfig switch ports
from Modem 1220 only

(Optional)
[ Console ports
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o B2 * Wi ] (] § - (1]

Modem
or router

Management Computer
DHCP from inside: 192.168.95.x
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USB-C console
RJ-45 console
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HFIB 2 iHSM CLIIE R, WiE B KEEE 4711 /& Firewall Threat Defenseif & ASA.
Firewall Threat Defense
15457 3| Firepower 3% (FXOS) $27r . #8077 8 MG B H i R AT Wi i 8. W R B —EH 8%, WS Ui
Firewall Threat Defense CLI , % 4 i,

firepower login:

ASA
15 5] ASA K.

ciscoasa>

S 3 WIS ER N, 5217 Cisco Secure Firewall ASA il Secure Firewall Threat Defense & 34 55 1

/78] Firewall Threat Defense CLI

TSR Re #2207 i) CLI MEAT G B sl IR R
32

WA BT D B SR A O
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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USB-C console
RJ-45 console
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EPF| FXOS. fiiH admin FH 0 4403560 CEBRE S Adminl23) 5% CLI. KN EI, RESPIREHE
B G N

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: **¥kkk*x

Confirm new password: **xk*xxix

Your password was updated successfully.

[...]

firepower#

Y4 3| Firewall Threat Defense CLI.

R

T FRE LA 977 B 4 B BB AT WA W E BAE T . I AN ) Firewall Threat Defense CLI, 75 W< )33 CLI ¥
=

connect ftd

B 3% 3 Firewall Threat Defense CLI I, RS RIE e VIR E

T

firepower# connect ftd
>

L tH Firewall Threat DefenseFTD CLI, %A exit 5¢ logout #iy 4. My & 244 8 H 8 T 1 2 FXOS $#27x.

T

> exit
firepower#
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USB-C console
RJ-45 console
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[c}

$IR2 7F FXOS CLI 1, W RIEEIBITHIRA .
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

BRI MR RS A, AT IR,
a) BROAIGOLT, A BREE UK DHCP. R s SO0 A B T B0 A 1P ik, T LL R 4.
scope fabric-interconnect a
set out-of-band static ip ip netmask M Z4HElD gw M5

commit-buffer

b) AT (FXOS #batlprtarg) *AE PR IE

B g1


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
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c) fEFXOS CLIH, RSPRS00,

(AIiE) £ CL FEMEEMKIZE

BRUAEGL R, a] DU LR T — 4 DR BERy kB«
o DK 172 BB RRAR - 192.168.95.1/24
o %91 1/1 - DHCP 1 IP bl

UERTCIEALATER A TP i, W] DOER R P 6 5 1, Gl CLI AT WA SR, R EE 1/1 1P kit
BEE AL

UK

S EERER G 0. ES RN R 7: Firewall Threat Defense i& /& ASA? , 2 3 T,
18 2 %453 Firewall Threat Defense CLI

connect ftd

T

firepower# connect ftd
>

PUR3 ST B EL A CLL B AIA.

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:
Do you want to configure IPv6? (y/n) [y]l: n

B/ AR DH PR bR Y.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

$ERE: EFFEF R ABCE RS 1P k.
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Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

e/ WE MM IP Mtk

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

1RE: HA yes UEH] B Kol e B 25 o
PB4 (EH I L IP ik S Sy KBS R B

3% B A] E
0 SR B A 7 S B SV i, RSV PR R 1% O R B I BE VR TR P . AR
BA BT BRI, I R R TR
Firewall Threat Defense HA7 LL N V7] ilE:
* FrifkRi — Wb

* IPS
o AR
« URL ihyE

* Cisco Secure Client

1 WURREH A SNV RTE, WS RTTE AR 55 AR5 M 0 8 2R 248 (Search All) 7B,
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home
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& 6: ¥ RIE ER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. #RLINEEAHE PID,

N

AR WRORHRE] PID, el LLTEf PID AT .

* Essentials:
s HEhtu &
* IPS. SERHAFPEAT URL 414
* L-CSF1210CET-TMC=
* L-CSF1210CPT-TMC=
* L-CSF1220CXT-TMC=
S0 ik PID 2 VR ANEVSHOIT I, T DU 5 00T PID 2k i s 3T
* L-CSF1210CE-TMC-1Y
* L-CSF1210CE-TMC-3Y
* L-CSF1210CE-TMC-5Y
* L-CSF1210CP-TMC-1Y
* L-CSF1210CP-TMC-3Y
* L-CSF1210CP-TMC-5Y
* L-CSF1220CX-TMC-1Y
* L-CSF1220CX-TMC-3Y

* L-CSF1220CX-TMC-5Y
* Cisco Secure Client — 1§ Cisco Secure Client 1] 455 o

3. MR kB mANARSS (Products & Services).
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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e All Results
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[ Invoices

(&, Software Subsc...

6

2

1

© Products & Ser... 1

(BT KHAIRE NS RIR

IEROC IR GEAR T 2. AP AR a1 FLRT G mT
HAEA QAT S s IR ANRE IR W R IAIB KBRSt .

£ CLI £ X ARG A 35 FL IR

0] LIME ] FXOS CLI 24 20 1] R 48 9 50 1 B kBl riL i

R

A5 AT — ity [ AR 22 B4 1 65 v 1
[ 8 5H AN

USB-C console
RJ-45 console

I

v .
[l
;

7t FXOS CLI ', %422 local-mgmt 5.

firepower # connect local-mgmt

KHARG.

firepower(local-mgmt) # shutdown

i

firepower (local-mgmt)# shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PERS EIUAE T LS P HLETT OC I BN 1 L Sk DA BT I HLAS 1) it

{2 B K iEig & & 3R 27 K I B A IR RR

A BT JCHG e 26 A5 B IERR DR AL R Bt o
iz

LI I K.
a) iR & (Device), R i RAIRE (System Settings) > E#7 /2 /5 A (Reboot/Shutdown) #F% .
b) rithkH.

P2 WERGE S P KT TR G 8, W AER KBS OGN B RS . MU, A 21U 3R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
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