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A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

(=) (=) (=) (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. -csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

YIRS (EIRE FMC (Select FM C) i, MBI LS & 4 FMC (Cloud-Delivered FM C) > & A2 {4 FM C (Cloud-Delivered
FMC) , )5 rithi T—% (Next).

& 2: 1% FMC

0 Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

firepower_10.10.0.5

e Password Reset
+ Onboard On-Prem FMC

SIE6 ?;'Eﬁ?%(Connectlon) X, A% &F5)S (Device Serial Number) fli% & & #7 (Device Name), RfEAET
—# (Next).

& 3: %

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n hen ] m| nn b
[JADZSEBMGB ] [fp_m“}“ J o bloard.i en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

%
g
~

HZFBESE (Password Reset) F1, fidi2... (Yes..) . ALK BB %M, KRG Adi T—4% (Next).
TR, BEA U A I B O B A .

e

WRE O ER T RAITEE T %M, I AR DA 28R me iy 08 g ic &, N ERR... (No...) LT
B LN E 22 Z AR B AR, KRNI RSO R4, BRI T B, B AT S % .
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o : o ’ : . @ Password must:
Q} Please review all the prerequisites for onboarding with a serial - Be 8-128 characters

number. Learn more (&'

- Have at least one lower and one upper case letter

2) Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters

@ Ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Impertant: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— T

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI.
Important: If you select this option and the device's
default password has not been changed, onboarding fails.

P8 X THREES B (Policy Assignment), 51 H] N RS 50 B A& B PV ) 501G . A ROR LB S5Ems, 1L FEBRIA
il 5l 5k B% (Default Access Control Policy).

[E] 5: SR 5} BL

o Policy Assignment Access Control Palicy

[ Default Access Control Policy - ]

$IB9 X TITHFANE (Subscription License), ik 2 8 FH AN ThEEF k. S F—%.
& 6: 7T FF AT

a Subscription License @ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
@ urL URL Reputation
RA VPN

EREF BN AL
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PRI (i) [ BRANINFRSE, RN =218 & (Security Devices) WUHEATHIF AL JE . FAbREE, SR IEFEIE

(EVIREET R ] () o PRBESAEWA BN LA A AN 2% .
& 7: 525,

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Go to Inventory

Add Labels @

T—F 4

1E&R 2% & (Security Devices) TUIH Y, JEPEIERINIEIE 0B 4, RIFIERN T4 MM &R
(Management) %t T 41 H IRAEAT L 10

1833 F 218 B NG NS

fEFH CLIVE M BB K s o

$B1  E el SMERET, S ®REI8E (Security Devices), RJm Al (i 144 <> DUE N B
$E2  piidi FTD RENG.
P®EI EEERNAT, MREHEFTD .
$®A4  EPER CLI SEMZSA (Use CLI Registration Key) 15 & 75
8:1&F CLIE M4
A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the Eolicies rom the corresponding manager.

Firewall Threat Defense

= = = =
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

HIES AR &EZIR (DeviceName), AR5 i T—# (Next).
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Device Name

[ far ]
=

PIR6 X TREESE (Policy Assignment), 1548 473 504 s e 607 ) 42 I g o A ARORTIC &SR, 1L FEBAIA T
ia] 7 #l 5 B& (Default Access Control Palicy).

10: 377 B SR e

@ Policy Assignment Access Control Policy

l Default Access Control Policy « ]

$£®B7 X TITHIFATIE (Subscription License), i Aidi4I2 FTD i%#& (Physical FTD Device) Huik 44, 4Rk b 3 i
R IhREFATIE. S T—%.

B 11: 5T AT RIE

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

LIS W T CLIGEMESA, 2 n Pl o AR A AL S HOR A idr & o 1 Z0U S 1 iy 2 A8 B D5 A8 11 9
SRmCE A e
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Y
'-\.l.)' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more [

':z_;l Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI2oaT@ewlJTpCOP2w3xEBnVVkFZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add ‘4>z 5 #l_hostname registration_key nat_id display_name
1. CLI 5 H B8 P 58 MW A6 L
s WIGATCE : CLI, %5 14 J-58 R sh A S, 75 BUbBis CLI th A2 hilt a4
s WILAHCE: WAEHEE , O 8 T - ¥ A1 scc_hostname. registration_key Al nat_id #5435 i £ & IR drly/
RERIEE EHANP i, FEPO/RERTH EMER L NAT ID PP,
il
CLI B 1 iy 2 7~ B -

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

GUI B & (1 i & AL -
B 13: G EEEE RS AN
scc_hostname registration_key
I |

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnjlV5ha2q5SRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

$IB R S AT —% (Next), LMETFLAEM B4
FEI0 (k) FRATRINARS, LI 28 & (Security Devices) W B THEE AT UE . MIAMRES, RISkl

s ¥4l (.) SRR AT LA P N )% 4 o
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14: SER%

Your device is now onboarding.
€ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
Go to Inventory

PATHIIRECE (FahiEE)

ST FENEAC, 354 Cisco Secure Firewall ¥ 45 & FEH% 8¢ CLI SRPATATHIZATL &

VIR E: REEIEES
XA, AR KRG, R B AN TR L R
« LK 1/1 - outside, TP Hihi->k H DHCP. IPv6 H sl &
* VLANI - inside, 192.168.95.1/24
o BRIAER - 385 AR AR L) DHCP 3RIR
o ofbBE I - (P WA T ELSE TP AOAT TR R

ASORE AR E, iR DHCP IRS5#5 U 45 i SR mk i 22 A X 48
g2

B K EHUERRI RO (LUK 172 % 1/8, B0&%HT Cisco Secure Firewall 1220, 4 1/2 % 1/10)
P2 FRUAEHA,

a) % https://192.168.95.1.

b) {EHH 4 admin FIERIN S Adminl23 &%,

¢) RGESTOREI TR AR S P R .
P33 R E N T,

B s AR IOE
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i Configure Configure
DeV|Ce Setup o Internet Connection ? Time Settings

Al

1/1 1/3 1/5 1/7 PoE MGMT

T Inside Network @ @ @
==

12 1/4 1/6 1/8 PoE CONSOLE

mema. weges

Smart License
Registration

& Internet

ISP/WAN/Gateway @ NTP Server

> Smart Lice...

ERE
SRR o G B B T i T
a) RoEAMTE ORISR,

& 16: 5B A S5 i HE B ELBE )

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your

cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

NEXT Don't have internet connection?
Skip device setup

1. SMEREE AL - R RISEBL R AT I, S A A A TP bk BANBEAET U 1) B E PPPOE; T LA

TESE R 3 JE B & PPPoE.
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EER A AE |
B oz geges

2. EIEQO - WS O AT BRI ), A B B B, Sl ISR LT AR
T AR BTSRRI 22 B 1 DNS e g5, A2 AM 4% 1 DNS JIk g5 #48## 4T FQDN.

DNS RR %588 - RS HH I DNS JIR55%5 . BRIMIE A OpenDNS AL DNS IR 45 %5 . IXLE 45 2R il e
TS FHJE W B AN #2101 DNS RS 2580 B e AT# e AR L U5 R 1

B KIS EH 2

b) FLEBTEIEE (NTP) (Time Setting [NTP]) Jf /i T —# (Next).
& 17: B3 (&)L E (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC NV

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

¢) EFEEEN 90 BiFfAEAmAEM .

Register with Cisco Smart Software Manager

vith Cisco Smart Software M unctionality of this device and to apply

What is smart license? (3

(Nj Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN 38 R K T BI04 VP RTASIE 5e b LT

o,
R —
It

it

B s AR IOE
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[ 18: R4 1E

Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) WIEFMIIIR%E (Standalone Device) fll BEE (Got 1t).

SR 4 G0 RERE HAhR O, IR E (Device), ARG AiliiED (Interfaces) i B b 1055 4%
$B5 il kR & (Device) . > RGI&E (System Settings) . > &£ &I (Central Management) I i i 4% 4L (Proceed),
] Al i
fic & &8 i /SCCHELIE B (Management Center/SCC/Details).
AR
BRIRATRES Bon “CDO” AL “SCC” &

| EEFFHND O .-_
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19: 1B A L/SCCHLRIER

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— S
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10f8915:85

Management Center/SCC Registration Key

wase ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit
o Before you to the center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) X T EEMEEEAL/SCC EMADIP ik, WUREFTLE 1P bk sl BN VTR A By, 2
(Yes).

AR 224 configure manager add v 4. WS il TA A EC AP KB, 5 S TRV RS .

W AR AE
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configure manager add _hostname registration_key nat_id display_name

=l
2 REERRFMAGSALE

cdo_hostname registration_key

| | Il | I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

b) #ir4 cdo_hostname. registration_keyAl nat_id {43 5 H1# LLF 7B
« EIRFIL/SCC EHLE/ Pttt
« HEFIL/SCC EMEA
* NAT ID

SIE6 IEEREILE.
a) fREBBFEENZ .
It FQDN ¥t H F4hH e,
b) f&5& DNS PR 284H.

WAL, B4l ERIL DNS 4144 CiscoUmbrellaDNSServer Group, A {U$% OpenDNS
2545 -

TEAEAESN G AR B A DNS IS5 #3108, S8 220 45 BLrhut h BT S DNS TR i E .
) AT M AL/SCCIiFEED, sl BBIENO, AR5k SMER.
BT (k) AdRNEI7S DNS (DDNS) 7574 (Add a Dynamic DNS [DDNS] method).
WL BB A ) TP Huhk & A A5 4k, DDNS K fa &5 B bty WT s 2L FQDN A Bk 5 1o
IR 8 fiiER: (Connect).

EMHRZS (Registration Status) X i HERS 7 22 4 2 P VEMH AR Es -

| EEFF BN A .-_
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21: TR

Registration Status

Successful Connection witl

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage

the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

PR 7RSSR L5 1%7?"5"“'EEFFIL\/SCC EMRE PR A, R gend, RIGEME k. S IEN T
THRCERABT K, 55 5 5.

#iaBCE: CLI
P CLI B B 5 L TP b . T RIS AT

W R G o VT BB CLL. 6 2 B 7 g9 4 CLI.

IR 2 SERE IS E Y CLI W A .
R
FRARERRICE, WA EE CLIERA (Fan, @t Eradrmig) o HiE, v LIRS S4E CLI H# ] configure
network 4 TG IX LW E . 52 [H Cisco Secure Firewall Threat Defense iy 4 2% .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

W AR AE


csf-1210-20-ftd-get-start_cdfmc_chapter1.pdf#nameddest=unique_4
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| sEEtsAp kS
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f5E: R DHh MR Ay, BARATSA T B 1, (HA U E 1P ik, flin e bht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

e EREFED. MAHSMEE DU B IN, A SCEFDHCP. ORI E: O 5 B UG i DAL T A F M,
AR/ 1l HY B ) 7L

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

15E: K MOCBIEDY data-interfaces, BLUCE DR BT R BT L, AGEIE R AP 82 L AT o

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

¥ERE: VOB BT DNS JIRdsds . XRS5 SR nT BE B R o Y E RO SR ER 11 DNS kg5 ds— 50 B eAiI#s 2
WA T D o

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

FE/: F\ no LU B EEL.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementQ
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5/E: A routed. AT 1B KRS R AN BEER VT IR o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1°'

However, if the sensor and the Firepower Management Center are separated by a

| EEFF BN A .-_
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W3 WCE T EAR U I AN
configure networ k management-data-inter face
WG, RGP ANRIE OB AR MR R .
F o P thit

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

16E: EAEINLA PR B AN DNS Messds, 8 24E A B b0 AR EDHTIC S DNS P 5 ¥ .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

PR A A 2w AR configure manager add iy ff i KA B U (9 2 A Al WS R IE R T SR
2 WD I RTINS R 05 4 o

B s AR IOE
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2gq5REf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

RS OCH] B, DUERHRE A8 R B FE 4 SN o
IEFOCH RA AR HE . AR IREE N TG e R BOUE R ERIN . WidfE, A2l —EAE
G BIBAT, P EOC A YRR IE K R G
a) i shutdown it 4.
b) MELHJE LED FURZ: LED USAEHUAR & Bl CR52) o
¢) TENUHI RIS H s S, 45 nT DAAE b B k1 5 Sk LA EE 5 5K T HLAR B FEL 5
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