afran]n
CISCO.

Cisco Secure Endpoint PC4000 7& {4 %2 2545 79

Y&k BER: 2023 48 H 28 H
ExiES BER: 2024 6 H 19 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “ASIS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:

https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023 Cisco Systems, Inc. {4 I3 AUF .


https://www.cisco.com/c/en/us/about/legal/trademarks.html

ot

Overview 1
i 1
PG 3
Feo S E 3
HTHRR 5
HTHIA LED 6
Jri 8
JEIiA LED 8
U 10
MEPERLRE 11
Fei ID GRS 12
RIRE A 12

Cisco Secure Endpoint PC4000 & 223545 .



B ==

l Cisco Secure Endpoint PC4000 f& 4 245 7



CHAPTER 1

Overview

* Uife, 1

o BERTER, B3 L
 JPHISAE 3T
s HITAR , S UL

* Wi LED , %56 7
o JElAR , 58 It

s Jali LED , %9 7L
o HIJE , 510 0L

o REPERURS , 2B 11 0T
o P ID G5, BB 12 UL
o YRR . 2 12 0T

Cisco Secure Endpoint PC4000 3 %537 £F Cisco Secure Endpoint FAFS 25 4.0 A 5 S iiiAS

FEHH T Cisco Secure Endpoint PC4000 [ IIRE. 152 7= ID 45, 25 12 U1 3RHY Cisco
Secure Endpoint PC4000 JCHK 1) 4% FH 7= i ID (PID) #1138 . #&mT LLE R I BE $e 0K 5 4 5 fE . XTI fr
LA A SR A e, 20 PR IR A IR LAR LR GR B2 AL (RMA). AT EEBE B[]/ 3R RMA:

https://www.cisco.com/c/en/us/support/returns/returns-portal.html,

3% 1: Cisco Secure Endpoint PC4000

i 1 AR
AN A 2 RU
IR e =

PRy 19 5E~) (48.3 JH2K)  PUSZA: EIA HL42

R INE)E
VAT i

Cisco Secure Endpoint PC4000 iE 25457 I}


https://www.cisco.com/c/en/us/support/returns/returns-portal.html

Overview |

i 15 AR

/T E ARG S BRI

AL HeA
P WALz AR ECAL
DL o SCRFIAC IR HIUE BAT P e, [k
PR U IBYIR RS

SE AT bR P

ISR G P

JOSEEE P Intel Xeon Gold 6330 Ab 225

W1 2 TB RAM

RDIMM — =4 64-GB DDR4-3200-MHz RDIMM

EHL I P P E AL 1/10-GB 3t

USB ¥ 11 2
A 3.0 A A

VGA ¥ 1] —/>3 5115 51| DE-15 iE#: 4%
BRAEL FE R .

SFP i 1] 4 A 2 SFP + %y ]
CFFIY) SFP H14E SFP-10G-SR

FRAT R 65 i —/N RS-232 (RS-232D TIA-561) 1GB RJ45 £ 4T3
|

ARG HUA PIAS 1050-W A2t Ll Crl#ifidh, KA 1+1 00
PN

ke 3196 BTU//M

205 6 A KU AL H T AT 315 HA

ezl '6l)~ P4/~ UCS-SD960G63X-EP (960 GB SSD RAID
14~ UCS-SD76T61X-EV (7.6 TB SSD RAID 6)
P> UCS-SD38T61X-EV (3.8 TB SSD RAID 1)
LIk

RAID # il #% 1

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

278 T Cisco Secure Endpoint PC4000 FIEAHTE L. WHER, RARTT vl Rea prALsh, SEprfith
(A W] g2 T E/b TRARE B TSI N2

1 5FEER

1 BUAH 2 MR EMS CRRHRS
800-43376-02)
3 Cisco Secure Endpoint FAf5 25 lEL BE % |4 SFP+ ML (nlik; Wifilie, s
PC4000 e, D

ISR A5 i ) 7 SR T 1) URL
MY ZI TSR 77 S

SNV TN T O 7% e RN
R N ENSE LN S VST VN T E20
R

o

FHISNE

W N7, Cisco Secure Endpoint PC4000 [#))741 %5 (SN) 1 ENAEFT AR _E 48 8=~ b

Cisco Secure Endpoint PC4000 iE 25457 I}



Overview |

B s5=a=

B 2B E=F LHFTIS

=N

N,
\
Q

4 So i
e 7
/[/ K
Al . O
[ COOCO00ODOC00000 =
p
4

R BRI, BURERIOARSS L bk T A0
A

EE OASCERYUAE TR 5 81, Cisco Secure Endpoint PC4000 H %45 R 37 5 He i) Py 588 424

B 3= EHFIISHE

©)
e
N N
{
° a3
° 5
=|

1 o hRas

. Cisco Secure Endpoint PC4000 fE{ 225457



| Overview

simin [

HIT T 4R

IR T Cisco Secure Endpoint PC4000 [ Hif [HIARARF LA B SR SN 25 L & . 5 204 [ Al LED ,
55 6 T T fi#A47 K LED (5]

4: Cisco Secure Endpoint PC4000 Fil IR

[ @000C000E000RR00000N

1 IR AEAL 1-14 R T /data £511 |2 XS AAEAL 15-24 2 H T &A1
SSD. 7.6TB SSD.

3 LS 2 B/ RS LED 4 FLICAR IR H/LED

S FRYIRA LED 6 KU RAS LED

7 HLEEIRAS LED 8 HLERAS LED

9 W 44 4 475 5 LED 10 £ G Fa N e

11 KVM &4 — —
53—/ DB-15VGA. —/>DB-9
ATHEREZS AP USB HE 4511 KVM
HLZE— Al .

Cisco Secure Endpoint PC4000 iE 25457 I}



B smmw

B E 4R LED

R T HTIAR LED JFE T EMTRIRES .
5 BTER LED B KRS

Overview |

o JEK - AT IR B TR FI B
BRI - Y b T A R

o LM - WAL T IR, IE7E
NPT B AT

om0 o] I
| o 5
1 SAS/SATA UK 5)) 2% i i 2 SAS/SATA 9K5h#83%5) LED
« JEK — IKBhAR IE W I8T . « SRR - IRSAHFER BT KA
I — K G RV D
I, DI — B AL, PG T AL
BRI, DL RN — O e R
TEAT T EOE IR BN #5858 A7 D RE
3 HLJ % HL/LED 4 FLITHR N

 BUK - RO R IThRIR T BE .

CE, PR — TR E
e

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

#iEiR LD [

EX2 e R NI
o Zxth - WAAEIER TR Mis
7.

HLRAS
© Zxth - P RIRI IE R .
BRI - A e AR T R

o 20 - AT U ALAF I IE R B AT .

© JRHID (NS - —ANEEE AN KU
PR I AN T R L

« G (NG - WA IEAERAT RS BATIR
L T o
DR e CPEEIE (R - AN
< BRI - WAL T BRSNS A0 F T IR A
CREtgsE) o i
o REHPFIUA .
* CPU AL,
o /b CPU HHR b
o F/b—A> DIMM H B s
* RAID it & p /b — /N Bh o
HH B A
< BEFALE, 2 IRINKE — RGBT
EIN
* BRI, 3 IRINHR — A7 DIMM
B R
o PRI, 4 RINKE — CPU I
NS
B IR 7 W 2% 4 R B

* K - BUK I JE A 7 B (LOM)
iy 1 16 A 2 RDIR S

Zrth - — A EZAN LUK LOM i
P TR BT IR A, (HE AT
8

gt (N5 - A Z A LUK
LOM i I 4b T8 % Bam IR 24, It
HAWE,

Cisco Secure Endpoint PC4000 iE 25457 I}



B =ax

R ER

Overview |

A
G WA IR FIEAT
BRI A RN
ST
CBRHIE (W3 - B
i B BT RS R

N E” T Cisco Secure Endpoint PC4000 1] )5 1fi K .
6: IR

Rear Bay 01 [529

Gocenocoaw

1 PCle #2FH# 1 (PCle ##if# 1. 2. 3) |2 PCle $271# 2 (PCle #fif 4. 5. 6)
PCle it 3 FH T SFP+ ¥ 1. A4 AN HE PCle $2 714 2.
PCle ¥ 1 F1 2,
3 2.5 i) HDD #ifr, 3 HTRES |4 YR (AN, SRH 141 0B
X[ 3.8 TB SSD
5 WAL B FH R fL 6 R A b 28 R (mLOM) - 4if
(x16)
7 W/~ USB 3.0 A 435 1 8 P51 Gb/10 Gb LA M3 11 (LANT Al
LAN2)
X LAN ¥ 1 A] ELSCRFE 1 Gbps #1110
Gbps, HAKE P THEM SRk EEThfE
9 VGA #is 11 (DB-15 #3H:28) 10 1-Gb VUK M & H URHE Bl B il 4

(CIMC) i I

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

T U |

11 FATHRT (RJ-45 EH28) 12 Jo 8 e AR IR /LED

[ E 4R LED

FEEIR TR AR LED JftE T ENTHPRA
7: [ETEAR LED B ELIRTS

[o PCle03 |5 I

| [od Pcleoa o) JECTN

o L,

1 1-Gb/10-Gb LUK M HE % 14J% (LAN1 Rl | 2 1-Gb/10-Gb LUK MR (LANT A
LAN2 |) LAN2 |)
* BEHI( — BEEE MR 100 Mbps « JEK — JCHEEE AL
BRI — BERK S A 1 Gbps o GO — BEHAE THORIRE
© SRt — BEHGAEE D) 10 Gbps . j;%’é () — Bam ks A1
i
3 1-GB DU 4 A5 PILGE i k J32 4 1-GB BUK M 4 Y4 B IR S
* JEK — BEHIHE Y 10 Mbps * UK — ToHERRAFAE
* PRI — BERKHEE ) 100 Mbps o Gt - B AL TR RS
© 4t — BEHEE A 1 Gbps . i@ (N5 — WSS % T A7
i

Cisco Secure Endpoint PC4000 iE 25457 I}



B ==

FE iR

Overview |

Je HB L ITRR IR
© FEK — AL kR IR fiE

s, AR — BOTERRIRE CL
i

HYLIRE (AN &> LED)
o JHK — LRSI (12 V FEHE
KM, 12V & IEIED
o G0, IR — 12V EHLRSC ],
12V 25 H IR

o Sl — 12V EHETIT, 12V 4%
FH 5T TR

© REIC, DU — A B
i, 5 12V L JETIT

© PRI — A EAHR 12V
FHPOCH (Biln, . H
IRERUR ATy

SAS/SATA K55 b
* SR — KB IE BT
o BEFE — Rl ) 0K 2 25 b
 JREAG, MR — WA IEAE A

< BRI, DLROATRRRINAGR — &
FERRAE s YR 5l s 52 A K g

SAS/SATA IKsh #1535 LED
o SR — B AT B K ah g
CIEVi . s
o Gt — B A E RS LS

o Zxth, INRR — IXBh AR IEAE T
BN

FEFIH T Cisco Secure Endpoint PC4000 {4 I 1¥) &A™ 1050W AZ i R CRBRT A

UCSC-PSU1-1050W) [FF1k& .

% 2 IEA
1t B WAE
ke 1313 BTU//NEY

ATVRA N HL s

FETEHL: 100 - 120 VAC, 200 - 240 VAC
JaE: 90 -132V AC, 180 -264V AC

RN TR S

eVl 50 - 60Hz
JulE: 47 - 63Hz

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

wrmiz ]

15t AR A&
e KACTN HLL 100 VAC &, UfHH 12.5 A
208 VAC T, U 6.0 A

IEIN TN NS 100 VAC Itf, i 1250 VA

BEAN HL IS 10 B K T R 1050 W

B KRN 15A C J 1351 1))

R R PREF I ] 1050 W i, 12 ZFP

SERE IRV 12 VDC

RIS AL s 12 VDC

&4 PRFSNEAT BRI (Climate Savers) [ 4 ERL5: 2%
(80Plus (14 IAIE)

HM GRS RSP2

i NS IEC320 C14

PR 4 A4

& T Cisco Secure Endpoint PC4000 1 4 KA o

3 3: Cisco Secure Endpoint PC4000 7& 14 31 #&

W&

RF G x 38 x )

3.4x16.9x29.5 %) (8.64x42.9x74.0 JEAD

OKHEE GHEHLAD

57.5 % (26.1 T5)

L TAE: 50°F % 95°F (10°C % 35°C)
Mo 3117 R (950 KD I, REHE I 547 SER (300 KD, e
JETAE: -40°F & 149°F (-40°C % 65°C) (A7 a8z ik #& M)

FR R TAE: 8% % 90%, FE¥AEt
ETAE: 5% 2 95%, A4

R TAE: 0% 10000 55T

JETAE: 0 4 40000 4 X Cfifi 7 Bz Hin e A5 1)

Cisco Secure Endpoint PC4000 iE 25457 I}



Overview |

[
®
Bn
S
3
Jjo

A%

P22 5.8 DIJR CHRFE 1SO7779 LWAd ArvfEIIE A TR TR )
T AR 73°F (23°C)

PR 2 43 dBa (HR¥E 1SO7779 LpAM Frufkilll i A THAUH B0
T AR SE 73°F (23°C)

= ID /=

T&RFIH T 5 Cisco Secure Endpoint PC4000 #H <4525 7= 5 ID (PID). & H 44424 vl L B AT
FIEEH A an FATATT P SR ALAF IR, A 25 BN HLAR RMA, f34% SFP FI1 SFP Hi%G . i

JRHES ] 3REX RMA:  https://www.cisco.com/c/en/us/support/returns/returns-portal. html. {F & 1
FIHEAT RMA 2, 4% FOKShES AT r e ] U TSR s BEZ 11 (CIMC) R & 45 PID %87 . 1
Z:i AT ID (PID) H S VEAI{E S B SR,

3% 4: Cisco Secure Endpoint PC4000 PIDs

PID i3t AR

SEPC-AC-1050 FLE
UCSC-PSU1-1050W= R ()
SEPC-SD38T6I1X-EV 3.8-TB i IR ) 4
UCS-SD38T6I1X-EV= 3.8 TB WEALIKAh % (%10
SEPC-SD76TBMI1X-EV 7.6-TB i IR 5 %
UCS-SD76TBM1X-EV= 7.6 TB HEALIK BN % (4510
SEPC-SD960G63X-EP 960-GB [l A<l £
UCS-SD960G63X-EP= 960-GB [ &K a4 (%1F)
UCSC-RAILB-M6 WIE
UCSC-RAILB-M6= WHEM (&1

FE IR 2 AR

WERIEAT TR SRR R HRIREL,  WIE A TUNA™ S FE & 1R . A A AR K
URE T e 2t il i T B BUARSE L VG [ AR 3T B 200 B 2R e ) N 3T D 1) P Uk

l Cisco Secure Endpoint PC4000 f& 4 245 7


https://www.cisco.com/c/en/us/support/returns/returns-portal.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/4_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_40/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_40_chapter_011.html#id_26964

Overview

WA SCFELUT YRR APk LR
8: IR % (CAB-250V-10A-AR)

7] ¢
@

wimgmis

1 |#fisk: IRAM 2073

2 | L HUEM: 10A, 250V

3 | %EB4%: TEC 60320/C13

[ 9: @K FI (CAB-9K10A-AU)

=

1 |4f3k: A.S.3112-2000

2 | EEHUEM: 10A, 250V

3 | &% IEC 60320/C15

& 10: E 7 (PWR-250V-10A-B2Z)

1 |4f3k: NBR 14136

2 | HJRLEHIE(E: 10A, 250V

3 |iERds: 1EC 60320/C13

Cisco Secure Endpoint PC4000 iE 25457 I}



Overview |

-

11: #l4E k2% (CAB-C13-C14-2M)

1 |#5%: SS10A 2 | HHLHUEME: 10A, 250V

3 | B8, HS10S, C-13 % C-14 —

12: §4ERk 2L (CAB-C13-C14-AC)

1 |#fisk: SS10A 2 | HEEHUE: 10A, 250V

3 |8 HSI10S, C-13 F C-14 (U4 -

13: HHEBk 2% (CAB-C13-CBN)

zﬁﬁﬁ | 3 § °

1 |#Gk: SS10A 2 | HYELBUELE: 10A, 250V

3 | %44 HS10S, C-13 % C-14 —

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

mimgms |
14: A [E (CAB-250V-10A-CH)
[—
1T ¥ 7 ﬂ]]m]m
N |
()0 @ @
1 |#isk: GB2099.1/2008 2 | MRS AEAE: 10A, 250V
3 | RS IEC 60320/C13 —
15: B (CAB-9K10A-EU)
— @ O G
[ %
1 |#isk: CEE7/7 (M2511) 2 | YELRHIE: 10A/16A, 250V

3 | &% IEC 60320/C15 (VSCC 15) —

16: ENE (CAB-250V-10A-ID)

1 |4fk: IS 6538-1971 2 | HEEHUE: 16A, 250V

3 |#Bgs. IEC 60320-C13 —

Cisco Secure Endpoint PC4000 iE 25457 I}



-

17: LA &5 (CAB-250V-10A-1S)

S —— ‘J—Ml...‘ | \ | 9%

-

Overview |

1 |#fisk: SI-32

2 | R AUE E: 10A, 250V

3 |4, IEC 60320-C13

18: Z K #| (CAB-9K10A-IT)

o

1 |4fisk: CEI23-16/VII (I/3G)

2 | R AUE M 10A, 250V

3 | &S IEC 60320/C15
(EN 60320/C15M)

19: HZ (CAB-JPN-3PIN)

'||||!HWH L] T
O® @

L

1 |4k JIS 8303

2 | HJRLEHEME: 12A, 125V

3 | RS 1EC 60320/C13

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

20: B7s (CAB-C13-C14-2M-JP)

wimgmis

o m—

%® @

fisk: EN 60320-2-2/E

2 | IR HUEM: 10A, 250V

3

EREEE. EN 60320/C13 & Cl4

21: &= (CAB-9K10S-KOR)

‘EE
|7
()

|:':1

Uﬂj |ﬂlll||ﬂ

(D

1 |#fisk: EL211 (KSC 8305) 2 HYRLAUE(E: 10A, 250V
3 | #EgE: IEC 60320/C15 —

22: 3£ 3 (CAB-9K12A-NA)

1 |#ik: NEMAS-15P 2 | HIELSUE: 13A, 125V
3 | &S IEC 60320/C15 —

Cisco Secure Endpoint PC4000 iE 25457 I}



B ossms

23: k3 (CAB-N5K6A-NA)

Overview |

1 |#H3k: NEMAG6-15P

2 | R AUE M 10A, 125V

3 | i%EBg%: IEC 60320/C13

24: 3£3= (CAB-AC-L620-C13)

1 |4f3k: NEMA L6-20 (KSR FARk)

2 | R HUEM: 13A, 250V

3 | ¥%EBs%: IEC 60320/C13

25:35 1 (CAB-9K10A-SW)

1 |4#%: SEV 1011 (MP232-R)

2 | RS 10A, 250V

3 | @S, IEC 60320/C15

l Cisco Secure Endpoint PC4000 f& 4 245 7



| Overview

26: P [E &7Z (CAB-ACTW)

mirgat |

-
1

(3D— @p0)

1 |4fk: EL 302 (CNS10917)

2 | YL HEME: 10A, 125V

3 | #%HEPS: 1EC 60320/C13

27: % [E| (CAB-9K10A-UK)

1 |#fisk: BS1363A/SS145

2 | L HUEME: 10A, 250V

3 |#EBgs. 1EC 60320/C15

Cisco Secure Endpoint PC4000 iE 25457 I}



Overview |

-

l Cisco Secure Endpoint PC4000 f& 4 245 7



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



