T N ARRUEIFES

o P ORI R DISEI s v PR, 55 1 0

o ffifl DVD & E&. Siduotw &g, 56 i
o DRI DA e T T AR RS, B 7

< BERVFR], ZB 7 0L

o BSUEEL ISE B 1) 1P ik, 2 7 0T

o BHE AT . 8

s PUTRGIERR . S5 9 0L

GR7E LA K M3% O AL IS AT A S

JORISE SCRPEB WA IR M2 114852 — AN e 11, DO et T Pk . SEThRERR M M
253 K (NIC) 482 5 NIC 434H.. PIANFEO48EE—EN, B NIC LIF2E BEF B MAC Huhkfy

A B

JBFRFISE H 1) NIC 4852 I REA e R I B ol B I SR & Th g . JRL ISE AN 32 #F NIC 455 11 s vl F M
k.

B 985 v LA R ISE BRZSAE R AR 0L R ANSZ 5% i«
o W EEAE b
o AZH L W T IR (S B H I D
o« ATHALLL Rt
PN R AE ey, o ANEIR RO B0, S AMNEO A D . AN O

R, EFEROR, AR SRS TN WA AR DR R S, e
PIAESS, JFCBLT AR . F0E KR B8 1 TP Ml A MAC Hihik.

A E NIC g8E hRent, JUREISE 255 [ € (B NIC Fex), LUERRER NIC. F&SIH T W
48 NIC W] AR E AE— L T G0 € 4% 1
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B osnze

* I HEE—RREZEONYIE NIC

B ISE 477 NIC ZFR | Linux 932 NIC ZFR | 45EBINIC Fevfae | 45%EH) NIC ZFR
TIELLRH 0 Eth0 F g5 s #hiE 0
TIREAKM 1 Ethl #H

TIELLRK 2 Eth2 ERiE e 1
TIELLKM 3 Eth3 By

TIELLK I 4 Eth4 ERiE gLE 2
TICLLKH 5 Eths By

RS

NIC 052 hREAE AT A3 2SRRI S F S 6 A2 S0k . 23R P &5 B 45
* SNS 3500 113600 R4 T H - 4552 0. 1 12
« VMware ERINL - 4552 0. 1 F1 2 Cln S A NIC 7] H Ty

* Linux KVM 5 5 - 4558 0. 1 802 Cans A NIC 7] TRy

HE UKW IZEO 5=
- TR ISE e TR LKL, AT =, BIBE O, B | RGN 2.

o TARE R T I E 3 L, AR S e h O E. ES ER, T A Ok
NIC AJ LGRS AE — i S JLAESR & T A (O£

* BthO £ LB I/EE R 0, WARISAT IR 1. JUAt R L A RIsAT I 1

o TEEANER— AR 20T, S EBO (ENIC) 40 IP Huhlk. A0 E 0 Z 0, 24404 EthO
B0 1Pv4 itk o SR, ZEQNERGEE 1 F1 2 287, D454 Eth2 Fl Ethd 3 1014 B4 IPv4
gl IPv6 Hihk.

o TEAIE—ANYLEZ AT, R IO (Ethl. Eth3 i Eths) ZMEC T IP Hulik, i5Fi% IP i
HE A AL VIR o ASNAZ S % P32 20 I TP Mt

o T LR BB —ANEEe (JFE 0) , JFIERIRE I REEAA . ZEXFIEOT, 482 01E N
EHEZOMBITN D, #aE O AEiTrREA.

o QAT DL BB e P R TP ik o 4R e IR LURR R 20 OB TP Mk, DRUAZ bR AR
B2 1P Mk,

o MR AN D 2 T GRE I, A GRE (K4 1 23 B TP bk g 7r o gs 14 .
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o NI JE T HA IR E I ERE ISE 35 5 FRCE NIC 48 E Thhe, DA 8B A BN 1 HZ T
A, MCE NIC 485, ARERZ S E T RIS .

© WRAE N FGEE T A8 (EthO. Eth2 B¢ Ethd) [ BIE: DICE T EaS st i, WX seiias g
HOR ST, DAAESRE i L AR B 1 RisT.

fcE NIC 48 &
AT LU EEL ISE CLI Bt 'E NIC gh52 .. LA FREFA4 T WA 4E Etho F1 Eth1 #2111 2 [A]fC & 4652 0,

FHiaZ |l

TR A —AN 782G 3 D EE 82 10 (5901 Ethl. Eth3, Eth54%00) BB T 1P Hukilk, )220 D&
e OBRZ 1P Huhl . AN k& 32 0 40 fid 1P Mk .

LR AR B D1k S & s R} ISE CLI.
$HIE 2 i\ configureterminal HEA R BRI,
$HIE 3 4 interface GigabitEthernet 0 iy 4.

1B 4 i)\ backup interface GigabitEthernet 1 iy 4.
iR PN T A7

o

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure you
want to proceed? Y/N [N]:

SIS M\ Y J{¥% Enter.

g 0 MORCE . MFHISESHBET . S0 —Bnal, DU R IT A IS5 38 Tl 8 sh figAT. M CLI HiA
show application statusise 4, A& 25 IrE R #EISTT .

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0
ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database.

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

| #nzagris I



B zencozrs

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

10k NIC 3 EBLE

R EgEgrEs |

pz

SEIGSIF NIC 482 Thfe &5 O E, i MRl ISE CLI iZ4T show running-config #ir 4. %84 31254

LT AR A Y«

|
interface GigabitEthernet 0
ipv6 address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

fE B R, R R T IRLURRK 17 R AETIELURK 0 _ERCE T NIC 485, HTIkLL
R0 AER T, TICLLRM 1A HIH . Bbdh, RV A28 URIg 43 1 S b b BT A 9] 11

IP bk, {H ADE-OS MCEASAEBITRCE F Y& A0 L ER 1P Mk,

AT LLiZ 4T show interface i & & & CL 482 135 11,

ise/admin# show interface
bond0: flags=5187<UP, BROADCAST, RUNNING, PRIMARY, MULTICAST>

inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255

inet6 fe80::8ab5a:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>

ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns O frame O

TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

GigabitEthernet 0

flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST>
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns O frame O
TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

device memory 0xfab00000-fabfffff

GigabitEthernet 1

flags=6211<UP, BROADCAST, RUNNING, SUBORDINATE, MULTICAST>
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0O <collisions 0
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device memory 0xfaa00000-faafffff

IB% NIC 43

{1 no T3\ backup interface iy &M% NIC 455 »

FHia Z |l

A A B 5Lk 8 sk IR ISE CLI.
£ 2 i\ configureterminal HEAFRC & .
I3 i interface GigabitEthernet 0 iy 4

S 4 %\ no backup interface GigabitEthernet 1 fiy

o

% Notice: Bonded Interface bond 0 has been removed.

HIES I Y Ji4% Enter .

45 0 O MR, SR ISE & HBhEE . BN, DU ITA IS O B sh flia1r. & CLI A
show application statusise ir%, & &G T RS ER7EET .

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'’
CLI to verify all processes are in running state.
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ise/admin (config-GigabitEthernet) #

EHDVD EEEKX. wicsuttimaIZes

FHIa Z |l
ORI T A A5 22l A T JUREISE 0 DVD Ji 2l R ISE 045 I vl 8- S 23R ) DL AR S DL -

o RER 2 55 4 9 VRN exec (ISR} ISE B (1 H AT H I & AN SCIR . dlb Re L Eh no
exec, W] LUAE I SEEA MR 75 A 4 LA S ER AT 65 1 4%

o B AA B ERHSE Bt VBRI /R 38 Cen] DU AR B AU s 3 8l VMware
vSphere 2 ] i A5 H SR S

o {5 AT ISR ISE B A AT bl e

S DR ISE %% O Bam
LB 2 N EFEISE #4F DVD,

S 3 M E LA TIERE, W A R A R AT 5 v %, 1 IE R System Utilities (Serial Console), iS4l
FLRNAEAT 7 B P SV 4%, 1% System Ultilities (Keyboard/Monitor), #X 514 Enter .

RG4S BN IS0 ST AR, RN,

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
[g] Quit and reload

Enter option [1 - 3] g to Quit:

PERA AN 1 DR B O

FEIE £ 5%

Admin Password Recovery

This utility will reset the password for the specified ADE-OS administrator.
At most the first five administrators will be listed. To cancel without
saving changes, enter [g] to Quit and return to the utilities menu.

[1] :admin

[2] :admin?2

[3] :admin3

[4] :admind

Enter choice between [1 - 4] or g to Quit: 2
Password:

Verify password:

Save change and reboot? [Y/N]:
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PERS R AT T A A B L
PER6 S AP I BT .
PR A Y IRAFE S

HEEANEMEEZHIE

B BE O AN AN TE A (10 3 i 2L OB S ZEIR ™ o e D AR 2 ECh 5

P Ix st 4, ] R} ISE CLI i) application reset- passwd ise iy A T LD A P SR A
A E N CLL %M, RN HEE T M s, U A, JFHETLUESR, 1
ABEHBNRSE. -

AR ISE EEIB REF (Administrator Logins) f P 7 —4& HESH. BEAEGERAE D, HH
%%i KFr (=), SRJGik+£ #81E (Operations) > IR & (Reports) > i & (Reports) > 844 (Audit) > &
I R F (Administrator Logins). I HL G ID A IEE21E, HEGEE S5 ID LB,

PR Ui EEREHI G CLIIFA

application reset-passwd ise administrator ID

P2 Fi5E IS T A B 01 1D FR) 2 Ai P AN 26 A AN [F) £ B 35 1

Enter new password:
Confirm new password:

Password reset successfully

B ST

X FIE AN (RMA), 1R E T 3 SNS IR S5 a5 LI BAN A, 1555 e EHmUG x%, i IR
ISE. tn&FE#H), %5 Cisco TAC BE&R.

B UERLISE & B IP ik

FHia Z |l

 FESCCCIP At 2 R, T OR SR ISE Y s TR o R R A B K E
TR MHR B R RO A 21 s A e S A Y i

o DR ISE 4 1P Hutki, 15204 noip address iy 4>

I
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P11 | WE ISE CLL.
L2 AL e
a) configureterminal
b) interface GigabitEthernet 0
c) ip addressnew_ip_address new_subnet_mask

RESPOREES P Hlik . N Y. RG0K DR BT LRI BES:

ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

JARFISE SR BHE 0 RS

FE3 WA Y HE RS

EEREMARFE

JRFISE $&— AN 24T S (CLI) fiv 2K 2 A LR SE AR T (1 2ee . TR EN & 4nfs 2.
show version history fir 2 H#EELL N PE4HAE B

* Date - PAAT 2R Bl EI 1) H 31AN IR (7]

* Application - HF} ISE W H

* Version - U235 U b hfe A

« Action - 5. HIE. AT RN T I

* Bundle Filename - % 25¢ BRI B4 (R 2 40 1) 42 B
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* Repository - W23 J0A ISE N THHIR A IAE A 2R . ANE I T8k

FE Gk F A} ISE CLL.
FHIE2 HALL N4 show version history.

AGUK Rl i -

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2018
Application: ise

Version: 3.0.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#

PATR SRR

0] LT RG0S I8 DL e s B R ISE #4588 VM AR I BT 5 8 o XA THUT RE0E 1k
T nT i PR SR ISE £5745 NIST #¥71) H 4 800-88 i i St brvE o

FFiE Z |
ORI T R AE 2 A0 F SR ISE #/4 DVD )i 2l BB} ISE 15 45 1 1T 8- 250n] 81 LR EHAH A I
o« RN A S A5 B E N exec AR ISE W& 1 B ATH8 I & 1B AR GG .l bk L% # N no
exec, BRI KVM &R BTG 6188
o I HA B DFRSE W& HB R A R a8 (KVM) &3 CE T U FE KVM 5L VMware vSphere
B R G ERE) .
o W HAT 2R ISE W& M AT IS0 & %4z

FIE1 Hifr ERl ISE 4 Cam el
1B 2 i N JLF}ISE %44 DVD.
HIE 3 [ FH i Sk Bk B¢ System Utilities (Serial Console), Jf:4% Enter.

RG24 R 1SO SEH T RS, Wi N Pior:

Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
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[3] System Erase
[g] Quit and reload

Enter option [1 - 3] g to Quit:

HA 3 DIBAT R G R .

RS & B
* Kk kK ok kkkkKk WARNTING * Kk Kk kkkkkkKk

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE(S). THIS PROCESS CAN TAKE UP TO 5 HOURS TO

COMPLETE. THE RESULT WILL BE COMPLETE

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL MEDIA
TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y

HIN Y.

PG 2 WoR o) —AVE S AT IR

THIS IS YOUR LAST CHANGE TO CANCEL. PROCEED WITH SYSTEM ERASE? [Y/N] Y
WA Y UBAT RGATERR -

S BN

Deleting system disk, please wait--
Writing random data to all sectors of disk device (/dev/sda)-

Writing zeros to all sectors of disk device (/dev/sda)-
Completed! System is now erased.
Press <Enter> to reboot.

PAT RGN A, RS E R A B, WAAZAE IR ISE DVD JA 31 R G AR B P ik £ e ek 1ol
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