/\1&?4:': ;u_,\

*SNSWHZFH, H1I

* VMware [E#IHL, B3 0

* Linux KVM , i 16 1T

* Microsoft Hyper-V , i 18 1T
o el . 5 32 T

SNS &5 %

EIE—1 A1 515 USB g &A= BH] ISE

Fi&Z wiI
o 0] LLE ] Rufus 3.18, MUJERFISE 3.2 )22 1SO SCAAIEE T JH 5) USB %45 . 50 LU LR A7
B N# Rufus:

https://rufus.ie/downloads/
* K B ISE 2248 1SO AT MR A RS
* ffif 16 GB 5k 32 GB USB # %

L1 ] FAT16 5% FAT32 Bk N6 USB 1 & LIRS O 25 1]
P2 ff USB A liAAH RS, )5 /H3) Rufus,
L3 MERIE LiveCD (Useexisting Live CD X34 #7358 (Browse), Jfi%£ M EL ISE 1SO XA
$IE4  MBHREE (Target Device) Nk $: USB %4 .
WIRAH RS N IER T4 USB ¥4, & HBhERIZ%.
$IES5 6] Live USB (Create Live USB).

S TR v 515 USB BB . Seputbid #2)5, Bl 7 H 14247 USB LH A R4 Vi 7] USB JRZ) 4
(KIA o IAAIAE T3 SEHT AN SCASSCAT 5 A4 g 228 ]8R ISEs



https://rufus.ie/downloads/

B =z 5 sNs 35003600 R34

$I26

IR
$1E9
S0

TEN

M USB BRBIEEH, AESCAGi 44 T T IT AR STAR S A

* isolinux/isolinux.cfg or syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg

B A SR ARTE “cdrom”
 WARBAT 3595, 3615, 3655 8% 3695 e, P SCIRRIARTE “cdrom” By “hd:sdbl” .
HARTE, s “cdrom” FRF R (W pTA Sl fln, K
ks=cdrom/ks.cfg
ks=hd:sdbl:/ks.cfg
T ks.cfg CAFIFEATE “cdrom” ik “harddrive --partition=/dev/disk/by-label/ADEOS --dir=/"
TRAF A IFIR Y
A R G2 A H B USB 1545
LB UREISE, EH 515 USB B i AJIRLISE ek, s, M USB IKEIE51F.

= AR B} SNS 3500/3600 % 5%

B siexgEs

S8R SNS 3500/3600 R AN B4 B N & DVD Wiahas. Kk, ZEH EEL ISE #4458 g R ISE

EPF e, ATRABAT L R AE 2

\)

R SNS 3500 Fl13600 R % S Hrge— 9 RE[E 4442 1 (UEFD) %45 S ohft. tRIhRE T #f e
1 BRI (F) ISE % A fis 228278 SNS 3500 F 3600 2 41¥ % b, IF H AT LA 1E 2T fa] R 5k
BAHERAE RS, RV W& BT M AR AT« 25K, 3 I EE RS (RedHat

Enterprise Linux 5, Microsoft Windows) JCiLfEM &% F5]'F.

o Af ] RURME B B ) 8% (CIMC) IR 2225 Liso ST WU 4 U DVD . A OSTEAIME B

12 {#unique 51,

o A 2eke iso AR 24 DVD, Jf HAdi A USB 4N DVD Bxz)id%, X)) DVD JK5)) s 5]

TR

* 2 iso SCPFENEE AT 5143 USB B4k, JFM USB Wahas 51 S8k, ARIFEMEL, 1iF

Z[@#unique 52 F#unique 51,

i}

[



vmware g4l [l

VMware E##1

\)

AR RSO AL VMware SMEAURS B 13E F] T 228 AE R Hyperflex 1 (9 /4R ISE.

RN ZRFEREEE

TEREAUNL b 223 IRHISE 2 J, 2R 5 2 AN L b m] PR Rt A 8 Y 5 s s A s R A T L L
DAPAT WA e B

PAT VM RS A A, R P AR AR AL 2N E) L LSS VM K CPU %04 . CPU IR 5
PLA AT BC4s VM I RAM. W VM BN A2 BEAR DAL RN, e Rl ss b, e YGRS A N0 H
FIETF 1SO (2%

MIBBAT R BT, RESHPIT VM MR T, SRP SR AR VO IMPERE. W R RS 1O
PEREANI S UG, WIpf%s b SR —48 4, ANt a RvrR gk saliaT 2.
RGLEM RN $UT VM MR EE, 0 RIS RT3 W B /0 MEREA T & it
WIHHKS, R4

VM P AER 2t m] DU 75 22 M LR} ISE CLI A i 1] show tech-support i 458 .

VM BEJEAMERERY 5 7T LAAE AT IR} ISE 22 Mt ol Mizdr o T LU EAL ISE J5 s ity
LEIR

(£ 1S0 TE7E VMware [ERIH_E 222 BE] ISE

AEBI AT 4d F 1SO SCA-4E VMware REFUNL I 2235 R} ISE.

fic & VMware ESXi AR S S8Ry & &1

ERRAREE

L E VMWare ESXi RS54 Z 0, 17 A A7 o 41t AR 4 T G B 2 41
S ELLHATE BRI S GRITTD %% BSXi Jedsa% .
o JWRHISE & 6417 R %H 64 (i RB LTI, WAL ESXi lgs#% L a H T ERIMLEL A (VT).
* HHERAE VMware MERIAL L0 OGRS RERE 25 8] 5o 1152 B #unique_31 3543 DASREUE 245 L.

o IR AR B VMware REIINLSCLE R S8 (VMES),  WDAZ0 1 4% S0 £ 48 BA S HE R ISE 4
K. RGi4r ) VMware THL FALE FIEMEAEE S VMES. % T VMFS5, 1 MB B/ sz
¥ % 1.999 TB BRI K/ .

IR Ege ke T ESXilljgsas, mLMG Ao & LT R AL RO, TR E#H 51 8%, Hh
I, 151 H] esxcfg-info A4 LR Jfi 7= 4l

R '-



B =esxims s ErmER LA

~ # esxcfg-info |grep "HV Support"
[ === =HV SUPPOT L e ittt ettt et e et e et et et et 3
|——=-World Command Line......c..euiuiiieinennennennennenns grep HV Support

W BV CFERME Y 3, WHE BSXi RSS2 LA T VT, #arDhgkstwd,

W HV SCHIEN 2, W] VT 32308, (HARLE ESXi RS 2% B . B Zigni BIOS W& IT7E
ESXi fR45%% L) VT,

7£ ESXi fR 5588 L B A E UL R AR

T AT AR TS DART RSO K S8R ISE SR SUMLIKIAH [T o (HAE 28 dp BTl 2 T, 420
£ ESXi k55 4% E R FEAUMEECAR (V).

B THE 8 Bk

$2 % F2 AN BE .

PR3 1L S (Advanced) > 4 IE2EECE (Processor Configuration).
FE4 LR Intel(R) VT IR H .

PS4 F10 UIRAFEESUTIR .

H FBE}ISE 74 32AR S5 ECE VMware AR 55 8542 0

fil & VMware It 55 #5422 11 LASCREIEAS Bty 112> BT 2% (SPAN) 258 15 Uit B 12 2] Cisco ISE Profiler Service
(L FHERIEZ

1B 1 EL$REE (Configuration) > M 4& (Networking) > /B4 (Properties) > VMNetwork (VMware %55 8% S 451 1 44 FR )
VMswitchO (3r—A> VMware ESXi Jlx 554542 11) JB1% (Properties) &£ (Security).

$IE 2 {r& 4 (Security) IR L) “SKm&4] 487 (Policy Exceptions) %, &+ B &4& 3 (PromiscuousM ode) ik HE .
L3 & AKX (Promiscuous Mode) FHidEEH, EPEIES (Accept), 2R )5 Hiili #AE (OK).
X FHSREEAT SPAN BB G It 1) 20 T #s B WL AR 1) 7 — A~ VMware ESXi 45 2 1 5 AR [F] 120 3R

& &7 6 8 EZ = VMware R 5525

PR KHFFE VMware k5545 (101 ISE-120) I HLYA .
W2 L VMware 4578, RGP 4R (Edit).
HIE3 i “fffE” (Hardware) ¥EI0K_ LR A0 (Add).
$IB 4 LR ITIHDO (Serial Port), 5 i T—4 (Next).

WIS L “ AT 7 (Serial Port Output) X3, #uidy ZE 41 EERYIEHRITIHRO (Use physical serial port on the
host) E¢if 53 M 4% %4 (Connect via Network) ik 4%4, K55l T—3 (Next).

B =exsEs



it & VMware AR 5558 .

o INSIEFE It M 4ERE” (Connect via Network) 15T, T2t it ESXi k25 #% 4T FFBI5 K K 11
« WIRAETE E ML FIEFF Use physical serial port, iR 1. AT LLUERELL P/ NEDZ —:
* /dev/ttySO (f£ DOS & Windows #:1E R4 H, X¥ Rk COMD) o

* /dev/ttyS1 (#f DOS =X Windows #:1E RZH, X¥f Rk COM2) o

6 i T—5 (Next).
PIT AL “BRIRE” (Device Status) DI, W rPAHN (R EHE. BRNEA “ CiEH” (Connected).
PIR8 Hili OK LR VMware Jli554 o

fii & VMware R % 28

FiaZ |l
RIS LR L B VMware ESXi IR 45 22 10 55 448

L1 T ESXi hgrds.

FIR2  {E VMware vSphere % 1 i) /e Gtk A BERR T EHLA S, ARG EEIUML (New Virtual Machine).
L3 A “ILE” (Configuration) XIHHEF , £} VMware Ft B EFE B E X (Custom), K5 .t T—H (Next).
FIR4E A VMware RN LK, AR5 LT —5 (Next).

xR I ZEA T VMware EALEEHLA

LIS EPFHAEWIIT AR datastore, SR )5 Lt T —3% (Next).

PE6 (W) W VM EHLEEER SR 2 A VMware EAUNLRCA, & IEFE— MBS (Bl UpLseAs 70, R
Ja Bili T —2 (Next).

ST MERA (Version) FH4IRHIEFE Linux, R85 %E$SZFEHT Red Hat Enterprise Linux WA

128  J\ Number of virtual sockets Al Number of cores per virtual socket 751 HiEFE—AME . O REN K -

SNS 3600 & 5% % :
< NI - 16
« Y- 24
« K7 -24

TR, OB Y T R A 24 IR 25 4% 3600 R R OB W% ltun, % T /N0 X 4% 3 22,
AL 16 A vCPU KU A BETH /& SNS 3615 (47 8 > CPU #%/Lh8k 16 NS 1) CPU #it% .

iR S AN WL B CPU M A BEUR LA RC DR UG B o 5 U mT R 2™ S 5% ISE ML REAAG E

PRI UWHAFE, REPTHT—F (Next).

#iezzEs



B cnsnnessiseres

FIB10 M “IERLE” (Adapter) FHuslhik$k E1000 NIC IKEIFLT, R)E i T—3 (Next).

iR BATEE S IEPE E1000 LA PR AE BR S DL I AEH IEARIEFC 20U « Wik $8 VMXNET3, W] fg L2l
HOHTLS BESXi JE LAY, VMEILS ISE JERCAR T [H) 20

$£I11 % $¢ Paravirtual 75 SCSI #5188, AR5 5t T—4 (Next).

$B12 EFAIEFEREA (Createanew virtual disk), )5 i T—3 (Next).

P13 {E “HATHEC” (Disk Provisioning) X IHHEH, HiZEEAEL (Thick Provision) HLikfifl, SRJ5HEHT—5 (Next)
JURLISE [FI R SCRFFEA AR RS . (H2, FRATE UL P AW B PO A 2 DU BCE L (1 g, G T g
TR, W AR REE PR RS, W R RIS, DL AR A T S A T 2 WA A TR () B
TER UGS J ) n] RE 2352 3 .

S BUHE D IFBEETIRE, BHIANAIERE D (Support clustering features such as Fault Tolerance) & iEAE .

WIS SR, ARG T—2 (Next).

HIE6 KUFRC & VLS S, BIaE e Y VMware A48/ Name. Guest OS. CPUs. Memory fll Disk Size.

LT hisERL (Finish).

ARG C %% VMware R4

T—¥ it a

BTG A VMware 248, &4 RS VMware &7 5 S SLHIZE AR TR VM, SR E kB
iR (Power) > FF /B iR (Power On),

EIEMNE8 5| SRR E

1t VMware EUAL L, 5IFERBNBCE A 0. B80T DUl 8 ot 5 |5 B R K W Ak £ 5 | e 33
(il 55 B B DA ) .

1 M VSphere /i, AT VM G FmEE R E (Edit Settings).

$£18 2 HidEI (Options) i1 K .

$IB 3 P S (Advanced) > 5| F3EIT (Boot Options).

FIR A4 NFFHL51FEIR (Power on Boot Delay) X3, iEFEIER G| FHAEMII ] (LR R AL o
RS E IR BIOS&E (Force BIOS Setup) X Ik [MZIEME, DLIE VM T k510 EEA BIOS ¥ & b #t.
FIE6 JTHHE (OK), fRAFT .

i}

[

B siexgEs



7 WMware %4 2 mR IsE %t I

7£ VMware &% &%= B ISE &4

Fra Z Bl
o AL, WM TR AVEITUE, WEENISE 45 B 8 %35 i % S Hr 100 A2 1 90 R PPAhF
HIE .
* 15 M BB T B0 A (http://www.cisco.com/en/US/products/ps11640/index.html) F 2 B F} ISE
ARG L ZFAE DVD b 0K Z4R A Cisco.com FZilE,
o (Wi, ANHEAE VMware = 223 R ISE BHEH)D 7E VMware = F 2235 0 FR ISE (i S
7E VMware EFUNL_E 23808 ISE i 2 5¢ 40
* #BEAE Amazon Web JIk55 (AWS) I VMware 2 1 ()8R} ISE fERIAL: R ISE o] LI £
AWS I VMware 420854k 4 5 LI 0 (SDDC) 1o HifRAE VMware 2z [t 51 24
M) 2 4 SEmg ({E L& FN% £ (Networking & Security) > &4 (Security) > W XBF A IE R E
(Gateway Firewall Settings) F) LASCHRFUG ML E . 075 A FIIRSS -

* HBEAE Azure VMware it 7% (AVS) LA ISE EHIHNL: AVS 7E Microsoft Azure 4%
WIZ4T VMware TAE 7%, BEHISE nf NP K VMware fEFUHL.

S 53] VMware %) Uit o

P2 B4 VM B BIOS BB, A # R VM, REIEHEREIRE (Edit Settings).

$IB 3 HdiEIR (Options) I £

$IB 4 15| S (Boot Options), #AJ57E5&EH| BIOS % & (Force BIOS Setup) X I ik BIOS RIEHE, LMEE VM
51 S BIOS ¥ & Bt 45
R A VM BRI SRR TR R BIOS HSCh EFL, A RES]S 2 TB B KA1 GPT 23X,

FES HHBE (OK).
IR 6 HILRAE BIOS HH Az B i th Sy R) (UTC) FIIERA I 51 T 007«
a) W VM BFF)H, X RS
b) T VM.
Z&u N\ BIOS % B,
c) fEX BIOSEHuHy, ¥ #r k8 T2 B #iFneT 8] (Date and Time) “#B, 2R J54% Enter.
d) AN UTC/H& AR BIEFRHERTE] (GMT) B X .
JHINE X8 B A AR 1 3 P R AR A . H SR A B H & SR I TR T G & )4
e) i HF LEE SN F Boot SEHL, JH4% Enter.
f) AL EERE CD-ROM, I3 + 5 CD-ROM X523 11 J5 ShI - 14 EF35) .
g) & LB AR “IBH” (Bxit) 29, JFEFHR HIFRFE K (Exit Saving Changes).
h) EFER (Yes) fiA7 EUIFEH .
S 7 4 EEHSE %4 DVD 4 A VMware ESXi 4L CD/DVD Rzh48, FHA4TFFERIL.

i}
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http://www.cisco.com/en/US/products/ps11640/index.html

. VMware T &% 3£181E

1 DVD s, G 2 BRI A

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

A FH 7 Sk 4 1% $% Cisco | SE Installation (Serial Console) &% Cisco | SE I nstallation (K eyboard/Monitor), 4% Enter .

WERE R BRATIE G G IR T, W N AR AN ERCE BTG G . A ald = H & G 8, ESH VMware

vSphere LY,

AR VMware 248 13 3 JUFE ISE 2% W 20 40 Bhint Ak 58 lese it B . e B se i, kg
N B ERH8. 4 VM BEF R, #HE S 8RT A A:

Type 'setup' to configure your appliance
localhost:

TERGHRRAT)G, i setup Jf4% Enter

e 23 MEFELISE WA 3.0 F-4h, 68 ISE EHRINLAERIML T 5/ CPU i3 kF (Vidk%n SIMD 37 fi%) SSE 4.2
TR, BN, KL ISE RS (04 ISE API M%) Wik LAE, JF H IR 30 AR ISE GUI. Intel A1
AMD AbPEZS H 2011 S LK — B SCFF SSE 4.2 flRA .

AGURERI 2 s 22 ) 37 51 35S AT e &

VMware T B 22500 UF

{& F vSphere & F i H1 B9 Summary 3£ 38 F VMWare T B %23

B siexgEs

#6243 vShpere % /7 3t 48 E 1) VMware LML) Summary ¥ K. VMware Tools B H {1 W 1% &
o

gl


https://pubs.vmware.com/vsphere-50/index.jsp#com.vmware.vsphere.vm_admin.doc_50/GUID-95F75E85-1944-4FE7-A909-66E920682312.html
https://pubs.vmware.com/vsphere-50/index.jsp#com.vmware.vsphere.vm_admin.doc_50/GUID-95F75E85-1944-4FE7-A909-66E920682312.html

| H£emeEs

&8 oL 18iE vMware TRz [

[& 1: % vSphere & Fif FI&IE VMware TR

File Edit View Inventory Administration Plug-ins Help
‘j [_J £y Home b g8 Inventory b [ Inventory
BN GGDBEe R

= [ vmhest1o

gy vm3z

(T vm3e

:‘ﬁ. vm35 f c

hy ~m3E .G'-‘“"d !Remurm
Guest O5: Red Hat Enterprise Linux 5 (32-bit) Consumed Host CPU:
i Eoxsion: 2 Consuned Host Memory:
oY 1vCRy Actrve Guest Memory:
Mesmory 4096 MB
Memory Overhead: 126,83 MB Provich Eo——
Mware Tools: acé&“‘“"ﬂﬂf Mat-shared Storage:
1P Addresses: 10.10.10.10 view al Used Storage:
DNS Marne: R Datastore &
Stabe: Powered On @ dsh
Host: wiithil, S0, C8C0.com -z —
Active Tagks:
2 Network ]
Commands 8 VM Network =

(@ Edk Settings 2

{# F CLI 3&9F VMWare T B %23%

s m] LI show inventory fiv 256 1IF VMware TS E 223, Hdn 441 NIC ISR 15 8
TE2HE T VMware LA EIPLE, VMware 248 LUK W XS0 FE K5 51T Driver Descr 7B H .

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: A0 , SN: FCH184X9XXX
Total RAM Memory: 65700380 kB

CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 Q@ 2.60GHz
CPU 10: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 11: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 15: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /xxx/abc
Disk 0: Capacity: 1198.00 GB
NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XX:XX:XX:!XX:!XX!XX

NIC O: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 1: Device Name: ethl:

NIC 1: HW Address: XX:XX:!XX:!XX!XX:!XX

NIC 1: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 2: Device Name: eth2:

=
X
M
s
¢l
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NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 4: Device Name: eth4:

NIC 4: HW Address: XX:XX:XX:XX:XX:!XX

NIC 4: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 5: Device Name: ethb5:

NIC 5: HW Address: XX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical.

4% VMware T B9 3%

JORSEISO Mg CRRL. Fuish 1) 5230 F 1 VMware T H.. AR SE A HEIY VMware
B P ST VMware T H o WD AT VMware T B T2 210 A, 75 200 5 58
WA SR ISE CROBL. TR EHh TRRAD $24E30FF.

sepE B R ISE EHIAN

fn] LAy B SR ISE VMware BERIHL (VM) Sk B4t 5 BB ISE 45 fisg AR I EIA . i, fERAZ
AR AR 2515 A (PSN) I A 2B T, VM e AT B T8 PO S 8 PSN. AN PRl 224
FIFC & PSN,

& m] A AR b 2 JURE ISE VML,
A

R OEUHMT R, HETH VMware vCenter. VLR AEIB AT SRR 2 BT 52K

FHIa Z |l

o TR PR B v [ (1 SR ISE FEAUAL. 7 vSphere 25/ i, A ok BIDEE v [ 1) EURF ISE
AP, SRJGiEFREIR (Power) > XM % (Shut Down Guest).

* BAERAETT IR S B H SR L4 I 21 ) 2 2 iy S 5 TP A L4

S DLEAEHARMH P S0 R B3 BESXi k%4t
AT B I FE 22 VMware vCenter o

T2 faE S IR ISE, AR5 (Clone).

LI 7 “HWAALE” (Name and Location) X iFHE 4 AN IEZEGIEEFDR v EAL &4 FK, SR )5 Hdi T —3 (Next).
XA E IELERI P8 BB ISE VM [ EHL4, e S A E L K.

T4 EFRFIEATHIEER ISE VM I ENBER, RFHRTET—5 (Next).

FIBS HIEERIE R H R ISE VM i£#% datastore, 285 il T—3 (Next).
It datastore 7] LLJE ESXi IR45 %8 LA AH datastore, A LUZIZFEAFA M. PR datastore ELAA 08 HIRESL 25 18]

B siexgEs



e aaise gawl ]

L6 il RS (Disk Format) X iFAHEH 1) 5iEHE R E[E (Same format as source) HLik$%5, RJa i T—5
(Next).

biE T o R A IEAE WIL S BB v AL ISR ISE VM Al R ) —# K

FIRT il “Uig HEX” (Guest Customization) X HHET I ARE B E X (Do not customize) FLik i, RJGHRETT—F
(Next).

PR 8 ST (Finish).

T—% it a
* SRR UL TP Huhb A K14
o K T (1 R AR REE FOLATL I 4 81 o 2%

1 FA#E R 52 b£ B &} ISE FE I
WAL H ¥ 52 vCenter, JUITT LA VMware BB ol BB ISE BERIHL (VM) 0] LK LR ISE
N 05 B BRI AL FH AR B 3 22 A8 i ERE ISE 4 0o Al PR v b R AU L — AN S TR 1
I
FrIaZ A

)

AR TIMTwRE, 752 VMware vCentero b4 B RIS AT S REIT 2 BT SE K 6

I 1 #unique_72

HIE 2 #unique 73

B R HIIER

FHia Z |l

o RO A R B v I 1 JERE ISE RRUML. 7 vSphere %/ S, A ok BIKE v 1 JE R ISE B
TP, SRJGEFE IR (Power) > X7 & (Shut Down Guest).

o TATERBUE NI 22 he HABAT WCEREF 0 AR ISE EIUNLEI AR . AR5, ] DA7E CaIEE
BN FOMUK) BURE ISE 5 5 LIsATRCE R, JF HECE 1P bl EHL4 .

SR DRAEEBIRE T B4 RITD) &5k BSXi s+

AT DI FE 22 VMware vCenter o

i}

HibRERER
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sthzeEs |
| T

PR 2 s R IR ISE VM, AR5 1L+ 5ebE (Clone) > ZE5e b2 B94E4R (Cloneto Template).

SIEI WAMMRILIR, 7 “LFMAE” (Name and Location) X iGHE - % £ FARAERRAR 07 B, ARG TT—4
(Next).

BB A SRR EAE I FAAEBIRY BSXi ML, AR5 i T —% (Next).
PRSP T A B B A6, R i T —45 (Next).
PRI datastore B AT T 7 AL AL 5 ) 4

FIR6 il “fiAHE " (Disk Format) X IR HET ) 5iR8N4EE (Same format assource) HLiktiill, REHRLGET—H
(Next).

RUH o “UERTER” (Ready to Complete) XJ T HE

PET iR

ERE IR LI
QRIS f8n] DOk S E AL AR AL (VM) B

P AR OO R R ISE VM Bifl, 4R J51E$ Deploy Virtual Machine from thistemplate.
L2 K EFRHSE TS AR, £ “LFAIE” (Name and Location) X G HEHEFZ T S A E, R ahT™—%
(Next).

PR3 P E AL EARERT BRL ISE 9 A5 ESXi ML, X5 il T —4 (Next).
PR A EPEN TR ISE 9 iR AR, SRR T —3 (Next).
TR IL datastore FAT BT R A 23 0] 42

PR Ml “PiAtH 0" (Disk Format) X 15HEH 1) 5iR1EN4EE (Same format as source) HLiktill, AREHRET—H
(Next).
SIE6 Hiil; Guest Customization XFiGHEH ) Do not customize %4440

REH IR “UE I (Ready to Complete) X TEAIE .
$127 EhdRIEELIEES (Edit Virtual Hardware) HiEHE, X5 HAdi4k4E (Continue).
REK Bk “HERIMLUETE” (Virtual Machine Properties) L[]

$I% 8 EF Network adapter, Ik B 1%3$E (Connected) F1 /3 13 %E$E (Connect at power on) B XEHE, 4R )5 #iili OK .
PR e (Finish).
SSBILAE T LT P R ISE 9 AS O, CE TP Huhb R M4, RIS B 4 .

T—% it a
o SO B ALY TP Mk A 314

B siexgEs
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sur e P ieufng [

o K T B (1 KR REE FOLAL I 42 81 o 2%

B e ERALAY IP Mt FIE 2
(ERSTEREIS R ISE RERINL (VM) J, ASBUT I HEr9E 0 1P ML AT 0144 «

FHIa Z Al
o iR EURE ISE 5 ;AL TASIRAS .
o WORAEST TV SENL BRI, fedle s ke (1 R ISE VML B[ 26l e 28 A4 . UM kD B s

(Connected) 13 5h BT &% (Connect at power on) RIEHE. F0), AR SRS, e S0
HEAT e B R v SN L AT AH [F] 1) TP bl

] 2: b 7 P 438 B 3% i 4

(&) clone - Virtual Machine Properties ‘ 1 o s |
Hardware | Options | Resources | Profies |
[ Device Status -
I Show All Devices Add... R T
e T Summary ™ Connect at power on
Wl Memory 4086 MB S
[d CPus (edited) 4 = e ey
B videocard Video card ket ik ESE
@ s5CSIcontroller o LSI Logic Parallel e
& Hard disk1 Virtual Disk
£y co/ovD drive 1 Client Device
| BB Network adapter 1 (edite.. VM Network ] & Automatic £ Manual
& Floppydrive1 Client Device =
VMCI device Restricted [ DirectPath /0
Status: S
—Network Connection
Network label:
W Network ‘:J

G05624

o BRORIE AT FT RS RIS oK o4 BT ve B ) VM R &) TP M bR EHLA% . 0 TP bR 3=
W44 H WAL S 7E DNS fR&s#sH . AReflT ] “localhost” 147 A ENLL .
o RIS HAG FE T8 1P Muhb sl 4142 19 BB ISE 15 s BE 1 .

BAFD K

P AR v PR R ISE VM, AR5 IEFERIR (Power) > FF /R BIRE (Power On).
BB 2 EPRIT N AR ISE VM, AR5 1iliEH] & (Console) JE .
$IE3 7EEISE CLI FHA LU T fir 4

configure terminal
hostname hostname

g
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shwEEs |
B seeosssinsrams

T RO R E RIH BN . REFHE 30 AFLISE RS .

FEA WALl i

interface gigabit 0
ip address ip_address netmask

ip_address XN T EAE DR 3 AN EHLA B HhE, netmask & ip_address [F 7 MRS . RG-SR E TG
Z)EFHISE k%5 . A K ip address 1 hostname #74, 52 (RIS k%S 51% CLI Z %15/ -

PERS A Y FHH AL ISE k5.

s 72 B B9 FR R} EE T 12 2 R 4%
FERSHT T AR TS TP SR WL I AA%50K LR ISE 15 K e W 4

FB AR B v B R ISE UL (VM), AR5 il 4R38IRE (Edit Settings).

T2 Bl “RBRINUENE” (Virtual Machine Properties) %) i HE A 1) 48 1E AL 88 (Network adapter).

$IB3 F “WEIRE” (Device Status) X1, ¥+ 2% #E (Connected) fil /B &t % (Connect at power on) K iEHE .
PR REHE.

B EELISEVM MIFHIMEE R EE FINE
PEAL R ISE BRA G, 80T LAV RGO R 2 52 2Vl A= R 4.
FIAZ Al

* K VMware Hi 55458 43 3CFF 52 P B A SR I5EI 17 550K SR ISE 2028 i N 1 X
Rt NI DN ECE A (R ZIEFI RV R AE 24 TB) .

R TR B AT A A A3 ) /T 300 GB Y VML R VM. HEkEdE AT
AU EA 300 GB HUE Z A S M) VM TR 28 e

T RO VPRI E .

P2 RGN VM BA P i =S ) .
PRI A BV,

TR KA KRB RS,

REREEMIERE

H B AT BAM CLI 1247 show tech-support iy 4 KA 2 VM PERE. b4 i 28l F

B siexgEs
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Zadt
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merhse aenaginsE |

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance

ER R R IR I b b b b b b b b b b b b b b h E b b b b b b b b b bk b 2

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/0 PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

MEHLISE B3 210 E E I F IR

10T DAAEAMCHS: T 8B} ISE 2222 50 ™ MUA 358 Bk 25 M FUN L 22 U5
CLI gk Rl R

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

1 FH 77 3k % B¢ System Utilities (Serial Console) ok System Utilities (Keyboard/Monitor), X5 i%

Enter. LR BEEEREED TR

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
Perform System Erase

Quit and reload

1]
2]
3]
ql

Enter option [1 - 3] g to Quit

A 2 LUK A VM B Ao R h

*x%*x* Virtual Machine host detected--

**x** Hard disk(s) total size detected: 600 Gigabyte
*x**x* Physical RAM size detected: 16267516 Kbytes
*x*x*xx Number of network interfaces detected: 6

*x% %% Number of CPU cores: 12

***%* CPU Mhz: 2300.00

**x**x Verifying CPU requirement-:

*x*x*xx Verifying RAM requirement-

**xxx*% Writing disk partition table-‘-

Hith %]

b8
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B tinuxkvm

Linux KVM

HiereEs |

KVM E#l LT

KVM RERAL T B R LA PEES PR AL B S s B4 Intel APEES (1) Intel VT-x FI1 AMD AbPEZS (1)
AMD-V., 7EENL AT —AD s 1, SRJ5EHI cat [proc/cpuinfo iy 4. &4 # vmx 5{ svm Fx

/DN o

X Intel VT-x:

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca sse4 1 ssed4 2 x2apic popcnt
tsc_deadline_timer aes xsave avx lahf Ilm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

X7 AMD-V:

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse sse2
ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

7£ KVM £33 B% ISE
I R U #E RHEL A KVM, A ERINLAE LSS (virt-manager) 72 KVM - 2¢ 3¢ [0 R}

ISE.

ARk PRI CLI 2248 0 R ISE, Wi AR R it i 4

#virt-install --name=kvm-isel ——arch=x86_64 --cpu=host --vcpus=2 --ram=4096

--os-type=linux --os-variant=rhelé --hvm --virt-type=kvm
--cdrom=/home/admin/Desktop/ise-3.2.0.x.SPA.x86 64.iso
--disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct,model=virtio,source=eth2,source_mode=bridge

H:rh ise-3.0.0.x.SPA.X86_64.is0 & LR} ISE 1SO ML [ 44 75 .

FriaZ /i
¥ DB ISE ISO WG XA F B A RS .

FIE1 M virt-manager 1L ETE (New).

“B g EFUNL” (Create a new virtual machine) & 1 fti B &

=)

$1®2  #ili Local install media (1SO mediaor CDROM), #R )5 #uiligk s (Forward).




zxwm rzzasise

$1B3  lER 1S0 B& (Use | SO image) HLik 441, il e (Browse), 2R Ja MAHL R 45 bk £ 1SO mif%: .
a) HUNEhETFLENREHNENIRIERS (Automatically detect oper ating system based on install media) & i%
HE, JEF “Linux” {ER “HAERGRA” (OS type), EHFSCHFH Red Hat Enterprise Linux ilRA, AR5 B4k
% (Forward).
$IEA B RAM FI CPU WE, K544 (Forward).
$IBS kb Atk EERIHLE B 1Ei% (Enable storage for thisvirtual machine) S EHE, Ik AEM% I E .
a) A RIS S EH M INE 7Fi% (Seect managed or other existing storage) #1441
b) i 5T (Browse).
c) MMM “AEfifiith” (Storage Pools) ‘LA # 1, HLilif# 34 A% B % (disk FileSystem Directory).
d)  HiliFESE (New Volume).

“BIEEAL L (Create storage volume) i 171 Bifi Rl {27

e) NGB ATR,

f)  MEX (Format) Nz AR PIEPERLE (raw).

g) AR,

h)  HSER (Finish).

) IEFEAIENE, N5 HEIEEE (Choose Volume).
j)  REREE (Forward).

“UESTTUR 2235 ” (Ready to begin the installation) 5 HEBEHI £ IR .

$IB6 kP RER B EXEE (Customize configuration beforeinstall) & iEHE.
T 1E “HP” (Advanced)IEI N, EFE macvtap FENEE IR, 76 “YEBEX” (Source mode) Tz 5K FIERE “HMr

#7 (Bridge), )G TR (Finish).

a) (A[¥E) FliRnmE (Add Hardware) n] ¥ inHiAl NIC.
EFf macvtap TE N M4, 1EFE virtio 1E &1 5.

b) HiliFERK (Finish).

$IW8 /8 “HAUHL” (Virtual Machine) BEFEH, MEPERIEEA, FFAE “RIZ%” (Advanced) Ml “HEfE” (Performance) Y1
T, LRI, A5 LA (Apply)-

FE &
Disk bus VirtIO
Cache mode none
10 mode native

$1E9 M FIA%REE (Begin Installation) 75 KVM |22 A F} ISE.
SR} ISE 3¢ )7 2h i b Rl 4 o o
T AERGHRFT)E, N LR SRS A 1, s 2 BB flasut o, JF% Enter,

LR VM TR 2 B AR ISE Bt e Reseia, #Eil SRRl & o

i}

[

| #iezzEs




stpEEe |

. Microsoft Hyper-V

Type 'setup' to configure your appliance
localhost:

FBN ERGPRATA, A setup JF44 Enter
AGURI RN 2 W7 223 1 31 51 S B 5E AR &

Microsoft Hyper-V
7t Hyper-V L EIIZ B %} ISE EHIH

BTG )25 B AUNL. K 1SO WG A Mg A s %2 fe Ul CD/DVD UKh#8% . 4w CPU ¥
B LK AE Hyper-V 2235 0 F} ISE.

)

AR DR ISE ASSCRHMEH 2 842 /O (MPIO). Kk, & h VM A T MPIO, ‘222565 2R ML

FFaZ B
¥ S5 A} ISE ISO Wf% S0 M cisco.com FELEAM RE

L1 A2 3CFFN Windows %54+ I )i 3l Hyper-V Manager.

i}

[
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£ Hyper-V €32 BRL ISE FEHIH .

3: Hyper-V E1R 8 i5H &

File Action View Help
4|

s WIN-NGAETKSBQUR —l WIN-NGAETKSBQUR
Virtual Machines |

New 4

-

MName State CPU Usage Assigned Memory Uptime

m Impert Virtual Machine...
No virtual machines were found on this server. Hyper-V Settings...
Z1 Virtual Switch Manager...
. Virtual SAN Manager...
¢ Edit Disk...
Checkpoints (Z Inspect Disk...
@ Stop Service
75 Remove Server
(4 Refresh
View »

ﬂ Help

<| [

No virtual machine selected

No item selected

< [T | [>]

P2 AR VM EHL AR5 5l #TE (New) > EEHU#L (Virtual Machine).

| airzzEs
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. £ Hyper-V €32 BRL ISE [EHIH]

4: SRR RIE UM

File Action View Help
| ?
e | -
A, | WINNGAETKSSQUR =
[ New »| Virual Machine... | 1
Import Virtual Machine... Hard Disl-:... rertgnes Mooy | Uptime || - Mew . 4
Hyper-V Settings... Floppy Disk... E@ Import Virtual Machine...
Virtual Switch Manager... NG vitual machines were found on this server. Hyper-V Settings...
Virtual SAN Manager... I Virtual Switch Manager..
Edit Disk... ‘l Virtual SAN Manager...
Inspect Disk.. L A Edit Disk..
Stop Service E Inspect Disk...
Remove Server @ Stop Service
Refresh No vitual machine selected X Remove Server
View 4 T3 Refresh
Help View 3
| H Hep
Details
No item selected.
< m | [>]
Displays the Mew Virtual Machine Wizard,

$£E3 P T—4 (Next) LLEE X VM Bl E .

B siexgEs
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5: New Virtual Machine Wizard

a New Virtual Machine Wizard =

K [ Before You Begin
| e

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel

PERA REMPEA R (AR, JRES AL AR KA E VM, 5T —5 (Next).

Hith %]
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B %= vyperv EouEERISE SR

6: I EBMFIE
i Mew Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [] store the virtual machine in a different location

Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy

| < Previous | | Mext = | | Finish | | Cancel

$£IEE i E— (Generation 1) ik, K5l T—4 (Next).
WIRE RO SE 2 4R ISE VM, EMIIRAE VM & E A H % 25|15 (Secure Boot).
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# Hyper-v Eouzz@aiise i I

7 HERERE

~ New Virtual Machine Wizard x|
[ I Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location ® Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in
previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and

LrTERLE oziiE PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel

PEE6  FRCEHILS I VM I NAERE (11 16000 MB) , R )5 i R —# (Next).
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7€ Hyper-V €32 B R} ISE EHIAN

E 8 2 EATE

Specify Mame and Location for the operating system.

Specify Generation Startup memory: rE

Assign Memory

Configure Metworking

Connect Virtual Hard Disk
Installation Options

Surnmary

BT EREMSER A, AR5 R T —% (Next).

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended

[] Use Dynamic Memary for this virtual machine.

0 When you decide how much memory to assign to & virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

<mevos | [ vext> | [ rh | [ conce

B siexgEs
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9. Fc B M 4%

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cancel

$IB8 M| EERIIER (Createavirtual hard disk) fikdiil, AR50 T—5 (Next).

| airzzEs
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10: FEFEEHIE 2

e Mew Virtual Machine Wizard
*’ Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

e ®) Create a virtual hard disk

Assion Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Metworking Name: |ise4\tm 1.vhdx |

Connect Virtual Hard Disk Location: |C:'n,UsersHPuinc'n,Documents'n,l—!yper-l-"n,l-'irb_lal Hard Disks), | | Browse...

Installation Options
Size: GB (Maximum: 64 TB)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

C:'Users\Public\Documents\Hyper -v\yirtual Hard Disks),

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous | | Next = | | Finish | | Cancel

$£189 ¥ Install an operating system from a bootable CD/DVD-ROM Hik #44H .
a) M Media X3, il Imagefile (.iso) ik 24 .
b) HEFLE (Browse) AMAH REEEFE ISE 1SO WL, X5 i T—% (Next).
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£ Hyper-V €32 BRL ISE FEHIH .

H

11: REIRW

kil

Installation Options
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.
Specify Name and Location a
P () Install an operating system later
Assign Memory (®) Install an operating system from a bootable CO/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive: I:l
Installation Options ® Image file (iso): [ \IS0Vse-2.2.0.320.NOT_FOR_RELEASE.x86_€| | Bromse...
Summary
() Install an operating system from a bootable floppy disk
Media
Virtual floppy disk (. vfd): | | Browse...

() Install an operating system from a network-based installation server

W10 HFER (Finish).

| airzzEs
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12: 52 B R AL 8]

- New Virtual Machine Wizard x|
[ JI Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location L e

Specify Generation PETEEE
Assign Memory MName: ise-vm1
Configure Networking Generation: Generation 1
Memory: 4095 MB
SRR s Netwark: Cisco 1GIgE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-v\Wirtual Hard Disks\ise-vm 1.vhdx (VHDX, dyn

Operating System: Will be installed from C:\ISOYjse-2.2.0.320.MOT_FOR_RELEASE.x86_64.is0

< 1] >

To create the virtual machine and dose the wizard, dick Finish.

] [

JEHISE VM CUE Hyper-V A2 58 B
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13: B BYFRE A

File Action View Help

£ Hyper-V €32 BRL ISE FEHIH .

=y

Hyper-V Manager
53 Hyp q
[ WIN-NGAETKSSQUR

'WIN-NGAETKSS8QUR |.An:lmns

Virtual Machines

-

Name State

E ise-vm1

CPU Usage Assigned Memory

Uptime

< m

Checkpoints

The selected virtual machine has no checkpoints.

ise-vm1

Startup Memory: 4056 ME
Dynamic Memory: Disabled

Assigned Memory:
Memory Status:

Summary‘ Memory ‘ Networking I Replication ‘

<l

New »
Import Virtual Machine...

¥ Hyper-V Settings...

Wirtual Switch Manager...

Wirtual SAN Manager...

74 Edit Disk...

E Inspect Disk...

@ Stop Service

7% Remove Server

4 Refresh

LS

Wiew 3
H Help
1 L ———
=i Connect..
i‘f_:| Settings...

@ start

ig Checkpoint

IEFERE AN LI G 4 AU L A
a) JEFFALIERS (Processor). i AREAUALBEAS IO CE (Fln 6) , X5 i OK.

HitREER

"



. £ Hyper-V €12 2%} ISE FEHIHL

& 14: 4558 VMR E

| ize-vm1 v | 4 b G
% Hardware Kad R Processor

#ﬂ Add Hardware

L You can modify the number of virtual processars based on the number of processors on

i Bros the physical computer. Y lso madify oth trol sett
Boot from CD e physical computer. You can also modify other resource control settings.

[ [Mermory Number of virtual processors: ‘E
4095 MB

=] R Processor Resource control

2 Virtual processors ‘You can use resource controls to balance resources among virtual machines.

= Eif IDE Controller 0
[# =& Hard Drive

Virtual machine reserve (percentage):

ise-ym1,vhdx Percent of total system resources:
= it IDE Controller 1
t’ VD Drive Virtual machine limit (percentage):

ise-2,2.0,320,NOT_FOR_R....
® SCSI Controller
[+ [H] Metwork Adapter
Cisco 1GigE 1350 LOM - Virtual ...

7 com1

Mone

T comz

Mone
Diskette Drive
Mone

Percent of total system resources:

] o 5] L]

Relative weight:

# Management
1] Mame
ise-vm1l
|£| Integration Services
Some services offered
%3 | Checkpaint File Location
C:'ProgramData\Microsoft\Win. ..
aé Smart Paging File Location
C:'\ProgramData\Microsoft\Win... —
¥ Automatic Start Action
Restart if previously running -

Lo || camel [ aeny |

$IB12 %5 VM, K5 diEE (Connect) 33 VM 56 . Huds o shig 4l LLT IT R} ISE VM.

B siexgEs
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15: B sh B Rl ISEVM
0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -

File Action Media View Help

© B

The virtual machine 'ise-vm1’ is turned off

lect "Start' from the Action menu

To start the virtual machine, s

Status: Off

SR ISE 223 spli ) 25 B .

iy
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16: BRl ISE R B

o ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection | = | B -
File Action Media Clipboard View Help

S O0O@O@O0 NIk ks

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.2.0.320

fivailable boot options:

[1] Cisco ISE Installation (Keyboard- Monitor)
[2] Cisco ISE Installation (Serial Comsole)
[3]1 System Utilities (Keyboard- Monitor)

[4]1 System Utilities (Serial Console)

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <{Enter>.

Status: Running

SIE13 FN 1 AR R 2 4k MR ISE.

AE 4 R L
FHAMLPEC (ZTP) J&—FA W R ECHLE], & n] 33T BB ISE 2238, B4h. #Ah T FAERE %
RS B, I AT F8) .
ZTP v] I+ 8k} ISE FiiAs 3.1 K EhiA . ZTP A WA A LD

* Mapping.img 3X 4 (Mapping.imgfile): FERIHL (VM) Haheds, B4M OVA 23 RF ik,
CEEEMEISE, B B4, Pk, TP ARG, IPERIAR G, DNSIH. F4 RS
. NTPIR% 88 RZEMX . SSH. HI P48, b n] IR E k240, #lin IPve. #h 1.
PANT S RS T ETEAE B . ARTEAIE R, TS0 ZTP Be & g st

)

ER BIEIELE Microsoft Hyper-V ¥ img SCHEHF ZTP. #4048 H Liso
A

B =exsEs



rasstuRanni [

* VM A P##E (VM User Data): OVA Fil VM H 8l 2e e SCRF v o WERACE T H P 8dE, JF
HFEEERESE, Bl Eh%. IPHuhE. TP MRS, TPERIAMSE. DNSHEL. T4 RS
# NTP k%545 RGHTIX. SSH. H S Fsed . e n] AR E vk S 4L, #la IPVe. b1 .
PANT . RS R E VRN B . A RPEAIE R, ES VM P k.

iR o BE ZTP R R BRER 22 e HE R, W AU LA 2 Ji AT FE 65
 TEATH ZTP Be & WG k.

WAL ZTP SR EC R ISE, W A] DU ] LUK Py 2z 4 Dy e«
NICEY AR

E® TFTP. HTTP. HTTPS Ml NFS {74 S F-1E Ky ZTP S 3040 AE B ISE b 22230k T A
INT o LE ZTP SRR O (44 FEAE SR ISE GUI S Rk ToyhA o IX a4 g 06 41 L
HEEAV MR CGEH T 4/%0) , ZTP HEREA fefi e,

BoE A~ A F O IIE

FERs AICE IS INE] ZTP WU B SCAFI, il LM A 303 51 5 Gy I8 UK BEAT S 3 Bk R
M TR AICE I S AR, TS S0 RIER A . AILE Y S IR UEA L AT LARE

I AR
BRI N EE TS S B E, 15 7ER ISE CLI WP H LR i 4
conf t

no service sshd PubkeyAuthentication

R AN R, ES ) (ERISE RAR BRI S0 IR 515 CLI 2% 4m) 1 “Hl B
R ISE CLI 4”7 —F ) “HRS” B

\)

AR MRS R ATRAE ZTP R MBS e A0 B, A ZERAT T4 service sshd
PubkeyAuthentication. IXAFFRFAE LT A A0 G40 TE, i KR} ISE R SR GG AT AL B35 5% o
TSR S A B R, A £ v 1 OR S SR ISE KL

S A B =0 N SR AR A SR A AR X
S8 2 LR G4 ZTP & WG S A it A 3L 2355 o
$IE3 ] ZTP 23 Rl ISE.

i}

[

| #iexgEe




shwEEs |
B srzsemEy

PR A A AR FAPT LU AR i 2 % 5% 2 18 A} ISE 1) CLI:

ssh -i <path to private key> <username>@<ise-ip>

RSB R LM B 2 AP RTh %5 5% 2 A} ISE 1 CLI.

BRERELEN

LEE ] ZTP piTh 3 BBl ISE J5, BMUCEs ARl ISE GUILIN, RS REEE %M, XL
T JEAE ZTP B & WA SCphrp LLa AT A FR e . 3l ZTP 223 R ISE i, MEIhBESBRIA S H .

EEREMIFE SRR

PUR /N A CHE VM 1 B 32 e (5 B

fE£H ZTP ELERMR G AR P E %%

L1 G xXF| VMware %) i

R WCRECHIA N VMBE, RSS2 IR REERAT R 6D . RTINS, 1 AR 25

8

;2 E VM EEA BIOS W BRI, AT VM, RJ5IEPFRIEIRE (Edit Settings).

$1E3  HuliikIn (Options) &I k.

PIR4 5] SEIT (Boot Options).

$IES  7r5aEl BIOS&E (Force BIOS Setup) X Hik ' BIOS RikHE, LUEE VM 51 FHEEA BIOS ¥ & hi %,
iR TS VM B 151 R [N BIOS SR EFI, A fig5 | 2 TB 8 KA =11 GPT 401X .

$®6 ilifE (OK).
SEBT  HifRAE BIOS ok B W FL N A] (UTC) FIIEM 51 500
a) W VM B, iEXRH RS
b) 1THF VM.
R HEN BIOS % B,
¢) fEE BIOSEHurf, &k S 2| B #9Fne8) (Date and Time) 7B, #RJ4% Enter.
d) A UTC/AHEAREAARHERS ] (GMT) BFIX.
SR X B T R AR 1 T A R AR A . SRR AR EE H G SRR I TR T R 2[R0 .
e) MHF-LEE SRS $M, 5% Enter.
) il FHE L EIE R CD-ROM K34, RJ51% + ¥ CD-ROM IK Al #% 115 iy 17 LR 5

g) AL E THEIR Y (Exit) 25, HiEPREHREFEEMK (Exit Saving Changes). (4% Enter B¢ Return $#
HATER .

B siexgEs
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$EN

e/ 2P mEmg s EEnn s anz: |

h) EFEE (Yes) fRAFE I EH .
¥ JFR} ISE #44 DVD #fi A VMware ESX F#LI¥) CD/DVD ¥z %8 .
¥t ZTP fid B WG A48 N5 B CD/DVD 3K 5)2%

FIFF AL

2 DVD JHEN, #la S BRI E R
Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.
boot:

R WIERHISE 3.1 JF4h, 1% Enter S AN A 5] IETUR AN 2 A8 FTREEL R ITOR M A& 20k, M, ek
ZTP,
150 #bJe, i L arde 460, R st e AshIrn.

ph s « BT ZTP A pgilad sh Al & TAE, Pl HoS R pel L s AT 5 b AT i d% . AE Won il ik
AJe s ATEON VM 3 60 FEEAT i d

o MBLISE IR BB0)E, WA\ CD/DVD T3 E12 ZTP it B % 344

LAERCE SR I ZTP (RS AT ZTP, BB ESRIERFD  WHATIRRT

1. Foeeds RHISE, HANKE SR (EHSISIEI 1 82) , RIGHEME LR TR B A ZTP il 'E
WLAG SO

2. KRN PR I ZTP e S % S WL 31 CD/DVD 2K 5h 38
3. A3 VM,
PEE VEANE E¥ L 8] CD/DVD BR5h 881 ZTP Be B S 2.

B HERR
BIRR: AIRAE VM il F B 2R WU img SO, W 223627 150 25 RSO B7s LU R

*x*** The ZTP configuration image is missing or improper. Automatic installation flow
exited.

*x**xx Power off and attach the proper ZTP configuration image or choose manual boot to
proceed.

FRRTTEE: ILHF R B OOE BATHH G s, AT VMR G L RoR. WRHE 22 AR ISE
BT VM BRI DL, WIS S AN AR IR 304 BT VM Al s AT AR 2D BRI

1. %M VM,
2. ¥17F VM,

R '“



B =8 wrrPsiEEEsmanRe

3. JGIETH 5, AE 150 B0 A MAEAE S5 2h LAE I IAT VM.

IR AR VCEVEANE RAERCE SO e, W ZTP ket dsal, JF H VM & Lo SR LU
B

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

R

L AT A BRGNS R B BT configuration.img SCAT .
2. K VM HE.

3. REHTHIAT R B U 2] CD/DVD SR E)) 25

4. JA5) VM.

LR NBCETT UG

EH VM B P8R EEMI P B %%

$IE2
$IE3
L4

SIS

BBl VMware 2 )7 Vi o

R WCRECHIA I VMBLE, IHRSSAT R R REERAT RO . TR IR AL A, AR 25

a1k
8 o

B VM PEA BIOS BB, i AHN T VM, RJFIEHRmIERE (Edit Settings).

IR (Options) ETH

5] F4E I (Boot Options).

{6384 BIOS &8 (Force BIOS Setup) X i ik h BIOS S 3HE, LUMEZE VM 5] S IHEA BIOS # & 4.

R TS ZAE VM BEE 15 SN R E 1 BIOS BECH EFL, A HES1S 2 TB 8 KA H 1) GPT 401X,

i E (OK).
i fAE BIOS A ¥ & Bl AL 1] (UTC) R IERG S S«
a) WHR VM I, ERHRS.
b) TH VM.
REHEN BIOS # R
c) fEE BIOS ki, A HI#7 k5 T/ %) H #AFnet (8 (Dateand Time) 7B, #RJ51% Enter,

B siexgEs



S0

$EN

fEm v A agEEEpnsanz: ]

d) i\ UTC/HHRAFRAER ] (GMT) I X,
U X B B PR AR R S8 R (R BT A R . RERIR AR B ) A SO AR I TR K7 T AR 28 )20

e) ML FHEG] TR0, K51 Enter,

) A H Sk IEPE CD-ROM WKF)#%, RJ5H% + K CD-ROM JRE) 4 1K )8 ST ) B 5.

o) HHFELE SRR Y (Exit) 3258, RFIEFFR HIFRFE L (Exit Saving Changes) (4% Enter 5{ Return £
DAIEPENS W LD .

h) EFERE (Yes) TRfrHSIFR .

¥ SR ISE #4F DVD 4\ VMware ESX TAL CD/DVD BK5) 28

Bo'E VM H P £dis (VM user data) 3£ .

iR WRAE VM P EINBCE T img SCAFAT VMR Bdlaade oo, 02 2% 18 FH 7 i 6.0

T9F VM,
1 DVD Jashif, #EHle S8R MR

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

R WIERHISE 3.1 JT4h, 1% Enter S AN A 51 IETUR A2 A8 FIBE BRI ITOR M A 2. MG, ek
ZTP,

150 #bJe, i L arde 4505, R sl AshTn.

iR « 11T ZTP ARl sh Al & TAE, Db Has R gemad s AT & b AT g% . AEWon il ik
e, ATRA VM #5506 JEREAT T

o MRMISE R4 05, B\ CD/DVD F-ahH1%; ZTP Ft & % 44,

PR ESOR T ZTP (AT ZTP, HBWESIRIER)  iHWAT IR
1. T3 2k ARHISE HEIBCE e (51 SEI 1 802) o\
2. KM VM HLJ
3. BCE bR P B
4. FTFF VM HLJ .
BEEVEANE RN VM IR IR R

B HERR




HhziEs |
B =esvaazs

IR RAE ] BRI A T ISR B E TR E R, W ZTP Zedets sk, JfF H VM EEHIEG -
EST NN EISE

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

BRAR:

1. KM VM 6.

2. A A0 e SR P B VR AR
3. 438 VM.

& AV N AN

ERETFEINRE
PR AN AT AR B B Bl SR E
fEF ZTP R EME X HERERADRE

L1 Tk SNS K4t

W2 CH FENLEIE,

S 3 EFHITE (Compute) > ITIZETE (Remote M anagement) > EHI/T R (Virtual media).

FIR 4 K5 IURL ISE B A1 1SO A ZTP F & MG SO s 21 3= CD/DVD 4K 14 ) CD/DVD YX5)45 -
WIS JTE EVLRIE.

BRI, G S BRI R

lease select boot device:

] Cisco ISE Installation (Keyboard/Monitor)
Cisco ISE Installation (Serial Console)
System Utilities (Keyboard/Monitor)
System Utilities (Serial Console)

P
(
(
(
(
[ Cisco ISE Installation Through ZTP Configuration (Serial Console)

1
2]
3]
4]
5]

PER6 150 M), LR ARAIE, A RS AT,

i}

[

B siexgEs
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iR * ZTP N A7l A AE SNS W& 1817,

* FEWGT ISO SCAFZ A, ZSGAE BN B F B img STAT

E?ZW§LL$ﬁE%AIW PRl 222 H A R RETE R SR AT P S REAT A% . AR R BB,
ATELA KVM 56 6 85

« U img SCPFSCRFBE T 1 H Bl 2232

BAEVESRPE ZTP (i A58 ZTP, BRIV E IR IER) » WHHIT L R 5%,

1. Fahe e MR ISE, HRBRCE M (LI FED 1 802) , FHE R DBk ZTP Fl & mUg st
2. KA TN IR G 1) ZTP Bl B WUE ST 2] CD/DVD 33 o

3. JF A ML

BE VRGNS EOB ML 2] CD/DVD YREh 4% () ZTP it & S0 PR

BB HERR
o WURAE & i A B 3 22 MR SR G SCAT ) 2e2he 2o A 150 A5 RIGOT s AR 6L -

***x*%* The ZTP configuration image is missing or improper. Automatic installation flow
exited.
**x*%*x Power off and attach the proper ZTP configuration image or choose manual boot to
proceed.

BRAR:
1. KM VM.
2.4T9F VM,
3 HEEEI S, AE 150 Fb Ay BEASE S5 2 LAGE I RAT VM.

BIRR: ARG EVRANE RAERCE SO e, W ZTP e ik, JFH KVM #6 Loy WoRbl R
MERSE:

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

BRAE:
1A AR VELE EOR 8181 configuration.img SCA-.
2. %M VM HE,




seenEs |
B =5 uesxmapi s Bz

3. KT HOAT A 3] CD/DVD K54«
4. J38) VM.
RS MBI U
{$F UCS XML API fit % B B2 35
S B2, AT LR R
A\

FR PP VRN APLURL FE KR L3946 [ :

APl URL

https://<ucs_server ip>/nuova

FRRR

headers["Accept"] = "application/xml"
headers["Content-Type"] = "application/xml"

FE U T S ALK k2 1 Cookie.

aaalogin /77 & ok i fE, HH TR TSI TR M. HAESTER 7 b AUERHMC 2 (A @52 HTTP (8L HTTPS)
2ifio M2 TR Cookie 23 7E RUKs BRI 18 SK vp FH T 4§ 8 S 51

CES

<aaalogin inName='admin' inPassword='password'/>

EE

<aaalogin cookie="" response="yes" outCookie="<real cookie>" outRefreshPeriod="600" outPriv="admin"

outSessionId="17" outVersion="3.0(0.149)"> </aaalogin>

b 8
SR 2 W ARHSE ISO.
RS R ISE ISO SCIFIC & 0 REAUAT AR o
s g
EK
<configConfMo cookie='<real cookie>' dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO' inHierarchical='false'>
<inConfig>
<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-ISE ISO'
map=" nfs’
remoteFile= ‘<ise iso file>’
remoteShare= ‘<nfs_server path>'
status='created' volumeName='ISE ISO' />

</inConfig>
</configConfMo>

ER

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO"
cookie="<real cookie>" response="yes">
<outConfig>

<commVMediaMap volumeName="ISE ISO" map= “nfs”

B siexgEs



| ezsEs
78 ucs xmLAP ik vz ]

remoteShare= ‘<nfs_server path>'
remoteFile="<ise iso file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-ISE ISO" status="created"/>
</outConfig>

</configConfMo>

e o N
TR 3 WU E BAG SCA
X SR B R L BN vMedia 45
NP
=P
<configConfMo cookie='<real cookie>'
dn='sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG’ inHierarchical='false'>
<inConfig>
<commVMediaMap dn='sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG'
map=" nfs’
remoteFile= ‘<config img file>’
remoteShare= ‘<nfs_server path>'
status='created' volumeName='CONFIG-IMG' />

</inConfig>
</configConfMo>

ER

<configConfMo dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG"
cookie="<real cookie>" response="yes">

<outConfig>

<commVMediaMap volumeName="CONFIG-IMG" map= “nfs”
remoteShare= ‘<nfs_server path>'
remoteFile="<config img file>"
mappingStatus="In Progress"
dn="sys/svc-ext/vmedia-svc/vmmap-CONFIG-IMG" status="created"/>
</outConfig>

</configConfMo>

IR 4 14 CD-ROM WA Jia B R 8 —4
XA ok B v 905 i D R A 2 Bk R 1) JB R} ISE ISO 3%
1Bk

<configConfMo cookie="<real cookie>"
inHierarchical="true" dn="sys/rack-unit-1/boot-policy">
<inConfig>
<lsbootDef dn="sys/rack-unit-1/boot-policy" rebootOnUpdate= “yes” >

<lsbootVirtualMedia access="read-only" order= “1” dn="sys/rack-unit-1/boot-policy/vm-read-only"/>

</lsbootDef>
</inConfig>
</configConfMo>

EE

<configConfMo dn="sys/rack-unit-1/boot-policy" cookie="<real cookie>" response="yes">

<outConfig>
<lsbootDef dn="sys/rack-unit-1/boot-policy" name="boot-policy" purpose="operational" rebootOnUpdate="no"
status="modified" >
</lsbootDef>

</outConfig>

</configConfMo>

Hith %]

I
iy

b8
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$IES

Ja ] SoL (LAN _EH47) .
IXA§15 SoL figig it Telnet KA H 224 H .
Bk

<configConfMo cookie='<real cookie>'
dn="'sys/rack-unit-1/sol-if"'>
<inConfig>

<solIf dn='sys/rack-unit-1/sol-if' adminState= ‘enable'/>
</inConfig>
</configConfMo>

EE

<configConfMo dn="sys/rack-unit-1/sol-if" cookie="<real cookie>" response="yes">

<outConfig>

<solIf dn="sys/rack-unit-1/sol-if" adminState="enable" name="SoLInterface" speed="115200" comport="com0"
sshPort="2400" status="modified" ></solIf></outConfig>

</configConfMo>

HLE L .
KRR A AU il & B} ISE 228
K

<configConfMo cookie='<real cookie>' dn='sys/rack-unit-1'>
<inConfig><computeRackUnit

dn="'sys/rack-unit-1"

adminPower='cycle-immediate'/>

</inConfig>

</configConfMo>

ER

<configConfMo dn="sys/rack-unit-1" cookie="<real cookie>" response="yes">
<outConfig>
<computeRackUnit dn="sys/rack-unit-1" adminPower="policy" availableMemory="262144" model="SNS-3695-K9"
memorySpeed="2400" name="SNS-3695-K9" numOfAdaptors="0" numOfCores="12" numOfCoresEnabled="12"
numOfCpus="1" numOfEthHostIfs="0" numOfFcHostIfs="0" numOfThreads="24" operPower="on"
originalUuid="1935836B-B968-4031-8A98-7984F1D35449" presence="equipped" serverId="1" serial="WZP2228085W"
totalMemory="262144" usrLbl="" uuid="1935836B-B968-4031-8A98-7984F1D35449" vendor="Cisco Systems Inc"
cimcResetReason="graceful-reboot
" assetTag="Unknown" adaptorSecureUpdate="Enabled" resetComponents="components" storageResetStatus="NA"
vicResetStatus="NA" bmcResetStatus="NA" smartUsbAccess="disabled" smartUsbStatus="Disabled"
biosPostState="completed" status="modified" >
</computeRackUnit>
</outConfig>
</configConfMo>

R LLR i,
X

<aaalogout
cookie="<real cookie>"
inCookie="<real cookie>"
</aaaLogout>

B %:

<aaalogout cookie="" response="yes" outStatus="success"> </aaaLogout>

B siexgEs
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HRHEAE R, TS5 UCS AP J5i%.

OVA Hzh%3E

PUR %5 32 AT OVA BEAT H 8 22251 f5

&£/ ZTP B ERR& X B 5% %< OVA

LTIE8
SIE9

FIR10

Bk E) VMware % /73
P 24 MR ECHUE K VMEE, S2PATE2D IR ST . W T HK BN E, &R
8.

B VM HE BIOS WA, WA BT VM, ARGk 4mEIRE (Edit Settings).

LRI (Options) I+ .

Hi1:5] 5 1R (Boot Options).

1638%) BIOS 1% & (Force BIOS Setup) X 45 vk h BIOS GHEHE, LUMEZE VM 5] I HEA BIOS #5 4.

R HEAZRAE VM BB 15 SR B R BIOS lECh EFL, A 68515 2 TB 8 KA =1 GPT 43X,

BiE (OK).
WfRAE BIOS Fh ¥ & Wi i FLINF ] (UTC) FIIERA R 51 S5
a) WL VM CIF)E, iEXRH RS
b) 1TJF VM.
ZAYiHEN BIOS B .
c) 7t BIOSSEHr, ik i 2] B #AFNAET 8 (Date and Time) 7B, #X/51% Enter.
d) i\ UTC/AHS MR A ARER ] (GMT) B [X
BRI X B B A R AR A B 3 T AR SR . H SRR SACBE H 35 SRR I TR R T T AR 2R )25
e) M LB SRS SN, W5 Enter.
) A FF L EEERE CD-ROM UKah3s, SRJ54% + ¥ CD-ROM YKah35 1) )8 ST ) L% 50
Q) I L SHFIR Y (Exit) 365, AR5 kR HIFREFEE K (Exit Saving Changes) (#% Enter B{ Return 4
DLIE PN (R TTD
h) EHFRE (Yes) R SUMHEH .
¥ B ISE OVA 305 AN\ VMware ESXi.
¥ ZTP Wl W% SO VMware ESXi ALK CD/DVD LRZ)4%,
I AL

2 DVD fzhi, G2 B RUMER:

i}

[

#iezzEs



https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/2-0/b_Cisco_IMC_api_for_3x60_servers/b_Cisco_IMC_api_3x60_chapter_01.html

B s oreEwsctamzE oA

Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:

R WRHISE 3.1 JH4h, 14 Enter S AN G IETOR A2 A8 IR S8 IOR M A 22k M, e 4xfi
ZTP,

%t

150 #bJ, Rl e i s, Rshid e AR,

AR « 1T ZTP Kl AT M6 T, DItt2edke H AR Hgeilad spAT bl 5 T . A BonBiE 32
NE, AT VM #il & s H &

o BB ISE R BEN)E, BN\ CD/DVD F-hEZ; ZTP fit & % S04k

BAERE SRR I ZTP (ISR 58 ZTP, BB EARSIERD W HIT IR

L T8l URHISE, H IR E G (SIS 1 82D , AR5 EIRAE 7 ik i) 20 Bk g1 ZTP il &
AR SCAT

2. KM VM HJE,

3. % ZTP BC & MR SO WL 2] CD/DVD SR 545 .

4. Ji5) VM.

VB VEANE SR AW 2 CD/DVD BK )45 1) ZTP Bt & SO .

BB HERR
Bl AR BCE VRN SRR E ST o, W ZTP ek ik, JF H VM il & B4 BoRLUR
B

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

FRRAR: Xl LOsE AT PR BBk LA o
1. AT A IS SR B BT configuration.img U4

B siexgEs
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2. KM VM H.

3. KT A R UK 21 CD/DVD 3K 5)i4s .
4. 45 VM.

LR NBEETT IR

£/ VM B R 3#Ei#1T OVA BEai&R %

$1E2
$IE3
SIE4

SIS

%3] VMware 2577 it o
Pk 23 WMREBEFENERVMIZE, IEREPATH2D IR EPIATH6S . T HHIERINLIBE, 15 EEERE

8

BUE VM HEA BIOS W B, IHAE T VM, RGEFRERE (Edit Settings).

FHEIR (Options) L1 .

#1551 51EIN (Boot Options).

7E58%) BIOS & & (Force BIOS Setup) X i i BIOS &EAHE, LA VM 515313 BIOS ¥ & 5 .

IR TZAE VM BEE 15| SR E 1 BIOS BRI EFL, A fESS 2 TB 8 KA R GPT 401X,

A E (OK).
WfRAE BIOS Fh ¥ & Wi i FLINHA] (UTC) FIIERA A 5| S
a) W VM B, IEXH RS
b) 1TH VM.
ZY:HEN BIOS B .
c) 7FE BIOSEH, {fiHF7 ki 513 H#FeT 8 (Date and Time) 7B, #XJ51% Enter.
d) A UTC/AHEAREAARHERS TR (GMT) B IX.
IR X AT R AR R 1 3 T AR AR A . IR AR EE H G SRR I TRk T R 2 (A0 .
e) MHF:LEESARG] TN, )5 Enter.,
) il HE L EIE R CD-ROM K4, RJ51% + ¥ CD-ROM KB #% 1 )5 iy 7 LR 5
g) MTHIHI L FATRR Y (Exit) 320, ARG EFHR HIFRFER (Exit Saving Changes) (1% Enter &Y, Return
DL B0 W [FIIE T o
h) EFRE (Yes) {47 SUFE .
# 8k ISE OVA 35 A VMware ESXi.
fic & VM H P i (VM user data) 0,

iR N ARAE VM P F IS ECE T img SCPEA VM s ik I, 002 25 8 HT 7 Bl 1o

I VM,
2 DVD A, #EHIE S BRI E R

olf

i}

[

#iexgEe
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Automatic installation starts in 150 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:
A% MWABISE3L JFh, % Enter BEMIANHIN 5| P TOR A ST I RERE BOR Ak & e . AR, E4sfilk
ZTP.,

150 B ), W L it s ft, Al iis A,

2 « T ZTP H AR AT HI G TAE, Bithzede H B Rl B AT4 8 6 AT s . 7R e
/RJE s ATEAM VM $50 600 SEEAT g
« JARLISE IR%5 M3 Jn, %N CD/DVD T2y 4 ZTP Bl & B g S

BAER BN P ZTP (AT ZTP, ERWEIRIERD , Wl HIT IR

1. Fah2e ke RHISE HEIRCE e (51 FEm 1 502) .

2. KM VM HLE .

3. TC Lk Y Hs k1

4. FT7F VM Hijli.

WETEANE B VM T I
WP HERR
VRR: WRAE R R TN T R I E TR AE R, W ZTP ekeiE ik, JEH VM EElG F
S R LU R

Cisco ISE Installation Failed

Error: Sync with NTP server failed.
Check the setup details in your configuration image and reboot Cisco ISE

with proper ZTP configuration.

RORFAE: XA LUE AT BA R 25 SR AR ok«
1. %M VM HLJH .
2. A A 250 B ke BT FH P B AR R

B siexgEs
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3. i3 VM.

LR NBEETT UG -

Bll3E ZTP Be ERRUG ST

{§iff] Jcreate_ztp_image.sh ise-ztp.conf ise-ztp.img iy & KA ZTP Bt & WG SO, 1Z A T PLAE
RHEL. CentOS 5{ Ubuntu 4T,

Pkl ICMP. DNS HINTP k. i 72 G B R SCPF PR LU B Bl True:
* ICMP: SkiplempChecks=true
* DNS: SkipDnsChecks=true

* NTP: SkipNtpChecks=true

)

AR XAEIEOAME Y false, IXEMRAEEERINGOL R, £E ZTP 23adferh, AR ORAERCE S
RIS R, M2 AT Eidk .

create_ztp_image.sh B 7= £ &

#!/bin/bash

FHEHH A R R
# This script is used to generate ise ztp image with ztp
configuration file.

Need to pass ztp configuration file as input.

Copyright (c) 2021 by Cisco Systems, Inc.

All rights reserved.

Note:

To mount the image use below command

mount ise ztp config.img /ztp

To mount the image from cdrom

# mount -o ro /dev/srl /ztp

FHEHHHH A R

H o S FH o S H S S

if [ -z "$1" ];then

echo "Usage:$0 <ise-ztp.conf> [out-ztp.img]"
exit 1

elif [ ! -f $1 ]1;then
echo "file $1 not exist"
exit 1

else

conf file=$1

fi

if [ -z "$2" ] ;then
image=ise config.img
else

image=$2

fi

mountpath=/tmp/ise ztp
ztplabel=ISE-ZTP

rm -fr S$mountpath
mkdir -p $mountpath
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dd if=/dev/zero of=$image bs=1k count=1440 > /dev/null 2>&l

if [ “echo $?° -ne 0 ];then
echo "Image creation failed\n"
exit 1

fi

mkfs.extd4d $image -L $ztplabel -F > /dev/null 2>s&l

mount -o rw,loop $image S$mountpath

cp Sconf file Smountpath/ise-ztp.conf

sync

umount $mountpath

sleep 1

# Check for automount and unmount

automountpath=$ (mount | grep $ztplabel | awk '{print $3}')

if [ -n "Sautomountpath" ];then
umount $automountpath
fi

echo "Image created $image"

ise-ztp.conf 75| BC & L4 E1I3E

hostname=ISETEST-80

ipv4 addr=10.126.68.80

ipv4 mask=255.255.255.0

ipv4 default gw=10.126.68.1

#IPv6 optional

ipv6 _addr=2001:420:54ff:4::455:91/119
ipv6 _default gw=2001:420:54ff:4::455:1
domain=cisco.com

primary nameserver=72.163.128.140

# secondary and tertiary are optional
secondary nameserver=72.163.128.141
tertiary nameserver=72.163.128.142
primary ntpserver=ntp.esl.cisco.com

# secondary and tertiary are optional
secondary ntpserver=ntpl.esl.cisco.com
tertiary ntpserver=ntp2.esl.cisco.com
timezone=Asia/Kolkata

ssh=true

username=admin

password=Test123

#Public Key Authentication configuration is optional
public key=ssh-rsa

1 IR, v
nicchaud@cisco.com@NICCHAUD-M-FBTN
#Repository Configuration are optional

repository name=nfs repo

repository protocol=nfs

repository server name=10.77.124.11

repository path=/volumel/vms/infra/patchHotpatch

#Patch Information - optional
patch=ise-patchbundle-3.1.0.367-Patchl-21050400.SPA.x86 64.tar.gz

#HotPatches Information - optional
hotpatches=ise-apply-CSCvo87602 2.x MemoryDiagnostics 3-SPA.tar.gz,ise-apply-
CSCvo87602 2.x MemoryDiagnostics_ 4-SPA.tar.gz

#services - optional

ers=true

openapi=true

pxgrid=true

pxGrid Cloud=true

# Skipping specific checks

SkipIcmpChecks=true

SkipDnsChecks=true

SkipNtpChecks=true
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VM F R &R
JUR}ISE 2343 FF ESXi 6.5 S ERRAH) VM FH 7 58l .
E base64encode - H A4 ise-ztp.conf SXAFIN 7. 1 ] base64encode tool LASREU i 45 i

IEIHE VM i N ZRfD ) base64 F-47 8 LA N VM 8R4 VMware ESXi 1, #IfE VM J£IR
(VM Options) > &% (Advanced) > B & £#{ (Configuration Parameters) > #RiEHEC & (Edit
Configuration) > guestinfo.ise.ztp = [Value] Base #4w#53H) ZTP EL & (guestinfo.ise.ztp = [Value] Base
Encoded ZTP Configuration) LU A 745t o
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