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* BRI WA TR R E AR T EDR

o Cafigs AAERRIINL B2 SR ISE Il B AL L 2RO il R4 CIERG B SRS L. A7 X R4
fE &, WEHSLLT 1.

* #unique 42
* #unique 43
* {f Hyper-V EA1& BE} ISE L
o (fE; ANAE SNS R % [ R ISE I T3 ZE0 AL bR ) # PR 22 1 SEVRM A 1A i 2z 1
(CIMC) Bt & 5 T H LU B & JE L E BIOS. 17 K 1EANME &, 1S LR SRS
* 15K SNS 3500 RF B 4%, 1ES A Cisco SNS-3500 F 41 & filifF 2246/ -
* /5% SNS-3600 4Bt 4, 155 A SNS-3600 F 41 B A1 22k F7 F

PR WREAE LR et B2 R ISE:
o JOR} SNS #est - hetlifb st . WA CIMC 47 IR 55 4345 B
* RERAL - #ifR VM CIERICE .
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b_ise_installationGuide32_chapter5.pdf#nameddest=unique_44
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html

B =5 ome seemnse

PR 2 TEJUFISE ISO .
a) %% http://www.cisco.com/go/ise. RN LA BAH RN Cisco.com kA UEA GE VS 1] B+ o
b) iR T M (Download Software for this Product).

JRLISE Wug b el 22 90 RIMIPHAEVFATIE, IR S8 i 2 e MATTUG IC B m - 7T U By S8R} ISE ik 553k 47

M
PR3 SRR EUEAL
* JAF} SNS ##r:

1. EREE] CIMC HATH CIMC B UEE 5% .
2. BB KVM EHIE.

3. HEFE CRBRILAK” (Virtual Media) > “IE0E BRI &7 (Activate Virtual Devices).

“HLRT %" (Map Device)o

s
&

5. P “%7 (Macros) > “HiA&RZ” (Static Macros) > Ctrl-Alt-Del LA{# ] ISE 1SO WA 3 81 13845 o

6. % F6 LLE/RIEBISEH.. U F a4 BoR:
B 1: BEng & ek

Please select boot devi

Cisco Identity Service Engine

UEFI:
LUEFI:
UEFI:
UEFI:
LUEFI:
UEFI:
UEFI:
UEFI:
Enter

Xt
A
cl

Built-in EFI Shell
IP4 0100 Intel(R)

IP4 0101 Intel(R)

IP4 0400 Intel(R)

IP4 0401 Intel(R)

IP4 0402 Intel(R)

IP4 0403 Intel(R)

Cisco vKvM-Mapped

setup

50

0 Gigabit
0 Gigabit

2
|

o
e R

L L Cd
o

n

N |
on

I
I
I
I
I
I

a
Ln
-

) Gigabhit

yDVD1.22

Network
Network
Network
Network
Netwark
Network

Tt and { to move selection

ENTER to select boot device
SC to boot using defaults

<BElISE

Connection
Connection
Connect ion
Connect ion
Connect ion
Connect ion
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#se |

W “ AR (Virtual Media) > “BRE} CD/DVD” (Map CD/DVD), Fik$% ISE ISO Wef%:, R ik


http://www.cisco.com/go/ise
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iR Ui SNS W A T AT AT AT FE U ) AR R FEAT S Bl Rty JF H AT 2 M FE Rk
SRPAT CIMC 223%, W23 n Ge iy B AT a] . ZEUEOKE 1SO X )% USB Kahgs, JT/E
TCREAT B FH e SO LU ze 26 72

* E%HJHL:
1. ¥ CD/DVD WL 2] 1SO W% . RGRHRI & BRI T LU R, DU BRI bt R 2 TR

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.0.0.xxx

Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

PR A ERORTTE, & LA Enter nJ il H B3 4745 & e 42 J L ISE.
U A B AN o s, AU Sk BEE ¢ Cisco | SE Installation (Keyboard/Monitor) ZE3i. FREikEEI<x SR
LURIH B

Please type 'setup' to configure the appliance
R R R R R R R R R R R R

SIS AR T, BN sotup THAR BT . A6 ERFS B0 R, S0 R ISE Mg g By, 0
3 0L,

S LRI FRAMNSICE S5, 852 1S ER S HE SRR .

ST WS FHRBEE . B RIS EHIETT

SR8 BIHTIULBAT ISE 28R, 4 6 7.

BRISEREITIRERERF
U A T ISE JG5 BV TR

BEE MRS R AR A 24T S (CLD, R 3R Ui IS4, 4 B 50 mT LU FH 27 £ I 24 S
BBV BEE, JHEH W BRI ISE e ds SR il an s B 63 ATk . L BRIV BC
5%

)

AR R ZLY Active Directory (AD) %, il H %1100 ISE G % F bk £ TP A7 I b bk
HELZBRACE 201, EE AL 757 AD A G, JFREZR ISE 5 2 AHIC TP -7 R Mkl

wzERISE |
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A 42 R LU R

T35 NTP RS BES. HEFERAESHAGTAER, EARRERRE.

& [Zl:

B AE AR A e 2 IR ISE, PO W RE B ARGARE . 7E LT IUAL ISE 224

EHER (Yes) dksE2ed%. 1EHER (No) ik NTP fedsas AL .
IRBAEIBAT LA AN 5 NTP IRk 5545 M1 DNS Jik 5585 7 b 45 3 4%

PHEATWEREF, AT BL T #4E:

to configure the appliance

B FIIHRE T e e e
REGHHE s WoR DL BE R
Please type ‘setup’
localhost login:

B2 /85 HRT, HN setup Jf4% Enter .

RGN 2= xS 8. BLAUEIRTN R PR w A S 4.

pEd &

F BRI ISERBEREFSH

RN EA IPv6 Mol 342 Bk 45 g8 5l NTP Hli4s4%, ISE (1] ethO 5 1 U ERASE S A IPve Hudlk,

B IPv4 54 J5) IPv6 Hbdik.

Rw 15 AR Gt
Hostname AR 19 TR R |isebetal
TR (A-Z. a-z, 0-9) ik
THE Qo B AFRUIR T
R AT NS R,
LA KR ISE Hh 31 15
YU AEANSE B TUE TS A BIE
TSR . ANRERE
H “localhost” YE471 MK
T4
(eth0) Ethernet interface address W T-IE LK M 0 (eth0) 322 147 | 10.12.13.14/

2001:420:541f:4::458:121:119

Netmask

WA ) TPv4 B IPV6 M 484
i,

255.255.255.0/
2001:420:541f:4::458:121:119/122

Default gateway

DAZIE BRI S A R TPv4 B4 JR)
IPv6 Hidk.

10.12.13.1/2001:420:544t:4::458:1

REERISE
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tERsE |

Retry? 2/
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ot

DNS domain name

ANREZ TP HihE . AT B HE ASCH
TR REBUE . ETER () )
()o

example.com

Primary name server

AT B3R 4 AR 45 2R B 2L IPv4 B,
4 5 TPv6 Hudil .

10.15.20.25 / 2001:420:541f:4::458:118

Add/Edit another name server

AZF B0 4 IR B 04 20 TPy R
4= 5 1Pv6 Hubik,

CHTHE) foVFIIL T 2N A TR 4
W EHTILERAE, TR y 4k4E.

Primary NTP server

DAGAE A 25 15F T IS (NTP) R4S 2 1)
3% IPv4 54 J5) IPv6 Hidik el AL
4.

iR i3 NTP 45481
518

clock.nist.gov /10.15.20.25 /
2001:420:5411:4::458:117

Add/Edit another NTP server

W INEA RLI) NTP 3

(%) RVFENCE £ NTP k55
P WPATILERE, THEIA y4ket,

System Time Zone

WAITURA RN X o N, X TP
FrAERFH] (PST), System Time Zone
4 PST8PDT (akihiffttt 5ty (UTC)
ik 8 /NIFD o

P 22 PR RS TR T X 5
CIMC BRI P27 3
HUERAE R Guit a) A X T
fice AT IX 2 [ A AT AR
AL, REVERETRES
S A1

TSRS Z R X 52 dE AR, ST
LU R} ISE CLI 384T show
timezones 774 .

P = AU P A RFISE 5 51
HRUEE A UTC WX, B
X BB AR H A T )
B RIT AR . HEARR
AR H SRR T8O
G 2R

UTC (ERAED

Wt
A
cH

< BF}ISE .
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Username TR ERHSE RGEHEHT CLIVI R B | admin CERIAED

S 4. W RS H 2R
NE (admin), WDAZEIEHFH 44
P A A 2000 = 2 )\ T4,
HH ARSI TR 4 (A - Zs
a-zm0-9) Ak,

Password PO B ISE RGEHEAT CLI Y ) Jit | MylseY Pass2

MRS, BT 3A BRINER,
TG A A ek . B
A el VAN e o P 1 o = et )
GAMNNGTFEE@-2). —AAKRET
B (A - Z2) Fl—DEF (0-9).

a2

fE CLI AT 222 sl e e 38 5, Mo HE DL QI nt, WEEEM PR § 755 (BRIEEEEL/E
RE RGN PR o WURZESR M LB Al IR, REBRRSEZIEN, (BIET0kAd
L% 5 5% CLI

WA TR B T B, U S SRk AR I 6 IR CLI iy sl 1] ISE CD 5 ISO U R B % . A
KT 1SO SCAFEE UL, wITECLUF SR 4R 3] hitps://www.cisco.com/c/en/us/support/docs/

security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

BATREM R, RS HIEHTF.
DUAE, T DU B R v C 35 A P P A4 M b 65 s 21 JEURE ISE

M uE FBEL ISE R34

TGS CIEMSE R RE, AT EL R #AE:

BB ZGEYG P, EBFLIR RS/ E WA E M 4, SRI5H Enter.
2 MWD
HI 3 i\ show application fir 4 W iiF 7 HI 75 O IE R 4e%, SRS Enter .

i h=d 1 B TN

ise/admin# show application

<name>

ise

pEd E

<Description>
Cisco Identity Services Engine

PR AT (AN TR RSCAS (R RRCAS T 39T AT e 25 DURRCASAR 7] 1 25 AN AR ]

FHIB 4 i\ show application statusise iy 216 #r ISE EFEHPIRAS, SR 544 Enter .
P G BRI 4 BoR:

| SN


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html
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wirmshise ziaie

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293
ISE Indexing Engine running 20773
AD Connector running 22466
M&T Session Database running 16195
M&T Log Collector running 19294
M&T Log Processor running 19207
Certificate Authority Service running 22237
EST Service running 29847
SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled

Wifi Setup Helper Container not running

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ise/admin#
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