k2

s SREEEE , W2 W

WA BEE , 25 3 L

SO RuESeng , 54 0

PERKNE , 512 1L

Femg oA, 5530 mL

FERR 25 U5 I 468, o 48 1T

T EEFH T SO AR R B, 2B 52 1L
MAEE RN %A MAB, 2 96 11T
MIBEHE %5 H MAB , 55 98 1T

TrustSec 2444 , 2 99 7L

5 R DNA HOgERL , 28 102 1T
TrustSec A HlIAR , 25 103 1T

il & TrustSec /R E , 6 107 7L

* Pl & TrustSec Hif% , 25 110 7T

* Ml '® TrustSec W45, £ 112 T

o B & R} TrustSec AAA fIlR%s 4% . %5 114 7L
* TrustSec HTTPS Jik45#% » 28 115 1L

o EAYINCE , 116 1L

o HFISERG , 2B 123 0L

* SGT 43Hic » 2 136 1L

* TrustSec ML & A SEMEHERS , 55 138 1L

o ZRMbRC RPN 5 5 147 1T

© VNN SXP st EAS , ZB 148 UL

* FLH SXP W, A 149 1T

* TrustSec- IRt ACT #E il , 28 150 1T

s MUE ACI W HE , 55151 1T

R ACI FUEE SD-Access 5 MEFLL M 20 KA B, 55 153 1L
o FFH PR IZ4THT N A4S RBACL 243, % 161 7T

s8 I
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SO ISE 2 5T SR 1) W 2 Uy ) il o 75 58, T S I 2 il siig 2, RVFAE BEZ AN Y
KU I, o, Ak, ViR iR, Gl SRR AR (MU R SRR BAR ), BT
LIS [R]—G4 P9 (1 5 03 56 UE SRS AP BRI BEA TR AR 0 A . 5 mT DASE T DXCBCELAT 4 T 3Rms 4R, il
BT E . DI SRRSO A ISE I, IRZAT AN USRS AR, BIERIA SR
W, BROA SRS et &5 0E SCRBRIA K B O S0 I BB SR S A

QU SRNE AR, 7T ARG E XSS (R AR RS RABEATRCED DS SR AR 400 (1 0 26 15 il
55 S I UE SRS IR ) 0, LA SRS 0] (K P AR o A P T AN ) (12 R P S RHISE
SCRER e, AT DM AT R PR 30— A e AN . R} ISE SR VRS 25 PH61 it D A Sk o
o
BEA SRS AL T 0 28 B2 JEAT I (10 190 288 0 Tl e 95 e A RO B PR T2 8 SR o P80 ) e 251
iR

o SOVFRTBRISL - D A BEATAR T SN BT e v T 4 B AL
o ARHIR S5 - Riiis SR AL A RADIUS fiRk 55 #2474 HE

N

ER I {Er (Work Centers) > I8 & &8 (Device Administration), 34 mJ LAk 5 £ 1% £ 40 ¢

] TACACS 45238741, i ] TACACS k45 #3751l e & 2 AL BE ) TACACS AREE R %5 25 17
Hl)o

SRME AL 2R G ATIC R, HerP AL TSRS AR TOUZ ) (AT MSRRE SR R P &0 ) 3 T 48 S
&, IR T IARFSAGISMREATILHE . S5, #2 LR U S5 R R0

(= S san eSS WI
2. M sh
3. )RSk
4. BRI

AR OO T LU R AN A BN, SRR DD RE AR . AR AR IR A IR E IR AR

I, LA A EE A A TR . AR L [ TRHe M E U7 o) TAEh O ng 4. /28R ISE
GUIH, &3k Fix (=), R/FEF TIEH L (Work Centers) > W 4&i77 3] (Network Access) >
&£ (Policy Sets).

ISE # X %k
M WLC 1 [ RADIUS 45 511115 8., 1524 WLC Called-Station-ID (Radius 5 £ %6 1F FIc K it
B .

B &


https://communities.cisco.com/community/technology/security/pa/ise
https://community.cisco.com/t5/identity-services-engine-ise/wlc-called-station-id-radius-authentication-and-accounting/td-p/3684045
https://community.cisco.com/t5/identity-services-engine-ise/wlc-called-station-id-radius-authentication-and-accounting/td-p/3684045

REGEREC

=== T

HIXE

gmerzges [

NERAAHKBEE (Policy Sets) T I 7B, HIULT D LS SRS AR, 048 S I0AE . BIANFIFZAL
Femg o ESURHISE GUI H, HLhiZ B Kbs (=), AEE#: T1EH L (Work Centers) > [ 417 id]
(Network Access) > skE& & (Policy Sets), FKEIM L1750, 7EEFHISE GUI b, il Elbs
(=), AEikH T1EFL (Work Centers) > i & %512 (Device Administration) > & & B IR R E

(Device Admin Policy Sets), %% &5 H 5

RILEBERERE

FERAMR ERER
K& TEPESL RIS (PPRES . e L FAEITZ —:
« BBH (Enabled): IS S AL TIE SR
+ B2 H (Disabled): Items 44 T3R5
RIS, NSV
* {R U545 (Monitor Only): I3RS A 25
PPt
REEEEATR Jy PSR M S N — N E— R 22 FK o
&4 ER kAT, Aty (+) B, sEEA
AT, S “YudR” (Edit) BIARELTIT
Condition Studio.
Description B N SR B E — .

FSEVFRI I AR 55 25 7 51

EFEC B VMY, B () 5 LLEIEHT
BY 2. BIERETAY Radius %))l 613
TACACS F7%I.

& R AMT T, Mdns (+) Bbs, seE7e
HHAMTH, sl “Yui” (Bdit) BERCAET I
Conditions Studio.

i arhEUE— Mz TR, T &AL BL IR

o K blbrads i bs Bl &F ORI
NI WSE - IEEE S Ty TR
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fEMERE

S “HRME” (Actions) FI Ptk K br B, A
T AN A A

« 76 L5746 N Hi4T (Insert new row above): 1T
FIF “#1E” (Actions) & [ 5ems 7 Hd AN
BT AN o

* YE F 7 NOBAT (Insert new row below): fE
FIF “#1E” (Actions) & H [ 5EHE R 7 Hd A
BT AN o

« Y£_ 7 & (Duplicate above): fEFJH “#¢
YE” (Actions) S 1) SFEmE |- 775 4% NS 31 1) 3
W&, T RIA AR .

* 7£ F 7 & (Duplicate below): {EFT I “#¢
YE” (Actions) S 1) S T 5 4l NS 3 1) 3
W&, AT IRIALE .

* MER (Delete): MHIBRRISLE

FERAMR
#HR1E
BE

LS i PNSENTEAPIES yish i <& SO S gt < PSS
BRGSO RAUE FIINIFRL T 50 .

S e R B

FEAS RIS R VT LA B 2 S IR UE ), e AT 3L AR A SR S AR 1) B0 30 UF SR o B 470 50 U SRS 1)
P05 AR 3K L6 T W 7 SRS S AR B TR R S 7R . (N “ By BGIE SR B~ (Authentication Policy)

DA g«

HRE” (Set view) TUMD

JURE ISE AR S B2 400 e B A BEE S AL M 25T M) ik 55 CRRVFRI M EUIR 5487 510) » SRJ5 AN
03 B A AT A RS Z A B B PN A o S mT LU SC— AN s AN SR} ISE 7 i rp A e
(Fide o JORLISE AT LARRCRE S5 AN SRS L3, NI LIEEfE R G, AR )R AR ] LAt a

e b

SO U UETT 202 S I UE SRS O 25 R, W] LU LU MRl
s ELYT ) - RGHAELT] ) V7 R I F AT B 5 5 k.
S B e - AT LU R IR AN B Bk v A

*
s IEA
© NI

* Active Directory
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o« B H Ui R P (LDAP) £
* RADIUS 4 ik 45 2% (RSA 8% SafeWord Alk%528)
< AET SRR E S

© SIS - T B RAIE K B 4 Bdhe TR Y 4

W96 R ISE 222 I St X R SRS AR A BRIA ISE SR S0 UE AN o BRI S AR id (4% ] T
00 o UE A AS I AR SR BRI CASZ BRI o W [ 3K e S8 I AR, -t mr LB R
AN E RN, (HASGEMIERBRAREN, A BRER A SRS 5 .

BRI R IR

FES By I UE MG T, ] LUE LA &AM SRR N . ISE SVFAE ST g M4 AF, REH
PEVPAN S5 R BB 45 2R o 2R SRR UL IE 451 K 28— S U3 % ¢ 4 Bl P

ROE AT L SCALHEAN R B e 5 Iy 91 S mT LLE SCHS A B2 JERE ISE 75 ) X S 50408 e O U o
SRE ISE AV ) IZ LB 7, HLAR SR IR o A RAEAN B 12 b A — 1 P 2 A s 4
WU S 3 AR R e il e — N gk

FATEBEAE S O e 5 DU = A, B3 e 2 DU i 1
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B sownirew - wmemnm

B 1: SR EIER MR

Identity policy 21

condition

Result1: allowead
protlocaols

allowead protocol (of
proxy) and identity

OR

conditions met

Condltions for
identity dalabasa and
fail open setting

¥

Result?: the idantity
datahase and fail opan
salling

S8 |

Resultz: default identity
database and fail opan

b4

condition
met

onditions fd

Resulil: allowed
pratacals

allawad protocol (or
proxy} and identity

OR

database

Resultl: Proxy serwer

Result1: Proxy server setfting
conditions nol me [y
conditions
niot
met
dantity palicy £2 =
conditions met ¥

Result2: the idantity
database and fail opan
salling

Result2: default identity
database and fail opan

X condition

met

onditions

Resulii: allowed
protocols

allowead protocol (or

proxy) and identity

OR

databasa

Resultl: Proxy servar

Conditions for
identity database and
fail open setting

conditions nol ma

satting
conditions nol me 3
conditicns
niot
et
Idantity poficy #n —
conditions met ¥

Result2: the idantity
databasze and fail opan
salling

Rasult2: dafault identity
database and fail opan
setling

4

conditions
naot
met

b
Result 1 and 2:
Default values for allowed
protacals {or Praxy).

239658

identity databasa and fail
open setting

S0 TR Y - TR 25 RIE I

USRI RE K B 0 T ARV 1), ) ARSI A A T SR R Y o SRk 6 53 47 0l e
S, I H AR IRUESE), W2 RELAL A A [] Sk SE e B I BRI « B8 B ik RN,
XL R DL F I LAUR 75 732K

* Authentication failed - W3] 5 #3 5iF O MU BRI R, nAS iR EuE . 220 4%, BRAE:

e 4.

* User not found - ZEATAA] G 43 £ i Fh I AR FR BB 7 o BROAERAE 2 HE 40,
* Process failed - G715 I0) S s e . BRIABRAFE A E 57

SR ISE SAVFEICE T AL R — 4 SR I E RN B A -

B &



maapnwirgs JJj

* Reject - RIXJRLM Y o
* Drop - ANRIEAFATE Y
* Continue - 2R} ISE 4k 424 FLFZ BN
R RS R PEAR SR I, W] BB AFAE —Le8fp], fEax ey, T IEZEME I Pt sz 2006, JER

ISE T4k b 3 sk . %7 T8 /] PEAP. LEAP. EAP-FAST. EAP-TLS 5 RADIUS MSCHAP EI’J%
PYIGUE, 4 SO S UE RO B AR R B I, iR gk A A K .

MG ISUE I, A4S AL EE PAP/ASCIL Fl MAC G434 T (MAB 58X EHLEH) HIERGE
W o S T HARFTE GO IR, 2 5 Oy B E SR A A DL AR D -

* Authentication failed - A& 1% 45 481 K
* User or host not found - K IEFE L0V .
* Process failure - AN RIEM N, FFEFTER.

fic & 5 3 IE SR g

MRYE T2, M BC EAYES 2 A B Oy I RN, REAS SRS B 5 SCE O3 IR SRS

FFeaZ Bl
BHPATUA TS, 020 g S B D Bl g A B 53 .

o, WERANAEE AT AT A R GEBRINE, TR DR AE A0 BN INC B T AEAT A& B AP0 DX o A7 R PRANTS
B S CGERHISEFBRR: BUYRIAPE) I AN S R 5

S EEHISE GUI TP, Wil E Kir (=), ARGk T (Work Centers) > M 4&ij718] (Network Access) > S B§
£ (Policy Sets), FLEIM 451 i) skms . 7EARHSEGUIY, HiliZEs Es (=), ARJE1EH TEFL (Work Centers) >
W& ETE (Device Administration) > 12 & EIE R EEEE (Device Admin Policy Sets) , k21| % % & BRI

SR2 NI B o WS [ M S AT PR SRR R <RI At ¥, DUREVS IR T s
A B IO EE B0 B R BRI LA S SRS 151 b o

SEB3 SAETE “ GRS " (Authentication Policy) #4521 & Sk Ebx, FEITIFER R HIITE G40 500 SRS

U
PR 4 (EIRAE (Actions) S, gl br. A F R rb, AR T B AT AT $if A\ B SR TR A AT (14 5 40 56 U 5
W AL o

S B E S & b s WoR —ANFT.

LIRS {EARTS (Status) #1, s U ETIRES (Status) BIbR, R85 RS2 4158 rh A 75 22 BB SRS AR PPIRES . A OGRS
?HHHM WHZ RS RIE RIS E RS, 5 8 UL,

W6 X TR AEAAIN, r AN & FR (Rule Name) 515 BR (Description) HLoTH%, T{éﬁztljﬁﬁﬁgﬁ’]gmjzls;iiaﬁ

ST BN INEE S, TR bR B S E &5 (Conditions) F1 R ERLTHS |, SRS 5% ) Conditions Studio #4471 JT -
HRVENGE R, ESIEMEEE, 530 1,

|
|
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B sovrswnses

ARBERMIAEEREE 517 o “ANET7 0 QT . AMEFT L “IRERE” L “TFSKON T 3R “HFk

7 BEAF DL,

“Matches” i& 545 S F5 3148 F IE Nk X (REGEX), 1M AN FH Ml AL 45

IR LT “equals” IEHFFUAT HIEEILE . “B&7 BESTHT2M)ENE. “UUE” BEAFNHTIE
M ZRIE L. S “UCHe” B5AFE, R et E N RIE P I ER S BB ASE. WRESER, “Af
T BRAFSKES R ETAAAERE M. WREAANER TR, “fiT7 BRFASREA/FR SRS “%
T BHEHFFHFE .

IR iU A ML FC SRS PR R AR TP R SRems o S SO U RO, 338 R S A T 0 T30 1 A
PRI RTHRTF (Save) LULRAEAI St I () S e

T—F 4
1. BCERABERN

SR IEREECE IR E

NRANGKREEE (Policy Sets) % 1 B I8 IESEBE (Authentication Policy) #4317 B, Mtk 1
AR 50 UE 7 SR T B R SRS AR — 0y . AESRRFISEGUI T, Hilisk® Ks (=), KRGk T
et (Work Centers) > M £&i77ia) (Network Access) > 55 B& £ (Policy Sets), FRFIM %17 10 5% . 7
MAEHSE GUI T, ik 8 Elis (=), RJE1EF TIEH L (Work Centers) > IZ&E 12 (Device

Administration) > i& & & IB KB £ (Device Admin Policy Sets), #%# ¥ # & B Mg . {8 A} ISE GUI

T, RS KR (), RJEIESE SREEE (Policy Sets) > EE (View) > B4 I IER#E (Authentication
Policy)

B &



R 2 SMBIEREEERE

stwirznnEes [

FERBMR

(EEETE]

W7

HEPEIE SRR RS o T DU R A —

« B/2H (Enabled): IS 4440 T35 5K
A

BN o

* BEZH (Disabled): A S FAL T ARG S
W, AP

* {44542 (Monitor Only): H4 P4l g 46148,

EASE s B . 10T LLTE Live Log & {7 % iiE
VU A MRS S I S5 3. IS OL T,
PR TEANIRS, T2 I 100 TR & 1
B, 8] BEARERAN IR SR A, AHANH
TE WA A R IE R 45 . R ILT
BUF, ST LAE 4T G S 4 Ak
BEGR, WREX SRR, nTeUg ik
I

Rule Name

i N LR 3 G E WS (R 4 K o

M

TERREAT Y, s () Blbs, seE A
FmgATH, Rl w7 (Edit) BIARLATIT
Conditions Studio.

(EdEE!

EPEET SRR S, WERIEEE T 5
TIERES, o m] AR P e A1) o

S mT LAGi SR SRR R SCIRAEART B 4 5 5 34
SRANUGC I 4 AR URE ISE A3 HT B0 BR A 5 433

Options

SRR AR P s R R M 5
SCHE— R #RAE o 8] LGRS il — ANk I .

« 1648 (Reject): AL .
* £F (Drop): AKRAIEMINY

* 445 (Continue): EF} ISE gkL AT AR
I

ok

P AGE A TR, TR A PRILAC X
.
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fEMERE

FERAMR
#HR1E

S “HRME” (Actions) FI Ptk K br B, A
T AN A A

« 76 L5746 N Hi4T (Insert new row above): 1T
FIF “#1E” (Actions) & [ 5ems 7 Hd AN
BT B3 47 B0 I SRS

* YE F 7 NOBAT (Insert new row below): fE
FIF “#1E” (Actions) & H [ 5EHE R 7 Hd A
BT B 47 B I SRS

« Y£_ 7 & (Duplicate above): fEFJH “#¢

£ (Actions) i L[ SREMs 17 4 N SRR 54
AL SATIE S U P Y SR S

* 7£ F 7 & (Duplicate below): {EFT I “#¢
YE” (Actions) S 1) SFEWE T 5 4l NS 11 1) £
Pre U, AT R

* MER (Delete): MHIBRRISLE

E T ZM8a) 5258

23

SR IER P B TIAE, LU B0 o ARG 5y B E A A4 BRI s 3 o 3 dpe 15l
I M MR ZE5F (K B O S IE 7 i o A T UM T RE St A fb A L e 2 st Sk A P g o
A 7 2 AR R TR APA D 58 S BN L], (ER S TR B R ARAL PR ] (9] 3 A

Vi) AIEE AL

ERMBEFLEMMER RN L S0

A Y0 A o AU 10 24 P P B B At B S, o 0 P i M 9545 U7 TR 2 30 (81 RADIUS) W) 6
i ng, CABG e Mg ik is . (H)g, RADIUS AUAEGMEIUE. BBCRHLIK (AAA) & ) i L5
FHISE Z [WiE4T. FES B b Re i i UL AL B R AT, RSB 51 ] LRI SC# 5, i

NoRBIETR:

o L HLR B R IR P 2 B e

© FEZ LT A NS5 431K ISDN £k |

o FEf A 7 i S AR B A R Telnet 23 16+

2V R IO RS R AN B, B, LS H] T BTl E T 3 4y 3 Uk Uril (CHAP), — X PR
(OTP) ML T EAP (A m Wil P MM B BoAR . JURE ISE SCRER Al B A3 B0k 7 i

B &



stwirsmarEnr [

SR UIE T A FRIRANAN IR

G B IES B AR A RO R o 1 I BT IR BB BB - 5 63 56 UE 1) BE ) Ao
MR ISE Sl 1L 3R A5 P B R 0 IE T3 VR SCRFIE G R

S0 3 UEE R

SR} ISE #2 IRR 2 MEIA W) 2% rh R B0 26 A A IR i S e . e (i B4 383 (Authentications) Dashlet
o (1S40 50 R 5 47 56 E SR IS R B A

RADIUS & 38iF (RADIUS Authentications) Dashlet $2{it UL~ 45 ¢ R} ISE A 5 43 5641 (1 25 1
B

* JUBHISE AL RADIUS S 3R K A0S H, A% Ll B Bk RIS 5 4y 56 UE L
G EVRITT N

o JOEHISE CUAGF [ RADIUS 02T (19 5 40 30 1E 175 5K 1 A B

IR LAY G TACACS + B3 IGF %22, TACACS + S B40F Dashlet 3 At & S BAE (9483
fa o

AR E S HIUER TR, S0 CERHSEF B AR SRR ¥ “ TACACS 3£

MHE” #5047 RADIUS s2if H E R E NG R, S0 UR ISESH TR MR
) “ RADIUS S H &7 #5

ISE # X % 5
A UL RIS 4 B AE R PZACGHAT B HEBR 0045 B, WS Al X ISE 2RI B 43 50 1E R 4%
BOIEAT W HE B o

EEBREIEER

JRHISE $#R4t 2 Fy SNBSS SR KA 2

FHIEZ Al
FHATLL MRS, AU S B D s AR S A

S EERHISEGUI P, e Kbk (=), RJ51EH 181E (Operations) > RADIUS > 3£Bf HE (Live Logs) AT 4%
H %Kk (RADIUS). 88} ISE GUI Y, FiiskB Kby (=), SRJ5LE+E #4E (Operations) > TACACS > 3kif H
7= (Live Logs) LAAF S I £ 43 B0 AE 44 L

2 AT LB PR U5 A B I e 2

« B RUAREATAE IR (Status) Bbr b, DIAH S IIERKI SR M TR 2. R Bon— M E RS A6
JSYILE v

* FESIR TR WS FARAT— D EE A SCAHE R AL R A, U514 Enter B LATHIE 45 A
* PHTFR{ER (Details) 71 BB EIFR LA B A VRN & o
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https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-68162
https://communities.cisco.com/docs/DOC-68162
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B sonimsngmsrTa

iR TSI ZE (Authentication Summary) 2 B Tl 2 SR AN I8 7 5 R ISCER s 2 1) B 43 564
F I () R B, DRI AR 5 P 22 IR LA B s R

SO IR SRR TR
e S ORI VAN S, SR ISE S (b4 B i P 2 B0 90 4 0 5 R T

AT MR, TR S I iEE AR . ALV S PG BT R . BLT
S RAIER 5 F 1R

* AAA 2l

* RADIUS )ik

* RADIUS G35 0iF
o S0 IEA 2

)

AR B R Catalyst 4000 RAIAZHAL L JEH TPve MW, 75 TPv6 itk AN 2 Wi 1) B 473 5631
21, RS BIRTE show Hrti . AL 4 Je H 1Pve Wi

vlan config <vlan-number>
ipv6é snooping

end

ipvé nd raguard policy router
device-role router

interface <access-interface>
ipvé nd raguard

interface <uplink-interface>
ipvé nd raguard attach-policy router
end

IT_:Z Vv anl

ISR BS
RS 2 SR ISE PRI BRGS0 A o AR 55 SR V8 Sl U i) R 4% 8 Y5 R R e R P R g SCFR A
TR I B A A

BRI n] A5 AR 2R, AMER RS RGPl S04, xR &4 mE-—4
BN E S B B . BEAh, B TR E M S dloh, AT REAAAE AT 20K

5SS RHSE A2 BUNC B SCAE AL HIF UG o« SRS BRI  FEBORNEA =40
PR R LR . AR TT R ST 22 RN B S

B &



eriseEnmass [

BE}ISE i NBLE XX
BRI RN 55k 52 T AL 5 03 SQI0E AR AR I A EC B SO X S e s R DL
Be, S 2R [T PR AR N B ASCC S I AT N 853 90 286 175 ) BURR
B, SR E SO AT DAL LR SRR A 5 (1 — R SRR -
* bRl E S
* B ANEC E S
o BT G A
BOE SO R N — A Bt g B Jm bk, XL @ MEAr i TARAT R AU e, R HAEW AL E

BRI (R AT I L2 IR ML Jm e o i TR T LU R eSS 21 SN 2% JIR 55 KU R 211, 3K
LeSE I AT A AU A 512

XS FZ AU UE AT 5 BR[| PR B SO B U H A, ST
I PE R E SRR, FAtFRA SIS R 5 n] L A A X A8 4
R AEC & B AUBR
FETFUATC B FANC B SO RIR R Z 1T R
o TGRS S E S Z MG R .
 PRIFANEL B X (Authorization Profile) T fi .
o SN AR B SO I B R B A €
o T RARAERORUC B SO PR A R 1R P 2
fEAFISE GUI b, Hisic Kby (=), RJEIEHE 5KBg (Policy ) > 5E& T3 (Policy Elements) > 45
B (Results). M5 5% $688 4% (Authorization) > 4B & 34 (Authorization Profiles).

i HIEE R (Results) SHUEMAE N T BoR. Bl Bk, MIER. SHIaEE R4 EA RIS AU
B SO SR T = AR R AR L 15 . 45 3R (Results) @ HEHILG Bon “ S EIE” (Authentication).
“ZBL” (Authorization). “ZHr” (Profiling). “ i AVl 7 (Posture)s  “& /Ui AL ” (Client
Provisioning) 1 Trustsec i .

R BN E ST, ] LLEFEAEHE 2 RADIUS TR N 2R A1 JE k. JERE ISE S fitmr U e &

B WIS E (Common Tasks Settings) >k s 5 H & HEIHLE] . 2t N & IAES B 1 (Common
Tasks Attributes) [FI{E, SR} ISE 2K IX Lo #4444 Fefili RADIUS fH .

ISE #EIX % i

A RAATE 802.1x 153K 75 (SR} AnyConnect %3 %4) FIG M IiEds CGTHAL) Z [AIHC & BEAK D)
i) ¥ 22 45 (MACsec) I3 FIRB, 1852548 R AnyConnect F1 ISE Fit & #E1T MACsec A2 #A/1-
FHUINE R o
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https://communities.cisco.com/community/technology/security/pa/ise
http://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/117277-config-anyconnect-00.html
http://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/117277-config-anyconnect-00.html

S8 |
B =rasEmEn

E T EARIL
SURLISE W 5 R B k55 515 (MSE) JEJ LG I AL Ty A B (AL . S8} ISE A1k § MSE
({5 LT MSE R 19 ) Bz B S 22 A I 2% Vs 1]
MR, T DA 28 S A B AR ] L T AH I DI S R 47 1) o 38 T LIRS 8 37 B A
hy M LA S RS I, USSR T B 07 T SR A 0 A SRR PSR o 45T LAAE BRABCR I 1A T 5
o HIE TR B B APE R 254,
MSE.Location Equals LND_Campusl: Buildingl: Floor2: SecureZone
Tn] L A kaipy Cld XA e )2 45k, JFAEH] Cisco Prime JERl I MY L 22 421X
BAIAN G A X e 8 A B R IRG AR AL B2 IR G R EE 5 MSE kg5 ds Al . A 5% Cisco
Prime FERHBERE AT EANE S, 1S . http://www.cisco.com/c/en/us/support/cloud-systems-management/
prime-infrastructure/products-user-guide-list.html.

AT LS n— A2 4> MSE SE6I, DU EE T MSE RIAL B HUR AR B R BGL R . AT LUK 48 MSE
KR AL B R Gl A8 P e 1 2 1 B g s R

FREA SR 5, VAR QIR B S E T “BREARS S (Track Movement) RIEHE. S} ISE
Kbk 5 o3Py IRAHOC MSE 1928 'S, DLSIE R 73 el T

)

IR o 7E¥ MSE WA N2 AR ISE i, 15K IE 15 A MSE ¥ 45 & il 2 ISE LT (4% AL

o WREEZASH OB RATE R e RE . “EREEFES)” (Track Movement) 2E 10 ] B 122 41
BRI E

o AEE BT MSE SEGIALZR A B AR IEAT GURE . AT LR I A A B S
EEE P& T IN VA S S 8

o 1805 75 2 MRl ISE Advantage 14 A]E A BeA# A B RS

hn MSE AR %28

FHia Z |l
FHATLL RS, RSB S B s R S LA

1 ELEHISEGUL 1, HihiZRE Eiir (=), RJE1EHE &I (Administration) > M4& 45 (Network Resources) > iL &
Bk %% (Location Services) > i & AR %5 8§ (Location Servers)

FR2 iR (Add).

F3 fii N\ MSE JIRSSEHIEANME R, BliniRssas Pk, EHLAAP Hihk, #0545,

PB4 RGN (Test) n] ff TR BEI IR S5 2% PEAH 5 ORI\ MSE 4% .

$IES  (A[k) EEHAIE (Find Location) FEBUI A LI MAC ik, I 2% (Find) LA A 1% 2005 24§ O3 3
It MSE.

B &


http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-user-guide-list.html

wan [

WU B AR R, B AL R Campus Building: Floor:Zone. s, HFE A7 & J2 1k 45 A6 AT IX 14 )t
IREAGH . B, AN 440 CampusL H K #EE (buildingd) IR T A 2 SO AR 22 X, — BRI S X
e O IR, 2 T SR XA, K BOoR LR 4 H

TE LA N AL B A 4 5 i«

Campusl#building1#floor 1#LabArea

Campusl#building1#fl oor 1#NonSecureZone

$£I26 5 Submit.

FEHTH MSE #5)i, #e3) “ALEA” (Location Tree) HUIHI, &) nidi3REXEH (Get Update) & HA B 2R 44
IR FEAS IO, B o W RAZM e T R pEAs, X LeRtyg St N T8 MSE 4 H .

L B

A] T & ACL

A7 BRI AT R B S5 51 % (MSE) 79l h s & A7 B 2 s G e i) . 72 S8R} ISE GUI Hy, il
B Kb (=), RIGIEFE EIE (Administration) > M 485 (Network Resources) > i & AR 55 (Location
Services) > L &4 (Location Tree).

WREFYIA 24> MSE, JURHISE FRCERK B BT AT MSE [R7E40 67 A5 B FHs A L 2 DX 215
Ko

s n] DU A7 B A B0 R v WA B4 H o R T DU 5 1) 75 SR Bas R e o B . AT
BesBR A7 B i SR A B . R SR, Bl B A 2 IR BRFEOIR S

QR S B DGR B 4% H CAE CEI, 2805 2548 FH 52 53 Wil PRI 4 3K 67 8 R AR A
SR BREAN B2 IR RUDE B — AR B T 20 I, FH B8 el BT BB 2 R AL 36 BT IR R 45 440
MTTEREVEEHT (Get Update) AT MSE SREUBOR 7 B )= IR 454 . AR g B gt 5, sy “ 1R
177 (Save) LA BE 24

Vi 513K (ACL) A& 15 356145 H (ACE) %13, AT b SRmg st il Cltan, A #ebl) W 2%t
Wio B ACE TR E REA F 0 S AVIRUR, Wit i, SN ST fillan, a] LA AT 2%
RS B X OB ACL, [ H —/ ACE VPR BB 1 13RS 5 AR,  FEAE ] sty ACE fuif
YA BT HoAl B3 T 3RTFE R R . {4 F] RADIUS WUk, ACL i@k gy At H kx 1P Hudik. 1550
BN HAR S HOR AT R #35 ACL 3 B AEAC bl B IF BB A HLEC &, W LA ISE GUT W H
PRI ;A N4 ACL (DACL) AJ M\ ISE GUI #EATIC B A H, 3 1 T BIFEA g

FL{E ISE HoKs DACL SE it 21 B 28 B BURMS 1, 33T B R 4

1. MBLNALE R E B A i DACL: $EB& (Policy) > 58 #& 7T % (Policy Elements) > 45 &R (Results) >
A] &k ACL (Downloadable ACLs). A XTE4I{E K, 52 A1l T4 ACL FUEAR , 25 16 Ui,

2. AR CUNC B AT /] DACL A BA AV 5 c 8 1Y) B A F2AAC S . 3R B (Policy) > SRES TR
(Policy Elements) > 255 (Results) > %X B & 3 (Authorization Profiles).

3. DAL AL B St 6 AT T BB (M A SR A I C L R R AC B SCPE: SR (Policy) > SRER &S
(Policy Sets).

8
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B »oraacmsR

A A T & ACL BELE LR

WY ISE, AJZEFE ARSI b 0B AN ST R % ACL (DACL),  LASESHIAS[R] R o 2837 T 9 4% 1) 5
Ao BRIAFZR DACL FI 702235 ISE JG AT, A% DL BRI B S A

* DENY_ALL_IPV4 TRAFFIC
* PERMIT_ALL_IPV4 TRAFFIC
* DENY_ALL IPV6_TRAFFIC

* PERMIT_ALL_IPV6 TRAFFIC

i H] DACL I, Joid 8 SOX S8 BRI, H AT LU e AT LBt HeAd 2R bl ) DACL.

LT 75 19 DACL Ji, M T KE I 4E DACL T 2 b IROAHSCFEBUSEIE . 44 DACL N T-HERSH
o CT P OB ISE TR SO . 4 LS T DACL JR, i T BB, W
DLk —ANTEAL DACL, AJFEHHZTAN, i, oL Sms iR % DACL LUK 5, A5
RO T T -

S (EEFHISE GULT, Hli3RE bR (), 714 58 (Policy) > BRI (Policy Elements) > £ (Results) >
21X (Authorization) > A T #(#9 ACL (Downloadable ACLs).

P2 FhA T ACL RIGHMRIN (Add), 20, LTI DACL, )5 iR & %] (Duplicate).
S 3 NG 1 DACL {8, “ic bR -
© CRFBOCRFI TR N FRECE . EERF () AUS O R RIZ O
« WIFPTR, fEik$E DACL KN, RGMRYEITLE 1P AL HE 1P 4%
* IPv4 {UIAIF TPv4 4510 ACE. AJIHIANA 251 TPv4 A% 3K
* IPV6 {3 IE IPv6 57 ACE. i N AT 241 1Pv6 455X,

o MWICHTIRASTH 203 2.6 fiRAH DACL £37E IP RS (IP Version) 7Bt 7R o3 (Agnostic) PA{E ) DACL
KA, BN RTS8 Fe 3k (Agnostic) 1] 4 JIVBFASCRF e #5 Al  DACL. *4i%4% e 3 (Agnostic)
i, ANEAERS A, JF B # DACL k.

o ek Any A DACL T ACE ¥ . DACL #EIX2Z )5, VR Any 23408 e A 4 B A8 L i % 7
iRy TP Ml

iR ¥ DACL Wb BIMEATHANAL & SCAFIS, 1P RRAS(IP Version) BN i, PP IEOLF, 15 AIEAR
Bt & X (Authorization Profiles) H ik DACL 51 H, 4’ IP A I ER A EL & X5 (Authorization
Profiles) =i DACL.

FIE A o, M5B e 0 ACE 4% 5, A% DACL &% (Check DACL Syntax) LAKGIES 2. Tl SR AFAE I UE
R, KRGS BTN E Db Bongr e Ui, RIS EE

PES mliER.

B &



$t34 Active Directory f 2 3g vz & iRs [

£t X3 Active Directory F P12 A% & 177 19] BR ]

BRHISE W5 tHEHL YT R PR (MAR) 4141, $24E 53 #h—Fh45 ] Microsoft Active Directory £ 47 % iiF
AR T5i% 0 SEEBOY 3 T-V5 1l KR} ISE W48 T )T SERLA T SEHL S O B0 iE o 0 T4 Ak
DI SN RBRUE, S8R} ISE 20657 RADIUS Calling-Station-ID JE 7 CETE 31 sl B S 47
A I SHHLE G Bk P4 o

{Ei5 3] Active Directory Settings T “Time to Live” ZHHHLE K/ #2 fy, BRISE 218 H
AT IAEA Calling-Station-1D JEVEA. 80325, HFHISE 2 NS HE AP NER %S4

2 L P P AT SRR, SR ISE S AEZEAE TR IR A ] G A SR Hc 1
Calling-Station-ID i [ B I i 5EHL B 435I 1) Calling-Station-ID {415 R} ISE 762247 HH #E 2T
BC IR 7 5 4 S0 00F Calling-Station-ID {H, X 25 LA F J7 G2 W R} ISE by sk 5 43 56 UE ¥ H - 23 1
FLRR -

* WERAESLR} ISE 2247 1 4R 3 55 Calling-Station-ID {EAH VLT A, W< 73 IE BN AL AN E &
A

o I AE IR ISE 2247 R85 Calling-Station-ID {E A VS AR, T2 23 BE s th I ) 5 43 B A1E
(ANE LG IR IR E S

A E IR PR AR & S RYE =
AR FIC B SCPEIN A LR AE «
o WA TR I 44 FR D6 A AT HI LR SCRFIR -4
 FFTe IS (D ETRT () FRIZ (O AU Q) IR ()
s PREFRF: A-Z VUK a-zo

B 09,

* SHABACH “Any”  (ERTLUR LA RBOABCE N TrA D .

o T DU A RE AN AN RIS (E . HRE, SR REN, AN EHE R AR A
B o DLUR 2 QI A I R 5 75

o MBLZEFEROAR Y 7 S PR 1T BB 1

o Qs A VIR B DR B SCAHE RS 1132 SRR e SR A
o TERUE I FAE AL FR LU LR SCRF I 745 -

BT DIETAF () MRIZ O AR ().

© TREETF: A-Z L) a-z.

2 Sl

* HOE AR 09,

o B R AL B SO, A R IE R HI B & FumiAEC (3RE&) (Client Provisioning [Policy])
PLAI A4 HoAh 3% 350 ) Web EE 8] (CWA. MDM. NSP. CPP) (Web Redirection [CWA,

|
|
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B ==mmss

MDM, NSP, CPP]), Wikt TPv6 Huhikfc & A iZ A2 AR (I E87S IP/EHA/FDQN. X &N
bl Web S5 AIE (CWA). B3l &4 5 (MDM) 5 [l FUARHLIE K 7 ¥ (NSP) ANSZHF
IPv6 §i 4 TP/ M4/ FQDN.

o MePE N TSRS B BAUIC B SRR, ABRART . AR AT LSRRV )R R B R R A VAT R
SEATLSs . B, WA & T E S A (Bl B 4 I B FFa e XrgApt: (4
U TR 1D I T BLRAS 5 1% 5 4 A RIBR AR Cln i i i 1 4 2% ¢
PR B EPATHREE BAE OB

o LEFERLSAE L radius J&E Tunnel-Private-Group-1D I, 20 7EAf ] EQUALS iz 545 I8 7
A R S S bR 2SR, T

Tunnel-Private-Group-ID EQUALS (tag=0) 77

N

AR EURLISE 1.4 JH4h, ANC HUR T 20 R4 il 95 (EPS). ANC $RAEEAMNK 73 PV RE ik . B
SRAESEME H A ] ERS JE AT I /54808 F T3 48 ANC #:4E, (HNATH ANC JEE. filtn,
Session:EPSStatus=Quarantine 1] fE<s . 7550 48 A Session: ANCPolicy 14 414

fic & iR BRI

FE N (Policy) S F AR B it J PEANR it b i, ISR (Policy Sets) S L7 SR A rh €14
AL

FHIa Z |l
TEFHRIERE e 2 1, SN 200 H] TG R AR (IS A RIS ) AN RIS B DAT JE A T

7 8FHISE GUL 1, ki3 Ebs (=), ARJEikde TIEH O (Work Centers) > M £&if i8] (Network Access) > 5
B £ (Policy Sets), &% R4 ) 5fms . 78Rl ISE GUI Y, Hihi3Ed Kbs (=), RmkfE TIEF O (Work
Centers) > i & &% (Device Administration) > i & & IE 5K BE & (Device Admin Policy Sets) , 83115 % B HLANE o

WA CHRE (View) B, stk ¥ LA I BT SRR AE VLIS K, IO O 0 UE RIS LA K SR 1 4
AT “PRAUKRS” (Authorization Policy) 543 55 1 8 Sk B br LU - I & B BRI K

TEIRME (Actions) #rh, sl fe BIbR . ARy, A 75 2 B AT 4 A B 508 DK A AT IR AL SR i
.

PG R oK s T

BIUCE R PPIRES, 15 AUl Y AT (Status) ElbR, 285 W N H281IEE hik PR 7S (Status) ZIH L BURE . AR
RERITENE S, S HBRACRIS S , 26 20 0.

TR AT S, 1 T AR 2 FR (Rule Name) 508, HEAT LB B B SCARTE S, A0 EEME— AT ) 44
o

SIS INE T A, 1R PR &AL £ 4 (Conditions) 1 (1 R OCHS L, M‘Fﬁ'fﬁ ) Conditions Studio ¥4
TFe ARG L, WESRANE &M, 530 UL,

B &



maEnzs ]

ARERN A B AS “ET7 o “AET7 . DT AT L CIRERT . IR BTk

IE7 BEFFIEI

“Matches” 1257 HFFIFHATH IE N IA S (REGEX),  MAME B ELAT

iR EIE “equals” IBHAFUAT HEL L. “O&” @HFTHT2ERENE.  “UUAL” BEFN T
IEMZRIAA . S “VUi” IBERFR, R BN RIA A S S EMB S, sk,
DT BEAFSRES R T R E M. WA/ E, QT BEASKEFRR AT
5 BT IsEAT

SIS KT RERT ) S5 RACE SO, TE NS R ECE ST (Results Profiles) T 4413 A7 ik S AH AU & S0 PF, sl 1k #¢

ik, PRI STEAUE B30 (Create a New Authorization Profile), 4K 576 ingiin A B B 0 (Add
New Standard Profile) BE4#E4T TR0, $UT LR D E%:

a) AR T 2 A A BT IR AIC B SO o R L 3R
* MARTFBOP SR A A S % & O+, - =@ (o

* MTERES, LHADACL, H#&U T Frocit £ 55 DACL &FR (ACL Name) 1£1T, X5 WEIAT
A P EPE L DACL:

* Zf ] IPv4 DACL, &1k DACL &FR (ACL Name).
* N IPv6 DACL, i1 IPv6 DACL & #R (IPv6 DACL Name).
o T AT HoAth DACL 57, Wik T3, Jo5% DACL [AI EoR7E IPv4 Fl IPve K742,

iR IR kP DACLZ#R (DACL Name), ] AVP 255058 H] T IPv4 (B DACL A% & 5%
f1) o sk 1Pv6 DACL &#R (IPv6 DACL Name) £+ DACL, W] AVP 2875& F T IPv6
(R DACL A& LK1

CER WCREFERT S ACL, SRR SULIIREMA . ORI R, SRRSO
25 51w P FE ) o

T EIES, ZHAN ACL, HWFARIESH I ACL (iZ7ERE ID) (ACL (Filter-1D)) JETi, 4SR5
F-BPEEN ACL 475

 EAfM IPv4 ACL, ik ACL (i3jE2E ID) (ACL (Filter-1D)).
« TN IPv6 ACL, ik ACL IPve (338§ ID) (ACL IPv6 (Filter-1D)).

o X} Airespace W -1l ACL, M4 75 2k Airespace ACL &#R (Airespace ACL Name) ¥, Airespace
IPv6 ACL & #R (Airespace IPv6 ACL Name), 4RJ57EF BN ACL & 7K.

o ST LA 7R AE B AR R (1 B 1 415 2 (Attributes Details) o474k & 52 BUAC & S+ RADIUS
%o

b) sidiRTF (Save) LK FT i) 5 s A7 2 R ISE RGU e 2, DAE Qe SN B S

S
| 19
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B sosmas

$IE10

TEN
SIE12

c) ARBFHSEGUIH, HMEZEE Hir (=), RJ51EH KR (Policy) > SRR st % (Policy Elements) > £5 R (Results) >
2 (Authorization) > ¥4 EL & 344 (Authorization Profiles), JH T-7E SN AE X 2 AhGIZL . 7B, ZmbH A
B E S

ST ) 45 e, iE R R L4 (Results Security Groups) F #7813 hik e 2244, s fidi

F . iPetIEER 4 (Create a New Security Group), #RJF7E “OIEHi%¢4:41” (Create New Security Group) it

FEFTIERE, PATLL N PR

a) ABr AN (k) .

b) WREK I SGT f4% 4 Cisco ACI, i+ #£#&ZE ACI (Propagate to ACI) & 3EHE, AT 245 SGT A
SXP WL} JE T4E Cisco ACI “¥HE 7 (Settings) JL [ A ¥EFEIKI [F]— VPN i, bﬂ]ﬁ‘/\%?ﬁﬁ Cisco ACI.

BRATGE B0 T 2k b T2 RS

c) % Tag Value. FRZEAE ] LA E N TANH AN A3, BIL T LA SGT fREFVEE o #mT LU LA A )
ST T HMAHISE GUI T, ik 8 Elis (=), RJE1EF TEH L (Work Centers) > TrustSec > &
E (Settings) > @ TrustSec 1% & (General TrustSec Settings)

d) i Submit.
HREAELR, WS ZaHiE , 5 116 i,

X T TACACS+ 45 R, 15 MR (Results) Nz #I3& PIEFAH K ir S A RSN e L B30, 8 riihi i@ 88 (Command

Sets) B4 ESER B S 44 (Shell Profiles) 7l (¥, 435147 0 &4 (Add Commands) 7 sk R NS SRR B S 14
(Add Shell Profile). %13 # My < £ (Create a New Command Set) 5k 812 #i7MN<EL & X1 (Create a New Shell
Profile), REHIANFBL.

2 P 2R SRR 7 R T S s 1 5T

siili Save PRAFHO R ISE R GE8 E A A Sk, IR 4T A AN SR

PRI E

FRA KRG EE (Policy Sets) 7 I B 38 E 5k B& (Authentication Policy) #5437 B, it &
FIKS S 0 UE 1 SRS T B R SRS AR I — 8y . EMURHISEGUI T, Mtk By (=), RJFEH T
£l (Work Centers) > M £&ij7ia) (Network Access) > $kB& £ (Policy Sets), F&EIM 415 17 5 . 7F
MEFISEGUL b, Hilises Elbr (=), ARJEik+e TEHL (Work Centers) > i & &2 (Device
Administration) > & & &R %M & (Device Admin Policy Sets) , F% 3% #5150 .

B &



F I SMBIEREEERE

pgwizs ]

FERBMR

(EEETE]

W7

HEPEIE SRR RS o T DU R A —

« B/2H (Enabled): IS 4440 T35 5K
A

BN o

* BEZH (Disabled): A S FAL T ARG S
W, AP

* {44542 (Monitor Only): H4 P4l g 46148,

EASE s B . 10T LLTE Live Log & {7 % iiE
VU A MRS S I S5 3. IS OL T,
PR TEANIRS, T2 I 100 TR & 1
B, 8] BEARERAN IR SR A, AHANH
TE WA A R IE R 45 . R ILT
BUF, ST LAE 4T G S 4 Ak
BEGR, WREX SRR, nTeUg ik
I

Rule Name

gl s PN S IR

M

LEFTHREEAT T, S (+) Blbr, sFEEIA
FmgATH, i 9w (Edit) BIARLATIT
Condition Studio.

HRIECENH

EPEAN SISO, G B S e
P B 1) 2 A AR PE A AN FIBUIR Z03) o W2R MR C
EAHCHRECE S, T AN IRACE .

WP R A, Az T8 155 2 U
RIS e R RORICE AN R A, w)
LA IR -

iy GRS T A B BT IR E 2 A

T MNREAEIAAMERS R EERERS

I, A ISE 8 i P B g R BUK X 2 iy
Lo RWFE N fir 5L

HZRYMEEEXH

TACACS+ A e e B S48 il 1he 28 8 21 0 (104
R

ok g

i P EUE — M2l TR, H TR 4RI RC X
.

8
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B =5 Endpoint-Analytics 5t 1 E i R

FE R ERER
HRIE Sk “HRfE” (Actions) AP i i ElAE O, A
F I R AR [ R 1 -

« 76 L5746 N Hi4T (Insert new row above): 1T
FIF “#1E” (Actions) S5 F RN _E 7 46 A
BB o

* YE F 7 NOBAT (Insert new row below): fE
FTHF “HAE” (Actions) S FFIRHLIN R 56
B IE G IR

« Y£_ 7 & (Duplicate above): fEFJH “#¢
fE” (Actions) SZHFRN 77, IEANEER
BRI, w7 REES

* 7£ F 7 & (Duplicate below): {EFT I “#¢
YE” (Actions) SEH IR T, #ATEL S
BN, AGT 5.

* MHER (Delete): MR

{& F Endpoint-Analytics /& |4 61| 2 IZ 1R A

JRE AT 3o Mt — IUSAEL DNA HRLIifg, rIREREPEHIaGE T . BEPRAL S . 3RAF R G i S 7Y
JeE VR SR 248 i P A0 A AT R R A3 AT o SRR AT 28355 53 B I AN el 2 v JR M ds 9 dn SRR
Catalyst 9000 F 51| ¥ % CMBD 4. B4 JRE AL 2 70 20 KX 8 2 Jag v A 21 R
ISE, SR JUARL ISE & BHL 63 ] LA AR LB R GRS e BRI . 521 “ JRE AT i 70477 o

76 S8R ISE WA 3.0 S AR RAr, JUA}L ISE 25t ToTAsset =48 il pxGrid MEFEF AT 23553 #7
PR TG B ARG, BRT DU SRR AT 285 23 B &8 PR G i F 0 T s g, SRS AR I

PR 23 A2 SRS
MSEREISE AR 3.1 JF4f, W] £ 28 3 0 Afrin] S b b o i) JERE AT 3 o M ok, 80T AESERUSRNS
AR X L

MR TEAT ARSI 2 32 PAN LLREE (BT AT3% 3 PSN. R4S PSNH S e 5 IR (1 2 (14
JETER S, MERBI UL B AL ISE (KA fE -

B &



2: Endpoint-Analytics 17 818 1

Dictionary Attributes

O 00000000 oo

Name

aiAnomalyResult

cmdbAssetTag

cmdbDepartment

cmdbDisplayName

cmdbLocation

cmdbManagedBy

cmdbModel

cmdbModelCategory

cmdbSerialNumber

concurrentMacAddre...

deviceType

groupHierarchy

Internal Name

aiAnomalyResult

cmdbAssetTag

cmdbDepartment

cmdbDisplayName

cmdbLocation

cmdbManagedBy

cmdbModel

cmdbModelCategory

cmdbSerialNumber

concurrentMacAddre...

deviceType

groupHierarchy

£} Endpoint-Analytics i fiL— 343 1 Jg P«
o SNTIEYE: 2R IENE - WRLE R RS BRE RGN A

s fEAEVEONJE ML SRENL MAC Huhik. Zr BSOS SRR RERE AT 25 534 M 42 ) HARAT A A
KErE, AT TN FE Y. WEH “E 28 .

 CRHRTAEVES

* CMDB Jg: BFRF AT i M1 EE R ServiceNow J& 1 .

{3 Endpoint-Analytics /& tte1zigiEss I

Description

AlI_SPOOFING_DETECTION_PROBABILITY
CMDB_ASSETTAG

CMDB_DEPARTMENT
CMDB_DISPLAYNAME
CMDB_LOCATION

CMDB_MANAGEDBY

CMDB_MODEL
CMDB_MODELCATEGORY
CMDB_SERIAL_NUMBER
CONCURRENT_MAC_ADDRESS_RESULT
EA_DEVICE_TYPE

EA_HIERARCHY

8
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B &5 Endpoint-Analytics @ 1 12 AR s

3: BRL AL ZIR TR Y ISE SRR E

Al Endpoint Analytics > Configurations

Profile Rule Settings ISE |nteg ratlon

ISE Integration Endpoint profile publishing to ISE

Trust Score Sources Allows publishing Al Endpoint Analytics profile data to Cisco ISE for authorizing endpoint

Endpoint Purge Policy access to network to and for endpoint control.

Endpoint Subnet Inspection D Enabled

Asset topic based Integration (1)

Enhanced Authorization Integration

FraaZ 8l
o S A ISE w20 R DNA H0 A 2R
o SO ZBAE SR ISE BRAS 3.1 B s A
o SRAZBUAE TR DNA HOpiiA 2.2.3 BB s hiUA

L1 GF AR A DNA g BT
a) M ISEHhIEFEERE (Policy) > Al 2% 2 4F (Al Endpoint Analytics).
b) 7EMEA (Overview) % 1+, HiECE (Configurations).
¢) fEECE (Configurations) & 1, H.d7 ISE EERX (ISE Integration).
d) 7 ISE & (ISE Integration) % .
1. BEARVFEMEET pxGrid kA6 EEESE, Wi &£ %2 ISE #Z&imEC & X (Endpoint Profile Publishing
to ISE) X 45 i U e 4
2. ErhiEsEIF A B (Enhanced Authorization Integration) S 1EHE, LA fCir R AT 28573 bl 25 J 11 & A
2R} ISE.

e) rUliRTE.
BB ISE BRI

a) ik EEbR (=) ik IED L (Work Center) > $#728 (Profiler) > 2478818 & (Profiler Settings).
b) TELiRa T E (Endpoint Analytics Settings) XX IgH, 3 H LLF — AN AN L ME LLS AR R 1K) Bh g«

- BEIREMEAHE Al &ix5#7 (Publish Endpoint Attributes to Al Endpoint Analytics): & L& & )5,
B ) PAN AT PSN gl v] LA JURF AT 283 43 B 3 5= 2 i Jeg 25040

N
>
N

B &
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< [FHKB Al &R 9T RY22IHECE X (Consume Endpoint Profiles from Al Endpoint Analytics): i F itk
BB, R P T PAN RUITA PSN P 8UEUET I /81 HI . 32 PAN FI PSN IAE 5 AT LAMERE AT 2%
oy 43 T U 2 i JE MRS S o

) C(Wik) ZAEZNI) Endpoint-Analytics J& P A& LRI 20 L E CoA #R4F, SFENHTERIRE (Profiler
Settings) X 1%1) CoA 2B (CoA Type) Rzl ik k.
FIE3 U AR AT KT AL AL ISE 2 8] 1) pxGrid 4%
a) 7EBFRHISE GUI ', E#FETE (Administration) > pxGrid > 2 #f (Diagnostics).

b) 7E 2RI WebSocket % 1111 % Fif; (Client) 15K 148 ] PSN #1 PAN 15 £(f# FQDN. MNi%2s BoR LR
Hi:

* XfF PAN: /topic/com.cisco.endpointanalytics.data

° XﬂLﬂ: PSN: /topic/com.cisco.ea.data. {{<FQDN>}}

T—%#ita
LM H A& DAHRER 5 283 0 AT ARG pxGrid 118, 15 AT L R 3 4E

1. ZHBHISEGUIH, #E$% #84E (Operations) > #B&EHERR (Troubleshoot) > iFix 5 5 (Degug Wizard) >
8t B E B E (Debug Log Configuration).

2. AT AHELGR IR RS Bk, i dREE (Edit).

3. AKX HEBLE (Debug Log Configuration) % 1+, i endpoint-analytics 55121 (1) 511 4441 »
4. 7f endpoint-analytics [f) HER R (Log Level) FBh, M FHrsE ik #8i% (DEBUG).

5. iR,

- oo % sL o
EWNEENHIRE
7ERBISE GUI Y, sk Ebs (=), RS k+E 5RAg (Policy) > 5K B& T3 (Policy Elements) > 25
R (Results) > #Z4X (Authorization) > %X EL & X (Authorization Profiles), #ZXECE X4
(Authorization Profiles) % 152 XM 4% 15 1) J& 7%
TEREXHEE
* ZFR (Name): iy A\ LGB BURC & SO 2K
* 15t BA (Description): % A CFZBAC & SCAFII BT
* a2 R (Access Type): HHFjH25%. ACCESS _ACCEPT iy ACCESS REJECT.

* BRS54R1R (Service Template): Jri FHULIEIIASC RS A SAnet DhREMI LA 2 il JURE ISE £E4%
BUBC B SO P SR A5 R, AN IRAR R HAR i o HEA R 5 B (Service Template).
TR SR B ABUC B SO, A 78 24 50 KF SAnet ATHE SAnet B I FAN S

S
| I
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 IREEFE N (Track Movement): Jit F b ik 1 n] il ik RS 8 Ak 55 514 (MSE) FRESH A& .
A

ER LIRS e AR ISE MERE, UG TR AL E

s WEh B IRER (Passive Identity Tracking): & F 38T Al B4 5h & 43 1) Easy Connect Zhfig >k 5L
it S s R B

BRES
AT S5 238 T R 4 il F A R PR AR A

* DACL &#R (DACL Name): o FHUEIEL n] 4 F v~ 450 ACL. &8 0] LA I BRIAE
(PERMIT_ALL_IPV4 TRAFFIC. PERMIT_ALL_IPV6_TRAFFIC.
DENY_ALL_IPV4 TRAFFIC. DENY_ALL_IPV6_TRAFFIC) H{M LR rp et g 1«

C BN (REE
- P

© IR i

H I DACL sign i FE HLA DACL FITEANMSE R, WS A M4 ACL, % 15 Ui,

* ACL (Filter-ID): Ji3 LT v] il & RADIUS filter-ID J& 1. filter-ID #57& NAD L) ACL.

Filter-ID 2 /R7E B 114015 2 (Attributes Details) & 4% . ACL IPv6 (Filter-1D) () T./E 5 5
NAD 1) IPv6 JEHZAH A

\}

ER OMEAELISE 3.0 FFah, T LU SCAR B ACL Filter-1D 1 & PE{H
FRA R R T A ENE . Witk ACL Filter-1D [F13CA, D@4
R BENE &I “in” F4.

« 2448 (Security Group): Ji LI AT 4 BL ALK 22 441 (SGT) #5457
« YR AL ISE AL Cisco DNA Center 22/%, MR} ISE 2240t VLANID 1.

« 4R A} ISE 5 Cisco DNA Center ££/%, W%+ Cisco DNA Center 5 2 £} ISE L= () B4
K% (VN), HREEEZEE (Data Type) Fl-1~ M/l .

AR AR EAUES U AR BN AT VN WERECE 2,
WTCVE AT B VLAN. 283 Bees U BE /M i g — > MR 40U k9 4%

B &
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* VLAN: Ja FSEEI a] 45 2 2 3L LAN (VLAN) ID.  #0] LLA VLAN ID S NS5l 775 R E . Ik
?JR\ E E‘J*‘ﬁi&j‘] Tunnel-Private-Group-ID:VLANnumbero,

* BEIYAIR (Voice Domain Permission): i FH LIt I n] 4 v N4 ACL. A 75 % FH g o
(VSA) cisco-av-pair 51 device-traffic-class=voice KK E%@i?;ﬁﬂﬁﬂT, S &5
AR VA, NZUR 25K 3 12 2T 5 4

* Web EE @ (CWA. DRW. MDM. NSP. CPP) (Web Redirection (CWA, DRW, MDM, NSP,
CPP)): Jit JH U306 T 1] 5 5 0 Wi J5 it J1 Web T2 [

o PR E T, SEERE) Web g [n) 8T 4 BoR HAth k0, 40 ik
o #ON ACL DL #riE Rl ISE &% 3] NAD [ 5E 1] .

&4 NI K IEE] NAD ) ACL 7EBHIF4H{E 2 (Attributes Details) %4 H 2784 cisco-av
pair. #l4n, #iA aclll9, ESTEREMHIFEMES (Attributes Details) &g 1w A -

cisco-av-pair = url-redirect-acl = aclll9.

© EPEPTIE Web HLIE [ R (1 FA i L

TEFFLUR Web H ¢ 2R A 2 —:
« &£ X Web H{4183F (Centralized Web Auth): 72 [ 84 W& (Value) T $u71 % ik $%
I

« ZPIRIAE (L2 (Client Provisioning (Posture)): g [ 31| %4 W& (Value) |74
T e R AT, DR a2 AV

* MDM E [ (MDM Redirect): ¢ [m] 3 %45 € ) MDM 45 4% L) MDM [1)7

A HbiE K A IFE (Native Supplicant Provisioning): & 1) #1| % WA (Value) F$7 41 ik
Y BYOD 1/,

FEIEFE Web F5E M RAUF M A r fe S 805, BB LRI

- BIRIEBRELH R (Display Certificates Renewal Message): i FH I I i) i 7 5E 45 440
Ko URL-redirect J& MEAE S HALEUE-BA IR EL . Bk miAGE T4 20 Web £ 477
0 T 1]

« 875 IP/EH14/FQDN (Static IP/Host Name/FQDN): i3 FH itk 5w K ] 7 2 52 1) £91) oAl
PSN. %A Hbx IP Motk FEAL4 5K FQDN. i AN B I, 74 505 1) B0 21 i
SRR SR e 55719 15 /1) FQDN.

* BRI B PN HI &35 A9 9 #7228 CoA (Suppress Profiler CoA for endpoints in Logical
Profile): it FH 1326 F1 vy B3 e o 28 280 8¢ i 12 4% 119 T 38 1) o

- BEEREIR O (Auto SmartPort): i ULIES AT A A SR s Db g A FERRE, B
ﬁ”ﬁg/l\ VSA cisco-av-pair, @{Ej‘j auto-smart-port=event nameo JLHEEREE'I%%H}{%%
(Attributes Details) T#&H .

8
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BEREEXHRE

* i71a)iR iR (Access Vulnerabilities): Jit F MZe 5 v 15 A 42 A —350 43 70 Ik 2 _H g AT LA i 47
L NAC il VAL o JEFRIE L4 LA S E AT H 3 R st 1)

* EMEIES S (Reauthentication): Jo G IE 00 7 57 50 UF B 4 A W) ORRF 28 e 2 . I ie
{fF] RADIUS-Request (1), JEFEAEHFT R UE S 03 (1 F2 b ORFriE L. BRIA RADIUS-Request (0)
WP il I nT DL B ARG S v i 48

* MACSec kB&: Ji LR DT AT 76 )5 F MACSec 1% 7 i #2321 JURH ISE B H MACSec % 5
M. EPELL kI —: must-secure. should-secure B¢ must-not-secure. 1% & 75 B HiE4H
EE\ (Attributes Details) %*ﬁﬂpﬁﬁjﬂ cisco-av-pair = linksec-policy=must-secureo

* NEAT: Jig FUtie ot nf 4 ] 9 2 i e N Fh b (NEAT), “BLREAE 2% 2 9 Je B H0 . itk
':Plﬂﬁgli’ﬂi’ E‘|$1$2E1§1%\ (Attributes Details) @4“?}':?3)[%‘\?2% cisco-av-pair =

device-traffic-class=switcho

* Web B4I6E (A< Web B4I83E) (Web Authentication (Local Web Auth)): i3 1] 136 37 ]
o B AL B SO P A Web B30 AIE Bk B8R} ISE & 1% VSA BLAK DACL, BEAEAEAS
?ﬁ%ﬂﬁ‘é%lﬁ%ﬂﬁﬁ? Web %Tﬁ%ﬁlﬁﬂ‘]?ﬁﬂc VSA j\J cisco-av-pair = priv-1lvl=15, E%EE"E
#F4R{E B (Attributes Details) & #H .

* Airespace ACLZ&#R (Airespace ACL Name): Jii F e 15 n] ) AR} Airespace o2k il #s & 1%
ACL %%, Airespace VSA {1t ACL i) WLC L [IERAZBUA M E X ACL. #lln, HA
rsa-1188, ‘E=ERMHIFEMIE R (Attributes Details) % 4% 4 7R 4 Airespace-AcL-Name =

rsa-1188o.

« ASAVPN: 3% e I0 A] 20 e [ 35 B 204 B 4% (ASA) VPN 2560 . IR 4% rhig %4> VPN
2 AW

* AVC BL & XH&FR (AVC Profile Name): i HI e 200 o] 76 e 280ty 347 S ATk o i N B2
) AVC i & A

« UPN #&# (UPN Lookup): f¥#iE

aREMEE
* B 3% (Dictionaries): siilin] &k B 45 0] £ 4 B % (Dictionaries) & i FHIEI . 7525 —A>
B B I B (1 MR R

* BTH{E (Attribute Values): siililn) T &k 45 ] 27~ B HE1E (Attribute Values) % 1) m] ik
T SEPEHTH I E AR B M. IE S 5 — P B P IR PR IT . R E T S R B 1
(Advanced Attributes) ¥ & #0K R E B TEIELRIE S (Attributes Details) [ .

* BHEMIE R (Attributes Details): UL &A% o~ 800 & WAE S (Common Tasks) AISREE
(Advanced Attributes) ¥ % ) C.fic & & P .

BHiEM{E 2 (Attributes Details) %A% 41 57 IR & HAE

B &
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\}

AR BN B S B (Attributes Details) & kg 1 ik AT H
A, E AR E LTSS (Common Tasks) FE T EiE S RB R
& (Advanced Attributes Settings) % # ] BTH{& (Attribute Values)
FBOP IR JE P S S BRI LA .

FEXER
SR} ISE #Z AL E S, 55 13 1L
FERUACE SRR, 38 13 T
Pic B P T T ) AR U 5 PRI B S A
BRI SO

R SR ERFO 5151

TEREAN MG AR, ST DL SUH AR, LA KA AN CANEEAS SIS BRI “4E” (Set) FAIE
FRR) “AZ BRI A ] 48 (Authorization Policy Local Exceptions) #4352 X ) A4z Jaifl AN (A EE
AN RIEAEN “42” (Set) ML H 1) “BZRUE IS 4 ]l 4L (Authorization Policy Global Exceptions) 4
ESD .

A P 4 JR B LG SRS, R LA SO i BT AT SRS 28 b B AT S SO R R - TG 252 4 R 3 AU A s
Ja, RGCR A IMBIITAT SRR . ARJE, T LA o) 2 i 5 1) SR A v S8 4 JR e BB A1 SRS
R BT 42 R AR AL AP SR I, X6 SR Ao B H T i Ay S 4

ASHLFBUB SN 2 7 o SR I AN R o ZRGE42 LA I A B2 SO - S A BEAS s 1] R HE ),
SR AL B4 JR I AN, 5 i A RS SR AL o

AU S s LI Y E B BRI BOWAR ] A R IRBCRIE RS R, TS PR BRGNS, 218
Lo

A

N\

RO TG s , SR ISE RSHEE RN T R % A

FipFne /BN EIRE

7ES8RHISE GUL b, ki3 Elbs (=), ARJGiksE TIEH O (Work Centers) > M £&if i8] (Network
Access) > REZEE (Policy Sets), k2% in el . 76 LR} ISE GUL 1, HLisRE Eiir (=), AR5
P THEH L (Work Centers) > i& & 2 (Device Administration) > 1% & & I8 55 & & (Device Admin
Policy Sets) , #3154 # k. (C/EFHISEGUIH, i3k Kis (=), AJEEHE SKBEE (Policy
Sets) > &E (View) > A {5 5M 5 B& (Local Exceptions Policy) B¢ £ 555 % B (Global Exceptions
Policy).

BRUBIHNR B BB BB A F], W BORIS R 58 20 DA

|
|
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SR ISE Al HIZE T U SRR B 2% T 1) o SN —ZLRUNAN S5 5, SLrp R0 eh A 4. S8Rt
ISE W] AR SO 2 AF QU D I E R GEE A7 1) SNSRI JT 3R, AR5 M Conditions Studio B8 1 T
AL TR PR SR

FAFTUMR A, B, DN BMEREERT (BT, AET KT, S5 AME, siFm
WA BHATME 2 RGN, 2RI R k. s, A ISE WSk &1t Ra
AR S DA [T ) true (BB false ff, NI E L&A

FEANER S AF I A LA CME— 2 F) S, AT LAM Conditions Studio ik #Ei%4c1F, 2 HLELH T
PRI AN SR, il

Network Conditions.MyNetworkCondition EQUALS true
ANEE M Condition Studio FH R E S H 48 ) 2% A1 A D A 55 AF 2H BSGE 20 ) 264
B A A SOT AR AE SRS S PR X B 038, A3 21 5535 3K 1) 5 SCUL IR A — 21 S

$EAT LIMEHIZ R BouaLs true KA EX 45 4 F 215 0 true (TGRSR R AFAE M2 75 55 W 4% 4 At
MZEb—AN4HILAD 1% souans false, AR MR 44145 0 false (ANUGHCD Y48 444 A IR AT ] 4%
H)

MMARHSERSRAETUE IR BEAAF, R8T ARSI o A TR e 4, T LU AR 0 H 2
S8 AT ROR A Ee, I FL AT DR 5 ZEE AT S0 R S

TT LA LA P — 0 28 2 A LA B A X 0 25 ) 7 )«
o Rl 2% 55 - T T AR £8  EIER (1 K it

SR ISE PPl im Al TO B (R J& TACACS+ ik /2 RADIUS iR 3kED , HiEe
ST 1) 1P Mk, MAC #ihik, =2 PR IR (CLI) M2 4% Y565 1305 Ik 5 (DNIS).

7E RADIUS 153k, #riRfF7e &P 31 (Calling-Station-1d) F17] .

£ TACACS+ i Kb, Rz FE A5 RAT (), NIRRT A #5015 FROM {8, RHT G (1348
SPVE TO . i, Wik 45 CLI/DNIS, W) CLI {5 FROM {ii, DNIS /E4 TO i,
RAUERAT, WA FEHAEE &) FROM {H CRE & TP bk, MAC Hshksk CLD .

WA R SAT: - FE TR FRHE SR I AAA 25 )75 o

ATIE I TP Huhik . 7E 45 152 £ A7 e i 8 ST 2% 4 R I 6% 16 45 AL o X 4% 1A 4

7F RADIUS ik, WiRAELE @ 4 (NAS-IP-Address), KB} ISE 4 iZ & P B 1P ik o
WRATAE B 32 (NAS-1dentifier), JHFL ISE ¥ M JEME 32 SRECIP Huhik. a0 SRR BIX L5 1%,
BRI B AL SR TP bk o

WE&TI (NDG 7L Mg s&dld@r:, g, W& s Az S0 1R R NDG
MEYE. Seadok, X8 jE PS5 20w & AH eI 4

A% Ui 1 R 28 Sk - BE TR TP HBdiE . 40K, NDG il [ (e smutE 92 3 3 4 W #ism 1) .
7E RADIUS i3k, fnfig k2 4E @ 5 (NAS-Port), WEE} ISE & Wiz g skEUE . 0
Bk e @t 87 (NAS-Port-1d), JLE}ISE ¥ M JE M 87 3REUE K

B &
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fE TACACS+ ik, JURFISE 2 A CREANHBLKD S AR TR K 5 B 3RO FR IR A o

AR AT TR B, IS AR 4507 R 550, 26 48 1T

FHINFHEM
PR ST ] T g eaE SCUs 1) SRS 1) J PE RN R IR e a8 H ok BN SR [ R PR ST (1 4R
o e SR JE PR LA R G R P R O H LSS S 45 Ry e e PR SR P Bl R S
JEPERAIT DUE DU —Fp Al
* MSG_ATTR
* ENTITY ATTR
* PIP_ATTR
BT B RVFRMEZ A, FHISEE T ERE U BRI A ESEBEENER. — 18

PERT LA DL R —Fi 5254 BOOLEAN. FLOAT. INTEGER. IPv4. IPv6. OCTET STRING.
STRING. UNIT32 H1 UNIT64.

MR ISE 78 e 2 QI R4 7 Mf H A VRS GIE A 7.
JRPEAEEA RS A Srh . S TRCE A BT IAE 2 A AP A

BRI A I R A RN B R, 1 INE S SRR B M R R B . i,
MR ISE #2444 24 AuthenticationldentityStore [1)J&1E, ZEYEAL T Networkaccess HagH1. 1@ 1R
S5 UE FH P 3 45 S TR] D7 Tl 6 s J — > S U -

o L5 Oy ISk S AT A BRI 2 P S DA T B 3 B8 P A ) B ) PR A R

* (ES AR IR U AE T A B IR AU, 2B VRSV IR B e — S S U ) A4 R

#0] LL¥ AuthenticationStatus J& 55 AuthenticationIdentityStore J&EZH A48, LU SCH RSB %I
BRI P B S0 1 S U 5 Ao 9, A AL P ) LDAP H 5% (LDAP13) fa & H
I B I8 UE B A5, BT BLE SO A ] H AT I R 454

If NetworkAccess.AuthenticationStatus EQUALS AuthenticationPassed AND
NetworkAccess.AuthenticationIdentityStore EQUALS LDAP13

)

AR AuthenticationldentityStore &7 FE VR N IZAAHHI A BRI SCAR 7 Beo DR 10 1% 7 Be b IE AR A
ATHIAARR . RS IR AROR AL, B DR St 41, DA S R B e DR —
Ho

T8 ST 2 0T CHEAT S 0 IO R i B A (0 45 A7, SR} ISE SCHRFTE 280 5 4 41 802.1X B 7 S iiF
A E SCRFRAL . 24 BHSE 4T 802.1X S IHIERS, & W RADIUS 53K ¥ “ Calling-Station-ID”
F-BUP I MAC bk, FEAE A A PR ANIE 78 15 % 280 S 4 (€ XK endpointIDgroup J& 1)
(M4 9eAF . I FEAE endpointIDgroup J& P71 Gl LR BAL SR S5 AT I nl s Y, I H ARV AE A
ZETER o S A R HPERERSN) Ko BN .

8
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A DATERZ RIS T 5 0L [T 1) 1D Groups F1H g &b B AL 4. 75 EEAEFRBUE IS “ Other
Conditions” 43+ 52 SUIETFH P A OAE B4 AT WS P 5 RIS T I P g vk, &1
FHZH R ID @M. Fln, el AW “User Identity Group:Employee:US” %5{H, 7E G474l
HP N SE R I R AT

2 FFH £ 377 9] 3R % 1R 82

MR ISE SCRFUAR R GEAF A (1] L, 3 4635 40557 28 B 73 06 E RS2 A SRS A4y S 2% AR AR I o 65 114
AN Pk

© RYUE 7L
* CERTIFICATE
* DEVICE

* RADIUS

* RADIUS {3 1 7 i
* Airespace
* Cisco
* Cisco-BBSM
* Cisco-VPN3000
* Microsoft

* Network access

X IRBUHME R, 5 r IC EL R R A 207 5 B3R ] ) ST S A

U AN ECEZ A, PP R SRR, W] DCR I 2 A PRSI0 21 R LA
S AL

LA #2092 RT T G B A 1 ) 52 SR PEAT A i o

FHEIFHEN

VRS 7 ML SRR R 1, XL Jm Pl sk 2 AE b o JRAR DA X L Jm MR A m T B Ay
KA %At

B, A e By S E SR O T ) R 25 AR AN, K LR BILL S &g Ui [l JE PE: Device 1P
Address. ISE Host Name. Network Device Name. Protocol 1 Use Case.

B &
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Tn] LUK T 2 rb gt i Jes 1 P T SR 2 A
e Rt SR RRMIAR | B4
IH

B Device Type (T SR L8R 4424 o s
Device Location (FiiiE SCH P 2% B 2% 4H)
Other Custom Network Device Group
Software Version
Model Name

RADIUS ity etk et s

[SEZE7 PN ISE Host Name = =
AuthenticationMethod A YR
AuthenticationStatus i ANSLHF
CTSDevicelD =~ AN FHF
Device IP Address = =
EapAuthentication (¥ 1) 5 KAWL | ASCRF SCFF
EAP J57%)
EapTunnel (] T-#A7ZFEIE 1) EAP J775) ANSFF SR
Protocol & T
UseCase = b
UserName ANSCFF SCRF
WasMachineAuthenticated &~ AN R

8
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car:l Bt SVFRYIBIGRFNE | B4 0
H
Certificate Common Name VR S E 1
Country
E-mail
LocationSubject
Organization

Organization Unit

Serial Number

State or Province

Subject

Subject Alternative Name

Subject Alternative Name - DNS

Subject Alternative Name - E-mail

Subject Alternative Name - Other Name

Subject Serial Number

Issuer

Issuer - Common Name

Issuer - Organization

Issuer - Organization Unit

Issuer - Location

Issuer - Country

Issuer - Email

Issuer - Serial Number

Issuer - State or Province

Issuer - Street Address

Issuer - Domain Component

Issuer - User ID

B &
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e = - .
AFEXHFHINFHE N
TR SE &1 3 M a8 R4 -4, & 7] LLEE System Dictionaries T B IX R 7M. R
Mg s HiErt. R, BREEENAN RS e X7, AR, giEoy
MIBR 2280 8 HIE B R 45 L TR J ko

Bt s B 2R 4058 S5 s PR 2ot A D PR IR R AL B Bl (1 P9 o8 44 BRI SR VF (4R

IETF RADIUS B EW 2 KRG e L7 —3 2, I LRS- 2H AETF) & X, ERHSE
2N E R BN W B . AT DAgntEER ID Z AN T IETF RADIUS H & M5B

RBRAGFHMFHES

RICRAEE . iU ER R T IR AR TR ST R . R BEE R RGUE X ETE. &aT L
PAT HE T AL FR AT U8 ] ) DR 4 2R ol T4 P v SO R U e A8 R

FER1

$IE2 EAFHISEGUI T, it Kbk (=), RJ51LEHE 5REE (Policy) > RE&ITE (Policy Elements) > 54 (Dictionaries)
> A4 (System).

1% 3 {F System Dictionaries V1 i iEF ARG T, R A5 View.

$HIE 4 tidi Dictionary Attributes.

PIS MR PIEFRGTIUEYE, )5 it View.

IR 6 ritdh Dictionaries 4% LUz [4] System Dictionaries 5{[fI

RAREXBFHRIIFHE M
BB ISE BIRETE User Dictionaries U A F o X7 78 RS H O R AF AT H - 7
¥ Dictionary Name &Y, Dictionary Type 165, AN GEME HUXLE(E .

%] LATE User Dictionaries JUIHRAT LA F 44k
* Gl AIER
o RS A FRRI S R o
WSO SRR b e SR s

* T NMAP +35i#AE MR NMAP 9 4 7 ) JEvE. 478 “NMAP $#i#54/E” (NMAP Scan
Actions) BLATHR DERINER B e S PN, 7R~ S0h A in . IR B Hons R 1 e S F e
PE.

© ISR SRV T R A

S
| I
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B ozrpevwsn

I P EX 78

T LLBIEE L G4 B L S SR 74

$B1 AELRHISEGUI R, i3 Bk (=), RJGILEHE REE (Policy) > RR&JTE (Policy Elements) > =8 (Dictionaries)
> F P (User)

FE2 g (Add).

HE3 N T U FR R AT T R

S 1% 4 J\ Dictionary Attribute Type 741 ZR1EFE g M2,

PERS RdiHER.

BIERA P EXBFHE

BT LAAE R 7 S s In s G BRI S P 7 S SCRR 7 i e 1 DA B I sl 53¢ P 3 i Jess 28 1 SR VPAEL

PR AARHISEGUI T, Hiliseds Kbk (=), ARJ5iL+HE 5REE (Policy) > RA&ITZR (Policy Elements) > =782 (Dictionaries)
> F A (User)

8% 2 I\ User Dictionaries T HEF A F' 78, RJ5 i Edit,

$IE 3 Lidi Dictionary Attributes.

FE4 il Add.

LIS hFEER A BYEA R, AL AT AR

IR 6 M Data Type T Hi 5 R EFHE IR,

PIRT rich Add LARCE A PR SCVFH, JFAE Allowed Values & H I B ERUCIRA .

P8 milidER.

RADIUS {17 == 82

FRFISE sevFfEs e 34 RADIUS M i 3 M f HOG A7 iE R g . FIR P IR
1 8 AL BN R A PR, AU R 1D AP .

ERNTEOL T, A ISE B4R LU RADIUS {10 i 5 4t
* Airespace
* Cisco
* Cisco-BBSM

* Cisco-VPN3000

* Microsoft

B &
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RADIUS WSS R LN 7 7 4 LUK R] T BB M SR 2 1 PR AR g 5 1 o

£1]32 RADIUS {7 i = 8
A DLEIEE . gmaE. MBS . S A5 N RADIUS {5 i 7 .

LB ERFHISEGUIH, HhiZk s Kliir (=), RJ51EF 5KEE (Policy) > %R B& T3 (Policy Elements) > £ (Dictionaries)
> A% (System) > Radius > Radius 7 & (Radius Vendors).

P2 pidiiim (Add).

I3 i\ RADIUS SEN R F I A RR . nlIE iR, DU b B 565 40 BEH LA (IANA) #EHET) RADIUS AR 7 (1) 4L
i ID.

X4 M Vendor Attribute Type Field Length F$741 3 k5 A @ PEAEEE I T4 € B PRI 1 =15 8. ARUER 1. 2 0
4. BRINMEA 1.

X5 M Vendor Attribute Size Field Length 741 2 ik £ W@ VARSI T8 J8 P LI 8. A8l 0 F 1.
BRNEA 1o

PE6 e

£/ 2 RADIUS iy ey = 82 | 1%

AT LG gadE AR L) ISE SCRFIY RADIUS iV R @ . &4 RADIUS L)V i & PE# T 44
PRy BRI BRI ), SR E SRR A O UERAR G S RINARDG, ot 5 A H AR

P11 EARHISEGUIH, HiliZk® Elbs (=), A5 k#E 5REg (Policy) > REEITZR (Policy Elements) > 8
(Dictionaries) > %4t (System) > Radius > Radius £ (Radius Vendors) -

$IE2 M RADIUS N 851K £ RADIUS NV i, AR5 sidh Edit.
$I®3 il Dictionary Attributes, #XJ5 /iili Add.

$IR4 O RADIUS N i Ja 1t A s v 44 R R e 3z 15 )

IS5 M Data Type FHiyRIEPHIII,

$IB6 kT Enable MAC option 5 i%HE .

FIPT M Direction Nz #IFKIEFANH] T RADIUS 53K . AN T RADIUS Wi 3 sl [7] IR 3 I3 =2 (77 17 o
$IR8 1L ID FBUAMABLN B P ID.

$£189 ik Allow Tagging & iEHE.

10 &+ Allow multiple instances of this attribute in a profile &2 iEHE
L1 i Add LIFE Allowed Values 3 5 4 {8 Y 7 J8 % 0 Ao 1 I4EL
PE12 hER.

|
|



B e raDws ETF RS e m

HP RADIUS IETF BR&Z KBB4

S8 |

JUAFISE 24 RADIUS IETF 95 KA S I AP A Bi{t. 1t RADIUS IETF JI g5 288 J@ M7 T SR i
(Policy) > % BTt % (Policy Elements) > =28 (Dictionaries) > &%t (System) > RADIUS > IETFZE LR}
ISE GUI ', Hii3E8 [hr (=), RJGiEH K& (Policy) > $kE& T2 (Policy Elements) > 8
(Dictionaries) > &4 (System) > RADIUS > IETF. & u] 75 5 & 4F A X M. IXPAME LN

HP s siit, T T RUR .

H|=ZFR HIlZ{E
HP-Oper 252
HP-User 255

RADIUS ity =B 41X E

AT A IERL ISE F4# i) RADIUS #EY py - diL,

MR T RADIUS UV ) “ 7947 (Dictionary) & F P 7B, T DU R 7 1 ) RADIUS i),
FIMCE S EERHISEGUL T, Hiises Klbr (=), RGik#t 5KIg (Policy) > REETER
(Policy Elements) > =2 # (Dictionaries) > %%t (System) > RADIUS > RADIUS i (RADIUS

Vendors).

3R 4 RADIUS I F R R E

FERBMR

(EEETE

B2 FR (Attribute Name)

B NLERE RADIUS {3 7 fR) fAE 10 7 o o s 44
Mo

Description

B NN B R o R R K R I B

REBEFR (Internal Name)

i NS P P S BRI (0 N R 5 S A (1 44

)7
7N o

HIEZE (Data Type)

A BEN R E SR PEIEFE DL L i i 2 A
* STRING
* OCTET_STRING
* UNIT32
* UNIT64
* IPV4

* [Pv6

B &




%% Conditions Studio .

FERAMR

fEMERE

Enable MAC option

e b S AR T S F ¥ RADIUS J& 1% LuAE b MAC
k. BRIAEOLT, X RADIUS J&@
calling-station-id, MIEWRIC R A, BIGIELE
JHIEZE . 65T RADIUS {68 i 7t v 1y A
CARFRRAD g e, v LS s H ik
i o

JA LI 2 5, 76 B B0 UE AR A S5 A
I, AT DUIE B Text 28 TR s SOR LU A2 A5 42 I
SRR, BB E R MAC address JETTK & X
ST E MAC Hitik.

0 e ANE T RADIUS W EL I
ID B NI B B ID. ARG N 0 & 255,

SLIFFRIE (Allow Tagging)

MUl RFC2868 32 X, 161 iZ ST HE, A4 I PERT i
SRR Wi L T SR T S B o e O (A < VA
BEIE () H P B AT o Al . A OSTEE R,
%[ RFC2868.

CUbR I R e PR SR DR A DGR e R 1R I A 8
& AR Borh S, JEH, R4l
% —™ Tunnel-Preference J& M54 . X775 K
T2 LR 2 A BT rh g R T S v, LT BRA
[Fi) (1L V7 7 A 7 PR T 2 e A IR 552 (NAS) 2 T B
TE ) R

RFEEXHRFEZEMERS 155 (Allow
Multiple Instances of this Attribute in a Profile)

247 G B SO P AFAE I RADIUS 13 1 5 5 Jes
PERIZ A SIS, T P R HE

FEXERR
RYE X7 IR g, 5 35 0t
F P S o2 @ v, 58 35 T
RADIUS 1 i o i

36 T
#,

)7 RADIUS L)% 75 7 8 37 X

’

i '%% Conditions Studio

f#JH] Conditions Studio G, &EME LML AAF. ST LRI Z AN, IF HLATH R 2R TEANR
EFEAL NGNS ZAEHD o 18] Conditions Studio GUEEFT AT, T LAME R AR 7L T 1)
FAFE, BRI LSRR S SOX LA il ) 2 PR B o AER i QS AV BRAC PRI, T DA PRS00 i

RN A AR T E DA R I

8



. A YT Conditions Studio

S8 |

7ES8BHISE GUL b, ki3 Elbs (=), ARJGikdE T/EH O (Work Centers) > M £&i7 i8] (Network
Access) > FRE&EE (Policy Sets), #FIM L5y nl Hens. 7EIFFISE GULHY, HiiZks Kix (=), AR5
# THEF L (Work Centers) > i & &2 (Device Administration) > & & & IB 5 A& & (Device Admin

Policy Sets) , k25 & BRI .

LG R S N AR AT SR AR o (R R 250, 15 Bl bR sk 5 /L 845 (Conditions) 511 (1)

ok, ?iilﬁ,ﬁ%, 52 SIS 44 o (1) 84 (Condiitions) 41 it i BARIAEH A, R T
ASE BIRE FCR T ] SR A, AR m LUK I ORAE A8 P o AR SR AT

T & &7~ Conditions Studio K] FEE T2

4: Conditions Studio

Conditions Shudio

Libsary “

i1=08 9 @

Condition Studio 43 4 A~ T B35 47

B &

[TV -
o

‘Wired_B02 1

Wireless 202 1%

[ 1]

[ L]

Guest Flow

Mon_Cisco_Profied_PRones

G AN OR

PERGAEAS o JE AT DA A AR DR DAL S AL, TG R mT LA
LR G 4K L8 O O A (R BRAN BB IR B

TR T Condition Studio [FA[FH5




%% Conditions Studio .

fEMERE

BoR EAVEIFORAAAE ISE Hodl e b DAL E R AL ]
IR 2 BRI PR o A LA 2 i G B0 (0 A 1R
PR LS AR, 5K T AE o 3 5 2 2 5
ARSI, o B S IE 54T

A AR (10 25 Pl P o -l R, A
et SCRINYESE AN PN 8

FEPEHR RN AE55, AT DL BZ I bR 3 i
PREEAESL AR LW B AR e U], AR
QMRS ] O Fp R4 AF .
RN PRI, WITEMNBRIZ L 51

FEALAT A AR B i o o, DUERE LA
R LRI U R (EVSE SR =RAS R ] () <
B, DUEAE 24 SR A e e v 5347 D ok
Po BT LIAEG R a8 PSR E, DMEXS %5k
PEHEAT A, AR AE T DU [F] 4 BR T 44 R R
1E%5 A

LA AT PIE A . IR A A AT DU SO
L7

AL UE

P AR R A A BRI I e A A . DAL )y
X, ] DA G A 1) | LU InE 1t (Click
to add an attribute) FEIE R A IEEE. TH
F B EIRRACERA RN B PR, a8, sk
o mirh BIbR ] BE SR R JE T,
SO TR i 5 R A mT T B R 1%
5, AT R e o

FIEIIR

JERPTAT S AE R e 4R 81, Bl PR T R i
SR SITRTZN I SR E

TEEIN

QUSRI B A0, DAL BRI AE R G
DL BERERAL I R8T 251, SR e AR BT 26 A F T
R 36 B S PR A A P o AT B RR RAT
Mo

3T I Conditions Studio PAEIEEHT &A1 iy
FEREELZFRNE) , S8 RRAE A
TR dmi A, 8] DUE LA s in s — AN R .
MG T R A LB, AN BoREiE
AT K bR

8



. A YT Conditions Studio

S8 |

fEMERE

G4 2> N AN R IR RSB ANAT o

GIRTR AR J2 R AR 0], BEB IR LA 2 Ik
ZiR R A B TGRS, AT
REAGON B RA B AR, BB %
A -

EE PR R T IR g i 1 A,
TR JZ IR G, PP IR 2R RN S AR
ey 5. TS K NNAE 2 544F OR.

SR HAT QIR R IR G 0 Ja 3 nizia
AT, U AL R B s iR) R fr 813 A FE A 5%
I

R TIa AT M AR AN, REASRUUAE LA A
A7 AR RS, SRR ILPTRIOS. Un AERE B
bR e b B, T RRR ST I 4 PR

— EARAFRIE, RGO T A A H gy L B
b, B b s 3 AR

B, W AR RE T A HEBR I AH OC (1) UL B 15
H, Wgbshhesidrr “A 2" (Is-Not) bri&k. 1l
an, WK London A B B MW E N “A
A&7 (Is-Not) , UK BAE 2 I & ek 4 4
Vil

B &



mg. sensmenss ]

FH fEMERE

SR DX S A P R R G R 800 LR [ — 2R
Z AN ] ] R T

20 bR B A AEATA F AT LI, 2 B AH G
YEo IEPEERIERT, ZIAES N T o M a
TG BN, 22 IREEH A TP AR,
QIR MR = AT TR TR e $6 “F1” (AND),
T2 7 JERN) R G S8 (1) 2 IR 2546 B, LA R
MRS 2 IR 457 B IACHIN, AR ANTE 2 IR A5 1 A
W,

94 YRHT I Condition Studio PAM kA1 &8 &1
B, gmfas XA & —AT O TR mT i ) A
AN, LR TP AH IS AT B 4
T A A R T

fEHIFA (AND) FIEX (OR) iz SAFIE I i) L fig A6 1F
RIS IR o EFEHE (New), RIE g%
I 1] — 25 G BRI o AT A TR O 5 R A T
JRRCE DG, #E (New) JETUA & Bt
7No

FLE. mEFEERIREMH

i Conditions Studio €. & EAFE LM LM ST LLAFEZ AN, I Bt 2 AR
(BFEAN—PEHEZANELD o M Conditions Studio FIgm SN B4 2R &5, W N E s

|
|



S8 |

B == seneezmzs

5: RigeR - FHRIREN

Editor

= Comphance_Unknown_Devices
=
=] Compliant_Devices
||

"o Ne AN QR

= R My AND
Al ¥ oR
Me AND oR
Me AND OR

QP AP, AT DU CAFREAE I P A PEE, o m] USRS SO S AR IR 2 fE . AE QI
EBLACATIN, T LA DR S ) e g A AR AR e 21 P 7 O BN A

FEQIHAVE BLACAF RN, SRR e BT HME.

SR ISE A5 — S f i WG O Ti0E A 4. SnT DLk Lo fiie SCA PRkl R 2k .
M ORA I 5 COFERI 2L 74 7E Condition Studio A, WIAAT S5+ ik .

FPATUL MESS, B AU HLOY R B Y

$EB1 AAFRISEGUL Y, HEZE K (=), AE1EF: KEE (Policy) > 3RE&EE (Policy Sets)
P2 Pjinl Conditions Studio LAGIELHI 4 I g I A 45 AFE, DI RH Jo KX S8 5 A N BRI R e SRS AR (R LORIE SR
WSRO (PR o, B OR AT 21 DA AR SR A -

a) M “HENEHE” (Policy Set) EUUI_Lif) “SMs4E” (Policy Set) %) “&4” (Conditions) #lrh ik ., Dz
LA SR EAN G 45 (FEDLC S 3 Bk SRS L 2 wirfer & i 441D o

B &



mg. sensmenss ]

by ok, WAL Y, UEE CWE” (Set) LI, QLT SRR . 78 “BE” (Set)
VLI, 9 LR A e AT BUZE 119 (Conditions) 1+ (11 M7ek |, 45 st T 47 JF Conditions Studio.
o) IR E LG O S TSR 4 f, 1% 10 L2 i ) Conditions Studio.

Conditions Studio #FT7F. W CHT I e AR B &4, W NEFTR. HEEEFBIIUH, LTI
Conditions Studio & W 4 S g 4 O FH 45 AE 7= 9], 152 35 Conditions Studio , 25 39 Wi,
[ 6: Conditions Studio - £1|3& 3 & 14

Conditions Studio

Libeary Editer

A5 P P2 o R BT 2 A1 AT D 885 LA 0 S i 8 14 2 1 v U

a) I NSO T HA R B RSN BEAT I PE - P b Wm0 5 P S s PE P A ke Bedh, B2 Wty
AR ZE DA AR T P ade 2R (K s PR A5 AR B . Wi T HARIE IE A, WL R i 4 R A4
FEE Iz g ey L5 A5 A AL g S B UL L A e PR B i, AT HA g s “dm 7 (Ports) 251,
I ERAFRER (Search by Name) FE P A B HICA “auth” , gias Bon 5AFH S “auth” 9% HAH
RIPTATH . IS IO TR S sl bs, BOHESEE, ARz sEd:

b) AEH A HSCAE R AR AT - iR BFRIEE (Search by Name) I HHSCAVEBU, S AN BHE R M He kb LAY
FEATARTE B ARk o AEEBEAA RN, RIS KMNBFLBHOER . WERARIEFS ] ORI BB
BIbR) o S RAFR BT A E . AR CIERSN R CRRIIPIRCIEIE) » WEIR IS R AL
BLAR IR S A Hh A R SCAR R B

o) HREVFAYG, IR G, B EA A AP IS0 e WORBCE RO BN IR, AT A G A
Fe I, LR IR

d) KRR T A b, SRS AU R (Edit) SESOHN, DU b B K 4 - AR DG 1 B,
TR T AR o PR AR, L R U 5 A DA

8



Ni

BE. mIBMEEEREHY

S8 |

TN G B I o RS RE ISR IR R A 17, O HL G o P 1R A7 At B e SO AT A R 0 7 B 4

K. FIRAEEVE, BEEPAT RSO0, TIRA Y UL ) 5 245 L.
B4 AT IS ST, DUE RS AE [R5 s hn Fe AR RN - &£ AND. OR % Set to 'Is not'

AN EAS B

Select attribute for condition

1l =« © @ Q

Dictionary
7 Airespace
= Airespace
= Airespace
= Airespace
i3 Airespace
T Alrespace
= Airespace
= Airespace
= Airespace

e PEIEFEAR K45 B 70 W B R Pk -

8 = &l

Attribute 1D info
Aire-Data-Bandwidth-Average- T )
Alre-Data-Bandwidth-Average- 3 (i)
Aire-Data-Bandwidth-Burst-Do 9 (i
Aire-Data-Bandwidth-Burst-Up 15 )
Aire-Real-Time-Bandwidth-Ave 1
Aire-Real-Time-Bandwidth-Ave 14 (i)
Aire-Real-Time-Bandwidth-Bur 10 ()
Aire-Real-Time-Bandwidth-Bur 6 (i

Airespace-8021p-Tag

T

. Setto'lsnot' {5

B5 A G A g R - i R ORI B SRR RSB ETIT, T B R

FH fEMERE

J 2] T HA WEREN AR TES ME— B bR PR S0
Kbr, $SO L nE LI .
RS R RS PTG IR, I BRI JERS -

UL FORAAFRIE A S FR . N R o1 ik 3 i 1]
i, DU R AN R ] et g R

Ja FonBERIAARR. fEn] 7B Oy AR A th 3
AR UEIENE . AEEBANEN, RASKNHIELR
HREE R

B &




nE. sengegnss ]

FE EMERE

ID R @ PEAR RS o FERT I BOh B 1D 5ok i
JETE. FEBSEANNER, RGN AL RN K,
Ao

fH & R bR AEA R AT LIS S s T A R
YRR R .

a)

b)

c)

d)

M VEE 2% (3L RAE T, SRR RITRR B L. 78 B R B a% AT 58 4 ik e s N A SO, g
KRBT H AR e s, 45 B Bk il sE S AT DG T B v . R A 2 AL IE S, B oR 1 3E R 4h 3
ST L IE UL Bilan, Ak THASS W “uma” (Port) KIARIFAE “JEPE” (Attribute) 41 HEEAN “auth” ,
WA 7R 2R A FR S “auth” (B PE. EHESIN, TR HERRE AR YR, JFoRidiEs
M5 . PR TSN TR S SR B bR, BUMER S, R s .
RIS YE, KA B

JEPEIEFERS G, MR 8 It 25N N 21 s 5 LUR IR JE 1 (Click to add an attribute) 7B

MEZEF (Equals) Fhrgl, EFMCEHRT.

AR FRTE B HARE S “Bquals” « “NotEquals” . “Matches” . “Starts With” &Y, “Not Starts With”
BRI

“Matches” 1& 573 R H IE NI (REGEX), 1AM FH I AL AT »

WA “equals” IBHEFIAT HE . “OF7 BHEAHTZMEEE.  “VURS” B85 N T 110
Tk, SR “UCEL” IBEARFR, KRR R IA S R S AN B A .

e B HEE (Attribute value) 7B, HUATLL FERIEZ —:
« EFBCREEN A SO
« MIVRAFERE—ADSEMBIIE HICH - B T E—0 ke mE i

o A LA R PEAE A A PE U Y - R B S MR bR AT IF B Mk ey, ARG R Itk sem
KIgth. BHEEREAS I, BIEF e In2| B & (Attribute value) 7B,

FEPE AR BRI 53 47 25 A B

a)

b)

d)

7 SRR B 55 LE A J2E v 73 A7 g H 10 0 ) sl R ) PR JE2 IR 5K b o ATART 0] 5 A7 Ry B S5 18 00 ) R ) 4 40545
R &% (Duplicate) FI4RTE (Save) $440 o LI SRR — LU A A7 T B, 37570 BEAN J2 U0 45 R PR BHL L X 3 )L
ARG 1) 1) I e B AR d 4
BiiRTF. RO “ORI{E4ME” (Save condition) i 4%
EFPE:
* DRAZBNVIAT PRSP - S BE Heade T0Um] {58 FH 85 6 e PR I 28 26 P b (R A 4R, SRS E T R P ik #%
(Select from list) T4 51) &t b 5 £ 48 75 1K 45 A B

© TIAENBESAT - TEHL) “ A4 FK” (Condition Name) “7- Bt H A ME— S K.

(H[iE) {EIAA (Description) FBCHHIA BN 80K R BAZAEE AR 2 BN (5 R bR B, REtey
RORIEVEHT, AR R RENS PR U A R B S P S i

8



S8 |

|

e) AiiRTE (Save) 7EF P LRAFE S 1F bR

FBT AT 20 LRI - 1 siiti AND 5 OR, (EIUAT A2 B AN B 12 20 2 1) N R ERA BRI AT .
80> 5 PRI ATV N2 AR a2 R A R R A o SR TR IS SEAT (R U BZ O E AE [1
SRS AT PO LB - MAHSCZ) i i (New). ETTURIIA 2000, K BBl — A

7o
PR it X NG M R AT 45 S BT 10
P10 A EH] (Duplicate) 7T A 3 &I IR Z G5 IRRe 2 46 0F, AIITAE ] — 20 G HABAR R 7 350 #5mT LA

S B I A, BRI R T i E ) (Duplicate) 12411220 -
TRN SR IER (Use) TRA7 fEgn fiEas H B I 418, JRAESIS AR St iz 2 1F
IR UMD E AD SRR, DA E AN AD 44

7K ) 48377 (0] S 1

AFR IV T AE B SR I A T S 260 o XSS TR AT Studio B, PILAAHAC
M —BERE

BB i &M FH

S EREHSEGUIL Y, Bilises Kby (=), AJ5iL+ 5RE§ (Policy) > 3kE& T3 (Policy Elements) > &4 (Conditions)
> WM& &4 (Network Conditions) > 1% % M 48 514 (Device Network Conditions)

$1B2 il Add.
o2 RN Y S e IR
FHIE A N NS A

o 1P #huhib - 0T LS N TP Huhb sk, BT, TP Hulik/ 7 n] LR A IPV4 85 IPV6 %5,
o WK - AT LA I 5 B RPN R, BT —A . A0 N AE Y 2% B8 45 Xt 52 Hh iC Vit 4 A 7 158 2% 44 K o
o WA - LLR NG AR GELLUFWTE) « INDG. &5, (FEHRNDG F) NDG. 4ifgiT—ocdl.

PIRS MR,
BB 2 O P 5 5 14

P EAERHISEGUL Y, HuihikE Elbr (=), ARJGikHE KEE (Policy) > 5REgITZH (Policy Elements) > £&44 (Conditions)
> 4% 544 (Network Conditions) > % & i [ W 4& 5 ¥ (Device Port Network Conditions)

B &



mawinnneszy

$1B2 5l Add.
FIR3 NSRRI
FHE A N FAVEYIE R

* IP Mtk (IP Addresses) - % LA P4 A LIS S TP Huhkek 7M. 258 G aib. SR —
ANICAH.

« W% (Devices) - #% LA FIUFHAELE S WA LR, B SR, WIRAT— AN Jedl. B 20U N AE M 2%
BEAEH G L B A AH R 15 4% A4 FK

W44l (Device Groups) - #% L P TFHIAEANE B : MR NDG. 25,  (FER T NDG flig 1. a7
ANTEY
oo .

PIRS mdiHER

fic B 2% i ufh ) 4% 551

PR AARHISEGUL P, Bilises Kby (=), AJFiksE %R (Policy) > 3K B& T % (Policy Elements) > £ (Conditions)
> W% &1 (Network Conditions) > £& i uk W & 544 (Endstation Network Conditions)

$IE2 i Add.
P3N L 5 AR o
B4 N NI E R
o IP Hiudik - B0 DL N IP btk sl 7~ R 512, AT AN 1P $udik/ 5~ BT LUR AT IPV4 5 IPV6 52X

* MAC Huhil - # 0] LU N 28355 MAC Hubib Rl H Ax MAC Hubibf95103, HE5 0. S MAC #ilibnZifs & 12
AN, Hab 208 LU R #5022 —: nninn:nn:nn:nn:nn. nn-nn-nn-nn-nn-nn. nnnn.nnnn.nnnn 2%
nnnnnnnnnnnn.

WIRR T B 20 MAC B H bR MAC, I HA R “-ANY-" 0.
* CLI/DNIS - £ 0] LS in 3204 J5 ID (CLI) F14% 0 J5 ID (DNIS) (415, FE S5 0. WHRATF 2305 ID (CLI)
=gy J5 ID (DNIS), A “-ANY-" 5.

PIRS RdiHER

61 3 B 8] F0 B B 54

{ FH Policy Elements Conditions U Ifi e~ A B0 MHBR. SIS SR N RURTH JH SRS T 3 4
o MGG FIEILEIINT G, AN T T A e B TR R T 0 s e 1 P 4

A5 R I [A) R H B4, A A8 mT DA MR AAS Ak L e 1 16 6 T 8 o (PR o s R R T 0 e v PR 1l i) S
Fl ISE &G %I AIALUR .

|
|



S8 |

| Bt il

FHIEZ Al
EPATUU ARG, b2 G P O3 SR A B 0

B AEARHISEGUI Y, Hilisk8 Bihs (=), RJE1EF: REE (Policy) > SRE& T2 (Policy Elements) > %44 (Conditions)
> @A (Common) > BF/E]#1 BB (Time and Date) > &0 (Add)

FRR2 AR T BP0 e .
* f£ Standard Settings D<4sk v, 352 A7 ) A TR 30
* £ Exceptions X3, 455 PR In (¥ I 5040 H 397

PR3 mdidER.

AERREE R ER IPv6 FHEME

JOREISE W] CLRY N . A BRI ok B IR 1 IPVE TR & .

MR IPve W& iER 3 BA ISE MR, Bl IPve M4 5 NAD JE {5 . NAD @ IPv4 K
ook B & T SRR TS S (G IPve 1) KX Z JERHISE. #n] UE F AL 4 2F A (1) TPv6 J&
PEAE AR ISE A fic B P2 AR & SR SEng, DAL BEK H 57 FF IPve 2o (ix 261k, 7f B iR &
o

1A LATE TPv6 TS AN 1Pve 2 FE ARG AT 91 4n: 2001:db8:1234::/48,
T TPv6 Ml kg A
o SERERORVE: H SRR )\ DU N RE . 5040, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

s BRRIAR NV RBRAT TR WSS E SRR . flhn:
2001:db8:85a3::8a2e:370:7334

© JOPPUHLFRIRTE (IPvA WUR FIHER TPv4 1 Tpve Hutib) « i, ::ffff:192.0.2.128
SCRFI IPV6 JE AL HE

* NAS-IPv6-Address

* Framed-Interface-Id

* Framed-IPv6-Prefix

* Login-IPv6-Host

* Framed-IPv6-Route

* Framed-IPv6-Pool

* Delegated-IPv6-Prefix

* Framed-IPv6-Address

B &



e e saEt ]

* DNS-Server-IPv6-Address
* Route-IPv6-Information
* Delegated-IPv6-Prefix-Pool

* Stateful-IPv6-Address-Pool

RPN T 52 SR I ERHE M- LSS TETF s k-

BRIE M EX IETF 1%
ipv6:addrv6=<ipv6 address> Framed-ipv6-Address
ipv6:stateful-ipv6-address-pool=<name> Stateful-IPv6-Address-Pool
ipv6:delegated-ipv6-pool=<name> Delegated-IPv6-Prefix-Pool
ipv6:ipv6-dns-servers-addr=<ipv6 address> DNS-Server-IPv6-Address

RADIUS 52} H & T . RADIUS B3R 15 . RADIUS i I3RS« 4 iiiGsh & iidi 15 . RADIUS
BRAR A . B URICE ) NAS R o IE DY 00 44 473 ol o AZ R DR I (105 K 7 2% 7 ity i 15 38 SR
1Pv6 Hiutik. &0 LA RADIUS 52 H 25 U1 1] sl I8 o AT i) 3 64 15 A A X e S ih 3 gifE B &
Al LA TPv4. IPv6 B5 MAC Huhlkidy&id 5.

\}

ER AU A Android B IEREF SCRF IPV6 (¥ DHCPv6 M4%, ‘X )\ DHCP fil 5% a5 A i AR Hi ik
5 IPve ik, PRIk, 4R IPv6 HiIEANE S I F S AT 280 0 (FEJ8RFISE GUI , LiSess
Kibr (=), RJak#E TIEH O (Work Centers) > F£& i8] (Network Access) > 514 (Identities) >
#4% (Endpoints)) iR,

PUR 2D BRAIE T QT (e BRI, TPv6 R P

FHia Z |l

FAARAE S R 38 8 P 2% 422 N8 (NAD) 247 B 4% TPv6 ) AAA. A U745 NAD _E i Fl AAA IPv6
THRHIE R, TES 5 AAA IPV6 Y35,

S EREHSEGUI H, HifiZE Fis (=), RJEEH TEH O (Work Centers) > M 4&i77 i8] (Network Access) > SR
£ (Policy Sets), FREIM 4515 il 5kmg . 7R ARHSEGUIH, HRiliZs Eis (=), RJE1EF TEFL (Work Centers) >
W& EIE (Device Administration) > & FEIERBEE (Device Admin Policy Sets) , 8315 £ & B o

LER2 QRN

B3 QIERBNNIES, 5 M Conditon Studio I 45fF. 7F Condition Studio ', A RADIUS “F#L 13+ RADIUS IPv6
JEME . B E AR

PR 4 mTRTE (Save) LUKHZ B R A E SRS B

|
|


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/ip6-aaa-support.html

S8 |

B zxenTsvwiromgs

REEER T HMWIENHOLE

WIRSEAE JBRL ISE the A Rl s s, ARJE A BEAE XL il Gt . ORAF RIS I S £ . 78 mT LA
1 Fi] Protocol Settings U1 [ffi 4 Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling
(EAP-FAST). Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) F1 Protected
Extensible Authentication Protocol (PEAP) WU X 4% JR e i, X Seppiln] LA 9 4 v 1) HoAth 152 £ 204 T
SR

e F57 BY ) 48 177 ] 3R i 5 1 i
LU 2 1 1 SCI 2875 ) SR s B SR I ] AKE PR IR HIMSUR) 51) 26 <
* BRG G A BAIE ML (PAP)
© ORI AT RE S B UE B (PEAP)
* Microsoft Jit 4 T & 4 5 F B A A 2 (MS-CHAPv2)
o ARG AE YR GH B4 2 5 (EAP-MDS)
o AR B B WAL i 2 42 4% (EAP-TLS)
o A RE G0 B0 UE P -0 5 2 4 B 1 TS B 0 SR AIE (EAP-FAST)
o AT IR B0 50 U B E T BRI 10 A5 i 2 224 (EAP-TTLS)
© AR G A K UE B Y- 2 2 45 (PEAP-TLS)

1% EAP-FAST F{ERY4E

¥ EAP-FAST FIVE S BeAF Uh iUy, 5378 DL R e

o RS SO B Ul R B I H EAP-FAST #52 % i uE 5, s ZU A H EAP-TLS N7
%o Gk SOy IE R Y EAP-FAST $52% P il F5 AN & — AN TRl Sy 6k 7 v, 2
— B TR R R i E S S SO UE T A, e A R AT R R 5 AR SR AR F P 34T S IE
HEARNTFEIBATNER .

25k GOy IAIE PR R C R 2 % P il IS T8 PAC 52 42 R & ) 3641E 1Y PAC 1T .
BANE T PAC &6 E .« B4 PAC ABCHIEE T PAC 5 435 30F

EAP J& PR 5y o (T LAAE EAPBER & S ) BT S il i AN R O 14T A
P T L1 S A Bl PR B R AR L RS T B I

2{# FH| EAP-FAST %A PAC BY, SER] HES B EAP SISk k%4 TH T2 a5 0 ek
(WnfE PEAP ") i EH T & - S 4 5040 J7 7%

7F EAP BB, 4% PAC 3, 4RJ5 ISE iB[HIAAEC H AC &k H /7 FI 44494 PAC I
- TR ARC B A PAC, 2 AC 1R, BBAE G225 PAC 10 540 30 UE X o Hh b A7 A

.

B &



s & eap-FasTigE [

o YOUHEERC E AR ISE I HoN B — BB E AC I, W) AC AT 5 432874 TLV [ ISE fif i
Mo B, B oANSORSIIES RN R DU o TR 35 S A T R, (HY
IR A P — AT &

SR ISE SZRFEAGE H T AD [ EAP-FAST 85 HH A R 2 FIUHH P g 541, 6T LDAP F1py
TEHE A, ISE A HH 55 5 100 5 4 Jee

\}

ER 3 EAP-FAST S {3 %:3F Pl T High Sierra. Mojave 5§, Catalina MAC OSX #t 4, AIRES
2| “EAP-FAST I 48 5ok K ” (EAP-FAST cryptobinding verification failed) 74 5. FRAT:
PUERCE “ AR (Allowed Protocols) T H1H “ 1 i% EAP #4X” (Preferred EAP Protocol)
TBL DU MAC OSX B4 1] PEAP 2 EAP-TLS [fi - EAP-FAST.

Bc & EAP-FAST ig &

FHiaZ |l
TPAT LU MESS, AU B B0 RS B L

S EFHEIE (Administration) > Z& 4 (System) > & & (Settings) > 1744 (Protocols) > EAP-FAST > EAP Fast i& &
(EAP Fast Settings).

PB2 M A EAIE B, € X EAP-FAST #hill.

3 W LT A R BT £ R PAC, i i EEH (Revoke).

PB4 il Save, {ifF EAP-FAST % .

77 EAP-FAST 4 5% PAC

$&mT LI JERF ISE A (1) Generate PAC 10 &y EAP-FAST P 4= b i 5 541 PAC.

FiaZ |l
THATEL MESS, US4 P B AR S P O

FIE1 EFETE (Administration) > R4t (System) > & & (Settings).
P2 WM Settings FHLE T, siidi Protocols.

HIB 3 L EAP-FAST > 4 B PAC (Generate PAC).

H 4 WG T 24 AT EAP-FAST #hiUE it 5L PAC IR PELN {5 B
$®5 sl Generate PAC.

S
| | 5



S8 |

B errrastiE

EAP-FAST iz &

TR “PMEE” (Protocol Settings) T B, W] LT L S L& EAP-FAST. EAP-TLS
I PEAP P, EAFIAE H, HRHRE Kb (=), A5k £ (Administration) > &4t
(System) > & & (Settings) > 11 (Protocols) > EAP-FAST > EAP FAST & & (EAP FAST Settings).

% 5: & EAP-FAST & &

F B £ fERiEm
Authority Identity Info Description S0 T 560 60 2% 3 R R SEAE O SEUR ISE 45 24

I P U755 i & i n] AAESRARY . KRN
{8 (TLV) 32 A& V5 R 5EE (PAC) {5 Eob K B

= Ay

A5 H . BRIMEY I1dentity Services Engine.

Master Key Generation Period Yo R (CURP. AEh. DL REE K
AL o (HAUETEHIE 1 5 2147040000 75
(IR BRIME Y 604800 72, AR T— .

Revoke all master keys and PACs Aali “HE” (Revoke) IS BT A M PAC,

Enable PAC-less Session Resume TR IEELERT PAC TSN T8 H
EAP-FAST, iifikrp b2 ikHE.

PAC-less Session Timeout o8 TG PAC 215K B I R IHE] (LR Ay B

1) o BRINMER 7200 F5 o

X E@M
FME R T S SUE PO B, 28 52 TT
¥ EAP-FAST HI/ERIFREE » 2 52 1L
EAP-FAST fL#, 2 96 it
lid & EAP-FAST ¥ & , 2 53 1T

PAC g &

TR “HER PAC” (Generate PAC) % H LB, S W LI UL 1248 EAP-FAST & 5 ik At
AR IV AR UE . AR AT O, i ERRE Bis (=), AL 1 (Administration) >
Z 45 (System) > 1% & (Settings) > 8 (Protocols) > EAP-FAST > & f{ (Generate PAC).

% 6: J1 EAP-FAST % B4 B, PAC

FREMR EAEmR

Tunnel PAC st PR A% B A B I PAC
Machine PAC s I F AR R A PAC.
Trustsec PAC sk G FAUE 4% £H AR i Trustsec PAC.

B &



1% eap-TTLs e HiiEmis ]

FERAMR

fEMERE

Identity

CEF %} Tunnel A1 Machine PAC) 5 EAP-FAST
SRR “HEBH P47 I P A 4
o WS4 R 5% AL, 5y
AN

Xt EMLE AE BIEN 24 B8 (ASA) Lo LI
TH4 . GO TNt ASA FHLAUGHEL,
) ASA TES NA B PAC XX

L J A B 2 Trustsec PAC, ) Identity 7Bt fR 7€
Trustsec M 4% ¥ #5115 % ID Jf H. 1 EAP-FAST 1p
WA T ID. 4 SR AR b Ab % A1) Identity
i 5% % 1D ANUCES, TS 43 56 0F 2RI

PAC Time to Live

TR IE T 45 PAC) i LLFD g 547 % N PAC
FIEIIN ) . ZRIE R 604800 F8, A4 T— .
ZAH L EA T 1 AT 157680000 Fb2 [7] () 1F 4%
¥, XFT Trustsec PAC, iELAR. . HEEN
BTN —AME . BRAEOLT, .
MBI R, KA 10 4E,

Encryption Key

BN . B LT 8 Fl 256 />
FAFZ A, B AL & K S B NE TR EE
T BRI IALA

Expiration Data

X Trustsec PAC) F3 H #IAR 45 PAC Time
to Live T+,

HXEM
T A T S AR O E , 5 52 TT
¥ EAP-FAST HIMEM)FaH , 28 52 1T
i EAP-FAST “EJ PAC , 5553 7L

1% EAP-TTLS F1E S5 IE 1Y

EAP-TTLS &%} EAP-TLS V) ZhREHAT T MW Bl o 26 1 By Besdiar Ze4sbdiE, JFsRBUH T
50 2 M B e IR 45 28 5 % 7 i 2 [A) s iE Ak S M &b 35 50 . #8 ] LU AR 26 2 [ BB 4k 1)

J P 3o 2 AN DAL AR AT oA 53 A BRI

JERL ISE e AL TR AP TTLS 53R J7 (K 5 43 56 UF (4«
* Windows Z& 4t ) AnyConnect W25 1) & L 4% (NAM)

* Windows 8.1 A<Hii sk J7

* Secure W2 (£E MultiOS _FHH#:J JoinNow)

8



B c=ecremsigs

* MAC OS X AHbifsk Iy
* [0S AHbifskT7
* KT Android B4 G K 7

* Linux WPA i3k 77

)

S8 |

AR WURTE Y e, WAL EAP-FAST 1F 4 N #8525

BcE EAP-TTLS iz &

FiaZ |l

FPATLL MESS, (LIS 4 #E D s AR S A

P$IE1 EAEHISEGUI 1, HiliZkE Eir (=), R/GEFEIR (Administration) > R4t (System) > & & (Settings) > 1

(Protocols) > EAP-TTLS

$IE2 7F “EAP-TTLS & ” (EAP-TTLS Settings) UL % AT 5 I FELH 5

FE3 R

EAP-TTLS ix &

TEANY “EAP-TTLS W& ” (EAP-TTLS Settings) & I ) 7Bt . BEHILALE O, iHHA e
bR (=), RJGEFETE (Administration) > 24t (System) > i& & (Settings) > #443 (Protocols) >

EAP-TTLS.

% 7:EAP-TTLS & &

FERAR

£/

B EAP-TTLS R1E&E (Enable EAP-TTLS
Session Resume)

WU R e, SR} ISE K (e
EAP-TTLS & 56k 55— B Be G2 1Y) TLS 231,
W2 H P 78 EAP-TTLS 5 By B s h i i & 4y
Uk . R S EE I R B R R )
EAP-TTLS &1 Wi AR, SR} ISE 18 FH 2247 (1)
TLS &1, MNP EAP-TTLS PERE. F#Ik AAA
55 4

P 23 M EAP-TTLS &1 Pk I, Bisk Py R
W7,

B &



mEearTsigE

FEAMR fERErR

EAP-TTLS 1&#8/] (EAP-TLS Session Timeout) | 3¢ EAP-TTLS £if 1L % ARSI 17 J5 B i 2R
INME A 7200 75

X ER

FMSEE T S I AE O P s e, 55 52 T
¥ EAP-TTLS HI1E S iEWMS , 55 55 70
fid & EAP-TTLS &% & , 5 56 7

Ao & EAP-TLS ix &

FHia Z |l

LPATUU M TS, AU BT L SRS B .

L1 EHER (Administration) > Z 4 (System) > & & (Settings) > 1% (Protocols) > EAP-TLS.
LR 2 MR T L ATEANS BT € X EAP-TLS 4%
$IE3 sl Save fRff EAP-TLS & &.

EAP-TLS ix &

TRAHT “EAP-TLS ¥'E " (EAP-TLS Settings) & 1 LB, ] Al A o % D i & EAP-TLS H
WRE. EEFMAE D, HHRERE Eis (=), R5ES B (Administration) > &4 (System) >
W& (Settings) > #Y (Protocols) > EAP-TLS.

% 8 EAP-TLS &

FH fEMERE

Enable EAP-TLS Session Resume P R HE R 524 EAP - TLS AER 7 1
174 MIhREUAE I 2 a4 7= (SSL 8 T (if
AMEFIUESS) XA S g S i k. HAHE
EAP-TLS 2 AR 5 SL T, EAP-TLS 2154

S EHIBEAT o

EAP-TLS Session Timeout 832 EAP-TLS 2 15 4E 2 /DR I 0] f BB o BRIA
B4 7200 ¥,

TRESIERE

Master Key Generation Period N R EH A AT TR . B A

TREFE BN RFEEIS ). BT DU N CLRR L 43
NI R B A A R A

|
|



B ==rerize

S8 |

FH fEMERE

HH L REE (Revoke) LAIGH BT A= i i B A7 3= g AN
SRR SRR TRAE A B AR

AXER

RS T SO AR P s , 5 52 1T
fic' & EAP-TLS W& , %57 L

BLE PEAP iR &

FHia Z |l

ZPAT LU MRS, AU B B0 SRS B 0L

P11 IEPETE (Administration) > &4t (System) > % & (Settings).
HIE2 MM Settings SHLE M+, i Protocols.

1B 3 % PEAP.
LA R TEE, MATEYE ELLE X PEAP P,
S5 i Save MR AE PEAP W HE .

PEAP iz &

TRIIE “PEAP W H” (PEAP Settings) % 1 _E7BE, 80T DA ILE DAL E PEAP Vh il . %L
AEIE L, ERGRE Bis (=), Rk B2 (Administration) > &4t (System) > 8 &

(Settings) > 1+ (Protocols) > PEAP.

%= 9 PEAP R &

FEAR

fEMErE

Enable PEAP Session Resume

HErh bR IEHE, (AL ISE 2247 1E PEAP G456
TEM S — B BY A TLS 231%, Rideie P 7
PEAP 55 B BUsc i S 3k . a2l i
T HTERE, J5A PEAP SR AN, ER
ISE A FHZEA7 1) TLS 230, AR PEAP 1 fg
FEACHT AAA JIRSS A3, L2145 & PEAP
24T ThREN) PEAP £ if B e AT L T Ak

PEAP Session Timeout

f8 € PEAP 1B R (PR b)) o BRIA
B 7200 F.,

B &



LNl |

FERAMR ERER

Enable Fast Reconnect IR EHE, FOFEEEISE H1kE PEAP &
U, MRS &1 KR Sh RIS 2 H 4%
k.

FXRERM

RISEE T S S0 UE I B B, 2 52 T
N E PEAP WHE , %58 1T

f# ] PEAP [ # , 25 95 7L

PEAP WS SRR T, 55 95 TL

PEAP Wh Uik , 26 95 1L

BcE RADIUS i &
{4577 LRV RADIUS B, BURY AR BB 5 Gy E 0% P13, F A% T ST M 5 G300

TR A AERHISEGUL Y, Bikhises B (=), AJEE B (Administration) > R4t (System) > & & (Settings)
WIE 2 7F Settings FHUE T, £itdi Protocols.

$IE 3 1%E$E RADIUS.

$ 4 T L RADIUS ¥ & Fr s VR4S B

PBS NRTE, RAERE.

RADIUS iz &

RN “RADIUS #'E” (RADIUS Settings) & 1R )7 B . BAF AL L, HHdi3E Eix
(=), REEH S8 (Administration) > 24t (System) > 1% & (Settings) > 1Y (Protocols) > RADIUS.
R G 0 #I E 8 KM B9 P ik (Suppress Repeated Failed Clients) 55, Z 4t 4s Wiz H &bl
SO e BRI 2 g, JEAEFR G IS TR BN A B4R B IXLe5 P g K . L] LLR e
SO IAE I IR E, AEib 2 Ja AR LR FIX R i sk . B, WeRMERCESN 5, YA
Ui S 473 B8 E 2R SO LIRSS, e 0 T 5 P ) T B N 8 A2 2 P i O3 R BT I oK

)

AR WUR G IR R SR LN TR, AN S 2 o

|
|
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B reowsizz

\)

ER WEECE RADIUS 2], WIZERCE RADIUS HEMEGE, Gl 28R “s4a0 &

IR T B4 ” (5440 Endpoint Abandoned EAP Session and started a new one). 7 14l

a5, EZRH LU BAISE #EX MG F:

https/community.cisco.comtS/hetwork-access-control/authentication-failed-quot-5440-endpoint-abandoned-eap-session/tdp/3191944

% 10: RADIUS & &

FERAMR

fEMfERE

NI E S KM A Z P i (Suppress Repeated Failed Clients)

H&E S KW HI % Pk (Suppress Repeated Failed
Clients)

326 T O A2 HE WA DRI A 1) Ji DR S0 473 B
SRR P i e FRGEos INHTAZ G rh X 26
%, RO A HIEREE RME P im )
RADIUS i&3k (Reject RADIUS Requests from
Clients with Repeated Failures) &I, &7 +g
SE I TA] B A FR 205K B I 2625 7 i 37 5K

60 7 % 2K M Y B [E)SE ] (Detect Two Failures
Within)

i N LA 23 B Ay BT PR IR R TR RS o SR i 1%
IS 17 3 A ERTAH [ Jit PR S50 20 B 3 0 2R e, )
ARG Nd R HE R, JFH, mReR
B/ E S KM% Fifm kY RADIUS iFK (Reject
RADIUS Requests from Clients with Repeated
Failures) I, E2x4H40K H % i 115 3K o

L4 IR E— X #FE (Report Failures Once
Every)

LL73 it Ay S N AR T SR IBCE 453 56 1 I 1) 1]
B i, R BCE Y 15 0kl WA 15 4y
B o % H RS Rt — R 5 6 B I 2RI
B, TR b AR

B4R E S KM% FimAY RADIUS 153K (Reject
RADIUS Requests from Clients with Repeated
Failures)

eI R EAER] B AR LKk B S g0k R K
K% 3 ) RADIUS 153K o 450) LU H e 1,
LA o OB ISE BEAT AN A ZE AR ER, I B Vv 7
(FE 248 ik 55 B o

B shiB 4 i 9 K MR 2 (Failures Prior to
Automatic Rejection)

NSRRI, RS, A
PR [ E AT RN S R SR o A A R I )
BN ({r¥s8iE 415 5k BYATHK (Continue Rejecting
Requests for) “#B 7€) , R HBELLN
X PR T A I R . AR R R
ARG FOR [ IXLe P i (K 5 4 B0 LR oK

R 48 155k B9 BT E (Continue Rejecting Requests
for)

BN AR ERE (D, FEIRIRRE N SR
K HE SR i )5 3K -

B &



https://community.cisco.com/t5/network-access-control/authentication-failed-quot-5440-endpoint-abandoned-eap-session/td-p/3191944

raoiws 22 I

FERAMR

fEMERE

ZRE S I E FTRIAT E)SEE (Ignore Repeated
Accounting Updates Within)

LY 8] A A A 1 B AU K SRS e s

NI IR & (Suppress Successful Reports)

Suppress Repeated Successful Authentications

e P SR B ATE DL BT B A AR A T 24 /NN N AE B
o5t WS MR TS 22 5 (R 5 4
Bk .

S I8IE #4152 (Authentications Details)

R BRKFZ{ER S (Highlight Steps Longer
Than)

LAZZ D 2 S0 S N IR T TRD R o 2 2R AN D BRI 3
I R E BE, ARG IR uE TR 5 B o 1
AP I B P bR b ac b B

23 RADIUS &3k B9 5% R (Detect High Rate of RADIUS Requests)

@ RADIUS &K B33 E = 1E % (Detect Steady
High Rate of Radius Requests)

1 R R AE T /R RADIUS 1B 3K 4354507 8]
(Duration of RADIUS requests) 7-E¢f1 RADIUS
&K 5 45 (Total number of RADIUS requests) 7
BerbR e I BRI, % H iE RADIUS 35 3K £ 250%
i

RADIUS &3k #5458t 8 (Duration of RADIUS
Requests)

B K TE S RADIUS SR (¥ I [ B (LARD Y
AL o BRMEY 6082 A 20 % 86400
e

RADIUS &3k 2] (Total Number of RADIUS
Requests)

N H T 115 RADIUS 3 1035 SR BRIl ERIA
472000 MK . ARG A 24000 £ 103680000
AR

RADIUS UDP i [

B3 56 i i O

558 % H T RADIUS UDP 5 {4 B iF i A (K3 1

TR e % 4 NS (HES 5 . B
IR, A3 0 1812 Fli 11 1645, 54470
FEl ol 1024 5] 65535,

e Mtis O

$&822¥ F T RADIUS UDP i MK i R s 11 o #8m
DfeE % 4 Ny (HES 2D « Bl
BUR, A 1813 Fi 1 1646, 132500 A
1024 %] 65535,

AR ORI IR A L

RADIUS DTLS

8
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S8 |

FERAMR ERERE
B4 16 EF0iE Mir O ¥e2 % FH T RADIUS DTLS & 3 B iiE Filic ik i fe

Ao o BRIVEEBLT, a1 2083, A RuHl
1024 3 65535,

AR ORI RS A e

Idle Timeout (ZSHABAT)

WIS EAT 2535 BB A, 1 A A 2
B ISE 7E <M TLS &1 2 B &R A5 IR Ta] CLARD
BT o BRIMECH 120 #b. 0B 60 & 600
.

A RADIUS/DTLS % Fim 514 33E (Enable
RADIUS/DTLS Client Identity Verification)

WA 28 O ISE 76 DTLS 42 F#i [ 56 UuF
RADIUS/DTLS & J ' i (1) B 473, 1535t S A
W P B CRL, SR ISE 8 TR M. BR
N & Bl R e (R CRE « &
A B LA PR AT <

1 W il B A H A % A4 K (SAN)
JEbE:

o W% SAN £4 DNS 485, WHEHis
JE [ DNS #8525 4 JR}ISE A 1 g 2%
W45 B0 B 1) DNS ZRFRiET Ehfst

o 15 SAN % IP Hulik ( H AN 24 DNS
2RO, WIEBHFEER IP #iht& 58
F}ISE & WIFT A & IP HuhEREATLE
5o

2. WHRIFHARS SAN, NMEHZE CN <55
SO} ISE i 9 5% 15 25 TiC B 1Y DNS # FR B4 T
thig. andAVLREE, WAL ISE 48 F R M.

AXEM

WS E T T B IAE P, 5 52 T
JERFISE W) RADIUS Pl 4, &5 69 1T
fil & RADIUS ¥ & , % 59 ;0

RERERE

PATEU PR P UABC B 2 B E

PR AR ISEGUI Y, HdisRE s (), RNRitH €18 > R > iRE > RERE-

B &



maz2i2E ||

$E2 8 REWE WD, EEITE AL
* Allow TLS 1.0 (/23 TLS 1.0): 7E LA TAEGARE T faiF TLS 1.0 H T 5 DA AR SR 544845

* JURLISE B A EAP JIRds 7%
« JAB} ISE M HTTPS (%4> LDAP fli%#% F#k CRL
* JURLISE W& b %4> TCP R4 H &% - dii
* MBI ISE BT & b %24 LDAP %) iy
* JUF}ISE BCE ) ERS JIR55 4%

I SVFHER] TLS 1.0 5LLF ISE A fFEfE:
s BT
< AE AR
* MDM % ) ¥y
* pxGrid
* PassivelD 1021

ERE IRATERCR RS54 S i RAS (¥ TLS,  LARE SR Ax .

* Allow TLS 1.1 (23 TLS 1.1): 7ELA R TAEGAE T foiF TLS 1.1 H 15 DL MRS SR 45

* JUFRLISE BLE N EAP JInds %
* UL ISE M HTTPS =% 42 LDAP At 55 4% F % CRL
« JURFISE WO N e 4s TCP R4 H &% 1 i
* JURFISE BC# b 2242 LDAP % i
* JWRLISE B A ERS 45 4%

VA TLS 1.1 5 LUK ISE A fH15 -
s AT
< AEBMUR B
* 415 RESTful %% (ERS)
* MDM & )" Jii
* pxGrid

ERE IR R R S5 A R A S i RAS (9 TLS,  DARESR e A

o LI SHA-1 %88 ELLVT LAEFEH FUiF SHA-1 %08 H T 5 0 SRS «

|
|




S8 |

| T

JUR}ISE fid & b EAP 45 2%
MBI ISE Bt A4 RADIUS DTLS k4528

JEF}ISE fic & 4 RADIUS DTLS % /7' ity

JUE} ISE )N HTTPS %% 4> LDAP li45#% 2 CRL
SR ISE e & A 224 5198 H &% i

JRHISE BCE A4 %43 LDAP % )iy

.

& S VFAEH] SHA-1 & 455 LUT JURE ISE 41413815 -
BT U
*ISE [/
* ERS

* pxGrid

o BT BLR: 443
< ISE [7/7: 9002, 8443, 8444, 8445, 8449
« ERS: 9060, 9061. 9063

* pxGrid: 8910
iR BROATE O kI T 25 RS .

JA I EEE ] Se1F SHA-1 B85 3L 10U, A2 FfT A sl 8 b I P A1 e W R0R R sh ANy, A2 ]
FCE e AERXAHEOL T, A2 ] LA & T2l S8 5 s BITAT 10

/opt/CSCOcpm/bin/cpmcontrol.sh restart_appserver_es
AT LR FELL Nk Iz —, [N SRV ] SHA-1 #0555 45 Go0) A A4 15 -
* RIFFTA SHA-1 &5
« (X 4iF TLS_RSA_with_AES_128 CBC_SHA
pE AT SHA-256 5k SHA-384 20 LA 5 22 41k
* #£1F ECDHE-RSA Z#5 (Allow ECDHE-RSA Ciphers): 7£LL N TAERAEF 814 ECDHE-RSA %575 ] T 5 % 4%
(ESTEEE
* JUBL ISE AL EAP fiR%5 35
« JOR} ISE it & & RADIUS DTLS JIf %5 %%
« JAR} ISE B & RADIUS DTLS % )™ i

SR} ISE M HTTPS 1424 LDAP k4% F# CRL

B &



maz2i2E ||

« JURLISE ML E b %4 R4 H G 7 by
« J0R}ISE Mt & 224> LDAP %5 ) i

* StiF 3DES % %3 (Allow 3DES Ciphers): 7£LL I LAEGURE T fui/f 3DES %55 H T 5 % 454415 -
* JURLISE MCE  EAP JIR55 2%
« OB} ISE fi & & RADIUS DTLS IR %5 %%
« JUR} ISE i & & RADIUS DTLS % J7 i
* JAFHISE A\ HTTPS 5% 4: LDAP JIi45+% T % CRL
* R} ISE WU & b 224 R 450 H &% 7 i
* JAFL ISE AL & 4 %4> LDAP %) ¥ify
« ERIEPMAIEAR: 24 ISE 781 EAP ok RADIUS DTLS 4525}, RS2 E il 15, miAK s
PUEHIY 275 075 T ECDHE-ECDSA #5[f] keyAgreement 7 51 T HABZ 4 #) keyEncipherment 47 .
* SVF DSS WRIA TR A E FImAY ISE: = FHISE 7e % iy, £ LA N LARGURE AR VAL DSS w55 ik
g SRR
« JOR} ISE it & ) RADIUS DTLS %/ i
* JURHISE M HTTPS 5% 4x LDAP Jl554% I % CRL
 JARHISE B & 2 R4 H % ) i
* IR} ISE AL k224 LDAP & 7 B
« RIFEFHTRRE TLS EHHERTIEANZ i) ISE (Allow Legacy Unsafe TLS Renegotiation for ISE as a
Client): ELLF TAERFE T A tF AN RF 24 TLS FFT b s 44 58 TLS g5 #ia 15 :
* JARHISE A\ HTTPS 5% 4: LDAP Jl45+% T #¢ CRL
* JURFISE W& b 224 R 48 H &% 7 i

o OB} ISE ML & N %4 LDAP %% /7 ¥

PR3 WELAALR: BAGEIT, 6T A A A RG0S 2800 S0 IE R, BARISE &8s B . T
BhREAT MK, BRI 2y sl AR ISE ARt on P 44, A Jes iR TEERL W IR ER T AAIE
TR S AR IGAE, REURA = Bl 4.

W IhEEE T Active Directory. ¥ /7. LDAP F1 ODBC S5, HoAth & 3 776 % (i RADIUS 4. RSA 5§
SAML) ASCHrIbIIRE.

TR 4 R

|
|



B zswemss

XFRERREN

JOB}ISE SZ#F TLS B4 1.04 1.1 #1 1.2,
J8F} ISE 37 FF RSA Fl ECDSA JIR4528UE 1. SCHFCL AR h 2k -

* secp256rl
* secp384rl

* secpS21rl

S8 |

RIS R A A
WHEEH HERISEBLE N EAP BREEAT | HER ISE N HTTPS si%
L EBEE ISE B2 & A RADIUS DTLS ﬁ LDAP B35 # T2 CRL
Bk 55 25 A
LUER ISERENL RS
HEZERFiRKRE LDAP &
=kl )
LERISE BLE A CoA By
RADIUS DTLS % fA i Bt
TLS 1.0 3 ¥ 24 234 TLS 1.0 B 4 A TLS 1.0 I
(DTLS %5 #34XCFF DTLS 1.2) (DTLS & )" i S #§F DTLS
ERAMEBL R, 7e A ISE 2.3 By | 2
A,  “YF TLS 1.07 &I
(Allow TLS 1.0) ZEIAL TR HPIRZS .
MAEF IR TN, JET TLS ) EAP
B EAF 7 (EAP-TLS.
EAP-FAST/TLS) #1802.1X ik 77
ASFFTLS 1.0, W R %AE TLS 1.0
HE 2L T TLS i) EAP S350 4E 5
%, Wik REIRE (Security
Settings) & 11 “ i TLS
1.0” (Allow TLS 1.0) & i%HE, Her
FIbAbdE O, g s Kb
(=), RFiEHFEE
(Administration) > &%t (System) >
% & (Settings) > 1% (Protocols) >
L4 8 (Security Settings).
TLS 1.1 32 FF 4 F TLS 1.1 B 24 2 YF TLS 1.1 B
ECC DSA G,
BCDHEECDSA-AES256-GCM-SHA3%4 | J2- A

B &



wpwzned [

ECDHE-ECDSA-AESI28 GOM-SHA256 | K& H
ECDHE-ECDSA-AES256-SHA384 | I
ECDHE-ECDSA-AES128-SHA256 | & =

ECDHE-ECDSA-AES256-SHA

AV SHA-1 i)

M Y SHA-1 B

ECDHE-ECDSA-AES128-SHA

4 Y SHA-1 I

4 foF SHA-1 I

ECC RSA #44

ECDHE-RSA-AES256-GCM-SHA384

4 foVF ECDHE-RSA B}

2 #09F ECDHE-RSA i}

ECDHE-RSA-AES128-GCM-SHA256

4 28 YF ECDHE-RSA i}

4 8 YF ECDHE-RSA I+

ECDHE-RSA-AES256-SHA384

4 foVF ECDHE-RSA B}

2 #29F ECDHE-RSA i}

ECDHE-RSA-AES128-SHA256

4 28 YF ECDHE-RSA i}

4 8 YF ECDHE-RSA [+

ECDHE-RSA-AES256-SHA

M 29 ECDHE-RSA/SHA-1 i

4 2 F ECDHE-RSA/SHA-1
Ny

ECDHE-RSA-AES128-SHA

4 2 YF ECDHE-RSA/SHA-1 i

4 £ YF ECDHE-RSA/SHA-1
i)

DHE RSA %14

DHE-RSA-AES256-SHA256 SE Y
DHE-RSA-AES128-SHA256 R S
DHE-RSA-AES256-SHA & 2 oY SHA-1 I
DHE-RSA-AES128-SHA & 4 feVF SHA-1 I
RSA #14

AES256-SHA256 B B
AES128-SHA256 B B2

AES256-SHA e VF SHA-1 I} 4 foVF SHA-1 I
AES128-SHA 4 i VF SHA-1 I 2 o VF SHA-1 B
3DES #{4

DES-CBC3-SHA

24 1F 3DES / SHA-1 I

245 F 3DES/DSS 11 SHA-1
fif

DSS #1h4

8
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S8 |

DHE-DSS-AES256-SHA % 2415 F 3DES/DSS Fl SHA-1
i

DHE-DSS-AES128-SHA & 243 1] 3DES/DSS Hl SHA-1
iN}

EDH-DSS-DES-CBC3-SHA 5 24 3 11 3DES/DSS Al SHA-1

i

59 RC4 %15

RC4-SHA MR (Allowed i
Protocols) WM a A “ RFIHH
fiZ”  (Allow weak ciphers) #EI H.
FeVF SHA-1 I
RC4-MD5 M CRVFENL” (Allowed &
Protocols) T H A H “ fLiF55%
fih”  (Allow weak ciphers) &I}
1Y EAP-FAST [ 44 11 - XFF ANCFE
ADH-AES-128-SHA
X S 1 PR 4

I54F KeyUsage

XL T B, 2 ik N B AT
KeyUsage=2% M3 F
ExtendedKeyUsage="% /" %ifi -5 1 1
iIE H
* ECDHEECDSA-AES128-GCM-SHA256
* ECDHEECDSA-AES256-GCM-SHA384
* ECDHE-ECDSA-AES128-SHA256
* ECDHE-ECDSA-AES256-SHA384

B &



@515 i RADILS Bt I

I51IF ExtendedKeyUsage

XFFLUN Y, 2 P il A Y AT
KeyUsage="% £ 11 1
ExtendedKeyUsage=7%% /" Uifi Il % :

* AES256-SHA256

* AES128-SHA256

* AES256-SHA

* AES128-SHA

* DHE-RSA-AES128-SHA

* DHE-RSA-AES256-SHA

* DHE-RSA-AES128-SHA256

* DHE-RSA-AES256-SHA256

* ECDHE-RSA-AES256-GCM-SHA384

* ECDHE-RSA-AES128-GCM-SHA256

* ECDHE-RSA-AES256-SHA384

* ECDHE-RSA-AES128-SHA256

* ECDHE-RSA-AES256-SHA

* ECDHE-RSA-AES128-SHA

* EDH-RSA-DES-CBC3-SHA

* DES-CBC3-SHA

* RC4-SHA

* RC4-MD5

MR 55 2R AE 15 N AT
ExtendedKeyUsage=/I% %5 #% &
LA

Bl ISE 19 RADIUS 1Y 3%

RADIUS J&— A2/ i/ IR 55 s s, iz ppisl, S Re v il i g% a5 b e 25 4 o A3 A

YR

I BEAT SO S0 UE, R SR A DTl SR R G sl 55 1O U5 ) REATFA o 5T AAE DT AT S FE R 55 2
AT R A A T RADIUS 4E47 1 B B S0 e bR A S sy 224k, JF HLA T A
e R SR LA FH B B Y 4% o

RADIUS it n] LZE B A ISE H HE RADIUS % i AR ELIZ RE RADIUS MR 45# ik Kk, JFHeilen]

(EIR B 2T WIS LR B (CoA).

S8R} ISE k4% RFC 2865 X RADIUS Phllyi fE e 32 FF, I8 12 L He i RADIUS & Mg e Cn
RFC 2865 &P pritiid) o JOERFISE SZRHMVARATZE LR} ISE 7o SR ALY 75 o JE P o

RADIUS # 13 5 F IR 7E RFC 2865 158 X (1) J8 1 B 2 8 .

* UK (Unicode ##:4% 0 [UTFD

o FH (kD
* Huhik (IP)

.« B

* B[R]

8
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ISE # X %5

AR EFHISE SCHRFI ML) @ P05 6, 21 ISE 2% U7 1) J&

RN

TR R IF R (Allowed Protocols) 7 1 HR 7B, #8mT DU b 7 11 e ¥ 5 00 56 TF ik e vp 2
{FFHEIEMY . 558 (Policy) > $5B& 7T 2 (Policy Elements) > £5 52 (Results) > B4 343 (Authentication) >

S (Allowed Protocols).

R 11: IFHIHIY

AR R IE
SRYFHIIN > B S IE T
Fi2EH B I A LR ISE A B sk, i

SOEME. Y RADIUS MR4-ZEAET 10 (YA
) HH A5 FIen - 3k - 1D I, X
PAP/CHAP i3, 2%F LA wiE RO T A EE
MRS RAET 1 RERI) HH P 4% Ty
-3k - ID I, X%} T EAP-MDS5 Hh¥, 23%f FHLEF
VI SRAEATAEEE . 1 A8 75 22 JU R} ISE 2% =L
PRI R I R G P 4 8 PR R A T &
P EAIE, I IE P A EAE . MYk
RYARYEPL (Bl PAP) BT 3 BALHE,

R AN Rt S EILA MAB 51}
BrE R

SVFRIHIYL > BRI IEHIY

Allow PAP/ASCII

Bk I5 A S PAP/ASCIL. PAP 4 ] B 32 %564
CRE, RInssn) , I AR NS0
AL,

“ 4% CHAP” (Allow CHAP)

BEIEITR] 3 ] CHAP B3 Bl . CHAP A i A7
I 1) - AL . CHAP ANIE AT T
Microsoft Active Directory.

“#1F MS-CHAPv1” (Allow MS-CHAPV1)

TR R R HE ] 3 B MS-CHAPvI .

“#4F MS-CHAPV2” (Allow MS-CHAPV2)

LR EHE AT 5 MS-CHAPv2.

“#1F EAP-MD5” (Allow EAP-MD5)

P LR EAE A] J53 F 35T EAP B9 MDS %1514
S IALE

B &


https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-67894

sirsomiy ]

FERAMR

fEMERE

“#1F EAP-TLS” (Allow EAP-TLS)

6 o b 52 A TT RS ) EAP-TLS 43 BiE iS5
B EAP-TLS W o & n] LR R ISE K iff 4%
R H B 2 7 i i EAP 5 401 1 g 43 B
X S AT IAE . T SR I A H &
Jr i AERUE T s ST RAE . 72 ER} ISE
LI % 2 (W EAP-TLS B )5, 2
KA R

iR EAP-TLS A& AP I S0 AE P
AN AR O e OB B E BT P S
A fe Rt EAP-TLS S 5iiF o

« ZEIRBURRE B 7 1F S BRE B B9 B2 I8 IE L Rt
YFIEH 1T (Allow authentication of expired
certificates to allow certificate renewal in

Authorization Policy) & ZEHE: Wi % o iF H
FHEATUES, TEE R LR IEHE . i FiE bt
STIEHE, T ORIC S AH Y. IR AU IS R,
DU A AE 120 A R SR 2 Ji A5 B 5 BTIE
1.

* BATRRES1ERE (Enable Stateless Session
Resume): &I S EHE ] SRiF R
EAP-TLS 25, TGt RS A1)k
g4 o JARLISE 3CRF RFC 5077 ik i)
SAGTEUEY . BB ISE i — AN EEUE R
HRILF BEAP-TLS % ' i o ¢ )7 ¥ifi 7] ISE 42
PEEEIE DAV 25116

« EHMSIEZIEEF (Proactive Session Ticket
update): fA—ANEFHAE, DRSS
UESEHr 2 Hi Lt R 2] ] (TTL). 451l
wr, WERBEAARIE R 60, WIEZR TTL
[ 60% Ji BFT = TH SHIE .

« SIREIEA AT E (Session ticket Time to
Live): N2 i SE Uk 3 A A 28k (R i 1]
AR AT 78 25 T SRR DR RIS SR A (R FR L I
[f]o BT LAE N CARE . 23 b /NI, Rk
IRV YN

“$4F LEAP” (Allow LEAP)

S T T R 0 B
(LEAP) & (3 J01E.

8
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“ %1% PEAP” (Allow PEAP)

B &
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FERAMR

fEMERE

& A VEAE T S FH PEAP S B6IF P F) PEAP
WHE. BIANTE TN MS-CHAPV2,

Lk “ foVF PEAP” (Allow PEAP) &% HENRT,
AT AR & LLN PEAP N 71

* i EAP-MS-CHAPV2 (Allow
EAP-MS-CHAPV2): 3% i &2 6 HE r] 4if 11
EAP-MS-CHAPV2 1F 4 W38 777 .

* RIFZRSE L (Allow Password
Change): & 52 G AE n] Al R} ISE
AT

« FiR2IR ] (Retry Attempts): fi7 &
BFISE 7 % 7R 8 s R W 2w i sk H 4%
WERIEL . FARUER 0 2 3.

* 21 EAP-GTC (Allow EAP-GTC): it
HIEHE N1 T EAP-GTC 154 N &5 7V

s RFERYE Y (Allow Password
Change): i b 52 e AE i) 4 LR} ISE
YL E

« FiR2IRE (Retry Attempts): fi5 &
BFISE 71 7 8 5 R W w i sk H 4%
UERI IR E . AR 0 21 3.

* #£1F EAP-TLS (Allow EAP-TLS): %+t
EHE T 48 ] EAP-TLS 75k N ¥ 771

W AV P BOHE 15, Tk RS A
MEH B9 S I8 E LA St 1 59 36 IE SR B FP AYIE
F EF (Allow authentication of expired
certificates to allow certificate renewal in

Authorization Policy) & EHE. Skt
TEAE, TR A ORIC S AH Y R BOR E B, LA
K A AR — A AL B SRk 2 BT TS O 5 FHIE
1.

* FEEMEBY TLV (Require Cryptobinding
TLV): QiR EAP XA EAP /IR 4%
#2 5 PEAP B {3 Sk 1) 4 # A A6 EAP £
PR UL, WU e A AT

« (WHEL R R £ 1 PEAPVO (Allow PEAPVO
Only for Legacy Clients): % it & MEAE Af

8



S8 |

B 2iromi

FERAMR fEMERE

FoVF PEAP 153K J7 ] PEAPVO BE4T 1 A5
HAAL G K P AN S PEAPV] P BSUbRHE
BERRAS E SIS PEAP A&, iEE e

B &
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“ftiF EAP-FAST”

(Allow EAP-FAST)

8
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fEMERE

e A A HE T J5 T EAP-FAST 53 56 F W3R
EAP-FAST % & . EAP-FAST Wp3 7] LL7E [F]— )
Z 25 L2 AR BN N
MS-CHAPv2.

Mk rh “ foiF EAP-FAST” (Allow EAP-FAST) &
IEHEI, #0 LK EAP-FAST Hc & 4 A 7 5 i

* “51F EAP-MS-CHAPV2” (Allow
EAP-MS-CHAPvV2)

* RIFZRSE L (Allow Password
Change): & 52 G AE n] Al R} ISE
TR T

« FiR2IRE (Retry Attempts): fi75&
BFISE 7 %7 8 s R W w i sk H 4%
WERIRE. FARUER 0 2 3.

* Allow EAP-GTC

AUFZAGFE L (Allow Password Change): %
Hh A G HE W] 4GSR} ISE SCHFR A B AL

EiX 2K 2 (Retry Attempts): i & L FHISE
T S8 7R B SR R ML T SR FH P AR I IR
HEAE N 0 2 3,

{$ 3 PAC (Use PACs): %+ Hase 1o mj fic ' J
Bl ISE LA & EAP-FAST %5/ i i L2 55
{397 ) B UE (PAC). R 457 HiAlh PAC
T,

AER PAC (Don't Use PACs): i ILi% I
AL E R} ISE LA FH EAP-FAST, Ak
H B SZAT AT PR BT L PAC. RS2
W0 PAC T IE K, IF HILRHISE 2576k
H PAC WIS T Success-TLV #EAT i
Vo

RSN, ST LU R ISE BUE A
PAT TN A B0 AIE o

* #2iF EAP-TLS (Allow EAP-TLS): &4
VEHER] {4 F EAP-TLS 154 N &5 772
WRTE RV P EE S, kT R i E
IE S B B4 561 LA 5L 15 B0 36 3E SR BE R RYE
F EF (Allow authentication of expired

B &
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* 2 F EAP #£3% (Enable EAP Chaining): %

certificates to allow certificate renewal in
Authorization Policy) & iEHE. Rkt E
IEHE, VEOHORIECE AR N BRI R, DA
R AT AR E— P Ab BRI SR 2 i A A O BBk
H.

L SERE AT A T EAP BERE

EAP $4% fo VF R ISE ¥ PRI S0 L5 4
YUk ) 45 RAH G, Jf HAE
EAPChainingResult J& 4 3 HAH N 52 BUR
s

EAP BB R KT 7R P i e o5 ESCRF
EAP#E#: . Bl KT « H P FIvHE L
B36UE” (User and Machine Authentication)
EL

kP EAP-FAST Pl ( —FHHub T+
PAC R FITE PAC #X F) i), EAP 4
BT .

X T PAC [ S i, S n] LA A
AL PAC /vt SEHLEAL PAC Bk A&7
o

T HETUEB IS B, Wi
EAP-FAST PSUR HI “ 4532 % )™ i i T 1E
157 (Accept Client Certificate for Provisioning)
I (FE ARV URS D, I Han R
%ty (AnyConnect) Fi B A 75 FE 1 N A& 32 H F IE
15, WERRERE LR T, ISE 28 RS
WP P AT S seuE (Bt N5V, T
THEALS O B0AIE 25 38 3 N T vk SE .
RARBCEIX LI, W EAP-TLS 2 HIfE AT
HEAT FH P B 03 S0 E 1R N 35 7 ¥

1Efs)a H EAP B85, AL
NetworkAccess:EapChainingResult J& 4 58 5
PRI H AN NG, AR5 23 B AH R AL
PR o

8
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“ %1% EAP-TTLS” (Allow EAP-TTLS)

e 2 HE T S ] EAP-TTLS #p.
0] DABCE LR 358 1

* S2iF PAP/ASCII (Allow PAP/ASCII): %
I A2 R HE AT 4 PAP/ASCII 15 A A 3 792
A LU ] EAP-TTLS PAP #4755 T4 fUFn
T OTP IS 50 11E

* #£3F CHAP (Allow CHAP): ikt ik HE
n g CHAP {2 Wi Uik . CHAP {81147
A 0 A ) 5T - e AL . CHAP ANGE H
T Microsoft Active Directory.

* #1F MS-CHAPV1 (Allow MS-CHAPv1): i%
H B SEHE W] i MS-CHAPv 1E Jy 677
o

* #1F MS-CHAPV2 (Allow MS-CHAPV2): ik
Hh R HE R i MS-CHAPV2 1 4y PN 7
%o

* S£¥F EAP-MD5 (Allow EAP-MD5): %t
S VEHE T A ] EAP-MDS5 1 #6775

* 21 EAP-MS-CHAPV2 (Allow
EAP-MS-CHAPV2): %+t 5 3 AE a] 4
EAP-MS-CHAPv2 154 W #5:.

s RIFZERIE L (Allow Password
Change): i it & B HER] A R} ISE
SRR

« EIREIRE (Retry Attempts): 5 5E i
FHISE 75 W7m 8 s R s sk H P 4%
UERIIRE. AN 0 & 3.

B &
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JtiF TEAP (Allow TEAP)
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6 HH A AE VT S BT T 4 SR P
(TEAP) JFFLE TEAP W . TEAP j&—FpJt k%
& EAP J732, wlad ik f AL 42 42 4 (TLS) B
VORNZFETE, SR AR 55 2% 2 18] 1) 22 4
5. RAKPEEM (TLV) ST 5AE TEAP FEiE W H T
1£ BEAP XA F] EAP R 55 a3 2 [RAL 4S5 S0 56
UEAH DG s

ALY TEAP B8 LUR N

* f£¥F EAP-MS-CHAPV2 (Allow
EAP-MS-CHAPV2): % it & JEHE r {
EAP-MS-CHAPv2 1} N 5%

s RIFFERIEY (Allow Password
Change): &+ it & EHE n] ff R} ISE
R

« iR RE (Retries): i N JLEL ISE £
TN SR JE T SR P N R LR
RE. ARTEH 0 2 3,

* S£1F EAP-TLS (Allow EAP-TLS): &t
MEHE AT A ] EAP-TLS 1 4 3 51k

* FERACRER B 215 E B IE R B B8 30 E
LS IER 45T (Allow Authentication
of Expired Certificates to Allow
Certificate Renewal in Authorization

Policy): WIRESCVFT M EATIESS, iF
PR EAE . WA E I RIE T, TR
DRIC ELAH PR BOROS RLL - B A A 2E
OB AR BRI RZ RiE T DAL

* RiIFFELRE MSK (Allow Downgrade to
MSK): WUERN ISR e il i
(EMSK), {H7 /b B s A BRI 32 2 il H
(MSK), 5L I ERHE. HEE, HAR
EMSK Ft MSK 8224, {H L2 b 1 4
W HEANSCRF EMSK

- ERRERE L EA RS R PimiE (Accept
Client Certificate during Tunnel
Establishment): %14 % R} ISE 7£ TEAP
B& T8 NI R T SR 2 P e 1S, Tk R
A W RORIRHEUETS,  WR} ISE A3 ] pir
TCEE 1) VA 30 T VAT S A BT

B &



sirsomiy ]

FERAMR

fEMERE

* [2F EAP #£3% (Enable EAP Chaining): i%
O SR HER] ] EAP B54%. EAP 853 A
YR} ISE fE[A]— TEAP F&iE N [F iz 47
FARIH SRS O S0 R P i . IX T LA
S8R} ISE 1#i | EAPChainingResult J& P JCIE
SO IR, N A 2 BRI o

TEJA H EAP B2 f5, AL H]
NetworkAccess:EapChainingResult J& ¥ 5
PRI TR INGAE S AR5 J3 BAH M. R AL
PR

ER R EAP BERRIY, A R S E Nk
AR AN SN LS Sk, 1SRl O
AR5 S HIAL ATH SR
15

iR « W RAE R ISE FR S T EAP
B, MAZ0k Microsoft 373K 5 [A]
R C E E S G xR B 5 4
KE 5

o W AE AR ISE HHAEH] T EAP 4%
Bz, WA R Microsoft 13K 77
Jie ' S 5 Ty 5K

o AR S ARG TT SRR B 4y 56
e AR E Y “JE” . W EAP
PR T RES R, JF R BLTR Y
Bl

AN

WK 715 Ik Y. 1SE

Preferred EAP Protocol

JEH I EAE ] AR AT — BT Pk B 7 % EAP
#: EAP-FAST. PEAP. LEAP. EAP-TLS.
EAP-TTLS 1 EAP-MD5. 1 B4 A 15 € 11kt
B WERIAHS O S8 EAP - TLS.

“EAP-TLS L-fii” (EAP-TLS L-bit)

Vo I AT W] S FAL G EAP SR T, S ERIA
500 T WSk 19 ISE 14 TLS B (85 R Rk i S Al
IR TR BAA KOS hRE (LAARE) .

8



B racits

PAC 1151

S8 |

FERAMR
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“%1F EAP BY35%555” (Allow Weak Ciphers for
EAP)

W T MR, 2 ARV S i il 59 %5
g (Bhn: RSA _RC4 128 SHA,

RSA RC4 128 MD5) o FATTEBUNAER L5
P SRR BRI S P AT

BRI OU I I AL+ 25 HPIRAS

P 23 JORFISE A4
EDH_RSA DES 64 CBC_SHA and
EDH_DSS DES 64 CBC_SHA.

FiE RADIUS 5 KR EHE BB INIESR
(Require Message Authenticator for all RADIUS
Requests)

W kT, S8R ISE % F RADIUS i &

SETAE{E RADIUS W B & 5 k4 (RADIUS

Message Authenticator) J& . WL E S 500E

WIRVEAAEAE, W) RADIUS W 2K 4 EF .

Jed FH G T T S R A, G0 52 Bk 1 U ) 17 R 7 A

FIBLE RADIUS ¥ & 1) 8 o

RADIUS 4§ & 5 3 51 #% (RADIUS Message

Authenticator) J& 4 /& 3 RADIUS 71 8.1 71 5L

%5 (MDS) Hi41.

R TEBRIIESLR, EAP AW E S 4 5F
% (Message Authenticator) J& 7 H. IG5

M ERE.
st ¥ 5G 1P A R HE LLAE UBHISE B s L RHRAN 5G.
iR fEEHISE H A 5G B %S (5GaaS)
L, SR AR W g RN
5G
X EM

FIPS A1)z FIPS 07 7 TACACS+ B4 85 FEB Y

N W27 7] 52 SCSRVRIIPM 5 5 90 1T

NRNG TR IFHILIRSE5IFR (Allowed Protocols Services List) & IR+ 7“4 ] PAC” (Use
PACs) Ja s Bl BAFIAE L, EHREFRE Kis (=), RAiES 5KEE (Policy) > REETTR
(Policy Elements) > £5 3R (Results) > S I81iE (Authentication) > 52 iF 13 (Allowed Protocols).

B &


b_ise_admin_3_1_chapter6.pdf#nameddest=unique_397

%= 12: PAC TR

pac iz i

FERBMR

(EEETE]

{#F PAC (Use PAC)

8
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B &

« “P%iE PAC 7351 )7 (Tunnel PAC Time To

o “CUFIN <n%> [ PAC TTL I £ 50347 PAC

© “RVFEAN N PAC THEL” (Allow

o “RHAIGUENIAT A PAC THAC 7 (Allow

o “RUFHLES B KAE” (Allow Machine

Live): f73GIIR] (TTL) {8 BRI PAC H2EFF
Wi FRe AR AT . BRAE A 90 K.
WAV 1 4 1825 K.

TEH” (Proactive PAC Update When: <n%> of
PAC TTL is Left): S {EAfi 0% w4
M PAC, B IIE L Sy IS, (AR
TTL W& BN A, SR ISE R 8hE
Bro WP TTL H B 43 I 8] 5 4 L.
ERINHK 90%

Anonymous In-band PAC Provisioning): 1%
W EME, R} ISE 5% F i 22 43 1)
B4 TLS #2 T, I H EAP-FAST %W B
H1EAP-MSCHAPv2, it PAC LK |
Yig. H2)A A4 PAC HRL, DAZIIEREIX A
Wl J77%: EAP-MSCHAPv2 Al EAP-GTC.

Authenticated In-band PAC Provisioning): &
FHISE ] SSL AR 55 4% 00 3 0 Jiik, 2
EAP-FAST ()% B Rl il id PAC it )
Uito WEIETR LU B A4 PG 22 AP B vy, HEE
SRAEJARE ISE _E 2230 55 Gl B AN 2 AF AR
R CA.

WA P ek IR, AR R} ISE FCE A TR
BT PAC YHECHEAT 5 43 Bk 5 4
Access-Accept 1 B AL1% 25 i o

o RS ERAEX P BCHEAT S 3 B0 AIE J A (]
Access-Accept 1517 (Server Returns
Access Accept After Authenticated
Provisioning): 154y B IR} ISE 78 82
X PAC THBCHEAT 5 03 Bk 4% 1%
Access-Accept 11 5, 1 IEH LB EHE,

Authentication): & L EHE, Al EF} ISE
A VAL PAC WRC B 2 FH 7 & g, I
T EN S AR GEH T3 THENUEIE
M 2 P ) o LE sk

D EEFELEY GBS KT EHLPAC A A




N e N |

FERAMR
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o “JEHTIRESTEKE” (Enable Stateless

2. 24 R ISE W B B 2 T P 2 7 s K
B SEAHL PAC B, 2\ PAC $2ITT
HHLS OV EAE S, IR LR} ISE SMHE 4
JErPHEATIGUE . JRHISE HSCRF Active
Directory {4 v 5L L4 B E (¥ F18 £ 3
o IEMBUFXSTEMNE G, ASHHIT
e (1 5 G Bk .

W R R T, AT DU N B2 AR R A
HLPAC [ AE . 4 S8R ISE e ik B ot
FHLPAC B, 4 E R BT HL PAC
FOP ARG Z P & (e S R 2
J P RIEFT VAL PAC KD

Session Resume): JEH LR IEHESS, EF}ISE
234 EAP-FAST % )7 i A BC B2 AL PAC,  FFik
it EAP-FAST 25 [ Bt CERIAMIEHD

FE N HUR 0T WO 2 H e AR A

© WEAREAT L IR ISE 24 EAP-FAST %
J i i B2 AL PAC

o BEHRFNAT EAP-FAST 55 I B
Gy A P e T, AT U N AL
PAC FZ B ] B . 76 L T8 B
PAC 3. 4R} ISE W 213 3 (K454
PAC I}, 2HATHAT EAP-FAST S5
WERI S B,

X ER
OOB TrustSec PAC , #5113 1T
2 EAP-FAST A )i PAC , 2 53 TW

1% 2Rl ISE FH/E RADIUS (X IEAR & 25

S8R} ISE nJ F4E RADIUS JIR 45 %% F1 RADIUS ACHE R %5 %8« FHVEARHE RSS2, JHRLISE M &5 N
AR5 %% (NAS) #2525 A0 B uE A MK SR PR X B sk 5 ke 2 A58 RADIUS AR%5%%. S8R} ISE #2215

RIES R R L AR ] 52 NAS.

S8R ISE v RLF I FHAE 2 AN RADIUS R 4525 AR EE AR 45 4%« 48 7] LLZE RADIUS R 45 2% 741 il
FH I AR BC B (1413 RADIUS %548 . External RADIUS Server UL [ 23 51 H 45 CL 78 SR ISE e X T
fHME RADIUS HR%5 %5 o S8 nT LA At i 2 aE 10, AR i 44 ) Bl b W 5 R] s AR i 42 B R i I 4 28 LA

8



S8 |

B =m0 raows s s

RADIUS JIR55%% o £F i B 55 473 56 1 SRS RIS T~ 00 U] () B 473 56 UE Skemes vhr o #8534 ] LAMSE ] RADIUS Ik 4%
PIEHHACBE NS RADIUS R4S 251111 K .

RADIUS Il %5#%)7 %) A RADIUS-Username J& BI04 LLEAT RADIUS G561k . 1XFiis 44 ik
EAEANIE FH T H] EAP-Identity J&PEIK] EAP B 501 . RADIUS B 4545 )\ RADIUS-Username
JEMIREUH 44 5 WG IL & RADIUS JR 4548 17 Z1 I 45 e 1= FHIBR H P 44 . XFT EAP S 5k,
RADIUS U555 )\ EAP-Identity J&PEZRINH 7 44 . K AT {E EAP-Identity 1 RADIUS-Username {
AHIFIIE, A RADIUS JIR%5 2%/ 75111 EAP BB B0 UEA 2 )

i & 4 EB RADIUS AR %558

1B HE B ISE A e & AMH RADIUS IR45%%, 3 ) 458 RADIUS IR 452855 ks k. I Llg X
R B IR () R B 23R R B

FHia Z |l

o SR TCTE BT P S e AT v B 8 1AM RADIUS IRSS 2%, T 4568 RADIUS RS 2% 541 316
HlcE A B AEA T G152 () RADIUS R4S 28 SR%J5, a8t n] LLE B 56 31F S m R 4 FH RADIUS
R 22375

© BPATLUMESS, B AUS B IE BE D BRSO

L1 AENEHSEGUI H, HiliskE Kbs (=), ARJGEHF 1 (Administration) > M4&#E & (Network Resources) > 4p
ZB RADIUS BR%588 (External RADIUS Servers).

A Y% W7~ RADIUS Servers Ui, Hrb A& ORISR ISE e LA RADIUS JIk4s #8513 .
SIE2 il Add RIS N RADIUS R452%

HIR 3 R ERE AN A NAE
IR 4 il Submit DLLRAFEAME RADIUS i 25 75 B

E X RADIUS R 552855

JOFR} ISE H1#) RADIUS 45 28791 RV NAD ik (135 sk ACHE 2 /M55 RADIUS 4528, thaha
RADIUS 55 284 ab ¥ %75 sk 0K 45 IR B 2 SR ISE, Bl BB ISE 2K W #% & 2 NAD.

RADIUS Server Sequences UL [ 41 tH &7 R ISE w7 RADIUS %548 741 fEdb T 1,
AT LAAIEE L g4 e 1) RADIUS iR 55 43791 o

Fia Z |l
s FETTURCRE P 2, RSN AZIEAR TR ST, I HAZUs D 58 AT RBERE 10— AN 4 H P I
%o

o BPATLUMESS, AU B I B D SR S L

B &



a1 1sE 7524 TacAcs+ kEz i ]

L1 ENEHSE GUL H, Hi3RE Kbs (=), Rk B2 (Administration) > M4& ¥R (Network Resources) >
RADIUS AR %5 285%! (RADIUS Server Sequences).

FIR2 pidh Add,
TR 3 M R A NAE
PR piih Submit LLLRAFZHT T 500 (1) RADIUS 55481741 o

B ISE 7 & TACACS+ KB % it

JORLISE 7T BA7E MAMME TACACS+ IR 5w AREE & ity S HVEAREE R iy, SRR ISE ok H
W 2% Fe ANJIRSS 2% (NAS) I UM I6AIE . S BURN T 238 SR I8 X 81 SRk B K 24N TACACS+ IRS5 3% o
JORL ISE #5217 3K 1 45 W4 45 JLiR [P 48 NAS.

“HhH TACACS+ R4S %7 (TACACS+ External Servers) J I 51 H1 T 48 CU7E R ISE & LI BT A 4k
i TACACS+ 55 %% o 18 mT LT FH i 8 2 32 0K M40 42 R AN/ sl i B4 2R AR TACACS+ s 4% o

S8R} ISE W] LU 78 24 % 6 A58 TACACS+ HR45 28 MAREE A P . B E 2 S /MBS IR S 2%, #5nT L
i TACACS+ MRS #% 75 T AR ZTEAE ., 1ESHTACACS HR4s %751 1S T

fit & 5N ER TACACS+ fR %5 22

1B WE R ISE HAC B M5B TACACS ARS- 2%, A 4K TACACS AR4s 254k KiK. 1A LLE
SCHBIR S R R 32 223 (K IR B

FHiaZ |l

o TEANBEAE SR A FH AR A AR B K A1 TACACS RS %% . 1ML 20l 2 TACACS IR 2%
JFF L B A A IS AE AT 1 4 1) TACACS JIRZ 4. AR5, 1k ml LLLE S s 42 v i
TACACS k4525751

o BT LU MMESS, BSOS B R G B 5

S FRBHISEGUI Y, Fdiskes Wis (=), RJGikde TIEF O (Work Centers) > i& % & (Device Administration) >
M 4% 2R (Network Resources) > TACACS 4MERBR %588 (TACACS External Servers).
Z 0K R TACACS 4MERBR 5588 (TACACS External Servers) T, Hoh & /8 AL ISE & XA TACACS
il &SI

$IE2 RN (Add) LA In4h S TACACS k%545 -

IR 3 MR A A AR .

FE A4 RGLRA (Submit) LLERAEAME TACACS Ji g5 as e .

|
|



B recacs srmmssnE

TACACS+ 7N ERBR 523K E

S8 |

R “TACACS #MEJIRS#%” (TACACS External Servers) JfiH ()7 Bt . 78 B&} ISE GUI 1,
iz s Kby (=), RIEiES TEH 0 (Work Centers) > i& & 232 (Device Administration) > P4
iR (Network Resources) > TACACS 4MEBAR %588 (TACACS External Servers) Ui[fii

% 13: TACACS+ SMET AR S 2R B

FH

fEMfERE

YK

1 N TACACS+ AMHBIR S 4% I K

A

i\ TACACS+ Fh i 55 25 BB UL

Host IP

By NIZEFE TACACS+ AN RSS2 1 IP Mtk (IPv4
Bl IPv6 Huhk) &

R

I NIZFE TACACS+ AR5 45 1R 3 150 g 1]
50 49,

Timeout

$g 52 R} ISE 2543534034 TACACS+ JIR 4580 W (1]
. BRER S Y. ARUEVERN 1 4 120,

Shared Secret

AT # T3R5 5 TACACS+ #P IR 4% 2
R WRECE AN IER, WERK # TACACS+
AN IR S At A

(UL

TACACS WIS SR PRI 23 15 5 1 G A TR AR
e HOIERRRER: . AR T A
T& i v] g R 2 A TACACS+ 2 UG [
TCP i%E#:. JERERAT I — A T2/ i KL )
A~ TACACS+ & 1& [1#7 TCP i%EHe . TCP IEHAE
TG Z G KA.

TR A, AT DAIE A BREHE (Use
Single Connect) & EHE, XT3 & P58 v HU7H
.

7E X TACACS+ AR 585 =51

SO ISE () TACACS+ IR 48421551 e NAD R 1 SRACHE B 413 TACACS+ IR4-4%, Ak
B TACACS+ IR 45 282 A PR %% Rk 45 45 B3R 0] 22 JURL ISE, B 5 JEUR} ISE 20K mi N #% /& 25 NAD.
TACACS+ R55%3 74 L im 41 48 A2 B AL ISE g LI ATH TACACS+ 452374 (ELbTm L,

AT LLBEE . ek & ] TACACS+ R4 #8741

FHiaZ |l

o BNVAZACHRSS . R ISE B BEOIZH . Vi el G« AURR BRIAT — DN EEA T i

7
88



Tacacs: iz EFsieE |

o BEPATLUMESS, U AUS B I B SR S PO
* WIRIEABEAE TACACS+ 5543 181 A T (141 & TACACS+ i 554 £ o

L1 AARISEGUIH, HiiZks Wbs (=), RJEIESH TIEH L (Work Centers) > 1% % &2 (Device Administration) >
M £& 2R (Network Resources) > TACACS 4MEBAR %5 838 /¥ 51 (TACACS External Server Sequence).

SIE 2 S (Add).
SIB3 WA .
SEA LRI (Submit) DLARAE H T 505 ) TACACS+ RSG5 23741

TACACS+ AR B2 FHIRE

TNERANH “TACACS IR&5-475)” JUH P 7B EAFHSEGUI T, Huilisks K (=), AR5k
¥ T1EL (Work Centers) > i& &2 2 (Device Administration) > i€ #& % i& (Network Resources) >
TACACS AR %% 2255 (TACACS Server Sequence) H[fi .

3R 14: TACACS+ BRZ B FHIRE

FH EREm

ER N i N TACACS IR S5 #5317 51 1) 2 B o

] i N\ TACACS ARBEIR S5 #5240

55 #5511 W] 512 e P2 T 5 1¥) TACACS AR BT AR 45 7% o

AT PR GTE “IMH TACACS+ i
457 (TACACS External Services) U [fific &[]
TACACS fREER #5112 .

A% ] (Logging Control) P SRR LS Y H S A -

o “ARULTHIR” (Local Accounting): 19271 &
FH AL BB %1 K I IR 5 20 %

o “EFETFIR” (Remote Accounting): 97
LR A BE V6 13 SR B AR 25 il R

|
|
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B msriams

FE fEHEm
“F P 43127 (Username Stripping) FH P AT 4 i S 125 -

o “RIZFHE” (Prefix Strip): 1% 1 5 HE L
MHIBRH 2 B RTS% . B, Gn s 3 4 e
acme\smith, Z3BEFFHR\, WIH = 4478 1k
smitho ERINZFBEFTF N \o

o “JEZEHE” (Suffix Strip): 126 H IR BEHE DL
MIBRH P A a4 B, R 3R
smith@acme.com, KA @, WH 4%
J& smith. BRIV AT @-

P 4% 177 18] Al 55

W9 2815 ) M 5560 5 1 R ) B 00 B0 UE SRE 45 o Rl LA Ry AN [R] A 2 4910 50) st B b D9 28 5 1) Bl 55 491
Wi, 4k 802.1X. 14k MAB %5, ZOIEE ML UT MRS, THACE RPN EIR &7 5. R)E,
M “IRMEEE” (Policy Sets) T [T Fic & Y 25 17 ) T W 1 WA 2855 1) IR 45

A W %177 18] 7E S SE 1T B Y

FEVFRIERSCE SCT SR ISE AT LU T 5535 3R 5 ) 194 2% B8 st ) e 26 38 A5 RO B SUER o SR AR B0 Tl Ml
G5t — AN N TG L 5 00 U U SRS AT S RS LS . SRV M I IR 552 — NS e i &

B R S T SR 6 52

Allowed Protocols Services UL 41t T &A1 I I R VI B SUIRSS o SR ISE HR e SC T BRI M 4%
i A 55

FFa Z Bl

FETTORICRE R 2, S A% 48 1 T B O Bk (1 B3I 55 IR AR

 HERARTENAR DR ISE SRR " Fy, LA S0 U0 R SR I AN A AR A 12 SRR
e

« PEAT “PACHEIL” . T RAEEN BB HITHRE RN, LA DU 5 4510 P S
- R B XA R

LPATUU M ESS, B AU BT B AR ST BL L .

HIE1 ELFEHRBE (Policy) > $RE&ITE (Policy Elements) > 58 (Results) > & 381F (Authentication) > 2B
(Allowed Protocols).

R SER ISE BUE NAE FIPS B RigtT, WIAELEYMLSAEERIA TG O N AL T2 HPIRZAS VARG &

$£1B2 5l Add.

B &



EREE TSN |

PR3 AP E L
PR TR P24k PR 2 1) 5y B P SCRI 30T
P WIRBIEFA N PAC, 1EHHTIE 2 L HE.

%3l Anonymous PAC Provisioning, #8220 [A] I &4 LN WA N #75%: EAP-MSCHAPv2 HIA] 47§ £ 473 56k )
WAl A AR (EAP-GTC). 73R, EHSE HSCHF Active Directory 1E 4 T HHLE 0 B (1) S M & 405

FB6 Kiddi Submit LRAFFRVFI RIS -
FEVF IR PSR 55 7 5 BRI U 1) 55 473 B8 0 S T o S 7 A SR 5 o 5 mT LRSS 5 1A [ R R
TETLAE T LB 7 ] P s 8y 4 473 501 SR

WA H] EAP-MSCHAP 1 4 N #5779 4 PEAP 8%, EAP-FAST /i3 F EAP-GTC Ml EAP-TLS M #5777, W ISE 2%
TN L R R S 3 EAP-GTC W57 1025 —AY EAP-GTC 1 A A% 2% F i Z HT,  ISE AT & ik
PESREME LA B FE SR GTC % h5 AEAT LSRN 1 #E . BEAP S 50 1UESE T EAP-GTC. Wi EAP-GTC W57
R P b4 H EAP-TLS B4t Vhed, WIRGA S FIRPAT S0 FERS . W1 B 07 ) SRS L T EAP Sy 0 IE
JEPE, BT RES H IR G R, R SER EAP S S0AESE+ EAP-TLS, {HE T S SkIE A2 )5

R M43

WG N, FHLAS R Z W B4 T HAE R M4 . s s Rl 01, I B
RADIUS WX FHEAESmdLa], 15 R ISE i skt FH 7 8E4T B A0 B A R AN

B ISE MR HE T RADIUS PS4 (1 PSS R W9 4 e NI FE o
A& FA EAP B9E-T RADIUS A9t
AMILE EAP (5T RADIUS FIHMCEL S LA R BpM:
B G KIE ML (PAP)
* CHAP
* Microsoft JiRH147 T & 4 AL B A 1 (MS-CHAPv1)
* MS-CHAP it 2 (MS-CHAPv2)

#£F RADIUS &93F EAP 330 1E 12

AW NEAEH EAP [T RADIUS BB EIF. 18 PAP S5 564F 13T RADIUS KA LA
FREFPHEAT
1. EHUEREEMEER L.

2. M%) BRHSE Rk & i@ 1B H AP (PAP. CHAP. MS-CHAPvI 5 MS-CHAPv2)
] RADIUS J& ¥ 1) RADIUS 53K,

3. JAFLISE 1 H] B A A7 X B Uk B E

|
|
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B =esonirmy

4. JUFR}ISE [m) 2% B 45 K% RADIUS i (Access-Accept BX Access-Reject) , 4K 5 W48 8 5 K5 v
FH 11 [ ¢ 35 o

TE B RAEH EAP #)FET RADIUS #5403 5630E .
7- FMEM EAP 895 F RADIUS B 51 183E

w o

Identity Store

239657

Network Device

JORFISE SZEFIIAE EAP Pl R :

SR B B BN
PAP i AU 42 T 4 F P SR A o HL B ) 5 77 . PAP S5 L 2 il s, 2 de i JR i) &
BYBGUET L . PAP ANJE SR S I0AE v, R LT Teib i s &2 3 At .

SR ISE TR T RADIUS (F) PAP 5 43 I iF
JEBL ISE ARYE 5 0 706 XA 75 ] 2 44 RS R, T 3 HL e X T B 0 T e % 1z

LT LRI AS [ 22 4 00 N T T JBRE ISE LU A AN 25K o PAP M) U Tl . RS 0 i
UERS, BRHISE IR [IGIAE R A0, BB ISE K5 IR sln Aok T S 2 — bl

KA TT SE T AR AR R o [RIk, AT DAY B 56 16 S0 B0AIE 7 VR AT 7 AR 45 4 48 7] LAZE PAP
2RI B E% 7. RFC 1334 52 X PAP,

JR}ISE 3 #F3ET RADIUS UserPassword J& P [F#5#E RADIUS PAP 5 3% 1iF . RADIUS PAP £ /3%
WES BT S A7t X AR 2

RADIUS PAP & 43 50 1E R AL 45 10 5 e B AN I i 243K

SR T B 0 Bk
CHAP 8 ST S AL, e o2 56f i R EA T BRL [y i %% . CHAP A S8R ISE mI LM S5 22 4 (1) i 2% AL
N B RIS, AR AL %S . CHAP i EE (A . Wiif
4 F JBRL ISE P £50ds i EAT B3 Sk, & mT LU PAP 8 CHAP. CHAP ANidi T Microsoft Hf
H¥iPE. 5 RADIUS PAP #HLt, CHAP n7E B 47 i Bl AAA & i (R85 1 1) 2 2% 84
BSEILE m e A

B} ISE 37 % F RADIUS ChapPassword J& ' Fr#E RADIUS PAP S 473 464F . A} ISE A H#
FH N 5B 5 43 FEREAT RADIUS CHAP S 56 .
Microsoft Jit )42 T 5 4 Bk WA 1

JUELISE S #F RADIUS MS-CHAPv1 S 56 iiE A B 50 % b5 D fig . RADIUS MS-CHAPv1 A3 75 AN iR A
S % i I HE:  Change-Password-V1 fl Change-Password-V2. [EE} ISE A7 FfFET RADIUS

B &



Microsoft &itEF & #wiEmiutig2 JJj

MS-CHAP-CPW-1 J& M) Change-Password-V1, {37 55T MS-CHAP-CPW-2 J& 1)
Change-Password-V2. LR S FF RADIUS MS-CHAPv1 & 473 50 UF A1 5 (4035 5 D e«

© WHBLH 3%

* Microsoft Active Directory & 1/} /%

Microsoft TR T & 4y 561 W iR A 2
RADIUS MS - CHAPv2 5 43 56IF FN B i 25 A T 852 UL T B0 SR U5 S0 3
© WG 03 EE

* Microsoft Active Directory & 1/} FFE

T RADIUS &Y EAP 1143
EAP $#&fit T i 4 e HELY, SCHESFI S IIER T . A A4 SO R ISE SCREW EAP J7i, & R4
ES
B8 Ay EAP 753%
* EAP V%2 5
« B EAP

{5 F B HL ISE BR 55 25 IE B 1T R IER) EAP 777%
* PEAP/EAP-MS-CHAPv2
* PEAP/EAP-GTC
* EAP-FAST/EAP-MS-CHAPv2

* EAP-FAST/EAP-GTC
B T S i, SR AT AT IEF AT AR 55 A A S B SRR EAP J5i

T RADIUS &) EAP B4 3632

HEGRRAEGRAE T [ EAP, WITTAG RS BT #8 20 AT EAP B g LU E WA A P> B AR
EAP Jji% (MALRAEE I OL MER NI o 5T EAP IS (0 b4 DL T Rt A T

1. ENEEE MR L.
2. M FEHLAKIE BEAP 15K .
3. EMLm ML &R BEAP MR

4. ML LN NI EAP I3 325 X RADIUS Vi ik (fifi il EAP-Message RADIUS J&
) JFRE Ik RADIUS Vs [ 17 5k ko ik 2 R} ISE.

|
|
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B o mrsvnrm-sanss

5. B} ISE Mtk RADIUS %04l 320 EAP MmN, I HAIEDH EAP 153K, K dLE%E X RADIUS ¥
i) Ui (W2 EAP-Message RADIUS J&1) , REFH LK IEE ML K.

6. B FLI EAP 15 R IFKs H R I% 2 4L
XA, EHUNUEEISE shIAl AT # EAP i 5. (liid RADIUS A4 ) 2 b4 e 6 ) o LAy 5 UAg
Bl BAP MBS P LUR T 34T S KRR AR EAP Jrik.

RS EAP T KOt TAR S AT 52 B 5 0y B0 T s OB o 2 SR P B3 v R LA EAP 5 3 B0 i
Jrikite 25, JAREISE A B0 AR UG ) AR

JBHISE i 1€ 5 B E BB R 5, Sl 2 e (i Ham 28 ) 241D ik 3% A RADIUS
Access-Accept B, Access-Reject 1 EL[f] EAP-Success 5% EAP-Failure i /5

T BonE ] EAP 13T RADIUS ) 543 5 AIE
[E 8: {EF EAP H9 5T RADIUS B SH T8 T

w o

Identity Store

230555

Network Device

Ay B UE - AR 5

A SO0 U PRSI SR B 5 (EAP - MDS) 3L 9L 2 7 0t SN UG UE o R4S 1) 25 iy A I Bt AL
JFH) o B it (7 M N A L MIDS s 5 i) A A ASE S S o T AR AT A 25 ) R )
N, BT AZETF A LA, EAP-MDS & %8 % = i iy o AR MRS AR 56AE, Br LAt
Ko B2 . JELISE SCRFIVE ISE W& 3 FE I EAP-MDS & 561k . /£ H EAP-MDS #%
B, ESCRF BN

BT e S AR B X

HET, SR ISE QUK AT 8 S 30 0F i (LEAP) JT T JRF Aironet 046 M 2% . i AN 3 FH %
T, BCE AHAT LEAP S0 I 1 SR Aironet 52 & 7 S o207 0] 4% o G SR e SRR}
Aironet $ 2T 72 S A FAS A (0 B AR B CBltan, T4 i 5 A e i AR i 2 2 4
[EAP-TLS]) , AT B4R F bk 1

\)

ER W R Sl Network Devices #4352 LI AAA %5 /7 545 ) RADIUS CEEF Aironet) ¥ 45, )
DA H LEAP. EAP-TLS B[R] FIX I 5 U8R Aironet 7 8 LT B0 B0 AIE

SZARAI AT R S A B IE B X

ARG AT S 50 UE VS (PEAP) S AR B Sy 90 UE, 1 DR 2 52 Gt 1R P A I AR B8 P A s 4
P, R IL A SRS (G M) (R Bk, DL A A o A kL. PEAP Y
IEEE 802.1X #n#fEF1 RADIUS Py A2 R} ISE #1385 43 5 31E Bl -Microsoft i i #2 T4 4y
I UF P (EAP-MS-CHAP). W9 J&& 5 43 5 ik Hip il -1 FH A K (EAP-GTC) Al EAP-TLS W #B7743¢

B &



e peap wte s I}

£ PEAP iA%< 0 (PEAPvO) F1 PEAP hiiA 1 (PEAPv1). FR2 4 R45% /i (SSC) i3k 77 S #5 R
ISE SZ 515 PEAPv 5.

{EH] PEAP [fIAf 35

1§ Fl PEAP X254t 3: PEAP UL TLS JyREat, M TLS 3ujli) 2, & T KELETHE,; v ANK
AN R s EAERRE N R IE Gy B RTINS TSR BN R e SRR B

PEAP WS 2 FE I K
PEAP S HFIXLEiE R )7
* Microsoft B % )i 802.1X XP

* Microsoft PN & % " i 802.1X Vista

o BB 2RSS % P i (SSC), 4.0 it
* Cisco SSC, 5.1 il

* Funk Odyssey 17 [ % 7 i, 4.72 it
* Intel, 12.4.0.0 JiX

PEAP th 3L 2
PEAP <& v LAy =365

1. BB} ISE AN ZE4R 7S, TLS Pl JHAlISE 3Rt HAFP, (EXE AL, X2 F BBl ISE
B s A DL s g e ) i

2. BT VA e B N R B R

* EAP-MS-CHAPV2 3771 - EAP-MS-CHAPv2 33t 78 A w7 Sk 1017 L T 76 B i N 45 %1
?&%E’J%~’|\?ﬁﬁ @é.\—‘a’ii”?ﬁ)’zo EAP-MS-CHAPvV2 W7 kS e i Dy g . v AR E
FH AT DLl o B B ) P S OB RS R . P B A BOAIE 2R B2 S B ]

* EAP-GTC W #8757 - PEAPvVO #1 PEAPv] )01 EAP-GTC W77 SCRFE K 5 A SRR
i ] EAP-GTC W #5751 PEAPVO. EAP-GTC S5 i i IR, nf LAKCE )7 i) DL
TR H ] OB KRB T B 6 UE SR R B2 I B PR A

* EAP-TLS 712 - Windows 4 B 175 3K 5 AN SCREAE G B G R B B, X 455% 0 EAP-TLS
Wik, fEf RIS, JERHSE AN PEAP S /0 Bt FE@IBEERT, JrBiai%
I PEAP ST (S 8E4T T4E. 76 PEAPVO 1, ZRZGUKMIFR EAP-TLS Bl ufs 3k, e
PEAPv1 "', EAP-TLS $dli e fREFAAS

< YRS RAEPMNEAL, K. (i (EAP-TLV) # & - EAP TLV £ (e AL I R FEA AR
EAP-TLV $udls (a2 b Sk K15 DL T 7EREIE A% 5 o
3. WIRSTECBRINET %, ULz Ry 175 A DA I

% i EAP 1 B IR 23 T RADIUS Access-Request i 8.1, 11/l %5 %% EAP 11 B 454 % T RADIUS
Access-Challenge 71 5. H' . EAP-Success 7 & 1A 24, T- RADIUS Access-Accept /15 5.4« EAP-Failure
IR T RADIUS Access-Reject 148 1. 50 /it PEAP ¥ B2 33 % 7 RADIUS %}
i ¥ S o

|
|
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B oy Es0niEnis-BiIR SRS RE S HWIE (EAP-FAST)

\)

R Rl ISE ERTE PEAPV] il AN EAP-RINEL EAP-RINTE & o WHEAR D40 A % [R5 5 45
TLS #dis 7B PEAP ZdlE A,  DAARIA MR i Zh 8 U0 &

AR G 47 B0 A P - k2 4 BRI ) RS S Sl (EAP-FAST)
AR G A B0 AL P - L 2 4 BRI ) R GG B A B0 AIE (EAP-FAST) & $2 (51 B B 43 56 AE A i J e e
EHSE S BRI ) — B G Oy IR P o BETE TR I T3S 55 S I E k. IR 2 R
F7 ) SEIE (PAC) 4H, FH X6 P i AR 25 28 BEATAH B S 0 I0AIE,  [R] I ERITBEIE 22 42,
EAP-FAST (P13
EAP-FAST #H Lt Ho At B 43 500 PR B A L N A 34
o M B BOAIE - EAP R 55 3% 0200 RE A% B0 U X SR 1) B A RS, 1y ELGH SR DA 20 RES B0AIE EAP
AR 55 7 P LS
s A B F IRt - VF 2 SR B0 E P T SR A A 1] EAP JIRSS 2% W A M 42 (k4 e A sl ey 1
R TN
o {EPUHP A AN B - A ELGUE PR YRR I, WSR2 BH 1 RO 3 AE XS SRR EAP R 45 %% 2 1]
(RS Rr e lR R EC TN =S
o MR SCRFF 2 AR 200 S 3 00 Uk 32 0 9G4, 451 MS-CHAPv2., B AR (GTC) M
fth - EAP-FAST J& — P REHELL, SO R—IRE SO 2 AN st
o PERACE - AR T, KPR TE S YRR ) P YRAT B . EAP-FAST Aiff (9 4% 1 v il {5
REME I /D VSRR A H
o T KPR BE Rl /D 5 03 B0 AIE AR 55 2% (KB 7 B B AR AR B R - X R B8, WA V2RSS s
FE B LA AR SO IAE IR SS 2% BUAL, AR BEARRS AL, AT ] — L =R (R
bEIE 2, S e P 4 R R R A W 48 7 R BRR 11 )5 sIEASAH [A] . EAP-FAST {2 3806} 25
PRAE ] — AN o I LSRR, [R5 2 dae R B B Dk 2D e A 2 S A7 RN B 1) 4 FH P R 2%tk
K

EAP-FAST i
EAP-FAST VMU FEUA 2 i LA T B Bl

1. UAECRY B - BREY B EAP-FAST MIMILARY B, AEMLEN B, REAE FH ER ISE e &k 2 R 3L =11
NUAE PAC P R — i 2 U P X 45 4

2. FESTBERIEMBL - & ARG Sl i AT ] PAC #0740 BRI S A AT S BRI . REERE
A58 FH % 108 35 R FC 0 135 I S B JE L2 M R AT ek

3. GUKUERT B - S I UEAEREIE AL, LA AR R TR A RS R I 2l SR ISE SCHE
EAP-FAST JitA 1 il 1a,

MIAEB Rz F/EH MAB

WP HCE LUR B, TR SR L E MAB.

B &



maegsigzammas [l

FIB A iR 2 B 7 T BAT ST B BRAIE I K MAC ik o AT LAV DI 6 28 3 w1y 20 A1 2 IR 25 11 501 20 BT i L 4
Ui o
P2 MIEIEERNL % (PAP. CHAP 5 EAP-MDS5) i [H ¥ MAC £ BF S0 6] el ) 24¢ 152 9% I 38 S04
a) WUGEPEEIR (Administration) > 1 £%%& (Network Resources) > 4% 1% & Bt & 32 4 (Network Device Profiles).
b) siiiAIN (Add).
) BN G T S OB SO SRR AR
d) MEEIE (Vendor) T 7813 sk BN j 44 FK
e) Ve YA RPN . W B4 S HE RADIUS, 3% RADIUS 8l 15 W 2% 4 45 e &
) ¥ REBMHIEIE/R I (Authentication/Authorization) &, & 2 BRI AL J@PE5 44 F1 ML A $ AT ERA
W .
g) {EEMERK (MAB) (Host Lookup (MAB))HBSY, kAT LA T 541
o QOER LA R - 3 b AT A DL e SC 2% 6 I B SCREAE SE ML A FR RS B

AN TR BRI PR 099 45 8245 R ANIRL T 5T MAB SRt ARAE e 2R, A A P i A 24
(Check Password) & EHER/S A& EMEN &5 1D ZF MAC it (Check Calling-Station-1d equals MAC
Address) 5 IEHE.

* 1l PAP/ASCII (Via PAP/ASCII) - i H1 1% 53 WEAE v] fic & SR} ISE K X 45 1525 e B SO T 1R PAP 15 SRAE N
— N ML A SR AT RS

« it CHAP (Via CHAP) - % FPi% & e ME v lic B JER) ISE H4 0 48 5 25 it B S0 E b i b 2 SRR — A BHLE
i sk AT R

* il EAP MDS5 (Via EAP-MDS5) - 3%+ Ji FH W 4% 3 #5 BiL & SO T EAP (1) MDS5 #0351 5 4 B0AIE

h) 7£ “BUR” (Permissions). “FZAUE 4 (CoA)” (Change of Authorization (CoA)) FIl “F g 1] ” (Redirect) 755t A\
Praa RS, AR5 AR 32 (Submit).

A7 R E SCNAD FL B SCPFIE R, 352 0 SCRF JBRE S0 I 55 5 156 16 0 208 F N B 46 DB S Ao

B3 EEHISEGUI H, HiEZRE Kiir (=), AL B (Administration) > M 4% %R (Network Resources) > f 4%
% & (Network Devices).

FB A LA MAB [, 5 AhiiE (Edit).

PURS (E “LK " (Network Device) U, fEiX&ECE I (Device Profile) 78R HIEFAE D IR 2 o Bt 1 W 2% 3¢
2 HeE A

FIE6 pidiRTE (Save).
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http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
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B /s erizemmvas

\)

AR T ERINAD, MAB RIS/ 7 G G S b A RS RAUE AR o IXFELEAE ISR NAD I,
ISE 1]l MAB G50 UF 5 M 4% B 30 UF X 43 1K . 7EHE2EqE LA NAD 1, MAB S 5E 5
WY 268/ G A B A AR TR R R 25 28 A PRl s IX AT RS B U ) S Hh B 2 A ) . 4
PR DARNE & LA MAB,  JRATT U HC B A (R SR IS N, DU AR 185 B 0 2% 22 4
ANZZR . B, RS FTEIHUE R T MAB, #80] UL E FRACRIS N, UEF7E ACL
¥ MAB FRAEITEST EPHLEM S 1

NE#z & B H MAB

FLUPHCE LR i EERH I E MAB.

FIB A i 2m B e b B BT B IR AIE A A I MAC Mk o o] DA X 6 4o m b 20 BT 2% IR 45 1 320 B i b 2%
i o
PIB2 MEIEHE % (PAP. CHAP 5 EAP-MDS5) i FH 1 MAC S 4 A IESS B 9 2% 152 % I 1 S0
a) {EAVEFHISEGUIH, Hilises Klbr (=), AREiks BIE (Administration) > Mg #5iR (Network Resources) >
W 4818 & B B 304 (Network Device Profiles).
b) didfhn (Add).
) HNI 8 T A% L SR SRR AR IR
d) BB SCRF PRI R EAE . WA % S HF RADIUS, 14 RADIUS L5 W4 i eG4 H
e) ¥ EBMIEIEMAZIR (Authentication/Authorization) #7y, & & HIEEMZRAL L JEVER 2 A EHLA R T BN
W .
f) 7EEHEHK (MAB) (Host Lookup (MAB)ERS:, iHHAT LA N4
o MOFREHLA R - 8P S IR AE DL S 2% 44 SO AE R ML A R IR R B

PRI B4 2R, Oy A A Pp ik T AR B HG (Check Password) 2 % HEF1/oi A& 25 PERL 35 1D ZF MAC it
1it (Check Calling-Station-1d equals MAC Address) & EHE

* j# ik PAP/ASCII (Via PAP/ASCII) - 3% "1 1% 52 e AE ] ic & SR ISE K 0 2% e 5 e & SCAFHH 1) PAP 1 3k AE A
— A EHLE R R TR

* JBL CHAP (Via CHAP) - % 1 i% 5 BEHE v] i & JER} ISE K 90 2 4 46 T B SC A b i i sk Ay — A WL
FRAH SR AEAT R
* J#id EAP MD5 (Via EAP-MDS) - i H1 5 F W 4% 150 £ L & SCF-5E T EAP 1) MDS 5081 & 50 00F
g) A “MUPR” (Permissions). “4ZHUE K (CoA)” (Change of Authorization (CoA)) Fll “FZ 1] ” (Redirect) #5734 A\
P IS R, SRS AR AL (Submit).
AR B A € X NAD BEE SO IE R, 15 S 0 SCRE RS 00 IR 55 5 1 1R ) 48 F N B I B S0

LB 3 AEMEHISEGUI H, HiliskBE Kbs (=), AJEES B3 (Administration) > W48 %R (Network Resources) > W4
1% % (Network Devices).

B &


http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf

TrustSec 2244 .

$IB 4 EFE I MAB %, K5 S di4wiE (Edit).

PR E “MLIRK” (Network Device) DU, LR & BCE L (Device Profile) T H741Z Pk FEAE 2058 2 o 6 2 1) k9 25 15
F BB ST

PR 6 A RTF (Save).

ISE #[X %5
HKIP G S BAUE T RERIE R, 1ES G S0 KE T g

TrustSec 2244

JOEL TrustSec fift ¥l 5 S 2 G AT I 25 B 45 2 M 22 W 4% o JBRL TrustSec 2 H IR &
HE AR A W EEAR) AT J A I 3E . TrustSec zx M4 2 [0 B AS th N 2% . T R s 3 e Ay
I 28 12 SR T WLEIEAT RS . TrustSec fif ¥R 5 S AE HITE S 3 56 ik AT SR ER e 4 R P & 4y
o RT3 N D0 4% e 25 ot B AT 20 SR B e At o IO 0 20 R AE £ B 10E N TrustSec M
25 AR e B AT AR, AT AT CLIERR UM B 0, DA B A0 Y H 22 2 1 R0 LA SR s 4%
o BEFRZEMFR N A FRZE (SGT), SR ISE nf il i AR 28 A i i & 7E SGT _EHATHAELLIL &
e, AN STt v 42 ) S S

T SR TrustSec P44 2 1) — N7~ il

9: TrustSec 2244

r— H;therﬂi:i:téc;n
F ol \\\__
0

Eﬁa _—
\-,:‘_'_ SmtchE a—

~._Cisco TrustSec .~
Switch et
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https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-63825
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. TrustSec 4014

ISE # X %5

A RANTAE ] ISR} TrustSec fi b 946 73 BOF i 2 AP A5 B, WS AL ISR} TrustSec fi b1
2%y BUMIHE T~ SR 1R AR 32 o BORUE R} TrustSec $ 2 AL M S

A KB TrustSec V- &5 SCRAAHFE 56 85148, 152 [ A} TrustSec - & 3L FF K . http://www.cisco.com/
c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html

HIIEH T TrustSec M2 R ORI 524538, 15 S W A E TrustSec.
% TrustSec #1 X YR 56351, 1S4 TrustSec £L1X .

TrustSec B4

TrustSec HE ZEH U5

o WL ASHEATE R (NDAC) - 7EZEAT ML, SR, TrustSec 2 bR 4515 %
B LA I AZ i) #6 P R S5 A 15 £ 5 SLARUF AN AT {5 BEREATS0AIF . NDAC &+ IEEE
802.1 ity 11 {1 B 473 Bk I ELHE T 7 Fi B3 473 56Uk B i -0 3o 22 A B3 1) R 35 5 40 50 31E (EAP-FAST)
FE AT i SR 50 UF MY (EAP) Jiik. UnSRAE NDAC Ffe S SE A Bz AU Yy, R Sk
j IEEE 802.1AE JNZ AT 22 &R BC Wi« R ISE i A IOSXE 17.1 FFAR A - 6 F1 A
IOSXE 17.6 JF Uit % th>F 5 $24L CTS AL (EAP-FAST) TLSv1.2.

S NFE ] (EAC) - X IEHE TrustSec 7 1 2% H P 8% & AT I S 40 G UERFE . EAC W R
BTV MG WIRAE EAP Ve S SAE R AU, R G0KE ) P B £ 73 i
SGT. HT S5 iE FFEZRLT EAC Vil J7 ik FE:

o FET 802.1X i A 5 3 0 iF

* MAC S {3 5IES44T (MAB)

* Web S50 1UF (WebAuth)

A (SG) - L VT A HI S 1) — 4 . i &R, SG 1 VR ISE A BT B e
Mo H417) SGA RIS IUH - A b, RER ISE 53X L8087 ) S 1A E B A N ) 2 422

LA FREE (SGT) - TrustSec k55 M BEAN 2 S Bl — AN ME— 16 i1 2295, HIEHIA TrustSec
BN R4 RS o A B P 2 4 A IR R D o B 0 90 TR 19 28 S AR ) e . SRR T
AL E AN ECE . e BERT, (HREnTUERE— R4 SGT R AT 1P £ SGT 1)
WSkt

LAWY PP (SGACL) - SGACL AR EARYE BT /3 BL T SG #hI U5 M ATALR » AR AN
0] LR 22 s (KA B . IR INBeas iy, R — AN N, XAt
L EVSRAF A AL PR o 88 AT DIME 5022 A 2 DA S TN BT AL PR s B ) 224 T AP

AR (SXP) - SGT AWM (SXP) /&N TrustSec IR 45 FF K —Fitipill, KN AHA
TEE SGT RIREAE K 28 B 4% _E 1 TP 3] SGT 4558 #4%3% 5 5 SGT/SGACL [ffiify:.,

IS H T % - TrustSec B8 £ 1 UKL 2 A5 AT R 45 I MDA ISE FRECHIA B Bcdl . 5t AT LAAE
B BT E R e . B AR B L AT RDET A B SR . TrustSec BE# WS R} ISE 31X
DN ¥ {E/h
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https://communities.cisco.com/community/technology/security/pa/ise
https://youtu.be/esy7nYfHMiI
https://youtu.be/esy7nYfHMiI
http://www.cisco.com/c/dam/en/us/products/collateral/security/secure-access-control-system/it-harvest-wp.pdf
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/index.html
https://communities.cisco.com/community/technology/security/pa/trustsec

TrustSec i .

* RSSEAIFR - B2 Al LUOTT T BUG ) RADIUS KRS #5103 GE TS5 uk

BEO

* B SG - Bk A S e 4l

o ST - ) TrustSec ¥ % RE% 2 AR A S VLR b5 A8 B 1 I )

o S B g (RIS - A HpILAE 28 s FITdE B 1) 11 B SCEH 0y L ACKS 5 3 Y 170 BB ISE IR 4543

AT A E SGT BT HI 777

TrustSec KiE

TRA R H T TrustSec fift ¥ 7 2105 AR K FLAE TrustSec M55 H 15 Yo

3% 15: TrustSec K&

KB &YX

#R BRI B

P 1 SOVFAH 2 B I SE 55 9 40 2 TR E A 21
(HRLRL

R LR L3 S MR 08 6 B4 e R U 1
RIS LTI 5 0V LG R

il i LR AL 1B 06 SGT XY 54 e B
i o ] 1L

P IS W o 5 6 B O B 0

I s SeREVE RSO AR T AR Y IR R

TrustSec W4

CFF TrustSec fif 2k 77 AR AR Catalyst 6000
%18k Cisco Nexus 7000 R 52 #HeHl .

¥ TrustSec M 7%

SCEF TrustSec 1) 45 LA CHF TrustSec HAE{:
FaR:. i, 7 Nexus #:4E RS Nexus 7000
BRIV o

TrustSec Ff 15 4%

TLAA SR ISE MR 55 433647 SR i (¥ TrustSec
B B A I A A S A SR 7

AH

B OB B SCEF TrustSec W &I, XL
B S ubs £ SGThrid. W& CIAH T
Cisco TrustSec fif ¥R 77 ZE [ I 2% o 1E NS A5 A W 2%
FIIEAS SRR AN
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B rustsec sst MBS AL

KiE aX
tH M I B J5 B SCHF TrustSec 34

XEHAR S BN bR . ZEA AR T
Cisco TrustSec ¥R 77 ZHIM L% . 1B HZETM %%
XA B HY

TrustSec >z RY XA A FHE RYBH

TR A AR TrustSec R TT ZE I AR ISE 4%, 87 ZESC KR TrustSec fif U 7 S IAZ LA HoAthy
HF. BRAZHALAN, BT EILAD A T35 T S O P v i #8) (FH TEEE 802.1X #3130

1 R SZHF Trustsec GEE*«PQ??%HL?A%HM‘&?H#E’J B EBCHT AR, 12 )5 TrustSec 1R &
Tt ¥ it o

,ﬁluffl' DNA I:I:' TR EI,JEﬁk

JUE DNA e a] g ft—FiAf A ISE QUS4 E A5 BERE AL, FE A —Fh e a7 205 JMRHISE $h
B 1R DNA FRyEM R ISE J5, R DNA S0 & BT 5 5 DL A ¢ e B AN oAb K o

SRR ISE. ] LUE A R DNA 0 R BLE %, AR5 i R DNA Ao A E Rl
ISE UifE, PRAIXET 6 Bon e AN N A . DR DNA A0 FUERSE w38 - e s 4
FRME—FRIH

1% B%L DNA L E 22 B R} ISE
ARk JBRLISE BUE B A DNA L iIfE R, 125 RE DNA b 2235/ o
AR P A RIE T JURE DNA A0 i R ISE Be & A9 Al A L.

o 0. BRI DNA /e E: 21 R ISE B H R ISE B H G H P AR, H R ARG E T
VEN, WS R ISE ST 8 #E U 1) .

)

IR 2.2.1.0 BORZ AT ER DNA el H R ISE CLI SKRHAT HILREE K
S8, Kk, JEURFISE CLI DA KA HR G F 42 Fn s il DA 6] . AR
B} DNA HUORA 2.2.1.0 TF4h, AP EFHSECLL,  FikEEHSE
CLI VLS #1344 Fs s e AR [

* API: @AZ0fE SR} ISE S AT RESTful lk45 (ERS) API JIjRSS . #if e R} ISE Hh 245 FI{E A
CSRF & &E LA 58 % £ 1% (Use CSRF Check for Enhanced Security) 3£ .

* pxGrid: B} ISE J2& pxGrid #5128, R DNA o2 7. SR ISE FUEEL DNA oty
Trustsec (SD-Access) 4, Hr 4 SGT Al SGACL 15 & [A)25 AR} ISE 5 EA DNA b
B RGN S . HREEISE A pxGrid FITELNE &, 1555 B pxGrid 77 /.

B &


http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
b_ise_admin_3_1_chapter1.pdf#nameddest=unique_12
b_ise_admin_3_1_chapter3.pdf#nameddest=unique_58

Trustsec 2R I}

\}

ERE Cisco ISE 2.4 S B = RA I FF pxGrid 2.0 Al pxGrid 1.0, H4X pxGrid
2.0 feVFIOAL ISE #E H A % 4 4 pxGrid 1145, {Hj2 /88 DNA
L HRTASCFEPAN LA L pxGrid 15 £

o JMRLSEIP #hl: R ISEPAN 5 B DNA Al 2 [0 B A 008 H S .. ANRel i ACHE
TR BT 2SR AL, 1P Mk AT i s

BGUE R ISE & AR AR, I, 15 AR HERR R DNA Hu0 1P,
* SXP: Bl DNA HDATTE SXP. 0] B ALK AR} ISE 32 R DNA O FE8 W 2% I
Ja H SXP, LIMEEE}ISE 5%H Trustsec (SD-Access) fii {4 37 158 11 W 45 15 & AT I 15

\)

ER 7R R ISE SRS AL B O SCEF Trustsee I, Bl R ISE 5 R}
DNA AR ST, 520K S e 4515 s L A SXP. SXP A&
Trustsec 5 3F Trustsec W52 A4 1. B©AE)JTH T Trustsec [#14
2RI

* SR} ISE SR IIE13:
o JOBL ISE & B 3R 15 A 20 AE A I 5 4 Bk Bl SAN H AL JER} ISE 1P 8% FQDN.
* SSH %8, ISE SSH vjj i 88 F DNA 0 5 8 F} ISE #HIE B A S HF ECDSA.
* JORIDNA 1.0 B B2 AUE T 20 HAT cA:TRUE [FEARZHY & (RFC5280 43 4.2.19) «

)

ER 2210 AR Z AT IR DNA HO A 75 25 H SSH. MR DNA HHUL iRAS 2.2.1.0 FF 4,
ANPAER SSH, IL 77 A H SSH.

TrustSec 1=l E R

TrustSec ¥l [ #% & TrustSec 4%+ [1)—AME R QI T A,
TrustSec il AR £ 75 LUT IR«
* $5¥R (Metrics):  “FR#x” (Metrics) Dashlet it 7~x5 TrustSec 44T A KL UHE B .

* BTN SGT &£1& (Active SGT Sessions):  “3%3)) SGT 4xifi” (Active SGT Sessions) Dashlet {7 ¥
28 YRGB SGT 431 “*4)” (Alarms) Dashlet %7555 TrustSec 23 if A IR

- 84

S
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* NAD/SGT/ACI RiE&EZF (NAD / SGT/ACI Quick View): “PLifi#rE” (Quick View) Dashlet i
7 NAD Al SGT ] TrustSec #H2&15 &

* TrustSec =1&/ NAD jEE1/ACI #imiE s 32/t H 75 (TrustSec Sessions / NAD Activity/ACI endpoint
Activity Live Log): f£ “SZRfH&E” (Live Log) Dashlet 7, 5 “TrustSec 3if” (TrustSec
Sessions) HE4 0] B H VG BF TrustSec 2xifo BN LA B K TrustSec PHsCEdE 1 K 1E &,
PAK NAD %45 JORL ISE fmi B 45 &

AN W7 5K TrustSec ZRAT A I ZETHE o AT LUEFEN R B (B, 22/, b 2 K5
MERRAL (i, FEE. Irekl HEEamLE) .

SRR 58 TN UE-4 €18 =W N AN /1 D N a1y €1 o S ST E P B2 S+ €7 Sy | P
R R ZR I NI WERAEAT BT R, B R LI AN

POk E T EIEMEHE & b, T EF LTS AU, #2001~ <Value:xxxx Date/Time:

XXX>

T U LA R AR

SGT £5if B NAE BRI R BE N BRI SGT 21 4o
ER SGT & LA T HM SGT A &1
IEEA ) SGT S I AE T 3% IS TR B A8 T A ME— SGT S 8. B, anSAe—AN

I N AT 200 A TrustSec 231, (HAEFZA MR H ISE AL L 6 R L1
SGT HEAT MR, W) FE R S 5 127N i) {2 7R 66

AR SR IRAE BT IR I TR) BN R A R R B, AR DAL R,
AR DI R .
IEAEAF ) NAD S IRAE BTk IS A Be N 2 5 TrustSec 5 435 UE IME— NAD %7,

= BT 4IRS

yETh SGT

SR

3 I T AR 1) (70358 49 S 7R AT % TrustSee P46 S HPIRASAE Bo 7R T, B W R 23 58T,
Hor A “RFr#=HmeR” (Refresh Dashboard) Jﬁlﬁﬂgﬁ?ﬁ%ﬁ

Lt dashlet {7 Y HAE 25 H AL 3G SIPIRAS 1 SGT &3 i o #8mT LA A H 4 22 5idse D 1R AT 10 4~ SGT
X g s SGT UL, Y #hld /R SGT 4 FK.

A FE SGT ) TrustSec 2 E4IME B, 157 51% SGT M N4 TE . 5i% SGT A TrustSec £
PRI S B R e “S2if HA&” (Live Log) dashlet H .

B &



i
R
It dashlet 7~ TrustSec S FAHCIVEIR . BT LLEE LU R PE4AE S
o AR ENE - SR AN RN B E 0N 1 B AR
* 5 - BLFGHR 7R TrustSec W4 H H MR A (il tan, e & RVl Hi 3 PAC) o FHZL A
Frbrid.
o - ARG HR R 2% B A T B IR IS (B, WA TCIEERZ CoA HED) o .
o K- BLFEA R EEAT R 10— e DRI B8 (B, TrustSec PIMECE H D o FHEEARIL.
- L]
o [ R IE O DIOR R AR R L
o B fa — R AR EAR IR I ]
RIFEE

TrustSec AHIf5 B

“PIEAE” (Quick View) [HIHR 7~ M 4542 N % %% (NAD) [#) TrustSec 135 B nLLAE SGT (1)
NAD {RiREFH

LEIRHE P N AN A B HOE M5 B TrustSec W28 ¥ 2% B4 PR T 4% Enter. 8 RAEIR AL B 3h1H
BIRE, MM P ESCAESR AR, Bl iR ARIE T R HE R IR UTREC I 2 A K
It Dashlet 2 TR LU & :

* NDG: FIH i 4% 3 2% T J@ 11 I 4% 3 25 4 (NDG).

* IP Hbiik (IP Address): {7~ 4% 6 2% (1) TP Ml ff s b B vl 76 “ S H & (Live Logs) Dashlet
A A NAD W3 E4I15 E

* JEBIXIE (Active sessions): & H B A 53] TrustSec 23 1%L
* PAC B3HA (PAC expiry): fizs PAC 518 H 1,

o bIREEREE A8 (Last Policy Refresh): 7w sms i Bk N 25 H 9.

o bR SI8IERE (Last Authentication): /s ¥ 485 E VS 43 B8 IE TR A5 (4 IR 1) B o

* JEFNSGT (Active SGTs): FI| i 7E 5 LE W 28 5 & AR TG Bl 2 1 P AEH 9 SGT. 77 $6 5 H s i
B RoR unEEAE % SGT &R AR . fihi SGT #Efe, 76 “SEiY
H A F TrustSec <X I FELIE &L .

&7 (Live Log) Dashlet
Bl LMEH] “ Wontefr Ha&” (Show Latest Logs) 30 A & % B 45 1 NAD 7550 526 H & .
SGT iREHR
FEAY ZHE 4 N\ AR 2L

A VEANE B SGT M4 FRIF1% Enter,
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It Dashlet 23 @~ AN A5 B
* {& (Value): ©ox SGTH CHEEHIRIH-/SHEHD
* BE#xr (Icon): WoR 4% SGT 1 Elbr.
* JEHNSIE (Active sessions): F1JH T E/EAE 1% SGT MG 8 & il 4R .
* BE—F P (Unique users): FH7ETE 82 16 TR 1% SGT 1ME— P (80 .
* EFE#TH9 NAD (Updated NADs): 1 B2 F 2 H T1% SGT MI5NE 1) NAD (& .

ACl REEF
It Dashlet 23 7~ BA R A5 B
* SDA SGTs: 41 /8F} ISE K% F| A} SD-Access (¥ SGT 4+ .
* ACI EPGs: %I/ liF} ISE MR ACI SRELY EPG ## .
* SDA 487 (SDA Bindings): %I /EA} ISE %k i% 3 R} SD-Access 146 & i
* ACI 4B7E (ACI Bindings): %1 JEVRHISE MERE ACT 3REN )25 5E Hit
* SDA VNs: #1JtH R ISE ML SD-Access 3J K REFI I 2% i
* ACI VNs: #1 i EURE ISE AR ACT SR AT RESUL I 2% 25 e

* SDA # & VN (SDA Extended VNs): %1/ th A JEEL SD-Access & 1X MR ACT B9 J 40l
LG

* SDA 2/ (SDA Tenant): /R EE} SD-Access 5 FH ISE FZ=(FL /1 1 44 FK o

« ACI #/ (ACI Tenants): 41! B ACT 5 FF SD-Access L1 FH 7 (1% E: .

* SDA 13 1D (SDA Domain ID): Z.7x /B &} SD-Access [F135, ID 45 -

« ACI 15 ID (ACI Domain ID): &7 8FF ACI (3 ID 45 .

* RS (Peering State): < JEEF SD-Access 18 5 JURF ACT 327 [A] 44556 R I 24 RIS
BT RAT SRR BN (SR SD-Access) FUERARHI A 0o 2Ehli st CERFACD 17

{58, 15 TrustSec- R ACTAERL , 45 150 TURUEFRE ACT FUEFRL SD-Access 5 R8I 44 I8 401 1)
Beri, 5 153 L,

mih TrustSec &1& (TrustSec Sessions) k4% 71 £ i BK 1) TrustSec 23 i& (W rP A9 7 SGT MI21l) -

i NAD ;&1 (NAD Activity) #5575 A 5% TrustSec WM EE1E K F NAD XF R} ISE Wi N (K45
=

Do

mili ACI £i55E 51 (ACI endpoint Activity) 5:4%, #& BE} ISE [n B A ACT 2% 2] 1) IP-SGT 15 &..
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fit & TrustSec £ FikE .

. & TrustSec £ /% &

A TiEERISE 7824 TrustSec IR 4525 3F 324 TrustSec k%5, W 4E X34 )5 TrustSec % B o

FIAZ Al

* Fic & 42 J5) TrustSec WE 2/, iR C € X4 )7 EAP-FAST % & (i%+% Administration > System >
Settings > Protocols > EAP-FAST > EAP-FAST Settings) -
AT LLKE Authority Identity Info Description 55Uk SR} ISE MRS 48 20K, b & FH - AU 4F
e, AR ) 2 s ) i A AR UE (R JBRE ISE k454 o JUEL TrustSec A (14 F sy v] LA &84T
EAP-FAST fE41L EAP J715HEAT 1EEE 802.1X S50 UF (1) 2, At mT DU AT W9 285 1 45 ] 8
il (NDAC) B R IT P48 e e% o 25 )7 i 1] LAZESZ ORI U7 ) A5 1R (PAC) SRALKCEAE (TLV) {5 L
FORIIE 45 8 . BRIME A Identity Services Engine. NiZ T cQUbAE, LAME AT PALE NDAC G435
TE I 0 25 8 4 EME— 1R S8R} ISE PAC 15 B

© BPATLUNMESS, B AUS B B D SR S O

1 AAEISEGUL 1, HEiskE Hir (=), RJFEF TIEH L (Work Centers) > TrustSec > 1€ & (Settings) > 1B
TrustSec & (General TrustSec Settings)

P2 ETEHRANME. AKX TERINMEE, WS M TrustSec & , 4 107 1T
FE3 AlRE

T—2Mit4
* it & TrustSec &% , o5 112 71

1B A TrustSec 1% &

5 S4TSR TrustSec W&, LAME ERL ISE 1E 4 TrustSec IR 45 481817, WAF A 1, A dizEsa 1
br (=), KRGk IEH L (Work Centers) > TrustSec > i& & (Settings) > & # TrustSec & & (General
TrustSec Settings).

IS IE Trustsec EBE (Verify Trustsec Deployment)

WG IR TR AT 5 B 56IE P A7 I 2 £ BT HE T BB I TrustSec Sl . WURAE R ISE MM 4% B4 |
fic B SRS 2 [ AEAEATAT 2257, ““23R” (Alarms) Dashlet 14 B/~ 4R, % Dashlet f7 7 T/EF L
(Work Centers) > TrustSec > $Z=HI#R F1 £ 71 (Dashboard and Home) > 2 (Summary) . TrustSec
P 2 WoR DU EAR

* BRI FEITHRESE BN, RGHEL i TS 2 (Info) EIFRMI AR .
o WURET TR R SR BOE S R, W2 SR A8 R (Info) BIARHIER .

|
|



. B TrustSec & &

S8 |

o WEREAE L RR A RN R, W& WoRatiATEHE (Warning) bR ISR filtn, kT IT 5 M
IXRULAG N SSH R, saMLk i ARTH], B R ISE MR 45 v 6 b0 E ) SR 2 [F) A7 AR AT
o] Z2 5% o

ISIEERE (Verify Deployment) T8 i LA N & HiE#. AEBEISEGUIHF, Hiisks Kif (=),
SR I FE

» T{EHl> (Work Centers) > TrustSec > 484 (Components) > &£ 4H (Security Groups)

* T{EHl> (Work Centers) > TrustSec > ¢844 (Components) > &2 240 ACL (Security Group ACLs)

» T {Ed (Work Centers) > TrustSec > TrustSec 5k #& (TrustSec Policy) > tH O 55 #& (Egress Policy)
> ¥EF% (Matrix)

« T{E#1> (Work Centers) > TrustSec > TrustSec 5 B& (TrustSec Policy) > th [ 5k B& (Egress Policy)
> jE#4 (Source Tree)

» T{Er> (Work Centers) > TrustSec > TrustSec 3k B& (TrustSec Policy) > tH O 5 #& (Egress Policy)
> B#r#t (Destination Tree)

FREE 5 B IE (Automatic Verification After Every Deploy): #1575 ¥ R} ISE fE4F IR 2 5
IOUFITAT W48 %% L IOSERT, IR RIEME. E RS, Sl BEERE TS fE BYRT E] (Time
after Deploy Process) 7B 4asE I TR 5, B ub ek BETF46 .

ERE L2 fF BIFTIE (Time After Deploy Process): & & &4 B LA ISE 76408 1 R 58 15 5545 2 K )
i), SRIGFEIFGEIE R . AU R 10 - 60 450,

G AT S T TRD U 2 ) 358 380 SR B E AR AT FARBGAE, W2 B 4 Ay e E o e .
SLBNIEIE (Verify Now): s ili et 0 ] 37 B R 45 96 4F ol Fi .

ZARIPHY YT 18] I (PAC)
* B%i& PAC 4 72878 (Tunnel PAC Time to Live):

185 PAC MBI A] . B%i& PAC & EAP-FAST Wi Eifkis . EalLifb. %p. /iF. Rk
JE R AR I TR . BRI 90 Ko BLUN A RGEH:

* 1 - 157680000 &
* 1 - 2628000 43
* 1 - 43800 /M
©1-1825K
* 1-260 f
« BT E 5 PAC BHBTFTE BBt 8] (Proactive PAC Update Will Occur After): 47 4x ¥ f%ii
PAC TTL F 7 teik B BE R, JERE ISE AL S Bk J5 £ 80 0 % ) b 8 PAC, Gl

RTINS BAE K A AE PAC B2 17, WIIRSS 382 )8 shB%iE PAC 5. BEHLEIS &
Uity BT ) PAC . BRIMEN 10%.

B &



B TrustSec iR & .

REPIRERS

« REB B SGT 4S5 (System will Assign SGT Numbers): 1 575 22 R} ISE AN % SGT %
T, HIEFRIIET

* BRSEE MBS S (Except Numbers in Range): IEFRILIETI AT £/ B — F 41 SGT s LAIEAT F-3))
M . JRHISE 7E2E G SGT AN S {8 H by il 1

« BRWFIFHEN SGT %8S (User Must Enter SGT Numbers Manually): &£k 55 n] T3 &
X SGT %5 .

APIC EPG H9Z= £ ¢H¥r% 4% S (Security Group Tag Numbering for APIC EPGs)

APIC EPG By £4BHrE 4 S (Security Group Tag Numbering for APIC EPGs): kI kM, f&
S G5 1 DL AR A APIC 3KEU EPG A% () SGT.

BaflER 28

BRI N B B 30613 % £ 48 (Auto Create Security Groups When Creating Authorization Rules):
36 v I S R HE W] AT O R B I R U I B B A1 SGT .

WG kT, AR (Authorization Policy) & M THER < B LA RV R : TR Ash a4l (auto

Security Group Creation is On)o

ARG AR P A 44 B SN SGT.

)

AR CAMNERAH N RIS R, AN IHER A sh A1 K SGT.

PO LT, BEIETIAE 4 2B BT 20 s e 2
* BEIM&IAL (Automatic Naming Options): il FH I 35 ) 52 X A ) B SGT (16 44 29 5E
() BFRIGEHE (Name Will Include): EHLL LI —:

© FWZFR
*SGT =
« MM AFR (Rule name) 1 SGT 4= (SGT number)

BRI N ZFR (Rule name) £ .

o, ATLCRE LS RS NS SGT 447K -
* TREGEE AR (Policy Set Name) (kLA AL LA FHERBEEE (Policy Sets) I m] Al
* BT (Prefix) (% 8 INF4H)

- R4 (Suffix) (S % 8 5:4)

ARk, R ISE /e R BI&FR (Example Name) 7Bt 27r—A> SGT AR

8



. 2 & TrustSec %EfE

S8 |

WRAFAE L FRA A SGT, ISE &7E SGT ARk LRI x, o x AT (S 24 i 44 Bk A A
D TR —AME. IR AT 32 755, BB ISE 20#IUAT 32 745 .

IP SGT E#l & BR7SAREY

IP SGT E#1&E:7sMST (IP SGT Static Mapping of Hostnames): 1548 ] FQDN Al L4144, ]
B} ISE 21 55 Wit VR 785 3505 220K 25 (1) [R] I PAN A1 PSN 75 s AR 28 R 0E S 1) TP Mkt 48 m] LAt
ICRE T TS 5 4 DNS iR (A1 11 1P bk G g iy sph £, 480 DUERE L Horp—AN I It .

* 77 DNS Ei8)iR B RYEF A 1P Hbik 6132 AR ST (Create mappings for all IP addresses returned by a
DNS query)

* {¥ DNS ZEifjiRE B E—1 IPv4 tilitFIEE—A 1Pv6 Hidik 61 RRET (Create mappings only for
the first IPv4 address and the first IPv6 address that is returned by a DNS query)

FA T M 4&1% %% 89 TrustSec HTTP AR 5%
* BA HTTP BRSS (Enable HTTP Service): 1] HTTP il ¥ 1 9063 ¥ Trustsec ki 4% 4 51 %)
LS E
s EEZBPEIFEANIR 512 1E 3 (Include entire response payload body in Audit): & I n

e H G 7R 484N TrustSec HTTP Wi W 5128 1F . BRI n] e 4y WA FRRMERE. A28
RIS, A& ids% HTTP 153k RS S KRS S o

HXER
TrustSec Z4#) , 28 99 T1
TrustSec 4144 , 5 100 7T
i & TrustSec 4 E , 2 107 UL

fii & TrustSec 6%

FHIa Z Al
THATEL RS, RSB S B B R S L

LB KIRIER T ESE (Work Centers) > TrustSec > & (Settings) > TrustSec B[4 & (TrustSec Matrix Settings).

$1%2 ERBHISEGUIY, HliZEs s (=), RJak# TIEH L (Work Centers) > TrustSec > i& & (Settings) > TrustSec
%EPEIZE (TrustSec Matrix Settings).

I3 fE “TrustSec P E” (TrustSec Matrix Settings) T T4 A FT s B PR 5 L.

FR®A JRE

B &



TrustSec T"IZEE

TrustSec RIFIZE .

FRAEH “TrustSec EFE¥ E ” (TrustSec Matrix Settings) 7 Il B 7B, EAGFMHAE O, 8L
B Eby (=), SRaikBEI{EF D (Work Centers ) > TrustSec > I8 & (Settings) > TrustSec 48[4

E (TrustSec Matrix Settings).

R 16: BL & TrustSec RIZZE

FEAR

fEMErE

% 1 SGACL (Allow Multiple SGACLS)

WIR B — A AR RRVFE A SGACL i 1 Hh I &2 3%
HE. aniRARER LT, JERMSE H ARV ook —
4~ SGACL.

BOAHOL T, BT 4B 24N 45

Tk, BEMSERBFIHRH D ook, Rk, sy
G DAY ELZ A SGACL (I TTHs, ¥ Fo s 7
BAEH TR INZ A SGACL. 0, EAX SRR
LU —> SGACL.

TR LEEEF %24 SGACL 2 Hi, 1804140
%A SGACL HHITHA R, & — A
SGACL.

St 547 (Allow Monitoring)

TR I S W] JE DR A v T B TS TR R . iR
BRI, “IN¥E4T” (Monitor All) EIbRESKE,
“URBEEIURS” (Edit Cell) XHEH ) “ Wi (Monitor)
TP AE R o

EROAHOUT,  MEFAE A s e ds

ER O SRRSO AT, AR
FTH 52 78 1) PO 1 7

|7 SGT #2 (Show SGT Numbers)

A BRI I AT (2R B BRI AS TTA% H SGT B (it
PR HERD

BOAHOL T, SGT {HAE Tk 2.

SN E (Appearance Settings)

G 3V SRl F

« BENXIEE (Custom settings): 5 #] i~ ERIA 128
(FAELEEE) . Eable ERESEMEER.

« BRINIRE (Default settings):  #isE XA Hia &
FHNFR (AN gmfE) .

* 5HENTNREIR E (Accessibility settings): TiliE XA
P B 5% CRnldmit) .

8



. BL & TrustSec & &

S8 |

FERAMR

fEMERE

Zita /B = (Color/Pattern)

TP LA T 1, PR BT O B (R B e 8
TR I .
FEALLLT WoR AL
« £ IP/StiF IP BE& (Permit IP/Permit IP Log):
IO N OIS
« $B4@ IP/4E4E IP B 3K (Deny IP/Deny IP Log): #.JC
A O E
* SGACL: JH T H#.ycHs N ML E ) SGACL

« RIFIP/IRF IPEE GER)D (Permit IP/Permit IP
Log (Inherited)): M CIECRCE o0k BRIAKERK
HREX

« 3548 IP/4ELR IP HE GBFA) (Deny IP/Deny IP
Log (Inherited)): M (FECECE IO BRSNS
TR E

* SGACL GBR) (SGACLs(Inherited)): M (JEC
OB R ITHE ) BRI ST SR

AR ERM

S , 55 123 1
KEFEARIE, 5 124 T
fic & TrustSec %EFE , 55 110 7T

fic & TrustSec 1% &%

3 T iLEREISE AEEK 5 J5 A TrustSec Bk & A K, A0 BE ISE H5E MIX L5 A TrustSec
¥ % o

S E/-EHSE GUI 1, RiZRE Kbs (=), RJaER: TEH L (Work Centers) > TrustSec > 484 (Components) >
M £&1% % (Network Devices)

2 AUl (Add).
$£12 3 7 Network Devices ¥4 Fh i N T ifs B
$IZ 4 % Advanced Trustsec Settings & e HE URC & 5 #F Trustsec 4.

PERS nliHER.

B &



00B TrustSec PAC [JJj

00B TrustSec PAC

FAT TrustSec M 4% % 2 #54 TrustSec PAC #14 EAP-FAST Wil —#B4r . 44> RADIUS il 1§
I TrustSec PAC, LA RADIUS S35 412 M4l PAC #5415 S HHE S k. X LS %0 [ Initiator-ID
ZHE TrustSec M % G4y, Bligs ID.

1548 TrustSec PAC iR B4 %%, 3 HAE R} ISE b A% 5 &1 1% 4% ID F1 PAC _ 11 Initiator-ID
Pl NN BTN RN

H YL TrustSec 7% (BRI k1% ASA) A3KE EAP-FAST Whill. Kk, EF}ISE Toiimid
EAP-FAST {fi ] TrustSec PAC WHECIX L% %% . RGE /LA ISE A% TrustSec PAC H H7 2 T-3))
WA W BB b, B X A4k (OOB) TrustSec PAC AE .

MM ERLISE A% PAC W, R Geax2F il =8 2543 25 1) PAC XA

AT LU T

MiIZ B R 545 X TrustSec PAC

] DA T 57 %A % TrustSec PAC,

P EAEISE GUL Y, b3 By (=), R)GER 1 (Administration) > R4t (System) > & & (Settings)
FIR2 WM Settings FHTE T, #idi Protocols.

$IB 3 K kikFE EAP-FAST > Generate PAC.

HIE 4 K TrustSec PAC.

MM K% & FZ 5 B TrustSec PAC

AT LA “ W48 4% 7 (Network Devices) 5t #&/f i TrustSec PAC.

$IB1 ENEHSE GUI /1, HliskE Wbr (=), RJak$E T4EH L (Work Centers) > TrustSec > 2844 (Components) >
M £&i% % (Network Devices)

W2 SUER (Add). EIERTRAA “M 4457 (Network Devices) ‘AL A& [ HEAE B bR E il SRNFTIZE (Add new

device),

W3 WRLERIE i, ERIER S AR,
$IE 4 %hTrustSec &2%i% & (Advanced TrustSec Settings) 5% 4E L & TrustSec %4
$£IB5 {4 (OOB) TrustSec PAC (Out of Band (OOB) TrustSec PAC) 14> F, i B PAC (Generate PAC).
W6 LALLM EAE A
* PAC Time to Live - Al CHAfi: K. B, HEE) « BRAEW T, M —F. /M —R, &KMHN

+4E,

* Encryption Key - fI A\ IN3 % 50 . BT E LN T 8 Fl 256 N2 0] ] DL K S 8/ NG - BEg
B, SRR A S .

8



S8 |

. M “F4&i% %" (Network Devices) 5|3 /7 %4 AX TrustSec PAC

s B T A R SO K PAC HEAT I o AR TR %% I PAC SCfF. Rk, dR U R
AR I B L H S

“H {7 (Identity) ‘FBHE & TrustSec ML 44 1D, I H EAP-FAST WMl 23424 A2 75 1D 4 Stk bty
AN B FRF R 285 % 818" (Network Device creation) UL ' TrustSec #4) T E X1 £ ID AULHL,
IR 5 A3 B K 2 R

M5 PAC 735 1] (PAC Time to Live) 71552135 H 311

$®7 St B PAC (Generate PAC).

M “M4Zi%%& " (Network Devices) 71| 3= 5 54 B TrustSec PAC
BT LA “ 2815245 (Network Devices) 4136 Jif %: 42 1 TrustSec PAC.

B AELEHISE GUL H, sk Wi (=), RJEIES T{EH 0 (Work Centers) > TrustSec > £ (Components) >
M £&1% £ (Network Devices)

HIB2 LMK &E (Network Devices).

W3 N LA i TrustSec PAC (W34 55 1 I SIEHE, SR )5 555 B PAC (Generate PAC).
PB4 A Brh R ALTEAE R .

$IB5 it B PAC (Generate PAC).

g3l

HY SRS R ) Push 3E AT LL)S ) CoA T4, 540 Trustsec ¥ 4537 B MW JEEF ISE 18 K T H 11 Sk
HR TG B T S T T

it 2 EEl TrustSec AAA AR %25

A LLTE AAA RG22 513 i & 8 F T BB Trustsec K BB} ISE AR5 284113 . JEA TrustSec ¥ £ [
AR RSS2 IAT S IRAIE . ki “HEE” (Push) INF, bR h IR S5 255 R4 5 TrustSec ¥ 4%
BB TrustSec W4 SR HHAT S IRUERT, &2 IR Rk FAT = AL ISE lss4%. WRE—7
254 G B BT, R} TrustSec 61T DA ) 4128 v (AT AT LA IR 25 2% BATHEAT S B0 ik BRIA
UL, EEINALISE R4 28 2 MR} TrustSec AAA 45 2% . AL S 7 £ OB ISE RS- 2%, LK
35 A SE I AR} TrustSec F153 .

B &



TrustSec HTTPS AR %5 8% .

\)

ER W JUFRNISE 1 PAN 2k Amazon Web Services (AWS) H ) Amazon RSt (AMI) it &
1, T OIS, Ea A3 B AT E R LA R IP b (E 1 SR} TrustSec AAA RS54 -
1 TrustSec AAA AR S5 88 % HI b, Sl R A6 R0 i A4 A0 TP Huhk VRIS RS ISR ISE i
5oo% . SRIG, ARG AU EIENE, M TrustSec AAA BRES 2 & P INER A shs in i ik Ss
A5, ARG Rl MIBR. A OGEIT AWS BCE 1ERISE IRGSETEME R, WHS 0 DR ISE ke
fErd, WA 3.1 “AiTHH Amazon Web g 552 SR ISE” — 3,

LTI A H T 3 s U R TrustSec AAA IRZ-22 1 AL ISE R4E-2%.

FHia Z |l
BHATLL RS, RSB S B D s R S L O

$IB1 4 AFISE GUI H, #ihises B (=), ARGk T4 (Work Centers) > TrustSec > 2844 (Components) >
TrustSec AAA AR %88 (TrustSec AAA Servers)

W2 AUl (Add).
e F UMY NI
© BER: TG AAA RS ARSI T SREISE IR A4 FR . A FR T R} ISE IR 52510 EHLA AR
* AR Wk UL,
IP: BIEAINE] AAA 552841 A ISE k4541 1P Hudik.
* i TrustSec By kg5 L I BEAT AR T AE A3 1o BRIAEY 1812,

P4 fUHRR (Submit).
FIBS RS BRI AAA BRSES Tk, AT .

T—F Mt 4
BlE 2.

TrustSec HTTPS AR 5538

LRINHEOLT, BB} ISE fii ] RADIUS 78 Bl ISE I Trustsec NAD 2 [AIAZ #t Trustsec b5y . #5n]
LUK SR ISE BC & k48 HTTPS, ‘& RADIUS B P, H a4, B ISE {4 REST API SZjiti HTTP
5 o
HTTPS 42K .
* ¥iij 1 9603 A Z0E HTTPS JIiR 554 A1 Trustsec M 4552 £ Z A FF T8
YERER PSN [KIERFAN I 28 4 4% 1 (1K) HTTPS AR5 28 55 10E DA Z 2 it — 1)

|
|


https://www-author3.cisco.com/content/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html
https://www-author3.cisco.com/content/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html

B =oum=

S8 |

o MR HYLIZAT 16.12.20 17.1.1 8LFE S RAS
TN E HTTPS £&40, AT A R4k
1. ERAMZE B4 b, B HTTP SO, FFEsRAEIE .

2. fEJRLISE H, 7EEH Trustsec I8 E (General Trustsec Settings) 7 i il I 4&1& & B9 Trustsec
REST API BR% (Trustsec REST API Service for Network Devices).

3. TEMBFISEH, ZmfHAEA PSN M4 s X, L BAHTTPREST API (Enable HTTP REST
API) FF5 N 48 525 1) HTTP JR 554 (55 E .

4. {ESARFISE f, ¥i% M5 5 AE N Trustsec HTTPs IR 4% 273 1% Trustsec > A4 (Components)
iy

N

FER A HTTPS R & — AN &, MR HTTPS Fe & 1K) Trustsec IR 55 28 AN2s 1 7R 7E Trustsec IR

Zash R, BAANAE HTTPS #B38 H A E B HoAt s A Trustsec 71 . W3R 4 HTTPS i
‘% PSN, W{fi ] RADIUS, Jf H i R} ISE #4351 H 1 Trustsec #5554 T4 PSN 4 2.

Bo & se i, JALISE 2 4E Trustsec > M 4&1& & (Network Devices) ) TrustSec PR35 Hdk ik [0l
HC B R 45 A5 (17134

AR

VAR H ERS. MR EILS AT ERS . H2PE IR E AR RE S HPIRAS R 30 40%h, DL
H & A2

T Ll I 1 Trustsec > & & (Settings) > & #1 TrustSec i& & (General Trustsec Settings) | 4%

R & /Y Trustsec REST API AR (Trustsec REST API Service for Network Devices) N E 515K fa
X IE3X (Include request payload body), Ja HH A %15 K. B TrustSec 13 &

ZEHCE

ZAY (SG) B L AUIFREE (SGT) & 7E TrustSec Sl L E HH BRI JCE . E{EER M R R B,
SGT R B . XEEOAEPEN I EATRIME (N BbRd, BIFAEITRRL: CGHIED
IO AR I o

SGT &M f 7 Epl, RS LLERE N TP 1) SGT Wl PR B —%% SGT. A SGT i, LR} ISE Bkid 7 ¥
FOETREN

TrustSec %45 {¥ FiX 46 SGT 7& 14 11 2 TrustSec $HIE .
&R LEE Admin 7] ML TG & 22 454

* fERHISE GUIL T, B ZRE Kb (=), RJE1EF TIEH O (Work Centers) > TrustSec > 244
(Components) > &£ 4H (Security Groups)

« HAEEMH DS T, E Configure > Create New Security Group Bt &

B &



werisehgmEzed [

HEHEZA SGT J5, st Push %4, KASHEE CoA W%, IHMIFEL CoA %% 2248 TrustSec %%
W, BRI E AT U S B I HT R

\ )

IR AUCREE AL % (Push) 3ERE (Deploy) %4, ik SGACL K AEZIURS, TH/EHAT
B AN IREBRA BRI A AR AT A AL BE K A T R

EERISE P EEREH

& FMY
LA i R 2 A, SR U R A B B e AR S B A

1k

1. 7EAFHISEGUI ', Hiik&8 Eir (=), RJEIEHFEIIEH L (Work Centers) > TrustSec > B4
(Components)> %44l (Security Groups).

2. miidi Add DA I 244,
3. NN (AR

4, GREG I SGT S Cisco ACI, iFET{EIEZE ACI (Propagate to ACI) EIEHE. R Y45
SGT #HZH) SXP Wi & T-7F Cisco ACI “W'E " (Settings) UL FIEFERI[H]— VPN B, "eA11A4 4
{534 Cisco ACIL.

RN OL NI I AL A HPIRAS .

5. #i A Tag Value. AR2EAE P LLBCE A Tl ANl H 3R #OE R LY SGT LREFVE L. #mT LU
PURA7 BT LB TRCE . “I8H TrustSec & ” (General TrustSec Settings) UL ( T{EH (> (Work
Centers) > TrustSec > & & (Settings) > 18 F TrustSec i & (General TrustSec Settings)) -

6. HiifRTE,

kR %= 240

TEICEMBRIR B B AR 22 2 X EFE e 2U8EL ISE th i) Dhae i BRIA A -
© HABR
s Ui%s
* TrustSec ¥ #

* Unknown

|
|



S8 |

B szcas zssE

B BESNEERISE

$0] IME 5 0 BRAE (CSV) UK 22 4x 20 S N OB} ISE 5 . S8 AJIAE BOHTARIAR 2 I A REKs 22 4
HPNEFRISE. AR RN IZAT[H— RSN B, ISR AP ARE SN
SCAR 2 A

AT UG 3 CSV B, AERR P AN IR 2 A VEA R B, IR H AR A CSV
SO, A TR AT LR eSO SN LR ISE

P NI RE Y, 0T AR ERL ISE 25— M iR 1R AR

S EAEHISE GUI T, MiliRE Hbr (=), Rk e L (Work Centers) > TrustSec > B4 (Components)> %&
448 (Security Groups).

;2 piidiS A (Import).

PR3 i ET (Browse) MIEAEIZAT % i iX] V% 1) RGELEFE CSV 3.
S 4 £ Stop Import on First Error &%z

FE5 SN (Import).

MEHRISE S =24

T LUK BB ISE G B 22 422 3 Y O CSV SCHF, 8T DU SRR 2 2 A ] S A 31 oAb A
FHISE ¥ rire

S KUGER T e L (Work Centers) > TrustSec > 4844 (Components) > & £4H ACL (Security Group ACLSs).
P2 S (Export).
PRI LR, BT MR ERAE I

o P IEAE S IS M AIEHE, HKIEFESE (Export) > SHIEEXT S (Export Selected).

- LS H (Export) > SH2ER (Export All) LU H T & I 2244

LB 4 it export.csv SCPFORAF RIS A A R

Nh0 1P SGT 3% 75 AfL &
i LG TP-SGT S WUB 7 TrustSec 4 F1 SXP B, 1 BLZE 07 50 HS WU . X BIAEBT ) P-SGT

AR IR, 40T UG 52 AR AN 1) SXP ORI e %o A LUKE TP - SGT W SRS — A i
i

B &



#mE e seTaesmst

1 ELEISE GUL 1, i3k Wi (=), RJFIEFIIEH L (Work Centers) > TrustSec > 844 (Components ) >
IP SGT #%7SBR&T (IP SGT Static Mapping).

P2 pidiiim (Add).
I3 7R RRIHET (New) X3, A RNHrF1R k¢ 1P Huhik (1P Address) 8L EHLZ (Hostname), F 755 5512 (15 B i
ANAHBLRIAE o

e 2RI B SRR E 2] SGT (Map to SGT individually) &3, w] LL¥E & LWt 21K SXP f5. fHd, WR7rit
B PR (Hostname), NJEHE i) &% F SXP 15 (Send to SXP Domain) 7B, ZAE RN SXP
W, DANAEILARIE RS IP BBtk (1P Address).

$EB4 REA AW A, SdSRmEMET4E (Add to a Mapping Group), J1MBRETZE (Mapping Group) &£ 7
HI4H .

T SREERE L TP M hib/ T LA% BRI B SGT, 1 i il BRIRRRGF ] SGT (Map to SGT Individually) 447 LA H #45
* I\ SGT FHrdEhikss—4> SGT.
© IWTRRLFIZE L P T B 10 2400 25
o MR E WU ) SXP VPN 4.
o T BB LU A o ST LAE T Trustsec T 14 50 P 190 466 14 45 41 Bl 5 (R 19 408 1 4% 1308 i

FBS LlREF

—LB% IP SGT ﬁ%u_.\ﬂyéﬁd'

AW, AL ERE (Deploy) JEIAE H bn 2% s EEEE MU . B i fRAy 1 IXLemiss, th
DI PAT LR . R B ARTS (Check Status) £ 2 5% IR EC EIRAS «

$B1 LR ISE GUL ., HiliZEs By (=), ARGk T (Work Centers) > TrustSec > 4444 (Components) >
IP SGT E#7SBRET (IP SGT Static Mapping)

IR 2 kB WU S ) SR o 0 SR T WU, 33 I T ) ST HE
$123 il Deploy (F&)
Ji A TrustSec W% #iFI7EERE IP SGT E7SARET (Deploy IP SGT Static Mapping) % 1.
PR A I IR DA ZRTH 2 30 I e A% B % A 55 1 ) ST AR AE
o WREEERRPTAT B, THE T T S AL AE .
o A FH I IR L T FRRT 5 IR B
o WRAEFATATRES, W Ik WS R 28 AL T AT TrustSec B L.
© EPRECEFWUN BRI, ISE SEPRK SR WU R BT A

S
| 113
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B 5 pseTasms s AnBRISE

PYRS il Deploy (FBE) o & Fl 2 BB WS S M 1) I A e 46 L g

EREARZS (Dep

loyment Status) i I 2.7~ ¥ # BRI LK H T AR i 46 ik U 1n) i R BB KTt 26 o 055 S8 B

T 12 s 2 FCH ST 010 8 o6 e ORI R BEORT 19 e 4 Kk

] 1P SGT E#7SBRET (IP SGT Static Mapping) U I E K7 (Check Status) JE AL £ & 75 K
5 BE A TR — TP Huhik 20 FC T ASIAI SGT o 48 m LA FH b B 100 A FR LS Pl o i i 4%« WS 380 2 A4
SGT ¥ 1P Hiuhil: LA J 23 Be 2 [7]— 1P #uhik i) SGTo  RIMEFERRE A H] 7% %41, FQDN. FHLA B IPv6
Mk, ] DL EARZS (Check Status) 10, 7EF5E X SEWLbs 2 7, DAZ5UMH Bk 1 2 F i sk s
GG

IPv6 Ml ] H T IP SGT i Bs) o X el n] DMEH] SSH Bk SXP 4% 75 2155 5 M 4% 152 45 B M) 2% e %
M,

WHRAE ] FQDN FEHLA, JORL ISE 275 502 M SRS 2 3 B R A I A 3k PAN R PSN 1 45 A %) B
{1 IP Huhik.

1 FH & # TrustSec 1% & (General TrustSec Settings) % H#1#) IP SGT FE#ZF27SHLST (IP SGT Static
Mapping of Hostnames) 15 1] 457 5& 2 DNS A i3k [b] (1) 1P Hbdik G i iy il Sp 25, B RELL Nk aiiz —

* 74 DNS &ifliR [ BT A IP ik 6l 2 RSt .
* {X DNS ZifiR[E B9 —/ IPv4 #itiEFASE—A IPv6 it 61 ZE Rk gt

){\ IP SGT H%lu\ﬂy&ﬁj- )\Eljlusi’l' ISE

AT LMEH] CSV U N TP SGT W .

AT LN ELT T R 3 CSV BN, S N ISR PRGNS B, BB A CSV S, AR5 H
H =[] HE ISE.

HB1 ENEHSE GUI 1, RiRE Ebs (=), RGP TEH L (Work Centers) > TrustSec > ¢A4 (Components) >
IP SGT #75BR&t (IP SGT Static Mapping)

FE2 SN (Import).
PR3 s ET (Browse) MIEAEIZAT % 1 i iX] V4% 1) RGELFE CSV 3.

T4 pili b,

MEEL ISE 51 IP SGT gR7SAR 5T

BRI LL CSV LM BT H TP SGT B o4& m] DU b SO K X Semi it S N B 5 — AN R ISE 75
Rio

B &



smseTmsta [

1 ELEISE GUL 1, i3k Wi (=), RJFIEFIIEH L (Work Centers) > TrustSec > 844 (Components ) >
IP SGT #%7SBR&T (IP SGT Static Mapping).

PER2 PATLL FRIEZ

o« R U 55 R EME, RJGEPES T (Export) > Bi£#E (Selected).
s LS (Export) > g (All) S HFTH WL

IR 3 ¥4 mappings.csv LA IRAT B I A A AL o

in SGT BRET4H

FHIa Z Al
LHHATEL RS, AU B S B 3 o R S PR

L1 AARHISEGUIH, HiZEE Kk (=), RIFEFEITIEH L (Work Centers) > TrustSec > 284 (Components) > IP
SGT #75BRET (IP SGT Static Mapping) > &24H (Manage Groups).

FIR2 pidh Add.
e I NUS IR IR
SRR PATLL T ERAE:
* \WSGT FusZ ks 4 SGT,
© IR RLHIZE L PR (1 RE AL 25
o EPEBR AL EFE ) SXP VPN 4.
o TRE BB W B . BT LAEDT A Trustsec B85 165 R 9 2% e 46 2 B3k 5 10 W9 4% 1 o6 L BB iz g

PIR5 fRTF (Save).

BRI LIKE TP SGT WLSFF AN — AW 21 22 31 o — /NS 2

83 m] LR B o Tl S R G A I — AN WS B 2, 1 R IR I B 2 55 1
IR IEHE, AR5 i dmiE (Edit). ZEMHIBR ML B My 20, V7 32 o S o3 1) Ak S 5 e S 2 5% 30 1) 52 3o
HE, ARJE st (Trash) > EE (Selected). Ml BRIRGTZLIT, 14114 (¥ TP SGT BRGHE MR .

AR £y EEH 5

FHIEZ Al
FHRATEL TS, LU 4 B D R S P A

S
| T
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B snzcamazsnnz

HIE1 fEARISE GUIL Y, HlisRE Kis (=), )G TS (Work Centers) > TrustSec > B4 (Components) > %&
448 ACL (Security Group ACLS).

PR 2 NN Add BIEDRT 2441 ACL.
FE3 WAL TER:
» Name - SGACL [ & Fr
* Description - SGACL [ ] 1% 15
* IP Version - It SGACL SZH5[) TP hii A :
* IPv4 - SCEF IP JiUAS 4 (IPv4)
* IPv6 - SZFF IP A 6 (IPV6)
* Agnostic - [F] I S KF IPv4 H1 IPv6

* Security Group ACL Content - 15 [ #%il #1|3& (ACL) iy 4. i l1:
permit icmp
deny ip
75 ISE "R AL A SGACL S N 12 B R F IE A 0012, DAEASHe ML % FH AR 04 N s mT DUIE A TG i H Y.
FEAT. BRASERE AT LU E 2 permit IP. permit ip log. deny ip 3k deny ip log. TrustSec %45 %K ERIA 5
I RS J00 3804 7 £ 76 M A 2
LR 2 AR FPER) SGACL 7-fil . P E #AL T —A final catch all B, 25 —ANE4E 4 final catch all U0, 28
AN R
Permit Web SGACL

permit tcp dst eqg 80
permit tcp dst eqg 443
deny ip

Deny_JumpHost Protocols

deny tcp dst eq 23
deny tcp dst eqg 23
deny tcp dst eq 3389
permit ip

T 251 & T 10S. 10S XE FiI NS-0S #:/E 248 [ SGACL 5.

SGACL CLI #h ACE 10S. 10S XE 70 NX-0S i& A 89i& %

config acl deny, exit, no, permit

deny ahp, eigrp, gre, icmp, igmp, ip, nos, ospf, pcp, pim, tcp, udp
permit

B &




O 5k R% .

SGACL CLI #h ACE 10S. 10S XE #1 NX-0S & HiE £

deny tcp dst, log, src
deny tcp src

deny tcp dst

deny tcp dst eq range 0 65535
deny tcp src eq

deny udp Dst, log, src
deny udp src
deny udp dest

deny tcp dst eq www range 0 65535

deny tcp src eq www

TR St R AT WM IAS RV FEF AT ITLL permit dst eq 32767-65535 oA ffiH permit dst eq
range 32767 655350 & BTN A VLR AT EATH eqo AL, permit dst eq 32767-65535
LEIXR A WML TER . N permit dst 32767-65535 0Bipermit dst range 32767 65535 o

P4 fULEE.
“HEi%” (Push) I ] J3 5l CoA AN, #5%N Trustsec BEAF L H ) SR} ISE 17 3R 5% T Hc 58 o4 i) 5 97 o

\}

AR JUAR}ISE AAT LU R lE X SGACL: Permit IP. Permit IP Log. Deny IP Il Deny IP Log. fn
DU HiX 4% SGACL ik GUI 5k ERS API il # TrustSec HifF. HARIXLE SGACL A4E GUI (1)
“az 422 ACL” (Security Group ACLs) #II& ST th A1, {H 4% ERS APL 41 Hiw] H K
SGACL (ERS getAll i) B}, iX£& SGACL ¥451ih.

S
H O SR EE
H AR T SRR A ARAR B 80U R H bR SGT. LA sl vk Y 1 3% DL B 4 8 SRS IR A7 ix b

TBEEIEES . MY SGT 2R FIA H A5 SGTIY, FEFH 11 SR A 2 XIF TrustSec M, SZ#F TrustSec
¥ #4347 SGACL. SRl ISE Al -1 e 5 ms; .

SGT F SGACL & GI % TrustSec TRES 11344l , FEEAIE SGT 1 SGACL J&, #id¥ SGACL 4 &
PR H AR SGT, Bl UIAE & Z AR R

BANIE SGT ) H AR SGT AL R H 1 HEms i) —METT.

7S 8BHISE GUL 1, ki3 Ebs (=), ARJEiks: TIEH L (Work Centers) > TrustSec > TrustSec
R (TrustSec Policy) > tH OB (Egress Policy)

|
|



S8 |

B swum=

A =R A s
* VAL
© HFR AL
AL

BRI

VAL LA B RS S U SGT Bk HALZUA P I . #&8nT LU IFAT =5 SGT LA FESIH 5
BTy SGT A FTA 5 SR . ZA R T~ b 42 H AR SGT Y6 SGT. i HE 48 J 1 2 A4
Wi SGT, JoKde o) it &5 Hedsi SGT M4 HAx SGT FIAH RN ) 5 ms (SGACL).

K B AN (L) SFIU S B, X RN RO S 25 Bl AT LU AR IX = 14
DRSO B R A ARG R . RO IE SGT 4 FREk SGACL 475 LI, R4%ES
I —/MUEERMBE D, B/n1Z%E44E SGT 8 SGACL 1Y 4.

B #= 1 &

H A AL LA B R A 51 H AR SGT KRS T AL 2 . o] LR FFAT R H A5 SGT, LAAFRFIH T
5k Hbr SGT AHRIAE SN IR . R B 7= it 295 SGT (1 H bR SGT. W@ I
H#Ax SGT, % SGT &R 41 s 2t H Ax SGT [FTATJ5 SGT, LA M [ %% (SGACL).

KB AN A (L) 59U B, X RIS 25 B AT LU YRR IR 1K =N 14
AP B R E ARG R . MRS IE SGT £ FRak SGACL Rk LI, R4S
FHIF—/MREEREMBE D, Bn1% A% SGT 5 SGACL 1 4.

iy e
H R AR R L R A L. e AN
o JaHh - LA 40 A BT U SGT.
 HFRfh - BEAKCPENSH T H AR SGT.
U5 SGT ZIH bR SGT MWL LLA TR s W RIS Foehs S 8, WIZIRX M HIYE SGT A1 H #x
SGT ZIAAT /MWLt o R B0 Pl o A 1 288 B G
o AW ELCHR - BT H AR SGT X5 —41H 71 SGACL Bk H A 82 1R
* TGRSR HLTH - YR H AR SGT XA 54TAT SGACL SRHKIF HA RA Fr E R .
H TSRS BTG RS EonJR SGT. H bk SGT HIFE SGACL R A Hi4h %1 % ¥ Final Catch All Rule, LLE
SKaJF. 1R Final Catch All Rule #&'# & None, WA R, H B b 2% FLIGHE R T WL IR 50

AR SRS R AL I v, AT RS SRR LA P it Hoekg SR AR AN S RPN 2 A A
BBt o 300 e 2 i SR I 55 25 0 280 s 1 P R ) L DX PR el o SR T LA e P A AT FE )

A

B &
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S AR (View) R Hzg2e i iy LR 36 300 0 SR ks A B
* it SGACL M4 - R EFF LRI, S ook S uem, Hp ook or SGACL K.

* N7 SGACL A HR L4 - 25 ek S b, H ok A 278 SGACL #4Fk. U EAGEEL
FAG IO R . R A bR CRIOHOIRA) XA ook, SRR A .

* it SGACL A FRAfF - WARIEFE ML, Jofil 5 TR 2 e Bagek,  H ook b W7s SGACL
iFK o

* ANty SGACL A FRABE - b ik I i, R U B, H Aok A 278 SGACL 44
ISE o F B, iy 44 I 0RA7 F e UL . 007 B e XK, 1EEFER R (Show) > €32 B EXAL
(Create Custom View). i w] LLSE R s vHE sl IH] I oA A FH FRIRE I o
MRS GUI e &R S K K& B AR AR . B2, il M HATER:

FEFELEE

T8 3 Matrix #LE S Dimension FHz412, A DLV B A BE 45 .

SNFHER
/] Import F1 Export $%4, %0 LU ST AR R

B EXHLE

FHIa Z Al
BPATUL MMESS, U @B B 5 sl R S8 P OY .

FHIE MR (Matrix View) T, MR R (Show) 751K ik £ 6) B EXHLE (Create Custom View) iE T .
$18 2 ERIENE (Edit View) SHEHEF, AL FPE(E R

o “HELFR” (View Name) - Fii A\ B € ALK 44 FR o

o Y4217 (Source Security Groups) - KB N H & XALE M SGT B2 “E7/R” (Show) ¥ KHE .

« “WorE HFAHIL” (Show Relevant for Destination) - 41 R 278 26 87E “Y e 24 B =7 (Source Security Group
Show) ¥ KAMEFIEFE, HEH “Hir 22 ” (Destination Security Group Hide) ¥ KHETHIFT B 4 H
PR . i R4 H I 200 Ay, KA REX BT S, JF Ha BonE S

“Hbr&4"” (Destination Security Groups) - ¥ 224N H & XK SGT 42 “W.7x” (Show) & KHE.

o “WIRHYEAHIC” (Show Relevant for Source) - U128 4545 “ Hbr %224 W7R” (Destination Security Group
Show) & K MEHF Rk RE, FEEH “IRL 4B (Source Security Group Hide) ¥ KHEH HIFTH & H, kit
HILHE,

o “HEple--HEFHEFME” (Sort Matrix By) - A LLE R LR Hodr—/ NI

|
|
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G

o “FFYNF” (Manual Order)

o “Fp%'5” (Tag Number)
* “SGT #F” (SGT Name)

FE3 JHREF

%EREIR1E
BT 5B BT B M
S0 DUB R AR FEHEAT 0, 7V Al F e hr e B AR PR Y 28 X3, sl KT AR iR B 4.
DL T IR A AN B IO, WA AR 7 1) 4 5% 50 oA DUACEEAN R R N 25 o RS H b B P oe ks —
RS WP AN ORI, AR 58 Y R % T AN AR S AT (5 SGT) Aigl CH g
SGT) . k& oetsrrtr (U5 SGT M HAR SGT) i /oM N 2R X IR R J7 o
1% 4B B R Y B TTAR
T A BEATL P P R AN TS, 1 R TR R T . IR SE IR THE S R AR R, HYR SGT
FIHFR SGT &5 oR . BRI FAN ek,  HFG PR OS T1Z BTk B 3 H o) — > B e ks )
Al o AN SUVFAEFEBEAL B e b 2 AN PR TR o X TR DA AR SR A O TIE o

M O KBEECE SGACL

AT LAE A “ H 1 3mE ” (Egress Policy) U €1 22 4= 41 ACL.

FEB MRS THEF L (Work Centers) > TrustSec > TrustSec 55#% > H [ %% (Egress Policy).

L2 M “UEH AL (Source or Destination Tree View) Ui, EFHELE (Configure) > £l i2#H9% £ 4H ACL (Create
New Security Group ACL).

PR3 FAPTR ML, Jf Rdi3R3 (Submit).

o T{EHIERE

FHIaZ Al
FPATUNAESS, AU B

LB KIRIEF T/E L (Work Centers) > TrustSec > & & (Settings) > T{ERIZI&E (Work Process Settings).
W2 IEFELL PRI

o PAANGEEA (Single Matrix) - U0 224X 4 TrustSec P28 H HIFTE WA GUZEE— AN RIS AR RE, 1 L FF DL IE T .

B &



e |

* ZAHEFE (Multiple Matrices) - SCVFR AN 7557 B3 20 AN SRR REL I o AT DAASE FH X SR AR AN ] 10 SREMES 15 25
FIAFI 2% 5%

pE 3 SRR, IF HARAS M2 e HBE B s — AN RE
o FLAG HEAERERL (2 7= FN4T 4741 % (Production and Staging Matrices with Approval Process) - 1 % i i T AF L5

o THIEFFIRETI . PRI HC L G SRS S A QU o 0nT DAL SRS 57 P O3 AT 0 B 0% 4 Hh e 456
Jre JHPANBE RTINS 73 Bl 2 Gt 4 A0 A A AR €

X E B g A S HEA AR P, AR IR b R, 5 A D% AR R RE A v
TIANGS BRI LR IX L P
JEH TAE RS, 20 B 2045 25 A 0 - o] LAV AP AR B, B IL L B A SR s 1 e 2%, 0
BIAERMEERAT L HAE N DU . F5 2 0 S HE A G P o] DL AR A2 50, JRHeE R 4aili sk . B (7R
s AN RIS, A0 DAIEERE R 48 e BdbAT 0% .
PR3 W LA DEFCON 46, ik 1§ DEFCONS (Use DEFCONS) & ik HE.

DEFCON i B /2 % FH SRme A B, m DATE HH U ) 6% 22 4 ] AT P 05 22

R ar LA LR ™ E 0 Y DEFCON Jfil%: Critical. Severe. Substantial F1 Moderate

0% DEFCON AR BT, AHMY 1) DEFCON HElg 4 37 RIFE 72 BT TrustSec M4 152 # Fo %80T LM AR (Deactivate)

LG W 2% B2 £ I DEFCON Sl .

FB 4 R

REFES R TUE

TrustSec TRMEEEFEF DEFCON HEFESF5EFESIZK (Matrices Listing) JUH0H . 7£ 8K} ISE GUI H1,
R Kb (=), REEE T1{EHO (Work Centers) > TrustSec > TrustSec 5l (TrustSec Policy)
> i O 5& M (Egress Policy) > #EF&513% (Matrices List). #idn] LLETF 75 o4 R F R R 3% 0

)

AR YA A FERE 45 ) DEFCON HFRIETI I, A4 EoR “HFESIF” (Matrices Listing) 11
i

0] DL AR 41 2% (Matrices Listing) U{HAT LR 45
* WS IHTRR R
* SR IR
o BRI
o ST HERE
* ¥4 NAD Z3-ic 2115 k¢

S
| |27
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B rusisec misTiEwRE

T A 143 Bic NAD (Assign NAD) JETi, 0] LLKF NAD 7 EC 2 FE . ks

1. 7E “HRECMZ5i %7 (Assign Network Devices) & 111, £ 5 lo B HFE 1) W 25 1 % o 3 n] LA
FH ok 4 T3 8 Y 455 1 75

2. WHERETR RN R AR R o B DA R R BROA R 3 51 T R fr s

TEIARRE AL BE S5, i “HEE” (Push) ) AH G 9 2% 15 #4538 %11 TrustSec At & 5 5.
FEXFEFES 12 (Matrices Listing) GUTEAT#RAEIN, 35V LU i .
o REICTRGNIR L MBS R i 44 BRI B
* FEBUIEBIOAFERS,  Rn] DO R TTAR, o m] LU S B BUAT R (K SRS T 46y o
 WRMERFERE, 73 FC4T 12 K NAD 2 B i s BIERH
© YRR, RGO QIR RIA, (HAZ AR s 2 Ho gy BRI AR .
s FEZHPERIUN, FTAT AR AE AT AR I B3 BE 2 BRI .
* FEZAEPERIAUE, KL SGACL Al fEAEARFE Z A3k, AEIXFPIG DL R, X SGACL A 7Rt 7
— AT TP Ik SGACL 1 A7 JE B o
© WERIEAEREAT A7, WIEik a2 R .
© MNP GERS BRI, AT NAD K A 320 B SRR .
* WUR S HT CEGE A DEFCON HiFRE SN,  WJCi M BR i FLRE o

TrustSec R TIERTTE

I g TARRL” (Matrix Workflow) Dhfig, fRT LALE T 2% Bt bl E siems 2 iy, A i
MR (R AR AE A IR e EIZO0T Skt o 8 mT DLER AT A S LA AtE vt JF
FEARAFHEAE 5 AE VL FE 0 W 2% ot b B8 T A S . e Dy R P 465 D e A PR B0 ) 1 e 38 O
W, R AR AT TARIEW, JRAE T SR S Rn] LAARELAE N — 4L B & sl A7 B 38 i
SR o LEPTA (R 2% et b8 B A SR IR, A A% ) BB T IR A e i

JA P TARGRAR T, 558 iR N A i 7 T DL A ek, DAL P I ook . 1%
A7 2N% 2 HATAE TrustSec I 2% HH 8 B 1A A2 M TR RIAS o G4 A AT LGS LAy B8 0 820 A SR 1 ¢
oo IR EAF AL AN THEME . 1552 D S R mT DU AL R A7 3R, Tt
Yok o B SRS AT A RO, AT DAFEE PR 4 B o6 BEA TS

T EFR T AR .

B &



& 10: T TIER DI

Production
Matrix
I

Enable Workflow mode

&

Start editing the
Staging Matrix

Select the devices on
which you want to deploy
this staging policy

Edit the Staging Matrix

Submit the staging policy
for approval

(if required) and select
the next set of devices

Deploy the staging policy on
the selected devices after the
staging policy is approved

Deploy the staging policy
on all network devices

Set the Staging Matrix as

the Production Matrix

Trustsec £t TiEmiie [

PR P B ] LLAE TR 3 #29R B (Workflow Process Settings) U T H 2 5673 i 2] 2 5 o A1 1L v
HMOH . EERISEGUIL Y, e Kiis (=), AREEF T{EHL (Work Centers) >

TrustSec > % & (Settings) > T{EFE (Workflow Process).

TEPTIE 2 LR A7 R I, BB Tk dmtE SGT 1 SGACL, {Hn] LAgwaR Rk H s ek . 8]
PA#H “WiE Delta” (Configuration Delta) $i% 15 ¢ ER B AE 7= F b AR A7 b Z TR I Xl o #8541 ] A £

i HL G b Delta bR, A7 B A7 IR 31 R0 X F GRS IR BE X

ERNA T TR R B

b1f51

i RA

IR (Staging in Edit)

%o

iR N TR BB AF R, IR R AR . SdE
SERTAF NG S, e N\ T LU 6 A B 8 (10 3 17 SR 1) 12

8



B rusisec misTiEwRE

S8 |

W B2

L RA

S5 ALIRAS (Staging Awaiting
Approval)

G RIG ), S NSR AT R 4 o N AT A AL
R PR R, RN T LI, IXEerie
SRR AR AN

LN AT U AZ A S, P HEBER AR, w it e mT Ll
A PITIk PY 2% 1 25 ANC . Delta # 15 o  EAEAHE SR LATE K IN, o
HEATTUAAS NP8, X LEPP i ol i fF - A I 25 B -
B S B ATAEAT AT 28 0 45 028, G At T UG
H LI K

HiE LU UE (Deploy Approved)

AL AHEAETRIN, A7 RS RS Otk 2t
HENFELE UG RN, A A [P RS

HALEFACNAE TR A7 RS JR G A A AERG L8 A ik
(R PA 4 B 3% b

4y B8 (Partially Deployed)

MAEPTIE LA LA ARG, R R DR IR
HLRVE A7 A IRE T A B8 T, R MR YRR L
7 EEEIRES .

TR B, B TCIEgn i SGT Al SFACL, {H ] AR i) o
Tk

TEM 28 ¥ £ 35 (Network Device Deployment) % 1 H1, ARE8E i
BRI R (AR RS) Won it (RMAD o BlE bR
AR P2 B IIRES . HdE AT DO Fx e &, FHil
SRAEHE XS AN [R]85 8 U1 v BRI (1) e & EAT R 20

B 5e 4% (Fully Deployed)

LB A7 RSB E T T IS B 21T, R RS Bk
Feo A7 T T S8 it m, i AT DURE B A7
TG VB AR
HIFAERAF AR A R R, R A IR R SR (K 4™
RHESAS, DRI BAT U A BB A7 2R Ny 2B A% i
OREE A R RIA

B &

“TARR” (Workflow) 12 f B (AR T iU TARGUIR SR P A 8 CO N HEAD i
0 2 A L N T L YN E N TR NP L (SRl E



Tustsec i Ttz ]

THERIRTS HIEALE R RRY SR HHt A E B RRYSE S
TEERINAS o PER KB « B LRI

A 2% 26 E L T 1 3R Ak LA
NIk

* RALME T I B

o VERALAEITAT AL DE )
(ERIES

~ SRHEAETT AT AL
Feg

o RHEAE A LI
%

o WORHLHETA B

* &Y% deltas

* &Y% deltas
SE4% o AILBY B (Staging Awaiting o HH AL SR o REHERSE

Approval)

« BE LI

P 23 26 C L T 1 3R ik LA
NIRRT

« ULk

* HAEE
« BE LRI

o 4 48 45 i 2 67 LT PRt )
T

o HLAERSE

* Y% deltas
o R4 E
* % deltas
CLHEAE - 5 2 . FE o RIS E

o HGH LR R
« TR LR

o £4 48 45 i 2 67 TP )
T

o G AL R

* % deltas

TrE 4 1 %

W28 B LB A e it A
T

RS

o & deltas

8
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TAERIRTS

HIEALE R RAY SR

HHt A E B RRYSE S

Hh4r E K (Partially deployed)

o P LRI

W 2% 26 E L 7 1 3R Ak LA
NIk

* TRALME T I B

o VR TAT AL DE R
(ERIES

o WRALAERTA AL UER
RIES

SR L
%

o RHEE A

* #%& deltas

o A M
* Y% deltas

L 9E 414 (Fully deployed)

© EFEM LA

WA 2% 26 T L 7 1 R 4R LA
NI

- RILAE BT B

o VERALAEITAT AL DE )R
LIRS

o SR HLHERTA AL
5%

o VERRAERT AL
%
 IERALUERTE WA
* Y% deltas

s BENAE
o A MK
* &Y% deltas

YSANE PR R i X 28 T AR 30

$ 0 LI TrustSec Selg Rk C “ TAEH 0" [Work Centers] > TrustSec > “JR 7~ [Reports])

PR NECT AL RN [P A5 o TrustSec SRBE 2R 41 H T M 4515 £ K% (1) S (SGT/SGACL)
TEIEK, P ISE RIEHITEANE S . RS TAERBI, X T4 si8 e, nIg kit
V.

B &



sngmraaneis [

HOREFETIREE
W DR ISE, ] DA T HA n] 9 & A DO e o A ST RN H AR SGT 5 WLS 1 5
JCREAAIR], WERF ISE A o E4T B Gk IO

NN O SRS BB TS RR &
$ 0] LA Policy TUTHIVAS I HH 1 55 W 1 LSS BT R

S AENEHSEGUI Y, HiliZEs Kir (=), RJEEHI{EH L (Work Centers) > TrustSec > TrustSec % B& (TrustSec
Policy) > i A3k & (Egress Policy).
PIR2 LOEPEFE IO, THAAT LU B
« FEFFERLIE T, R RS BT AR LI E
« 1£ Source I Destination BV 1, et iy M54 b — 17 RO I S AE L 5 447 «
PR3 ik Add LA DT ST .
PB4 PN H I A AR
* Source Security Group
* Destination Security Group
* Status, Security Group ACLs

* Final Catch All Rule

FES 1R TF

S O 5kRE

S EELISEGUI 1, iiRE Kir (=), RFiEH T1EHL (Work Centers) > TrustSec > TrustSec SkE& (TrustSec
Policy) > i A%k R& (Egress Policy) > 46F& (Matrix) > S (Export).

$1E2 WL S SO RS G QR AT E R E SGACL) , ikt E13E2315 7T (Include Empty Cells) 5L HE .
ARG, BAMEES S, SEICSHE SGACL FIbbrfs “a8” KiET.
TR RS SCEASER T 500000 47, A5 0043 HY A] B2 & A e

PRI EFLUTEIZ

© “RHLMLAL” (Local Disk) - U12R BEG HSCAF BEAMIIKE &5, T L HEILIETI .
© “AFfifPE” (Repository) - USR BT SO B RRAFAH A, TS ISR

|
|



S8 |

| EERNTIEr S

TR IHE T SO BT A . B EAAE I, T KA R E TR (Administration) > #E#7 (Maintenance )
> TFf# FE (Repository). A fR CL4% 1 1% i A7 fifh 13 ORI 5 AR

WRLAE s g, e Ui S sk

&R UL SO A RR . SR AT 50 N4 BRIMEOL T, SCHR AL 4E 4T (], (2, i R B e
PEAFAEARIRI ) SO 44, W SCAF et 6

B4 pidSE (Export).

EANH ORES
AT LB LR G Y ISR, SRR IZ RS S N BB ISE. i A KE = editiid, BazEAal
A ACL W n] e T B — et ), AH R, B0 il DS IR % e 2 AR ISE n) 7545 I
Bo fEFALFEF, BEFISE 2% CSV CAFH 4 B M2 H 10 SGms A6, 3+ HASE G5 .
W IR LU RS, H SRS N2
o JREL H bR SGT ANFEAE
* SGACL ANTELE

o PRSI R} ISE b 41445 Jole B PR AN

S ARRHSEGUI Y, ik Ky (=), RGP I4EH 10 (Work Centers) > TrustSec > TrustSec 5B (TrustSec
Policy) > i A%k B& (Egress Policy) > %EB%& (Matrix) > & A (Import).
$B2 iR IRRR (Generate a Template).
W3 N “HHHNE” (Egress Policy) U FEMEIR (CSV M), SRJGTE CSV AP A LU 5 B :
* Ji SGT
* H#x SGT
* SGACL
o A UM, ZHEEED
WIR A WAIEELELE TN SR 55 AT Sl ik AFh R B = T B $03E (Overwrite existing data with new data)
SERE . WA F AP AR TETC (SGACLA AR “2” RBEFIETT) » AHRNHFELS 70 h AT 5K W1 e
738
S OEmER, REAREEEI, EETEEEETT (Include Empty Cells) EiEHE. A XELIE R, 1ESH
T e, 2 133 5,

WIS pihIIE S (Validate File) 30 0F O ARISCHE. JURFISE &7 F A Z BTRHIE CSV 4514, SGT 4%, SGACL
RS RN

HIE6 ik BRI E —MEIREHELIES N (Stop Import on First Error) B1EHE, {8 R} ISE 788 FTATAHZ N BUE S\ .

PR LEEA

B &



miinzmiE set i

MHE OKEEECE SGT

AT DAE A “ H I 3mE ” (Egress Policy) U 61 22 4241

$IB1 AR ISEGUI T, Biliskd Kk (=), RE%#EI 41 (Work Centers) > TrustSec > TrustSec 5B (TrustSec
Policy) > i A% EE (Egress Policy).

L2 N Pk HFM AL (Source or Destination Tree View) TLTHI, EFFECE (Configure) > € i #89% £4H (Create New
Security Group).

PR3 FAPTR AR, JF R332 (Submit).

AR

HFE S —F, BT DU 1 50 1 ) Monitor AL 328 TRUEE AN HY 111 SFE I BRSOk W 351
Ao FEH ORI T, 9 Monitor Al ZIEHE, BATH PRI H D SRISHC BRSSO s, &
F Monitor All ZIEHE)G, BCEARASHS KA Hi:

« R4 Enabled 508 Bon 2 AT 4, (HE KRR G AL T 3 FIRAS—FE.
* JJRAAN Disable [ B ICASZ 50,
* IR 4 Monitored 5 JGAT R Monitored IR

HH 3k Monitor Al ZEHERI A WS S AR HE BRAS o IX AN S8l 12 b PR e S PR . 2RI
I +E Monitor AllL, - H P13 rh )RR S OGRS IR RS

IR e
P 4 Tl i mT 3 B 45
o S T 0 E L 52 M 4 e 4 F 9 o
* 517 SGT-DGT X s hb T M4 Bt s AT R, JF FOWL SR M 2% rh ) T 70 R A AR e o
* Tfi# SGACL Z 3¢5k AT B ATIE A2 el i 7 B A vr
o BRI R AYEERAT) B A SR
* BRIRFE NAD [ CW ) SGACL JF sz 5 (i)
AL EH

RN agle D IIRE . HIFRZE(E 0 &7 Trustsec (YTHAC & 244

2 BRb 22 A ] N 48 B A AT R YR ER H AR SGT I, XU R g AR%0 SGT M5 c. WAL
KIEAFA, W)iE K 1E H T <unknown, Destination SGT> 157G Ul A H AR AL, Wi K id H T~ <source
SGT, unknown> 157G WKV H br3IA SN, WEKIERH T <Unknown, Unknown> {55 JG .

|
|



S8 |

B =ose

ELIATR B
ZRINEWE S TR <ANY,ANY> {570, Fif U5 SGT Bt 24 Hix SGT. AL, ANY SGT A&

o, HARLEAT s H bR SGT 41 . ANY SGT {15 ANY SGT fic%f. ANY SGT L5 HAL T
] SGT ALKt TrustSec 4% ¥ £ K BRI HES B N 2 2 15 70 5 ms iR 2

© WERAFETCN S, WIERAT A5 o0 5 BRIA SRS o

o WERAE IO ORISR, U2 B SRS o £ ok S8 R 5 BRIASRIG IAL &
HRAE SR ISE, (5 TS AER A SEME Sl 9 ML) SGACL,  HI B 73 59 R M LA [ 5 AN A 57 1) S s
i
BRI SO I E 5 A A TTAN ] «

o DRSO PIAME, A B .

LAl ACL ZERIASKIS I AT AL 7B, D] # 2

o S AARBUITA B ) Dy UM TR SRVF P R4 IP. fovF 1P HAEEEEZE 1P HiE. WARAL
None AT, R4 BRIA SIS Z ST 2 42 4

SGT 77 Fc
U ARAERNTE et A4 B P Huhik, JUA}ISE SuvF i) TrustSec W% 70 BC SGTo 4 HA N E FHLA BL
IP HihE (1 2 NI ZS ), R ISE 2 706 JLHEAT 5 40 B0 2 1 43 i SGT
ERNTEOL MR A LT SGT:
* SGT _TrustSecDevices
* SGT NetworkServices

* SGT_Employee

* SGT_Contractor

* SGT_Guest

* SGT_ProductionUser

* SGT Developer

* SGT_Auditor

* SGT_PointofSale

* SGT_ProductionServers

* SGT DevelopmentServers

* SGT TestServers
* SGT_PClIServers

B &



noac iz i

« SGT BYOD

* SGT_Quarantine
A I 75 BT B0k U % E B AR 2 e bR S WL 2 Yy . 0] LA Security Group Mappings T [ 61
DU . FERAT BEERAERT, IEMORIERE T — &R %1 SGT.

ISE fSeVFEIE i % 10000 /™ IP 2] SGT West. #n] LLAIZEE IP 2] SGT Wi 4L, MiZHE i £ R
FIW S HEAT 2040 . BEZH 1P 31 SGT WL #R AL —> IP Huhb# 2, HBEMLS g saAs 2244, CLEAER
TSl B PR S A P 0 4% 15 4%l X % 15 A5 4

NDAC #Z#X
fn] DL ) W 2570 e SGT B & TrustSec ZEME . 70 LIAR 4 TrustSec ¥e4% 1D J& % n] e 4% 0 it 22 4=
4.,

fi2 & NDAC $51Y
Fr s Z B

* BORBIE I T 3kms e a4
© BPATLUMESS, USSR B D SR S O

HB1 AEEHSEGUI Y, HdiZEs Kir (=), RJEEHI{EH L (Work Centers) > TrustSec > TrustSec 5 B& (TrustSec
Policy) > M 481% & 174X (Network Device Authorization).

FIE 2 5 Default Rule 174 (1) Action El4x, #R)5 i Insert New Row Above.

W3 R FR .

FIB 4 45k Conditions S5 1IN (+) LAAS ISR 45 A% -

$HI# 5 47 LL A7 Create New Condition (Advance Option), 4R i 6 &5 4+

$IE6 MR (Security Group) NFIEN, EREAEMAAPEAL D true MEHL N4 ELH) SGT.

PR T (EMAT D AT Action BIbR,  ARHE B8 PEAE iR b7 BT 7S NS 2 N . ST DL S R, O TrustSec

SRS B T g O T A R S mT DU R ey AR, RO LU L EDHE R . Sk w] AR AT 260, B3H
il R B SRS A4 K

P true (55— Z B E VPR IO S5 A . W AR AT VL EC AL, JULRs I P BRIA LI ;- AT EAZ 4R BRI UL Fis
SEAEBCATVCHC 1 RN (5 00 T L 50N H ¥ SGT

IR 8 riili Save LALRAFHET TrustSec Tl .

RS T T4 R0 SGA T S RIET B I TE, WA ML SGT B ILRI A 10 SGT If HLK T
LA RALFEATHIEIR PEA 5

|
|



S8 |

B ==s«mpaw

\)

B ORUENRT,
TrustSec_Devices.

B IA M 4B IR & 124 (Network Device Authorization) S0 (1) 45 5 35E h

B & PRI
BRISE BRI 22 A AP SIS VPG ) 45 . AF bk, 18 n] DBz 2l  Be 20 P f0
i
FresZ Hi

* THZRBEEIKE R
o BEPATLURESS, I AUS B IS B R S L

T A ARHSEGUIL T, HulhiZE Eis (=), REIEFEIIEP D (Work Centers) > TrustSec > %45 B (Authorization
Policy).
L2 QEDH R BR .

T3 LA NBUR .
U SRAE SRS P E B A0 P e A 3T, M2 2 2l o IE B2 HT P sy, HLAZH P RS i
IR Bl B 2 b B RE 1 SGT.

TrustSec {ic & F1 5% BEHEIX

JEBISE SCHEHZRUE I (CoA), it CoA A} ISE n] LUE %N TrustSec ¥ £ TrustSec Fit & Fl g 57
O, X AEBE A T LU SR S0 1 SR A A Rl

CoA B %nn] LA & TrustSec W 2% 15 £ K IEFRIE CoA BL MG CoA.

] L) A 5 RS2 3 TrustSec CoA Ty e ¥ 25X 25 IO Tic B 5 o4

Y 3% CoA By 4218 &%
FEUR ISE 111 B 946 8 % CoA SN
C AT 1P LI B R R TR

* Bl 'E Ok TrustSec ¥ 8% 1 W 4% 4% %
o WE N SCHF CoA HIML% % £

B &



A% co g iEnEEH [

A 2B & SR 2 AR & BRI 00 A U 5E Hh 38 JURL ISE I, CoA 1 =R M JELEL ISE
T AKREEIA M. B, TrustSec M4 B4 7 B S XK AR ISE 17 s5i4/E A CoA &/
Uity o

Be% 1n) JBA ISE F 1 SR [H] CoA NAK 8% ACK. {HiZ&, KHME&ARILL T TrustSec SiFS KER
PO N 48 46 BB T At AAA TESRIGEENISE H &4, MiA—ESKEE T A,

[B] 3245 CoA BYIR & iEIXBL B B il

HEE- S AN JIBHISE 1) S AL (CoA) “HEIX” ThRE, HIA: Nexus 4% B RELERRAS . X0f T
XML, ISE R IERL B ML ¥, Bl AN ISE HSEBAC Bi K. ik, ISEXS M B% T
J SSHv2 F5iE, JR}F ISE AIEfl A MIET TrustSec HEMEHIFE K4 o BT 2BAT DAAESZHF CoA HEi

(K19 281~ 65 B St

$HIE1 EARHISEGUI Y, Huliske Wbs (=), ARGk TIEH 0 (Work Centers) > & & & (Device Administration) >
M 4% 2R (Network Resources) > M #4%1% £ (Network Devices).

LB 2 EH T MW &S IU M RIENE, SR DT mEE (Edit).
ISTF 25V £ T 4 7R TP Hilik. RADIUS F1 TrustSec ¥ & & 7 L IEHAIRC S

SIE3 0 FEBIE TrustSec 3R E (Advanced TrustSec Settings), 7F TrustSec i@ EIF0E & (TrustSec Notifications and
Updates) ¥4y, % &iXELEE M ZE &% (Send configuration changes to device) HiEHE, it CLI (SSH) Mk ik
.

P4 (AR $4E SSH %,

FIES i HERE L SEFRICE ST EHE &5 1tk i& % (Include this device when deploying Security Group Tag Mapping
Updates) Si%HE, it SGA e 4 FH e a5 F6 1 A48 SR IP-SGT W sff o

I 6 NI EPAT R G 45 o 1 (B SR PR FH P IR P 44 R G

FBT (W) NN, MRS HPATEE, KAV mE SR E . LT 2R (Show), R E 4 Ik d AL
B IPAT R A

LI 8 iy IR YRR (Submit).

IAE, P25 UG B N HEIE Trustsec S . SEUERL ISE SRS I, rili HEIX (Push), LB &4
WY 2% 5 2 EARILH SR

SSH Z A5G 1E
] AR B [T SSH 5 F B 224k . JEURF ISE A SSH 35 40596 4IF Th At S Fr b 4 .

FAEHRIhAE, 15T T MEER] ISE 21 PIZ% 34510 SSHv2 ki, 4R Jo i M 48 ¥ £ 1) CLI £ % SSH
BE . ARG, SIS, R RS R R ISE R TIAE . 1 SSH #5445 %, A SE K&
1HERE,

PRI HET, BFRFISE HEERE— 1P (AL P e, 08 P W1 M)

|
|



8 |
B = conmane

K& SSH %411 CLI iy %
AR} ISE 5 H 22 41015 I P45 4%

SIE1 EMS & b
a) EsRANEERL ISE 181 SSH 50 55 JLIm A5 1 I 2% ¥ % .
b) A4 CLI %7 SSH %4 .

il
Xf T Catalyst B, fir@/&: sho ip sshe
) HEHlERi SSH a%ﬂo

MIEEL ISE FH 7 St :

a) TEAFHSEGUIH, RS Eis (=), REEFIIEH L (Work Centers) > 12 & &2 (Device Administration)
> M4 %iR (Network Resources) > M 4&1& & (Network Devices), Kl FTis ML &4 Fk . TP Hilik. RADIUS
F1 TrustSec % & A&7 CLEMANCE o

b) | F&SIE TrustSec HRIZE (Advanced TrustSec Settings), 7t TrustSec & %1F0 5 # (TrustSec Notifications
and Updates) #4y, % %i%E B B E/i& % (Send configuration changes to device) B ¥EHE, i CLI (SSH)
PRI

c) 7t SSH %4H (SSH Key) TR, R T A 2% 5% KT 2R 1) SSH 2 4

d) i DU IR 3E (Submit).

N
>
N

BUAE, W% s ] LUEH] SSH & 9150 Uk 55 R ISE FREAE .

ﬂ;iﬁ. CoA BNtz

THE BRI CoA WAL

B &



7z coh k% [

& 11: 3155 CoA BHIRIE

I1E CoA fil A& 2%

A ISE CTS NAD
ISE Administrator
I I
L I
I Submi CT3S
I emaronmant data :
I
P ne I
Either an autormasic, immediate | Environment |
push upon submil o manual .. CoA natification
push meatos by adminstaoe | H—
I
Environment data request !
Cakulate NAD SGT User-name=#CTSREQUESTS I
from NDAC policy cle-ervirconment-data=<device id= |
I
Access accept
ClaseCurity-Qroup-iag=<ogt 1ag>-<gen o>
cisienvirarment-data-expry. <lfetima s
cisserverist=<lis! name»-<gan id>
CIS SNTy-group-3atia=<50 1Ak Nama=-<gan id>

Eloww may contnio:

o i NAD dont have (SGA) server bxf or s gen id different
Fream recalved sorar Bt pan i - 56nd 4 download server
list request 1o get SGA AAA seovers list r

o If NAD donY have SG Bst or @5 gon o diferent fom L'
racadead S0 At pan i - sand 3 download security group
name lst request to ge! 3GT list that is a3 mapping
batwean 36 name anc 50 value

300492

JLE}ISE [7] TrustSec M 451545 RILIFEE CoA T4 .
B A& IR [P i 1 3K
JORISE R [F] LA £ LA B 34855 04 18 5K

FIETE K HI R 2% IR E I - IX B $5 TrustSec W45 HI SGT (AR NDAC SRESHEWT) FI N IR
TTL.

TrustSec AAA R4 385K ) A FRFAE % ID.

SGT# (MREAZAS) MAMAIAENR ID - XX H SGT A MM SGT i, Jf HIX SR L [R]$E it
SGT K553 .

RS TrustSec AAA RS #5512, B LR ID ST A% ID AN, B&SEA
LS AMER LR AAA RS 225 £ N2

I ARSI N A ) SGT %, 5i4E A ID ASJa] Tl i A2 pl 1D, M 423 Rk o —
MR LLSREZ SGT RN % .

ARGATLL LR 3 il A 3458 CoA:

S

s8 I



S8 |

B »msismems con

ot
* AAA 5548

A MR F il 4 IR T CoA
TN MR il AT CoA, T 58 LLTR AL IR

B IEFAEARISEGUI T, L3RR Eir (=), AREESE TIEH L (Work Centers) > 1% & &2 (Device Administration)
> W4 %R (Network Resources) > M 4% £ (Network Devices).

IR 2 SN e g e P 48
I8 3 3 Advanced TrustSec Settings #54> F [] TrustSec Notifications 11 Updates 24§ .
HUA R A B )RR E TrustSec (2% 1 8 25 W 21 5 O Ja8 1 1A 60 o
T HA—ANREZ IR, 5 CoA MM TEPEAS G ERIRIE o JT ™ AL IR 4 H A2 05 4 IR EA 58 Jeg PR AT 58T o

AREAMAIFE CoA
BN AR CoA, WETEHLL N PR,

1 T{EH (Work Centers) > TrustSec > 284 (Components)> &£ 4R (Security Groups).
$IR 2 {& Security Group W, Sk SGT MAFK, HERMER B0 SGT IMWURHME I A PR, IX 2 fil A PR B L

PSIB3 Nl Push #%41L, DAETE M N SGT KIS MG KL IAEE CoA M. LI CoA MM ANE 1 2 FfH TrustSec M 4515 %
FRME O ST SGT K 3,

77 TrustSec AAA HR 55 2&fill & IR 15 CoA
FLH TrustSec AAA IG5l A5 CoA, E5ER L TP ER

FIE1 FARHISEGUI 1, HEZEE Eir (=), Rk IT{EF L (Work Centers) > TrustSec > 254 (Components) >
TrustSec AAA BR 588 (TrustSec AAA Servers).

1% 2 {F TrustSec AAA Servers JUI A LLAEE . MHIFRELEE BT TrustSec AAA RS FSHIACE . X il &k A5 T i,

PR3 {EALE 2 TrustSec AAA RSS2 5, miili #EiE (Push) #81 REFAEE CoA TN . ULIRGE CoA T8 A A% B T
TrustSec W25 B & Gk C S I P AT TrustSec AAA 55 a1 5T o

77 NDAC 3R & fil & ZR1E CoA
Py NDAC SR fil & 855 CoA, 52 L DK,

B &



w7 seacL uznie |

P KL TEF L (Work Centers) > TrustSec > 5B (Policy) > M 4&i& &% 12 (Network Device Authorization).
7t “NDAC 5l ” (NDAC policy) Ui, #&nf LA MERECEH NDAC SEBS AN . ZR 4823 0] T A7 I 24 12 %3
XL PR B 0

$E2 AERFHSEGUI Y, HliskE Ky (=), RGP I4EH 10 (Work Centers) > TrustSec > TrustSec 5B (TrustSec
Policy) > M 4&i& & 154X (Network Device Authorization).
7t “NDAC ##%” (NDAC policy) Uiifi, f&n]LAGIEE ., MERECTE BT NDAC B RN . ZRG04s ) T A7 9 285 1 4 e
IR LE PRI T 5

T3 oLk “NDAC 5lg” (NDAC policy) LI 1) HEIE (Push) #2411, KALIAES CoA A1, ILIAEE CoA AN
RIEZBRFTH TrustSec M 4% i1% % FH E M4 % H S SGT.

S #7 SGACL A& itz

B B8 B SGACL N 2L .
12: E#7 SGACL A B 72

ISE CTS NAD

ISE Administrator

L >
I Submit CTS
1 SGACL daca
1

Per Palicy Update RBACL CoA netification:
policy command=updatesbacl
48 rhaci=-rhac-names-<gen-e>

Ether an suiomatic, invmediste
push upon submit o manual -_
push nMated by admmsiraton
|
]
4

Download REACL request
User-name=#CTSREQUESTS
cherhaci=<rbacl name>

-
| RBACL response
s had=<rbocl name=<gen id>
|  csrhad-acos<numbers=<ace sirng>
I
I

200454

1. JOR}ISE ¥ 58 RBACL Ay % 413 CoA B 41K 1% % TrustSec M 4% i 4% . WAL SGACL 4 FK Al
L% ID.
2. WUERGH R LRSS, AT RES I SGT Aids i kit 47 Hik:

W2k SGACL 2 B Pk th S Juh) i 70o B8ty Sk i 74, X Se il S5
RBBEZAN LI ) SGT HIKMIfEIC GEEE H AR SGT 1 H HIERIE A1) o

CoA AN ALK ID 554 it SGACL £/ B I A4E 1% ID AN

3. AT wN SGACL ##5iEK, B ISE 2k Al SGACL A %% (ACE).

|
|



S8 |
B =725 seacL &2 151 Coa

IBsh & # SGACL fin % A9 513 CoA
R IH SGACL 4 (1517 CoA, Hi5EMLL F A5

FB1 ELAISEGUI Y, HliZEE s (=), ARk BEI{Ed L (Work Centers) > TrustSec > £H$ (Components) > %&
%40 ACL (Security Group ACLS).

$IE2 T SGACL MINZ . B SGACL J5, B4t SGACL MR 1D,

SIB3 Nl HEE (Push) #4441 LAERS T 2 > SGACL HIW &2 Ji KA T B SGACL i & 1413 CoA 4. B A A
25 TrustSec M4 %, I HAEA K E & L% SGACL AT BT .

B SGACL [ FRER TP MRAA 2 B L AR il ID; - IR EAS 77 2 26 56 38 RBACL 1y 44 111 51)% CoA 1A

fEJE, G SR Y S 2 i Y SGACL A2 FRER TP FRUAS,  JUJ2xH Y 57 25060 & 1% SGACL ¥ cHg, JIf
HX &S0z 5 0k Hbr SGT IR 1D,

%Hﬁﬁ?ﬁ CoA B EN/it %z

NS T H CoA AL
13: 58 CoA SEHFETE

ISE CTS NAD
ISE Administrator
L | [
| SUbmil CTS ™ I
1 Egres= Policy dada 1| Can contan ru.l'.lp'?‘ﬁil.’\.:L
| ardior SGACL Per Policy Update CTS Policies Col notificaion enitees & mutbpio Fi{: T l'nl"'r:s:
s policy comman T spdate oo -pulicle I Lo Ir-'JT":- about mutiple CTS
Ether an aulomatic, immediste | TR TR <D SCi-Nam=-<gan-d> I policy changes
push upon submit or manual "-.._h G168 SRCUl My-QroLE-Lag= <a gD -<Qen-d>
push nitiated by admnisrator
T I T- A Reques! | Response
] i DT GTrY N e
— T CoA NeBCason
Downlosd SGT Matrix regues!
OR |
Download REBACL request I
I

SGT Mabrix responss
OR

RBACL response

200402

1. JEB}ISE [] TrustSec 4% £ K15 BB 5% CoA 4N, W4T LI 24 SGACL 4 A HA
B ID, PAMZA SGT A HA R 1D,

2. WATREEINEZ A SGACL Hdsif sk A/s 214 SGT #idi .
3. VYEAXT SGACL #i#iih=k sk SGT £isi=krmyRz, AR ISE IR [FIAH X E s

B &



=3 6T 468 CoA ie |

EE ¥ SGT %Ef% CoA 7Lt

T SR T T SGT AP CoA KA.
14: £ 37 SGT 4EF% CoA 72

ISE CTS NAD

ISE Administrator
L T
1 Submit CTS

1 Egress Policy data

|

Par Policy Updata SGT Matrix CoA naotification
pollcy Cormimand=update-sgt
S AACUnty-group-tage <sgb=-<QerHid>

[
I
I
I
= " r |
Either an aulormatie, immediae |- I
push upon submit or manual h
push ntlased by adminisirato
1

Download SGT Matrix request T
User name=#CTSREQUESTS L
crsbacksource. Ist=<ost sgra{-<gon-ID )| ws v wdvli)] |

1
I
I
1 ,
I
I
1
I

] Download SGT Matrix response
| = arshEni At caeny= < Hatime >
|( src-dat-rbach ¢ sgb=-<garHD=-<fag=-<dsl agi>

o
| <gen-iDo.< -I.:\-||1-\.-b vivE]i-<RBACL name><gen-ID>

300495

1. R} ISE K5 BB SGT HikE CoA MK 1L TrustSec M 4% k4. WAL SGT A ID.
2. WA R LUN IS, B R LA EE R SGT Hidls i K«
WA SGT ML AR ¥ A mi 28 0 1) SGT, W& R AT/ B 5 ML AR o5 A1 2835 1K) SGT (H b5 SGT)
R IE TC.
CoA T AT KA ID ANF] T8 %4 SGT R B (1 2E ¢ ID.

3. VEANXT SGT Fdaid=kima i, JERLISE IR [P H 5 o s, Flandi SGT 1 H 4x SGT. 17
TOIRZS UL R AE A TG L & 1) SGACL 44 BRI 411 4 .

&M ORI E T SGT %54 CoA

S ARBHSEGUI Y, R Kis (=), ARJEiEF e (Work Centers) > TrustSec > TrustSec S B (TrustSec
Policy) > i O %A% (Egress Policy).

W2 78 “HIEE” (Egress Policy) WUIHl, SHITIMINE CIRE. SGACL) .

PRI EIRTHNE, RESREZAIoH Hbr SGT M4 % 1D,

P4 fULHEX (Push) 4240 DAZERE S 2 AN HY 1 B T0A% (10 N 2 22 Jm AGES BE BT SGACL fir 44 1813 CoA Sl AN IEIH KR A&
LA TrustSec ML, I HAAHIGH & B P ITH A I B8

|
|



. TrustSec CoA #HE

TrustSec CoA {HE

S8 |

RIS T A REESR AR TrustSec CoA 5 M5t BRI S AT CoA HISRHLLL KA UL 5T

Il o

% 17: TrustSec CoA #5=

Ul & fil% CoM HOIRME | A% TR CoA %5 #i%3
Network Device | 5 4 1T [fij () FE I RAL 7827 o 2 X 45 1 %
TrustSec #84H [1) | TrustSec M £% % 4%
R85 TTL Ja
TrustSec AAA TrustSec AAA IR% | v LLIE o i ity 71 BT TrustSec M %%
Server P HEHES | TrustSec AAA 45 B
CRIgE, S8 M | 2850 s
B, EHHDT) | Push #4% BT
.
Security Group SGT H (ATAT B 2 | v] LA sk o5 SGT | FAE FT4T TrustSec F%%
(B, Eiws. | FIETF ) Push W
TS FA R BB
%o
NDAC Policy NDAC 5 P (4T | T LU s it 78 45 TrustSec [#£%
s (A, B | NDAC S ot [ o W
By MED ) Push $% 4] #Ei%
EV A
SGACL H % SGACL ACE | AT LAl i i i ¥ ¥ RBACL 174 | B TrustSec 4%
SGACL # il |53k &S
¥ Push #cH 4E
15 B M
% SGACL 4 Fx% | Al L@ il HEBr SGT 4 B TrustSec M 4%
8¢ IP A SGACL %1|3 7 [fi] B
¥ Push 5 8¢
Egress K1
Policy Push %41 #E
15 B M
Egress Policy -+ SGT 2k | AT LA ik i BB SGT b4 B TrustSec M 4%
B ID A Egress Policy 7 [f W
1) Push $4H 3

B &




zemtriaznmi [

Z e HIRIE R L

GAYIFRIC (SGT) A B (SXP) H T-AEHTH AN H % TrustSec A4 52 5 (1) 9 45 % 2% T A& 3% SGT. SXP
AP TR &5 () SGT A TP Hiudik A—ANJ %1 SGT M 4R AL 46 B 55 — DI S & . SXP 1E5
HAHEH R IP-SGT Wsf o & T2y SGT nll i i S siah & 1 7 AT 0B, IF H SGT nI 7 2% 55
s A 23 2 8%

BALEAT T LA H SXP R4S, 1EAE “HHTT N E” (General Node Settings) TUIHZES “ 3 H SXP Ik
%7 (Enable SXP Service) &IEHE, LT e SXP 45l I+ 1.

SXP i F TCP 1E AL trisl, HF-AEPIA AR N 25 ¥ 5% (R 7 SXP i He . REXF SXP i, —
AXPEFEBR AR E N SXP R EH, J7— MAER A o SXPMIWT o 3X AN XS 45 15 £t m] /X
18 W i L - P 2 LW i A TR S R RS = L (LT < B € S O A o ¢ IR - b G
B, (HWURAE B R R R B AL RS T

N

ER IRALERIN SXP WL RR 1RG0 E .

NERFI T AE SXP I 28 TR -

IP-SGT W5t Wit SXP ZEEATHLR) TP Hulik B SGT (1 .

LEAE SXP WA > B PT A WL CRFE TSI F2s g
WLl ) , 1% #E TEd 0 (Work Centers) > TrustSec >
SXP > B SXP BRET (All SXP Mappings).

SXP K5 # it SXP HEH AL IP-SGT WU (K045 e 44 o

SXP il & Wit SXP &2 IP-SGT WL X 254 4%

EEERINEEE ISE 1 SXP X451 %, 1HIEF TIEH L (Work Centers) > TrustSec > SXP > SXP
%% (SXP Devices).

\}

ER AT DR ALY A RIS AT SXP R

1 FH SXP ARSI, i E = LR LA

o RN SXP 5 RO TR WA AT FE N, SR BT K SXP B K W FE T N
o IXEBASAL BIRIE SXP &% (SXP Devices) i 1171 ( T{EH > (Work Centers) > TrustSec
>SXP > SXP i&#& (SXP Devices)) o 7E44 SXP 5 sl BB N BIE S, W20 T2 BB Inix £
B (HE, W SXP 45 a1 L) SXP g5 Uk AA A, ISR SXP 14

o HRLISE A B A IP Hulik (1 24> SXP & iE4h 5 .

U RADIUS 2% 58 5 KA (Fltn, JURME A KL 6 & 8 it H) , 2 i mmEds
fR e T2k, I H SXP Al i R IP-SGT 455 .

|
|



S8 |

B sz

* MWIGHTHRAS K ISE T+ 48 Jm, SXP A Ashish. ETt%Ja, @205 5 SXP # i) #H i 5 SXP

5in SXP & %

FHIEZ Al
EPATUL RS, B0 T P R S B

FHIE1 EFETIEH L (Work Centers) > TrustSec > SXP > SXP & & (SXP Devices).
FE2 pidiRm (Add).
PR3 ANV AR B
« MM CSV 3t £ 1% (Upload from a CSV file) ffi | CSV U N SXP ¥ #% . W WEIFIESE CSV U, K5
riili & (Upload).
TR LR CSV B, IS SR INE & MTEANE B, I LAk CSV 3t
« RN AN & (Add Single Device) A REAS SXP &4 T3 I & PRI B
WIANAFRS IP Mtk SXP Mt (PIWFFR) . JAassliiE)  BAGSEAL. SXP JRACHIF T 0] 45 B £ 14
PSN. 1L DA AR 58 R A5 B EEFE IR SXP T,

HIE 4 (W) S RIEE (Advanced Settings), A5 A LL T iE41{E B

o “HE AT HEZARFEIS ) (Minimum Acceptable Hold Timer) - $55€ I 0] CLARP Y BT, 4775 280 A& R Fride
FATIS IR FFAFI I S . A RGERY 1 3] 65534.

* CORFRAEIR LI 8 (Keep Alive Timer) - £ BEAT HUALAS B 6B L S 4O IAIR, 47 o P B o 52 0

WHEMWEE . ARGEE A 0 2] 64000,

PSR,

S LIEN N = =]
win SXP ﬁkf_—t/m\ﬁ'ﬁ
i CAEE G SXP W& S A I CEISFAI RIS G ) o« EAFIAE O, 1R e
br (=), RJak#E T4EH L (Work Centers) > TrustSec > SXP > Fi g SXP &t (All SXP Mappings)
BRINTE DL T s IR Z 15 824 ) (R 2 TR RN &5 R IE FIBRIA VPN 4. & n] LAz SXP il yEgs, LA
fHER i R 3% B AN R ¥ SXP 35k (VPN)
RRAE UL P B TP-SGT WS v I 5 1) 400 9 28 11 50 i) st P Bl 2

B &
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\)

AR OAUFRLISE 3.0 JFAA, W28 T LUR T 24> SXP 1.

LN SXP s yE A, AT LL B ERAT

FHIEZ Al
FHATEL MESS, LU S P B AR S HE O

S AEREHSEGUI Y, HhiZEE Hik (=), R)GEHEITIEF L (Work Centers) > TrustSec > SXP > ff§ SXP BR&t
(All SXP Mappings).

F1R2 ki SXP 133 2% (Add SXP Domain Filter).
PIB3 PATLL FERAE:
« BONTPIVEANME S o BAT R F 7 P TP ik fR 9 286 12 46 1R 2 Tl i 25 i 21 SXP 18 (SXP Domain) 7Bt

FRIE RN SXP 4K (VPN).

* )\ SGT FhglR kS —A SGT. Stk SGT LA 1h WL 2 A& 1% B 7E SXP 13 (SXP Domain) 7Bt hi% £
] SXP Ik
MR N E FMA SGT, WIS il JE2SUCHC 1) 2 tH LT 2 &% 2I4E SXP 18 (SXP Domain) 7Bt ik £
SXP i,

o MR TRk P E L% o 55 1 R 48 W0 £ AH O O 2 1R L4 2 3% BIAE SXP 18 (SXP Domain) - Bk £ 1)
SXP 1%,

o EPEICRG WU AL B [K) SXP 45K,

T4 PR EF.

R3] LA Fr sl B SXP sty . EENF I vERs, 1 Al B R SXP 131 82§ (Manage SXP Domain
Filter), 1ErPZgiind J8as 57 M5 IEHE, K5 S dmig (Edit). ZEMIBRE I8, ik 2R 1
JELRSF I IEME, AR )5 A E ek (Trash) > FiEIR (Selected).

BCE SXP ixE

FHIEZ Al
EHPATLUTAESS, G0 S P R S B

P11 EAFHISEGUL Y, HuliZes Kis (=), Ak EEILEH L (Work Centers) > TrustSec > & & (Settings) > SXP
WE-
HIB2 {F “SXP UE” (SXP Settings) U [ AT 7 FIVELN(E B

S
| | 19|
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. TrustSec- 27} ACI £ 7%

WG E T & %5 PXGrid £ SXP 488 STIEME, 1P - SGT WU AN S 7E W 45 e 45 [ A4 4
$IE3 pidifRTE (Save).
iR 2 SXP ¥ E W, SXP RS B A Bl

TrustSec-E %} ACI £ %

JURLISE 0] LUK SGT F1 SXP Wl 5 A & i (IEPG). #Mih 24l (EEPG) AR LN ] Ay vhoca i)
Fertivoi CERF ACD & (BP) FiL'E [F2

JURFISE Alid i [/ IEPG, JRAE ISE WA OGN B SGT,  SCRRI £ 0 SR ACT S8l k1% 2|
TrustSec 3. X2 SGT X F} ACI HHICE ) Ao AT, 75 ISE rh QI OCHRY SXP ML . X
e SGT & B nfE “%44” (Security Group) UL ( “IRFENYH” (Learned From) Bt IM{E A “ AR}
ACI” (Cisco ACI)) . #EWLIFE “Pif SXP HL” (All SXP Mappings) WU &7 SXP Wbf. HAL
CLEFE “IREE-1-1f1” (Policy Plane) EI (/£ “JF} ACI & ” (Cisco ACI Settings) L [fiH) H SXP
W% E TIAE “ BB ACI ¥ E " (Cisco ACI Settings) T B E [ SXP I, A 4ok ix sems & i%
2 EEL ACI.

)

ERE F IP-SGT WL Wi 41Fn SXP A 5 vp Je: 48 A R SGT.

Wz Ak, ol DGR S 45483 ACI (Propagate to ACH) #1485 5& /& 15 %+ SGT & 2% 2 AR} ACI,
Ja FHETI S, 516 SGT AHIGH) SXP ML # Ak 2R ACL. H2, HAECIERE “Hng-r

[fi” (Policy Plane) 310 (7E “AFRI ACI BE'E " (Cisco ACI Settings) JL[ 1) H SXP 4% 8 T-#4E “ 14
B ACI % E” (Cisco ACI Settings) UUIHI 152 B 1] SXP 3k, 7 43 RIEIX LWL o

SR ACT m I A5 SGT, IO G EEPG, SCEREEIE MM TrustSec 45 & 1% # AL ACT 1.
TR ACT MK B R ISE 1) SXP WL 7E EEPG R AIEE T, 47E R ISE " MiIkR T AH MY (1) SXP
WURF B, XS8R R ACT H bR .

e 8B ACI WP EEHT IEPG J&, SR ISE T RUAHN SGT Bl B W4T H. 76 EAL ISE s SGT J&»
AR ACT P& B8 ) EEPG. % SGT J&, N EEPG th& 7 R ACT kg, 76 ACT
HRO AT TS, SR ISE A R [ SXP i 2 5 .

WA RN ACTIRSS s L TR, WIS ISE 2 £ F0BT # vE R 5 Jopr R0 A .
)

ER O BAUS H SXP RS, AREAT ISR ACT HERTIRE

A LL{ERRE ACI BRET (All ACI Mappings) % H H &5 AL ISE 5 BE ACT 2 MR M AT g . %
MEIARE 1, IERGEE Kbk (=), RE%EE T1EH D (Work Centers) > TrustSec > ACl, AT
B ACI 3RAnghE S, 3KE#E (Learned By) 4127k ACI, Jf Hi KK PSN (PSNs involved) 414 %%

24405 MR ISE K% FEERN ACT I, 3EE01# (Learned By) 51K Wnghie 258 (It . SXP

B &
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1), # R A PSN (PSNsinvolved) 41 & 7~ i & B PSN #] FQDN. &[] VN %1/ (Ll tenant: VN
Fe) RIEF) ACI IGEE SonfL (5 E.

IR BRI EERSE FUEEL ACT, ZE4E TN HATIE MM SAN B R} ISE ¥l APIC i
L4 B PLILIIE ) SAN 7 J@ 1k v 48 s R4

R PR ISE MAT TS R ACT I IPv4-SXP 458 . A2k 5 R ACI [#) TIPv6-SGT 4185E .

BcE ACl g &

FHIEZ Al
FHATLL MESS, AU S FE D s AR S P A

FHIE1 AR ISE GUI 1, HfiZEE Hir (=), KRGk BIE (Administration) > R4t (System) > iEH (Certificates) >
Z{SEIEP (Trusted Certificates) > S A (Import).

P2 SAEBACHER. ARG R, WS HRIER S ASZ G UETA
$IE3 EAEHISEGUI T, HilikE Bir (=), Rk TEH L (Work Centers) > TrustSec > & & (Settings) > ACI
®E (ACI Settings).
$IE 4 % B A ACI £/ (Enable ACI Integration) &I%HE, [ LR ACT 2% 2] & H-Ad ] SXP A &A1,
WIRS LEHELL NI
« BUEFE/MEHEK
* REXTE/API &£

P23 R PR E E/AE & A (Data Plane / Hardware Integration), &R} ISE #4455 Cisco DNA
DAER . WGP E RS E/API £ 5 (Policy Plane / API Integration), WI7EAAT 5N SXP RS (111
BU N ICVEAT SXP A4k . AEIEFRILIETZ /Y, #FERE (Deployment) & 119 #3E SXP k45 -

HIE 6 W R EE/AE M X (Data Plane / Hardware Integration), %A LU F #4015 B

* IP thik (1P address): fi AR ACT RS 851 IP Huht sl EHLA . n DU AN = A 1P bk s M4, FHE 54
b o

* P4 (Username): it N JEF ACT & BE 5 IR 2 44

* 85 (Password): AR ACT 38 53 7 05

« AP ZFR (Tenant name): AL SR ACT FRCE FL 4 F5R .

« Mk 5 ACI BY3%E4E (Test Connection to ACH): s it 441 nl K 25 15 JURE ACT IR 2% 2% 1%

S
| | 151
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* ZATIEP (Renew Certificate): s oL H 8 nT AT IS BE G RUHT o UEAS A0 RO R o 10 4. FESHTIETZ
Bl RGP N AER AT R A g . BATUET T, 72 R E P T 1 mi i) CLL B8 e 3 AR ISE W] 48
VTR RIS ) g 5 43

* #71 SGT [54% (New SGT Suffix): I/EZ0% 3 IR ARYE WEEL ACT 2% 2] 1) EPG Hr 6 1) SGT.
iR WM 32 NP, EPG MRSk, H2E, BaTLIE “ 244" (Security Groups) 513 UL Ifi )
“UiB” (Description) ‘7Bt #iF EPG 4K, NN E SO SGT G4 E4 15 B .
* #1 EPG 54% (New EPG Suffix): M J540# a2 R ACT R4l AJERL ISE 2% 2J 1 SGT #ral i) EPG.

* B F%04E F ™ (Enable Data Plane): i it & REAE i) i % th a1 432 o an A LA RE, W2 hy
Tk SATT HABIA SGT VCHC £ g (0 1E $EERIA SGT %K.

* kiA SGT &R (Default SGT name): M 7412 ik # SGT HIERIA L FR,

* BRATERF (Enable Elements Limit): AW %) & P, kil H .

* IEPG BIm K # = (Max number of IEPGSs): fi77& 24l SGT 1) IEPG i KEUE . RGN T-RET
M IEPG. ZRIE N 1000,

* SGT KR A E (Max number of SGTs): 45Kk IEPG (1) SGT i K& i . RGURHHL 7 BRI 4%
# SGT. BRIME N 500,

PR WIREFE TR TE (Policy Plane) 15, T4 A LA N VEA0{E B

* IP it/ #1428 (IP address / Hostname): i A\ EF ACT 452211 1P Huht sk EHL4 . AT DU =/ 1P bkl
FHA, HE 55k,
« B R AR (Admin name): AR ACTERL R P I~ 4.

- BT R %RY (Admin password): it A\ DR ACI B 0L 7 20
« fHP &R (Tenant name): i AZE R ACT ERCE RIS AR

* L3 BRI MLZZFR (L3 Route network name): 4 ALEREE ACT b2k A0 SR Je 2 ML B IR 50 3 2 % Fh W 2% 1)
kA

« MR E (Test Settings): i IZH A A5 B ACTIRSS &3 £ .

* #1 SGT [54% (New SGT Suffix): I/EECK AN 2R W EEL ACT %= 2] 1) EPG B2 1) SGT.

#1 EPG 34 (New EPG Suffix): 65 S0k N 2 R ACT H 4 MR} ISE 22 2 ¥ SGT Hrel&# EPG.
* {t: SXP f&1% (SXP Propagation) X5, wJLLEFEITA SXP Wakds w5 R ACT JLEmif ) SXP .

* AR #4E T (Enable DataPlane): 1&H it S AE n] N 4000 % e A 4R . a8 I SEAE, 25k
TEEATAT HABBIAT SGT VUL 1B (1L #EBRIN SGT 4 FK.
« RFFICEIE E B EEPG &#R (EEPG name for untagged packets): A#%#: >l EEPG ()R} TrustSec %4k f1,
TEIEE ACT A FH A R IE T AR I -
* BRI\ SGT &#R (Default SGT name): M FHz oI IESE SGT MERINLFK.

B &
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* BRTERSI (Enable Elements Limit): {4 )i s Py, Sk n .

* IEPG BYs K EIE (Max number of IEPGs): 57& 244 SGT I IEPG W NEfE . REUFKHHL T BE T
3 IEPG. BRIAME N 1000,

* SGT By A= (Max number of SGTs): f7 ¥4 IEPG ) SGT i KEUE . RGUF & 7RI 7%
¥ SGT. ERIE A 500,

T8 HlifRTF.

e 23 MR BT ACIEERGE, WIASRESE % EPG 1 SGT J54% . %58 EPG f1 SGT J5%:, WIise22H B A
ACI £ (Enable ACI Integration) #£7i,

Rl ACI #F12%} SD-Access 5 R0l M 48 B FN B & AR
JURFISE WA 2.7 A —FPEEA R S, vT LK SGT A SXP Wi ] 25 21 N 2 o 41 IEPG)~ Ab
il (EEPG) FUEEN ACT 1 25 it & o

JORHISE A 3.0 3245 — TR S L], O AT JIRE ACT REREBE It (K R B A 52 CHE (SD-Access)
AL BT DA HRN I A S G s R A A o BESEHENLIAE LR 7 T SR (ST 4

o THFNE EPG A1 SGT {5 B

o ¥ JURL SD-Access FEUL M 4847 i 21 FEURE ACT A8 e B

o JEBl SD-Access FERN ACT A2 # 4 B4 Hod ¥ 1 B 3h1k

* IP-SGT 4 5E 4 e

* Bk e k% 2 pxGrid Al SXP 4
L ISE ) RADIUS 2632 808 F} ACI 48 e SRAEFAPI A5 5, FF A% 28 M FUL 0 245 B A A b i A e
Sbe REAURIZE W] ] T 1 SXP i yg s, AANZIZH AT PrR 5 AR ACT [ IP-SGT 4638, i
FE, KT R ER ACL PRI 2 2 5 B R ACI L= IP-SGT 485 HME—458), FrLifEx AN

M_E SXP SR RE DL Y 4502 B OCIE I . PRtk i SXP dk (LA SD-Access- RZR 47 ) Wi 21 AR
ISE 230 U M 2% (SXP 1= SD-Access- HIZ})

g 7 ik R SD-Access W AL b T AR ACI 955, RN ACIL 452 78 5 2 5 Fial ik SXP ity

s s, Ui AR ATE Y R RIS . Eitn, JERFSD-Access RERLM 4% 1. REHLM 4%
2 L4 3 4 e 2 AR ACT, WIEEL ACT 5 5 4s AR ACT BRI 45 120 2 2> 1l ik SXP i JE4 &
VUK o XA SE A A B8 2 K JE ok B DU R R 28 (It D3 o nl AR o ¥ 8 ER B R H

€SI gERR . AHJE, AT BRI Z RG2Skt

JURFISE JrT RE MEEE ACT 3150 IP-SGT. EPG 4F¢ . {HJ&, LR} ISE Joiksm il kL ACT SR LA
i, R ACI D20 ) DR ISE iR 48 E 15 B o

TRIIH T BESE 1 IP-SGT 88 [P-EPG 4558 1] BEAE4E IR A H AR 4

|
|
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TR BirEa |RaoH BHirmdE E
Cisco ACI | SXP JERFACT BRI | SXP 15, SR ACT UM &8 0] FAE SXP i yiE g
%% R, Pl —EiE Ay SXP Wt =4)
E o
Cisco ACI |pxGrid | JIR} ACIRERIM | PxGrid 1 | AR ACT B0l 4% 1] FAE SXP i ik 28
% VPN for SXP | (a4, LY pxGrid L f)—/N £ /> SXP
F VPN JEE4E5E .
Cisco ACI | LR} S8R} SD-Access | SXP 1, SO ACTYRE 73 25 A 1T m L 2%
SD-Access | 4/ i iz 46 4 2% 5 Bz fem A ah G2 ATE SXP 4k (f
JUL Pl “SD-Access-” FIZ M) .
SR} ISE # | SXP J0E} SD-Access | SXP 3, FRAYR e ] DA A AL B SXP Ik (FEA
AW REALI 2% B A WLt b g SXP ) BBk SXP i g s
SXP 15 Kik CGERBIAMSEEE) o WA E
FERL L%, ) SXP sk g2 3L 2%
DEFAULT VN.
JER}ISE & |pxGrid | BB} SD-Access | SXP I, FRAR e ] DA E R IE R SXP Ik (FEf A
AW} RE AL 2% Wit R g E SXP B8 Bl SXP it ke
Ki%k GERBIAMSEE) o WEkiEE
REALIZ%, D) SXP i g 1] R 4L 14 4%
DEFAULT VN.
JERLISE # | Cisco ACH | JU R} SD-Access | LR} TR} SD-Access Rl M 25 A2y g 21 DR
AW ME UL 25 SD-Access iz | ACI (mdpExtendvirtual networkReq), Ff H.
L 2% Y5 A ] SXP i yiE2% T ) R 40 R 4% R 1% 3
JORFACT,  [RII SXP 35BS 21 jE 0L 2%
SXP pxGrid | SXP i, SXP 1 SXP $#F pxGrid (¥ SXP 28 1 B 7R Ky
VPN,
SXP Cisco ACI | SXP 1 B 7R ACT 38 N IE$E SXP 5 L,
SD-Access HE | 1 41 oy . T .
o I A= iy R SD-Access BRI 4% A Zh A
B A SXP 5 LM 28255 SXP 1) .
HBl SD-Access REFUMI 2% N 3 g 21| AL
ACI, DM a NIt =g,
YRE DA S AELE FURE ACT i Sk 2 i B
FEIVH ol 5
SXP SXP SXP 1 SXP 1§ TR S HE P S SXP 4 5 st 4L

.

B &
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RADIUS 4§ | Cisco ACI| iR} SD-Access | EF} RADIUS 4552 il SXP i JE2s (% [ fz 2l
TE REFLR 4% SD-Access iE | &5 R Kik. WRAR MY e FEEFEIU
UL 2% P2, T SXP sk i 2% A i F0L 0 245
DEFAULT VN,
RADIUS 2§ | pxGrid | R} SD-Access | R RADIUS 485 #HEA pxGrid _F )<k H s 1=
E R 4% SD-Access iz | @, FEHLI 4% 7 BN In % 8.
eSS
RADIUS 4 | SXP BBl SD-Access | SXP 1%, HFR} SD-Access HEULM 2% 0] I AE SXP i &
SE B AU 25 AR, DOkRREE s 2 ILEHE
SXP i,

FE ST R, SRS AE AL PN SIS (Bl AN SIS P PR A R 2 TR) A8 B A I i 45 i X 4%
R, lan 1Pkt PR . Z4edbric. EPG. RIS, AU A & (VRF). 2M5KHE
W ()t R SD-Access. B ACI. SD-WAN. CPC Fil Meraki) 3 24N RIS, X— U E
o,

T LLTRG A SR it SRS SR 10 199 205 1 e A A e AN G At SRS S8 TR BT A7 2 T R 1)
SERYE. SRS P DU X S SR VA 2 IR I DB BIHF € SXP k. JbAh, P OIS RE QI K
W, RS RE IR E I A st g 2] 5 — AN A

MIEELISE 3.0 145, 76 8EL ISE M Cisco DNA Center $RE1IAFRELIMI 2% b, #0EAE “SXP #%
%7 (SXP Devices) % 1 HH 32 H sh A d 1) SXP I jEAsF1 SXP 4k, HAFILAE 1, ERdi3Ea
bR (=), RJGiEFE TIEH L (Work Centers) > TrustSec > SXP > SXP i% % (SXP Devices)., X%t SXP
B RS R ACT JES i ghe i s B B LM 45

YA LLLE “IP-SGT ## AW 7 (IP-SGT Static mapping) 7 1 771 [ TP-SGT 7 2% W5 V% 1 100 R0 2% - 2w
BRI, EARRMAAE I, WRGRE Eir (=), AJEEP TEH L (Work Centers) > TrustSec
> 4814 (Components) > IP SGT 82 7SBR&T (IP SGT Static Mapping). 5iiifin (Add) ZIEms;, 5
Al RaE (Edit) 15 S Wt

8
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B =7 AciinE 5t SD-Access 5 il M Rk AN O S A

15: 7£ IP SGT 8% 7S BRGT A iR N EE 6L M) 2%

= Cisco ISE Work Centers - TrustSec - Components

. IP SGT static mapping » New
Security Groups
IP SGT Static Mapping

|IP address(es)
Security Group ACLs

Network Devices

Trustsec Servers >

(O Add to a mapping group
@ Map to SGT individually

SGT
Select SGT

Virtual Networks

Send to SXP Domain

Deploy to devices

[No Devices]

Cancel

RRIE AT LLAE SXP 30 g8 T A& R 45, DLER g 24 KR} ISE WAL 3 1) WIS 40k LS 3025 xR 404 09 8¢ I
FEWIIRE R AE BN SXP Sk, EAFUIAE I, 1ERERE B (=), REEHE TEH O (Work
Centers) > TrustSec > SXP > SXP % & (SXP Devices) > 5 SXP Bt (All SXP Mappings) Jf sl ik
hn SXP 13137 8& (Add SXP Domain Filter). [EH ACI 3RENHIZE & A 346 B ACT UM 45, X L6
R Rk B PEAS L E Y SXP B, ML IE AR L S g e Rk B R ACT B K.

B &
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16: 7£ SXP & & L iE=5 PR ME R MK IE R

Add SXP Domain Filter

Session mappings learnt from network devices (not ISE locally) will be send to the default SXP Domain only. Create a
filter for mappings to send to different SXP domains

Please enter subnet or/and select SGT or/and enter VN for IP SGT mappings:

Subnet

SGT
Select SGT

VN

Send the mappings to:

SXP Domain

Cancel

& BRISE LI BRI ACI F1EF] SD-Access &A%
BEAT 45 my 3 Bh s i JO R ISE RASCHR LR ACT FUEEL SD-Access £ Al o

FFi&aZ wi
ffs S8 EL ISE 5 Cisco DNA Center [ #TASE B, - HATFH K APIC WA A 5.1 B1CE S ilRoA

P11 EARHSEGUL Y, HiEFRE Ebs (=), ARGk EHEE (Administration) > &4t (System) > &BE
(Deployment).
P2 N SGES, G AREE H SXP A pxGrid M55 K75 RUSF U I SEHE .

I3 [ NRSIPIRBEBRSS (Policy Service) ¥4 I3 FH pxGrid F1 SXP %5, Wi F iR,

WA BRNSE LG H T 248100, 157 R SXP BR%s (Enable SXP Service) X 35 1 45 i A~ 42 L AR 7 SXP
.

|
|
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B =5 5E LSS ER ACH FER SD-Access

17: I3 Fi SXP %0 pxGrid Bk 55

®
@&

= Cisco ISE Administration - System - Deployment Q o

Dedicated MnT (7)

Vv Policy Service
v Enable Session Services

Include Node in Node Group

lor ®

Enable Profiling Service (7)

O Enable Threat Centric NAC Service (i)

v Enable SXP Service (O

Use Interface GigabitEthernet 0 v

D Enable Device Admin Service (1)

(7] Enable Passive Identity Service (1)

L R

PS5 (EMFHISEGUL T, i KR (=), A5k B (Administration) > pxGrid AR5 (pxGrid Services) > Fft
AZE R (All Clients).

PE6 WL pxGrid 552 LR FIFIERIZAT.

R RN M WA R D22 N A, R TR

B &



IGF BT ACI 5 B %L SD-Access HIE A .

18: 183F 5 pxGrid BR %5 Ry &+

= Cisco ISE Administration - pxGrid Services Evaluation Mode 89 Days & Q ® 8 &
All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
Delete Refresh Total Pending Approval(0) 1-70f7 Show 25 7 perpage  Page of1

O Client Name Description Capabilities Status Client Group(s) Auth Method Log
O » ise-mnt-golf-ise-v2-3 Capabilities(2 Pub, 1 Sub) Online (XMPP) Certificate View
(O » ise-fanout-golf-ise-v2-3 Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
(0 » ise-admin-golf-ise-v2-3 Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal Certificate View
(0 » ise-pubsub-golf-ise-v2-3 Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
(0 » ise-bridge-golf-ise-v2-3 Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal Certificate View
(J » ise-sphub-golf-ise-v2-3 Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal Certificate View
(O > pxarid_client_1592843830 Capabilities(0 Pub, 0 Sub) Offline (XMPP) Certificate View

ICunnected via XMPP GOLF-ISE-v2-3.cisco.com |

FIRT M APIC #HI43 WE a5 T8 APIC iiE45. o i) U s bl A™ o ) B0 b, &R R IR FE T 800 PEM XX

$128 AR ISEGUI W, Hi3E Kibs (=), K5k I8 (Administration) > &%t (System) > iEF (Certificates) >
F{S{EIEP (Trusted Certificates).

$IE9  EZ{SEIEH (Trusted Certificates) % 11 5 N T 211 APIC iiF-P 30 .

L0 7EERHISEGUI Y, MR Bl (=), ARGk H TEH L (Work Centres) > TrustSec > & & (Settings) > ACI
% E (ACI Settings).

SEN WEFERRE ACIEE. ARG, HSWEE ACILKE , 151 1

IR} ACI 5 2%} SD-Access HI5R

BORBUSEL ACT FUEE} SD-Access HEFLZ AIMTEA(E K, THILFHRE (Operations) > BB HERR
(Troubleshoot) > iz [a]15 (Debug Wizard) > i#ix H %BL & (Debug Log Configuration). LG H T
SXP il pxGrid IR 55 (1S8R ISE 5 11, ARJE mich “4wR” (Edit). W FEJs, # spbhub. sxp Al
TrustSec L1FHY HEZ0N BB “ifik” (DEBUG).

|
|
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= Cisco ISE Operations - Troubleshoot - Debug Wizard Q @ 8 @
Debug Profile Configuration Is}
Debug Log Configuration 7 Edit Reset to Default Al Y
Component Name ~ ~  Log Level Description Log file Name
O scep INFO SCEP log messages ise-psc.log
O session-trace INFO Session Trace messages ise-psc.log
O sgtoinding INFO SGT binding ise-psc.log
O sphub DEBUG so-hub log messages sphub.log
O sponsorportal INFO Sponsor portal debug messages guest.log
O sse-connector INFO SSE Connector related log messages connector.log
O swiss INFO Swiss protocol internal messages ise-psc.log
| O sxp DEBUG SXP Listener messages ise-psc.log |
O Te-NAC INFO TC-NAC log messages irflog
O theshold-counter INFO Threshold Counters counters.log
I O Trustsec DEBUG TrustSec related messages ise-psc.log l
O UDN INFO User Defined Network messages udn.log
O va-runtime INFO Vulnerability Assessment Runtime messages. varuntime.log
O va-service INFO Vulnerability Assessment Service messages varunime.log

X G T8 B3 (Dowload Logs) % I F#k. (EAFMAE D, iR G B (=), R
1% 4% #24E (Operations) > #B&HEFR (Troubleshoot) > T~k H & (Dowload Logs). ) #8nJ L4 A 32
488 (Support Bundle) LI FECZEHRZNE, AT LLAIEIR B (Debug Logs) #1545
Elﬁlﬁ El Ao

BEAN, 3R] DA A MSERE ACT Z R B 45 R 89 3 TrustSec 2 HIMIAR » 55 103 51, IX0 THERR IS
B ACT A )5 A H

78R DNA Hhotk GE 25 5, Y [R]IE R ISE IS EES (Trusted Certificates) & IR %
IEF (System Certificates) % H HFAfIIA APIC E45 72 75 & M APIC 3845 B 88 SR LY .

20: 7£ “BRLIER 7 (System Certificates) & O FR I8 EiEH

= Cisco ISE Administration - System - Certificates Evaluation Mode 89 Days 4 Q @ B @
Eertiicaielllanagament e S\/Ste m C erti f| cates /\ For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.
System Certificates
—~+ Generate Self Signed Certificate - Import
Trusted Certificates
OCSP Client Profile Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
Certificate Signing Requests
Y GOLF-ISE-v2-3
Certificate Periodic Check Se.
OU=Certificate Services Sy  pxGrid GOLF-ISE-v2-3.cisco.com  Certificate Services Endpoi  Sun, 21 Jun 2020 Sun, 22 Jun 2025 @
Cortificate Authority 5 stem Certificate, CN=GOLF~ nt Sub CA - GOLF-ISE-v2-
[]  ISE-v2-3cisco.com#Certif 3
cate Services Endpoint Sub
CA - GOLF-ISE-v2-3#0000
2
OU=ISE Messaging Service, ISE Messaging GOLF-ISE-v2-3.cisco.com  Certificate Services Endpoi  Sun, 21 Jun 2020 Sun, 22 Jun 2025 @
CN=GOLF-ISE-v2-3.cisco.c Service nt Sub CA - GOLF-ISE-v2-
[0 om#certificate Services En 3
dpoint Sub CA - GOLF-ISE-
v2-3#00001
[0 APIC Client Apic Client GOLF-ISE-v2-339 Cisco APIC CA Mon, 22 Jun 2020 Thu, 20 Jun 2030 @
Default self-signed server ¢ EAP Default Portal Certificate  GOLF-ISE-v2-3.cisco.com  GOLF-ISE-v2-3.cisco.com  Mon, 22 Jun 2020 Wed, 220un @
) erticate Authentication,  Group [} 2022
Admin, Portal,
RADIUS DTLS
Default self-signed sami se  SAML SAML_GOLF-ISE-v2-3.cisc SAML_GOLF-ISE-v2-3.cisc Mon, 22 Jun 2020 sat, 21 Jun 2025 @
[0 rver certificate - CN=SAML o.com o.com

_GOLF-ISE-v2-3.cisco.com

B
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21: 78 “FEEIER " (Trusted Certificates) & O 138 EiEH

= Cisco ISE Administration - System - Certificates Evaluation Mode 89 Days 4 Q ©® B @
Certificate Management v Trusted Certificates
System Certificates.
Trusted Certificates ~+ Import Al ~ Y
‘OCSP Client Profile
[J  Friendly Name A~ status Trusted For Serial Number  Issued To Issued By Valid From Expiratio
Certificate Signing Requests
Certificate Periodic Check Se. ACI Certificate Authority B Enabled Infrastructure AA 92 18 44 5F Cisco APIC CA Cisco APIC CA Tue, 8 Oct 2019 Mon, 3 O({
Certificate Authorlty N [} Baltimore CyberTrust Root nabled Cisco Services 02 00 00 BY. Baltimore CyberTrust Baltimore CyberTrust Fri, 12 May 2000 Mon, 12 ¥
Infrastructure
Cisco Se
m] C=US,ST=CA,0=Cisco System,CN=APICHAPIC.. @ Enabled E‘n:p"m:v‘°°s 97D5CDBD 75.. APIC APIC Tue, 2Jun 2020 Mon, 5 Se
AdminAuth
D Cisco ECC Root CA 2099 B Enabled Cisco Services 03 Cisco ECC Root CA Cisco ECC Root CA Thu, 4 Apr 2013 Mon, 7 Se
O Cisco Licensing Root CA B Enabled Cisco Services 01 Cisco Licensing Root .. Cisco Licensing Root .. Thu, 30 May 2013 Sun, 30 M
Endpoints . .
O Cisco Manufacturing CA SHA2 B Enabled 02 Cisco Manufacturing Cisco Root CA M2 Mon, 12 Nov 2012 Thu, 12 N
Infrastructure
Infrastructure
O Cisco Root CA 2048 @ Disabled E”ﬂ:p‘o‘”n“:“* 5FF8782828. CiscoRoot CA 2048  Cisco Root CA 2048 Fri, 14 May 2004  Mon, 14 ¥
D Cisco Root CA 2099 Enabled Cisco Services 019A 335878 Cisco Root CA 2099 Cisco Root CA 2099 Tue, 9 Aug 2016 Sun, 9 Aug
D Cisco Root CA M1 B Enabled Cisco Services 2E D2 0E 73 47 Cisco Root CA M1 Cisco Root CA M1 Tue, 18 Nov 2008  Fri, 18 Nov
[J  cisco Root CA M2 Enapleq  nirastructure 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov 2012 Thu, 12 Nc
Endpoints
D Cisco RXC-R2 B Enabled Cisco Services 01 Cisco RXC-R2 Cisco RXC-R2 Wed, 9 Jul 2014 Sun, 9 Jul
. . " - . Infrastructure . . . . o . P .
[} CN=7c299e0d-5caf-309¢-a37¢-62dfd6b003e.. B Enabled E4 34 A5 38 05 70299e0d-5caf-3b9c..  70299e0d-5caf-3b9c...  Fri, 5 Jun 2020 Thu, 2 Mai

Cisco Services

= PIRE1ZE1TEIN 1~ RBACL &1

A A RS IBATHT N /S RBACL Ztd,  DMEFAS € &G i GETZE) .

1 /UEHISE GUL Y, b3 B (=), R IEFRIE (Operations) > #i & (Reports) > TrustSec.
#1122 i Top N RBACL Drops by User.

IR 3 M Filters 732 F s i i i 16 e 5 X

IR A4 AN N E S . 7T LM Enforcement mode 437413 HuE 4520 F6 %2 4 Enforce. Monitor &, Both.
WIRS5 M Time Range T 73 5 Hb b FERF A Z5ah (1 1] 1) Bt

PI6 midiETT (Run) a4 e N B Is T4, DAL E S 4.

S
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