HEEIE

* TACACS+ W&EH , 51 1L

s WAEBH TP, 20T

s WAHHMERE, B30

« WAEELRIEEE , 3L

* QIR ARG TG , 4T

* TACACS+ S B uE v B AL =38, 25 5 10
o WA - WAURIREE R, BT

o Uyl d AT S LA s S, 55 13 1L
o W45 TACACS+ WE , #1411

o NERH A ACS B it 2 MR ISE, 28 15 01T
o MPB W AE TGS, 15

TACACS+ 1% & &8

JORHISE S 2% /8 B ik A5 FH £ vy v 428 11l 28 Ui 1) 928 1 R 48 (TACACSH) LA i, Sk il Al
HUF S AL E o % % ] LATC & A 1) OB ISE 2 i i 2% B B 2 84 BTk AT (1) 5 0 36 F0
BB, i R ISE I KAE B LIE S . nl DU HEXTE AT LA [ W54 0 4% B B A0 Ik X 4%
WE TR AN R ISE 4 B 5 n] LLEIEE SRS,  Fuv/r e 4% BRI 1) AR 45 TR BRI A )
P TACACS 455 (I A4 FIARSERC B SC1E) o JURFISE W42 s nT 4t 55 i 40 /85 PR S (1) 18 i
RS “ TAEFL” (Work Center) SIS F PTG & B B OUI, I A ISE B EE I — AT
Mo

SR} ISE 75 % &5 BVF n UE A REAT H TACACS+.
WA B H P AR ALE PRSI I A B DL
o WAL
 JRI ISE & i
WA HE R AR ok BT N S B AN e (— Ml ik SSH) 25 W 48 4% LA T 5

Fris P BEAT IO E AN AE S ] 7 o JUREISE A B A AT G S R ISE, OB I Wb B A B 5 B 6
KB o

| weegE I



B segetern

SR ISE 5 B G2 ARSI AR A AT n] 85k JER} ISE DATC B AR N (1B, $a 1 4% 7 B 04 11
Befe. JERLISE BT T WA BB e (FERRFISEGUI 1, Wi Eir (=), REikFIE
fly (Work Centers) > 1% & &8 (Device Administration)) K45 IR o A% 0 28 B 45 L & . & mT I
BN A 2w U5 il 25 1) 25 U7 [ P2 R S8 (TACACS) 22 2P SCR A AR} ISE JIws5 4% . JORL ISE tif%
AT TR S R A FAH DG s . SR} ISE B 3 0] LT B R AT S

* FUE A TACACSH AR B (L% &% .

o ISR E PG IR, AR 5 B LR A R .

© QUG AR, XSGR AR I AT TACACS Z58 (Bilhn, 4R shell OB SCIF) Mk b £13¢
6 B ) i 55 Hh AR (A R

o /AR ISE HHL'E TACACS MREH%, AU R B 0L FE T HmE 22K U5 M % £

VA B 03 0 5T B WA LU JUR) ISE MRS 2R AT HAS o MR & B A ok B A I, AR A iy
SRHSE 458, Jo 3 b i 20 Py S s S A7 1K, DUBGIF B 45 B O3 (7R A5 8 . 4 S8 BHISE
JR 55 45 S IR IE J B T8 A0 R} ISE RS54 BEAN 23 Ul A 10 A o A 1) iy 2 AR AR (1 B 2
JUAL ISE 45 B 63 ] LUE A TACACS FUEFEL ISE 2.0 A m AR AR BT B &5 B . 58 2 B BRAH L 11
Fic B A ] LR 2 205 P RS (ACS) RS #55.5. 5.61 5.7 F1 5.8 HiTH. W RIARIARA T4
TR AT THRBNRAS 5.5 51 5.6,

\)

AR N R T B R IR & E IR S (EnableDevice Admin Service) & IEHENK 5 ] TACACS+

#E. B3 (Adminigtration) > &4t (System) > %4 & (Deployment) > i@ Fi% B (General Settings).
R A~ PSN #B S H T sbik T

1T CL 2 B TACACS+ Pl AEAS LBk % h #5 5 J0RL ISE 2 (MG 2o Axi e, Rk, 154
RAEXUTT 2 38 1Psec HMSLo

ISE # X %5
HRULEH BN EE, B35 ISE WA H R

B RTL I M 25 . TOS PZE % 4e . FURFNX-0S /948 4 25 FI1R 25 14 45 (1) TACACS+ it &5 &
W2 ISE 24 2L (TACACS +).

IR EEETEHRD

ARG (Work Center) S Hrp A0 55 ITAT e £ 87 BRGUTHT, W] DA JURFISE &7 21 03 ) 5 — AT 4
SR, ARFRE TR E B O (e, “H )7 (Users)s “H G4 41” (User Identity Groups).

“IEE %" (Network Devices)s  “BRINMZ %457 (Default Network Devices).  “ 2552541 ” (Network
Device Groups).  “ B/ ¥61E” (Authentication) Al “JZAL 444" (Authorization Conditions)) %k A A
FoJgtae ikt (fltm,  “HH” (Administration)) Vi {AEZRAF I 2% T IEMI) TACACS+ ¥F
"R, “ TAEFL” (Work Centers) ZETA 7] H .


https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-68547
https://communities.cisco.com/docs/DOC-64031

| weee
werenzes |

“UREE R (Device Administration Menu) 7% T DU RS HLIEI:  “MEiR” (Overview). “ &
£ (Identitie)s “H " G4341” (User Identity Groups), “#Mi ID 1747 (Ext ID Stores). “PZ% %t
Y7 (Network Resources), “MIZ554541” (Network Device Groups), “ZEM&EI G2 ” (Policy Elements)-

“PSE PRI EE” (Device Admin Policy Sets).  “#45” (Reports) A1 “#H ” (Settings).

\rL Vorlaw .‘;. \rL ===
WEEEIVERE
Wi AEEE T (ZEREISE GUI Y, HiERE Hir (=), RakHFE TIEHO (Work

Centers) > & EIE (Device Administration) > #ti& (Overview) > ERZ (Deployment)) , EF} ISE
EH R TETE S E N IR S R R AR WA R S

“WEEFIHE” (Device Administration Deployment) JUI 41 HY T #58 H 1 PSN. X &4k T 78 35 &
(R AREAN T SR S A BRSSO 55 o 8T DL S FE LA R AR — 15004 21> PSN S b i H %

2B PR SS -
e 15t AR
W BROATHOL T, P s B8 4 B IR 55 D4 25 IR

=~

/BN o

T A IR 45715 55 (Al Policy Service Nodes) JA BT AT SR SRR S . Wiz, £
AN PSN B, e H 5308 H

& & 17 &1 (Specific Nodes) on “ISE 95 4” (ISE Nodes) #545, HosH T
BT A AT DU PR A A
) S IURE N

)

AR RS E R VT T TACACS+, B LSEI N2 APIRAS .

JWiL “TACACS ¥ 11”7 (TACACS Ports) B, #&En LU AN Z 4 A TCP 3ty 1, e F & 5 Ba 7T,
I Ho FHEE A 1 %2 65535, JURE ISE 5 i A HL 10 i Fi5 o v i r TACACS+ ik, 1y HLA&
T B IR I IR S5 AR AT %3 o 1 . BRIA TACACS+ i I 49.

M TR TE (Save)ltt, I 5 &8 (Administration) > Z& % (System) > #RE7%1%k (Deployment
Listing) & H 5 11 s 720

L faray faras % 3

WEEIERERE
“ A PLIRIESE” (Device Admin Policy Sets) % - (ZE8F} ISE GUI 1, HilisEs Khr (=), &
Ja k£ TAE L (Work Centers)> “iR & &8 ” (DeviceAdministration)> “i& & EIBHKMZE " (Device

Admin Policy Sets)) L7 T JBA} ISE & # 5] T4 6] TACACS+ BEA% 5 HH 5 1) B 4 40 U AHZAL 11 5
WSERDZE o BEAS SR T LA R 1) e R A 5

weegE I



gggE |
B oesseesns

WS SR LA A S IR U A DN BORNIZE o By S e A e % — A, T ad
X W 2% Y 4 AT B B BT e TR R A

RLCEEROWMIZE AU B, X 32 ¢ 2 S A 35 2T i PR RS S AU R
MBS — A ek A (LRSI A BEAEHIZRENDD « — 2 A S H AN/l — A%mmﬁi
P,k E B R AU R . RS RNRAT S AT AERR € A5 T s X LR (19 S sk, T
FEIIN T O0 AR -

)

8 A S7EF TACACS + CHAP S G4y 5630

MBS AR S AT ACE o U AR S A IS, G AS el  FRACEE
S MBI R CEARAHTT B m] e ACBEU A T D &

iR T E RIS

O U L 1 e 6 PR AR

FiaZ |l

o HfifR ) TACACS+ #:4F f3 F T4E s L (Work Centers) > i &2 38 (Device Administration) > #if
(Overview) > &8Z (Deployment) & HH ] “R4 " (Device Administration).

* HORAIE SIS BT A5 P B4 (i, System_Admin, #HBI& ({E 8RB ISE GUI 1, 5
T3R8 Ehr (=), RIGkE#E TEH O (Work Centers) > u%f"ﬂ’f@ (DeviceAdministration) > F
P& 1#4 (User | dentity Groups) TI) « BB H P (Biltn, ABC. XYZ) 4MHe4 Lt
M. (FEEEHSEGUIHY, Hilises Ehs (=), ARk TEH D (Work Centers) > & &
1 (Device Administration) > 514 (Identities) > Fi P (Users) & 1)

* BORAETR B BB %% LIS TACACS WE .  (EDRHISEGUI 1, Milis®d Bk (=), &
JAEFE T/EHD (Work Centers) > i & &8 (Device Administration) > W4 35iRE (Network
Resources) > M £&1% % (Network Devices) > i/ (Add) > TACACS B3 iEig & (TACACS
Authentication Settings) ZEHE L fE H, IF HH T TACACS & (ML= 35 g AH ], DA Tk
Ay R ISE. )

o BIOR I ZE B 4] R A BE A R R B A . (FERARHISE GUI Hh, Hili3E & bR (=), Ra
EETEHRD > IREETE > MEERIR > MEIEBAE 1)

$IE1 EDRHISEGUIT, Hilisks Fhrk (=), REiks T1EH O (Work Centers) > i€ & &3 (DeviceAdministration) >
W EEIEEMEE (Device Admin Policy Sets).

B2 MEBATA NV IERIE (Actions) #1)r, sidivifebs, SR TS, AR 5 B8 RRAT ) 4 A\ B S ik
THUSACAT N BT SR 2
“HMEEE” (Policy Sets) K H 2 /R—/NFIMT .

FE3  E RIS AR AR o




| weee
Tacacs: spwirgEmzEa ]

PIRA  WRFTEE, HMN CARVFPMLRS #7817 (Allowed Protocols/Server Sequence) F1H,  fidi (+) £ RSB LLT
iz*ilﬁ‘Z*:
a) BUEUHN SRV
b) & TACACS+ JIR%s #8541

S5 {E£M (Conditions) FIH, Al (1) #F 5.

6 {EConditions Studio TTE O T 45 fE4miERS (Editor)flr, s mdrLURINE M (Click To Add an
Attribute) SCAKE, SRJGIEFETH I F 3 JEPE (141, Device-Location Equals Europe)

RET LUK 25 A4 3 R LUR AN 14 (Click To Add an Attribute) SCAHE.

e (Use)o
MCRLEL (View) ZIHR, gl 2 DLDT i) DT SRS SRR (5 5L, T QUEE S0 B8 UE AN BB SR LU SHEms il b o

BT TR 1) W AIE S ms (iltan, R4 FK: ATN Internal Users, 45ff: DEVICE: DEVICE:Location EQUALS
Location #All Locations#Europe - % S M A ICECAL T BRI %) o

HiRTE.
TR QIR BN .
1 B A4 KK © Sys. Admin_rule, Conditions: if SysAdmin and TACACS User Equals ABC then cmd Sys Admin
AND Profile_priv_8 - iZKHEILELH " %48 ABC I RGEFL L, CFEPATIFRE ML, IR0 8.
2 0 FU A4 FR © HelpDesk AND TACACS User EQUALS XYZ then cmd _HDesk show AND cmd HDesk ping
AND Profile_priv_1 - ZSEHEULACH ' 4400 XYZ RGE DL, SCFPEPATINIR E 2, IF 0 BAURZ 1.
ZibL N I

* cmd_Sys Admin fl cmd HDesk fir &4 & 7£ TYEd > (Work Centers) > i& & &8 (Device Administration) >

RBE T2 (Policy Elements) > 4558 (Results) > TACACS s £ & (TACACS Command Sets) > i1 (Add) & I
Y

* TACACS it & {4 Profile Priv_1 1 Profile priv_8 J&7F T{EH (> (Work Centers) > i€ & &12 (Device
Administration) > 5%t & (Policy Elements) > £ (Results) > TACACS Et & 324 (TACACS Profiles) > ik
hn (Add) 7 Al .

% S
$ 9
O 0 =~

é‘:‘-@i S

N
>
=

TR T80T LAAE 53 50 UE A2 AR s o At FH 1R 450 oA e 46 TP Huhib Jg RS I TPv4 B8 TPve H— ik .
$E12 ARG

TACACS+ S i BN = %4
TV IS (Network Deviee) B 07 B2, T LA A RS 6 0 % B 40 TACACS +
SRR, G

o T M%) EEFHISEGUI Y, Halises Elbs (=), ARJFEE T/EH L (Work Centers)
> R &EE (Device Administration) > M55 (Network Resources) > M4&i%#& (Network
Devices) > # /0 (Add) > TACACS H43Ei& & (TACACS Authentication Settings).

| weegE I
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gggE |

o O TEOAR ) 7EAERHISEGUI Y, Hilisk& Elibr (=), ARJFE# TEFL (Work Centers)
> REETE (Device Administration) > M4 (Network Resources) > 2Nk & (Default
Devices) > TACACSE#I8IEIRE (TACACS Authentication Settings). 7 X iE4H1E &, HEZ

“ AR SE FHIBRIA MBS E XL o

FEAR EdE ]
Shared Secret 1 TACACS+ thisUs I, B SCARSFF HR 4y ey

W% B R o EIZE B Y IR P 44 A RS 2 i
P N SCAS o AE ] P R L = s 1 2 i
BERIR AR . T BON I B

FRMHZHALFBRAKT (Retired Shared
Secret isActive)

s AL T3 HPIRZS N 7

3N

ERBA Pt EPIMA RS R E . Al
“UEM” (Retire) N, REToR—MEEME. &

F| 4= (Remaining Retired Period)

CRAYIEAE R DAL B2 A D 7ELL
AR o tR E B 7EERHISEGUI
t, ik By (=), REESE TEPD
(Work Centers) > & & &2 (Device
Adminigtration) > i&& (Settings) > EZFIRE
(Connection Settings) > ERIALZZ 4= HH
(Default Shared Secret Retirement Period). #&m
DN Ge INIER

RACVHE R AR s g, i HLIR s P
FEARE KA H R ER A FTIRZS o

#% (End)

G A BAE L RREP kSR A T H]D &5
W IR IR 5

BB EEER (Enable Single Connect Mode)

e H IR I L B — TCP B T 5 M B 2.
Wl T TACACSHEfF . EFFLLF I —ANik
I3

« 4 R (Legacy Cisco Devices)

* o “TACACS+ H 5 MM IS SR
(TACACS+ Draft Compliance Single Connect
Support). 4 HRARFH FLE B, ISE Al AT BT
] TCP M4 IH] T4 TACACS+ 15K

BIEZ, B

o MR EAE RS a1 2 99) S HIHRSE= &Y, RN B = il



| weee
N L L |

o FEFSE I, A IH A3 B AR i 3L =

© FEFF IR Z 0T, SEAA .

* DCAEAS HTYIIR) G5 R i T TR A 55 ]

 FEAE R AT, b Gddy “45007 [End] SR)5 “4848” [Submit]) .

)

AR ERHISEGUIY, Bk Eir (=), RGik#F B2 (Administration)> F 4% iR (Network
Resources) > M#&i% & (Network Devices) > 50 (Add) % H, Vil “TACACS+ S Kk %
& ” (TACACS+ Authentication Settings) T o

SIL Ik vy2 Y Pan -+
HEEE-IRNGRIERER
JEBH ISE & B G TT LU TACACS+ #ir 2 4EF1 TACACS+ it & S fF GGREE 4550 W% T4 34

SRR RR A A & AT 4 . SR 5 2 B8 B R AR, AT 73 1 Pl i 2B R e A/ ol i B
DR AR A, R DA R 8 7 B R 0 PR TR E i 2 R T B DA AT B

FIPS #03E FIPS ==, 32 #A9 TACACS+ & & EIE i

JURL ISE it A 22 nl F 1601 At S & 45 B SO e PSR 25« (H2&, 4 H T RADIUS [ F} ISE &
%5 FH FIPS B, 4225 HiE F T TACACS+ WS I#) 5 4y B iF Wil IR %5, 46l Tt PAP/ASCII.
CHAP fil MS-CHAPv1. [Ht, #E{EH G H FIPS 50 (&2 (Administration) > REEILE (System
Settings) > FIPS # =, (FIPSMode)) [ JEF} ISE %4 I, ToiLAERBE (Policy) > %R B& T (Policy
Elements) > 255 (Results) > #8911 (Allowed Protocols) & 1 i3 FH X S s kA5 Pk 4% .

DAL, 2228 FIPS FH9E FIPS #Eo7E e a5 5 FE S 45 S P L& PAP/ASCIL. CHAP 1 MS-CHAPv1 1
W, BT E TEF L (Work Centers) > & &2 (Device Administration) > $kE& T3 (Policy
Elements) > £ (Results) > Z#HI13L (Allowed Protocols) % 1. 7 i HI FIPS #Exint H2ff H
BRI BRI M B . RADIUS AN SCHFRZIE DI

TACACS+ i S &
ST A B BRPATHE B2 0R .. [ SSRGS RS SN, &
R ISE 2 B 1L L 2 B AUR X iy 4 o IX RN v 23740

S EDRBEAFFIENRIER

AT OAh AT L MEANWME AN SR B BRISE iy 4T GERO I, gl LA 7 2CAR
& KIS A

o AT I PO AT VG FCAE SORE 375 SR P K i 4 B iy 2 SR SR P R E 1 i & EAT DL AC -

75P: Sh?? or S*

I weegE I
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o A IENZRIA A (regex) VERLBIACKE I K b Il S 40 i A S 7R 4R e I S BTN .
7~#: Show interface[1-4] port[1-9]:tty*

TS ETIRTE
AFUR I iy 447150 SR AN Regrex 19y 4451 30 AT IC L

1

2.

IS 1) fiy 2 B 5 LS N DL (R i 2
I ACAT VL AC FO
* ARG
o AT AR AT P RUE R AT AT L €27, e ST R A i 2 T A AR AT SN AT L

Aic

SR A PR AT <7 BRI A 0 SR IR

ZNIE

EX weE U #if

show show S -

show SHOW S f R4 KNG

show Sh?? L VLT 7

show Sho?? N A “9” 5RYFAE
P FFARAL

show * ScH “s7 PURIEREF T

show S*w S “x” UL 5 “ho”

show $*p N e E AL
i “p” XMV

XFRANILELH) A%, BB ISE KIS AL

X TR TS, AR AL LA B TT I B4
7~Hl: Show interface[1-4] port[1-9]:tty.*

Z T HMAN S

1. 240 1: interface[1-4]

2. Z%(2: port[1-9]:tty.*

TR P A28, NS b A A B F EA P AT UL A . R 28 SCh B
AZHHTER PSS HILE, WA ZaS/BETION IR & R RIS H
IE NN



| weeE
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Y

AR AESHP AT ARUE Unix 1EZRIE

&5 MRS EMEAN

1t %ﬁéé‘é@é\ fr > M HSHIVLECIT, JF HILEI R A “IR2%4E448” (Deny Always), &R}
ISE &1 ¢ 1% m 2% N Commandset-DenyAlways.

2. MR ET LI “UhZHE4E” (Deny Always), WRERL ISE KUkt &4
(KIFAT iy & ELEN I ZR AN DL AL

L WRZE—AVLEITESE “ AU (Permit), WERLISE £15 € dir 4% 4 Commandset-Permit.

2. WMRFE—AILRINEF “FH48” (Deny), MEEISE &5 E a4 % 4 Commandset-Deny.

3. {EMVRHISE /M fi i 465, ERRALLL T 2
1. W AR} ISE 458 AT iy 2 %8 Commandset-DenyAlways, T ER} ISE #4481 %4y &

2. WA %A Commandset-DenyAlways, HAEE 444 Commandset-Permit, WIEEL ISE fiF
S A, JORHISE RHEL %A 2. ME— A AME DL AR LD (Unmatched) BIEHE ik
o

£1)Z TACACS+ i S &
B TACACS+ fir 25 IS 45 WAV RIGEE, 1HIIE UL DA -

S ERAHISEGUI T, HiliZEE Kis (=), ARGk TIEH O (Work Centers) > i& &3 (Device Administration) >
%W T = (Policy Elements) > 45 R (Results) > TACACS #4 & (TACACS Command Sets).

$3E 0T LAAE TYER L (Work Centers) > i &£ &I (Device Administration) > i & &2 K A& & (Device Admin Policy
Sets) VUi AL & TACACS fir & 4.

P2 Al Add.

HE3 WAL

P4 R (Add) fE R TR, A RIS

PS5 BT (Grant) FHglF, Enf LISl Figmiz —:

* LIF (Permit) @ RUFIREM TS (BI1W, permit show, permit con* Argument terminal)
« 3548 (Deny) : fH4FEEMIMT S (B0, deny mtrace) .
« 14424648 (Deny Always) : 7 s AE HAth Ay &4 R4 (B0, clear auditlogs)

ER S Rl AR S BRI T S ST BU S B

I weegE I
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B cacs:mEsH

$£1E6 b RIFUTRFIH BET A< (Permit any command that isnot listed below) & EHE fe i R7E “F2 77 #rhdaE
HFOVE. 0B h 2L ) i S RIS

TACACS+ it &3 {4

TACACS+ it & S B4 B PR G IR UG 8 s il o S E TR BRI S 0 B0AF . FAEd ik
R e XTI A A TR AU SR 235 | R AR ISE WY o 0 N A0 45 b X 25 T8 45 iR (1 A, R s mT
REE TR AR AT I 2o FH 1150 258 BT ) HR 45 (P AR AU SR W ] DA 55 B/ A1 7 i B SO R 2 A 1w
A4, TACACSH Mt & 3052 X o A WA~ 414t

W AT S

« HE H P ErE

“TACACS+ FLHE A7 DUIAFAER AL (FE R ISE GUL i, i3 Wbs (=), RGiEH T
{Ed i (Work Centers) > i & &2 (Device Administration) > 5kB&t & (Policy Elements) > £5 8
(Results) > TACACS 2 & 3 (TACACS Profiles)) , £ B M E (Task Attribute View) &4
ME (Raw View). 1L FHESBMEME (Task Attribute View) fii N\ H WATS:, A @ L@l e
E&EMHEME (Task Attribute View) F1/R AL E (Raw View) a1z,
fanl g # WAL S (Common Tasks) i 45 A Bl & SO R IR & i I B vE . X A5 E R
TACACS+ PMXFLZE Ui B e SRR LE gt . (AR AT FH Tk B AR IR S5 s SR . TEE S B
(Task Attribute View) 7, R} ISE 5 BE 01 0] DABCE /) BC S VO B BRI IR R o 5 DA 25 28 284
I

* Hh5t
* WLC
* Nexus

< @M

ErrE s B EXE M (Custom Attributes) 5  fic & At @ 1. EHAEAYE ILESS (Common Tasks)
AU B RS R . AR CE AR R TE A FR 128 M A 5 I S mT 3 ) A A

\)

R ALY R H TACACS B R IL 24 MESS B . WS E XIS BB 24 4,
NS K I 28 g MR 2 21 J3 F TACACS HIME8 W45 o

TEIRIAALE (Raw View) 1, 1w LATEJE A FR LI 2 AT SRS (=) FNsa b s vE, 7es Ik 24K
HAEZ AE NS () T AT IR g v . JRIGIRE (Raw View) HHT A1 & 1 [ B/ AE 5 B 1R
[ (Task AttributeView) 1) B E X B 14 (Custom Attributes) #43, RZJIRK. [RI4#1E (Raw View)
WA TR EESIR B, S E SR BT R 2SR ISE . mh R
Ahrelifss e A E gk




| weee
e Tacacs: REx# [

£11%2 TACACS+ Bt & 315
T4 TACACS+ B & S ft:

HIE1 EERISEGUIH, HdiskE Wir (=), K5k TiEH 1 (Work Centers) > & &£ 3# (Device Administration) >
%M T (Policy Elements) > 453 (Results > TACACS Bt & 3214 (TACACS Profiles).

fkn] LIAE TAEH L (Work Centers) > i& & 28 (Device Administration) > & & &I 5K M & (Device Admin Policy
Sets) T TH H i TACACS &%,

FE2 i Add,

$IE 3 7F TACACS Et & 3214 (TACACS Profile) #5431, 4 AL AU

TE A4 FEESEMME (Task Attribute View) EI-RH,  15E 4 BT s 10E WLAESS (Common Tasks). 1# 2 [ WAL 55 0 E
, S 11 WU .

YIRS (LEFEHEIE (Task Attribute View) i1~ B E X B 4 (Custom Attributes) #7311, riiiiRwin (Add) H A%
o

BRAEZZE
B ISE GUL Y, ki3 Bis (=), ARJEiEse TIEH L (Work Centers) > i & &2 (Device
Administration) > % E& T % (Policy Elements) > 258 (Results) > TACACS Bt & X4 (TACACS
Profiles) > i A0 (Add), &% WATS W& T H WATS A0 458, WLC. Nexus FiEH .
55T

SR ISE A5 B O3 A A LA eI B 045 4 B 53 A ALBR

1® IR LEA
ERIARLR (Default Privilege) M E A BN (WIEE) BURZ, BAfE

FREATHN IR TR LD PR N -
« PO - 15 ZME.

« R  “ GO fEJEYE” (Identity Store
Attribute).

I KA (Maximum Privilege) JaH “JaH B4y 8AE” (Enable authentication) T
IR KA R0 o R m] UEF% 0- 15 Z [al FRIAE

Vj #2151 % (Access Control List) EFE—/ ASCIL #1750 (1-251%) ST dz 1 “ G4y
¥ 572 JEPE” (Identity Store Attribute).

A3)ir4 (Auto Command) HEFE A ASCIL 745 H (1-248%) BRFTH I “ 453
it JEE” (Identity Store Attribute).

I weegE I



BERESRE

IR 15 BA
A% H X (No Escape) T8 SUFAF, JEPELL AT — 15 I
* True: Ui B3 Tl L E H o
* False: U BHH: SCYRBTA JE H
« ERPTH “ S A7fEJEYE” (Identity Store
Attribute).
Timeout HePE 0 - 9999 Z [ E ERIT T 1 “ S A A7t
P47 (Identity Store Attribute).
ZX IR 1) (Idle Time) HEFE 0 - 9999 (8] E BT ) “ B A
P47 (Identity Store Attribute).

WLC

JURHISE A5 B O3 AT A A DA e 04 A Be 264 B 630 WLC B FHIE IR D7 ) AR . WLC I LB

FIETR: WLAN. “F5]2%” (Controller)+
F£” (Management) Il “y4” (Commands).

“JELk” (Wireless). “24r” (Security). 4%

IR LA
ikl WA H 0 P WLC N I~ 3 BAT 58 4
Vi B .
s as WA B DN WLC W IR A H ey [l AL
P
XIT A& A B DL AT 840 P BB
pria BB B 53 AT LAy Il JURE ISE LY MDA Rk
HEFIEH FIETR: WLAN. #£7]#% (Controller).
T2k (Wireless). 4% (Security). & HE
(Management) fl iy 4 (Commands).
Nexus

JORE ISE A5 B O3 A DA 0047 10 o5 B 520 FE R Nexus ACHABLI U5 ) BURR -

£ 13t AP
Kem s E N B ISE A5 HL 5 n] LICRE 5 WA 5% 2 ) Nexus J&§

PEFRE N “HIIE” (Optional) BY W4
i%” (Mandatory).
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IR 15 BA
I 28 £ £ # Nexus P& 448 B ISE HEAT 5 4 56IE I
BRI OLT B B DA S vy i AR . AT
HRAEHRSI R h—AMat, fEM e
SCAVFI AT -
* J& (None): ToAIR .
s BEH (L) (Operator (Read Only)): X} %4
A NX-OS B 56 A M T A AR .
« HH (3Y5) (Administrator
(Read/Write)): XJ#4~ NX-OS &4 H 564 1
5 Uy ) AL PR .
e 4 R85 (VD) & (None):  JoALBR
Bt (Hid) (Operator (Read Only)): X6 VDC
A B )AL PR
BT (3/5) (Administrator (Read/Write)): 1Y
Xt VDC A7 35 T Il BUFR -
BH

AR} ISE /87 B O3 m] A8 Y AL TR 5 H ILAT 55 AN el 0 1 SO b

el fr S ITRE U E NS %
T SUR T, EHATEL R AR

FHia Z |l

RLE 2 X MR BOSC. D, HREAEBE & B DL 20 S 00 Bk A IR K S T e AT T
B B O AR AR BN, B & AOR R PR IK I I S A g0 2R . RO R} ISE SRFALH] 4k

(¥ /5 P R R R AR SR B 1 ) P B B LSRR

AP PN B 0 P A5 B G BT SR BRI

AGURAL I AR JE RS o R TP A0 5B P AT R DA U, AR GRE Al AT R ) s AR A T

HOE

T RPN
S I8 2 ¥ Enter ¥ B R DL NIRRT

Switch>

PRI AT LU iy R BC B A 38

weegE I
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Switch> enable

Password: (Press Enter to leave the password blank.)

Enter 0Old Password: (Enter the old password.)

Enter New Password: (Enter the new password.)

Enter New Password Confirmation: (Confirm the new password.)

R U SN SR B S P B G T B ROW, WIAE R o B AR TR O RS, P K AR . s
¥ B ISE FUE A TACACS+ g5 #s, JEAEMZ s LECE T B A5 & (Enable Bypass) 51, W JGikil
it CLI (G#id telnet) B0 %565, fEHURLISE GUI Y, FskE Kby (=), Rnkx &8
(Administration) > 5} &3I% (Identity Management) > 54 (Identities) > F§ A (Users), 5 2 A 48 7 1)
F#45

B & £ /5 TACACS+ i &

it & 4> Ji) TACACS+ &

HIE1 EERNISEGUI T, HiliskE Bbr (=), SRk T{EH 0 (Work Centers) > 1% & &8 (Device Administration) >
WE (Settings).
1EEFEIR B (Connection Settings) £,  # 1] LN O3 75 - B A BRAE
* IEIRIEE 4B AT (Authorization cachetimeout) =B, W L B AEAFI ) (TTL) fH, B IXIBUE KK, R4
VEAEZI 0] N 22 A7 3B SR L @ ko ZRA7 W m e FE - A A e @ e, w4l “ R
(System Administration) “[i¢ % ” (Configuration) “““#iL” (Dictionary) “&11” (dentity) “WN#H "
(Internal Users) LA J@PE. 72 ISE GUIL ', HLiliskE Wir (=), AJEIEFE BOAER 0, KRR

WEEAT
* %1% #F (Single Connect Support): 41 545 UG, WU ISE X5/~ TACACS+ 1 3Kk Af FH (1) TCP 1%
.

WIF 2 1R AL BT H (Password Change Control) i~ , i s 7Bt LAFE 2 il ik TACACS+ o2 i HiFr o

HA b bk 15, A4 H B A Telnet 02543 (Enable Telnet Change Password) #7> H 48~ 0, 23 H
X H Telnet EEp{ % %3 (Disable Telnet Change Password) $&7x. #4427~ 1] 584 HE X, I a5 2T 1B 2

EZRLRIRIEMH B (Password Policy Violation Message) 7 BcH, Wi S5 48 & S EARSRE,  Bnl LUy 3
JBE TR B A Y PR 5T S

PIR3 EREEASE (Session Key Assignment) LI, IEFEI (15 BLLLKE TACACS+ iR BEHFI 2218
WEFT S S TR ROk B R P I AAA TR . BN E N B FINAS sl i O, SRR HuhER P B
F$E 4 SHRTE.

X ER
TACACS+ G356k B AL =241, /S5 T




| weeE
merze acs waEEnEERIsE i

Alu\f‘sl’ﬁé ACS ){ *‘SH:EL& IL..\?’I' ISE

Tl ME T THSAKH ACS 5.5 K m A IR, AR5 4 A7 W9 2% e 4 v B BN TACACS+
. UFHISE GUL Y, iR By (=), ARJFEE TEH L (Work Centers) > g &£ B
(Device Administration) > #ti4 (Overview), X JG{EAE® (Prepare) iy, i T E M 5T (Download
Software Webpage) UL F&iT# T H. K T ELRAFZIER PC, SRJG7E migTool XY, 1817
migration.bat XA LA AT RE . AR 5e38E B, &S PR ISE JRAMIT 451 .

A 47910 A2 455 TH 3T 5

Mg EEIEEE
JERHSE $E L&l s FTH A&, Luzltbicliiiua,m fn] LI B0 i TACACS+ B B I & 11 3
G ARIGAE . ey At A E B BT DU ekt Rlia T ixX s 4 .

S AERHSEGUI Y, HdisEE Wik (=), Raks TIEH L (Work Centers) > i& & &8 (Device Administration) >
& (Reports) > k& (Reports). -
ik n] AR AN B A E . 7ERL ISE GUL Y, Bl 3e B by (=), AR5 EFE #R4E (Operations) > &
(Reports) > #f & (Reports) L (M.

$IR2 FIRE1EESR (Report Selector) 1, JEIFIR&EEIR (Device Administration) UL & 5 &4 38 IEHZE (Authentication
Summary). TACACS gt (TACACS Accounting). TACACS &4 4&3E (TACACS Authentication). TACACS %
# (TACACS Authorization). TACACS fis € iglk (TACACS Command Accounting). AREIZRMEERIAET N 4 514
IGE (Top N Authentication by FailureReason). A~[E] (4% & 8981 N 4 5238 1iE (Top N Authentication by Networ k
Device). ARIHAFRIET N NS85 (Top N Authentication by User) #45 .

PR3 PR TR ISR B H] Filters T4 48 R 18 .

$IR 4 /& Time Range Tk £ AL LA (1) 50 1A I () 1

FES pidiE T (Run).

TACACS 3£8F H &

FEAH “TACACS+ 52IF H & ” (TACACS Live Logs) & (7B, Hih 4 7R TACACS+ AAA
?HME‘ o TEAEH ISE GUL Y, M3 Kbr (=), RJ5ik+E #1E (Operations) > TACACS > Rt
HE (L|ve Logs). &N AEFEF PAN H & F TACACS SEif H &,

% 1: TACACS KR HE

FERAMR (EEETE]
& R R E] (Generated Time) ARy 52 i A I T A2 78 2R 48 H A A B 1)

I weegE I


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

B rncacssre®

gggE |

FERAMR

fEMERE

H &2 %A 8 (Logged Time)

BRI AL BRI it R e H AN ] e

W7 TR B Y SRR S R B TR, To
ERUH LS. SO TR Sl i) SR i
LU AR ARG 5 A BT

FHER FEH R BRI bR I iy, RS RERE IR AN &

B RPTIE S IAE T A E 2 PEANE . 1E3)
BRI, TVEBIHIERE .

SIEZH (Session Key)

7R i1 ISE R [FI 2 W 48 5 24 43 1 %50 (FF EAP
IhE EAP I S A k) .

ARz BB E AN 4. AR, ok
P I FE
Type AFTEPIAPRAY - G IAEFIAL . o 5y Bk

IR R BRI P R, B E I Rl
ARG P 248K o SRS N b330, JoVR G 3k
.

S I8IE %’ (Authentication Policy)

SR N TE B3 BRAIE BB R N (R A4 K o

FZIKBE (Authorization Policy)

IR N SE BB R K S (1 4 5K o

I SE ¥5 4= (ISE Node)

W RALBE T AT SR 11 ISE 15 A A4 K

W% IR & B IR

R BB AR

M 4&1% % |P (Network Device | P)

7R VT )T SR AR P W9 45 e 4 1Y) TP MLk

P 4215 %48 (Network Device Groups)

7R 2% V6 P JeR A X 2% 1 4 LK) A4 R

& & A (Device Type)

7R T AR BR B ANTR] 9 2% 1 26 R U I 3 SR AR 1
# IR

&

R T AR B P 2% B (R i 3 SR A R T Ao
KIS o

1% &% 0 (Device Port)

SRR U5 10335 R A B 46 15

#pE R F (Failure Reason)

SR W% B2 R K U DR SR S A

mizHhik (Remote Address)

WIRME—FRIRZ G ) 1P Hokik . MAC Hidik, 5%
FEAT AR 4 R
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FEAR ERERE
TEMMSE 415 MatchedCommandSet J& MEABAELE, W 1%

{8, B MatchedCommandSet & B <88 &
WARGAFAETRAZGHE, WER—N2E.

SNEECE XY (Shell Profile) 7R O T B B DU T AE M S B AT A
FRIALBR o

1] I/ETACACS 2B H & (TACACS Live Logs) & H Hh AT A R #fE
« B EdE 5 CSV 5 PDF %X
o AR TR R Bl B A o
o PRI e SO SRR I R . St ] DU AE R DE RS LS A
 FHHEBIG IS G
 SFMEHT .

\)

AR P AR SCREAFA# 0 T IS
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