A TR
B AERERRl
pEERnEny|
B:Apnnny
B annnng
RELRRRERD
T

L b ——|

il

abE

o JUBFISE #iB AR, 252 0T

o oA UERRFISE SE A, B2 0T

s FUEERHSE 4TS, 2T

s XFFEZMEHEBTLE, B4

« BFISE /A, 25 0L

s WEMAAKE, F 8

s Hidsgi s , 217 10

o ERLDLV N RCE , B 20 0T

 EHHAL, 237

o SCREEEY S A ShE D), 5 30 UL

o RIS, B 31 0T

o WA, 2 34 00

o WMPEEHELE , 537 0T

o FCE T A B D 0 MR F T A, 3 40 T
BB} pxGrid 1555, 55 40 1T

s METE TN, 2B 46 UL

* M\ MNnT 5 50 M &gt £dl . 26 46 1L

o HoHE PR OO IR R, 3 47 T

s WANMMENCE , 47 1L

o [P BB IR ISE 15, 47

o HCT AAORAERS . 48 T

 {ERRHISE H By s s, 2 48 1T

o QIR SRS IR 25 1T AR AL, B 49 T

o IR HOIER Y AT, 28 50 UL

« KHIEFRFISE 5, 25 50 L

o BTN A SR BRG], B 51T
o SO SR ISE 5 05 1 EHLA B TP Hokik , 55 52 7T




e |
B =xsemzis

BELISE FEANIE
I A1 U ISE 3977 0 R R

© Rkg5: MRS RMEOIOENIRETIRE, BImMS . s K evPl. eedvin. i
PRI B HERR S o

o =

© WAL W RUZIBAT R ISE BT AN R ISE W AE A, AT HIERESE VMware L
IBATHIARAT o 384T MRE ISE AR RSB (BEa5 B VMware) L5 k1.

o FAE A OO E Y SR IR S . BB ISE W AT LUAHH UL MR E A, B, SRS R
%+ ¥R pxGridoe JHE BRG] A F IS H Ok I w1 RURE ISE 7 AR $H T BR TR A £

o TR POE BB AT ST A Oy AU R 2 g A ] R

SHNEBRISEFEFRIAE
R ISE 5 A AT BRI, S0 6 oI .

JORFISE 1 ] DR & A A A (4R Bt Rl IR 55 o 08 T AN sl B ] AR PR PR S I 55 A
WA FE AR D, T DL R 28 TP A ] LUR Y i 4l 5

o SCREEAT FPER SR A BT 0 (32 PAND R ID) SRR A T 50 (AL PAND
o SRR PR R IR AL (32 MnT 35 50 MBI 50 CHifB) MnT 45 50
* M3 PAN A BN (1 — XS AR DU &9 m s AN IS AT IR 15 23
© M2 il B 10— sl AN S 5515 1 (PSN)

PEE T HEONE, A R P AU R IEAEIZAT AR ISE Y 5.

BLEERISE T =

TE2 R RN ISE 1 UG, RO B s, Seng i F 45 M (bR Ae BRI IR S« 7T A0
AR . B AUE R B ISE 15 51 Admin [] P BHTHCE . & ICiES M TR ISE 5 A
AOEIRSS o (HSE, 80T DAG A R4 B R ISE 5 B M (O RUIRSS . s a2 JGid B 238 ISE 15
R, ARG ) T ISE 1 AR M A B ISE 719N

R E U SR L, S 20T BRI B 5% 8 0 2 AT /P AT

FATEA L A AE R ISE _ERCE R AL M o Ay 22, UIERT LA &5 30010) b e 4
EEDE, PATHES, JFREFAER.

FiaZ |l

S Bz Ui e 2 SERE ISE h BEE AT OGRS T TE S B B A s 1R




mEExmnemts AN [

B AELRHISEGUIH, 3R Kis (=), ARJEEFS &I (Adminigtration) > &4t (System) > #3& (Deployment).
BB 2 P ISEACE M ER ISE W AR I IERE, AR5 A Edit.
PIE3 MM ANANAE, K5 HRTF (Save).

AL E ERIEEIET = (PAN)
TR, LTSGR ISE 15 AR E Y E PAN.

L1 EARISEGUI Y, Hifis® Elir (=), AJaiks B2 (Administration) > &%t (System) > #BZE (Deployment).
—JT4f Register #EH S A0 TAERPIRAS . 208 %4, L2000 E - PAN.

W2 EHCYETY S IEHE, SR ST Edit.

£ 3 A& A E (Make Primary) LABC & 1 PAN.

PB4 fiili Save, AT RLE

T—5 4t 4
1 RSB A
2. WIATIATE, VI P B S5 IO B AR S A

IR BN EEL ISE T =

ﬂu%%ﬂ ISE 7 iy EM 23 PAN DUERCE 15 s E . S8 BRI PAN DLAME T sUBR oA il B 4
o FEVEMENT AU, AT DL RO AE T 55 I A ERIRSS o JEMATY AT A2 PAN B EE (f
m,aﬂvﬁﬁé AR5 AEH . VFIE. NARN TE

FEMHAHBN YRR, PAN SR IC B R 0 B B Y 1, T Y R BN R S5 A e S . SERR
il e, A5 PAN L Sg R HE— D0 B 5 SR SR B 1Y e AR Y b SR S e 7 A I )
B TR, WL IEIR . R EAE.

FHI6 Z Al

R 3 PAN RIIEZEVE M AT AH B EAT DNS fENT . 40 5 IE LR MR 2 A FH AN B2 A5 AT 10 1 28
H, WA SPGB B2 . WU ZAE, SR INE] 3 PAN 13245
FEUEPAAAE D, LLA FH 59 R TLS @15

WA AT AR AR (B, HANE CA 254D, WA T AT A CUE RT3 S A Bl %=
PAN 25T UE 15 Kl BT B IE 1 NS R PR, 15 ZEEIER (Trusted
Certificates) % Il /1 I151E | SE B9 HZ 436 1F (Trust for Authentication within ISE) & ¥EHE, LI
PAN B5 ik ) 45 s e 45

wx W
|



e |
B zssnunsrsz

FEENA I T2k ss Cngysing . Ui um asvPAliae) 1070 s, al U AR In 21y ridi .
AREZHEMEE, SRR RISIRS A4, 2 49 1T,

PR FxF T PAN,
PR 2 NFHISEGUIH, 3R Eibr (=), ARGk EIE (Administration) > # %4t (System) > #& (Deployment).
$IE3 I (Register) LIFATE MY 5
LB A4 i NEE NS SR DNS f#fT 58 A R e 54 (FQDN), R 4% 8 hostname.domain-name, 41,
abc.xyz.com. = PAN [1) FQDN FHIEAEVE M 1) sl 20 BE 8 AH FLARAT o
PSS (EHPZ (Username) fil 83 (Password) B, NG 2 36T GUI 4 BE G A E .
Y6 P T—5.
F PAN 253K HIEAEE MY 0 CERO @7 TLS A5 .
o QR S SZAE AR MAE TS, AT CAAREERATES 7 D
o WERAT R TANZAGAE I AR, RS R BoR A DGR IR B (iR gy Uk P
G, AT R B SERRUE A TIGUE . SR LUA RS NIER FF4RLE (Import Certificate and Proceed) it
T DMEAT MU B4k sd M. SO ISE 2B %1 AU BRI F 25E 15 F N2 32 PAN B2 5TE A . A
i FHERIA B A Z5ETS, i ST BUGH S EM (Cancel Registration) JE44 %1 A HIA SGIE - T8 S A3 32 PAN [
ZATATAE P o 2B S AE B RN B2 (SR PR, 5T E1E | SE RERRI 2 584E (Trust for
Authentication within I SE) & iEAHE, LAE PAN S0 UFSHBI Y sSFE 15

© WERAT A CA A IIESS, WARS S Bon — 4RI R, 5 e BB IR 5 L iR AR ST M -

PR R S ERANA MRS, KR5S dHRTF (Save).

FEMT AR, 3 PAN SRR (A SR s inziE ) o £IF ISE GUI #2511
(Dashboard) 1123k (Alarms) Dashlet " & 5 PL AR . vEM T S FEP IR s fE, T LU &=
PAN _I It FH Fo) 4 ) 47 UE 8 o 2158 B 1Y 5 GUIL
T—5Ht4

o XTI AV RBUBR AT 28 (I & U R AR AL . S5, TR T LI R G A E & TH)

a1k
o

o W T B PAN,  JETHRIE ] P SRR ISE CA R4S, WAZ5i45 47 = PAN f) LRl ISE CA
WEB B, AR PAN PR X SeF 5 FE54H

WS A BEA R — T P 1 SR 1SE CA LE PRV BRI 45 4 FI T B8 4 o

ERLEZLNHIE WIS

T CATE AR Al 4 286 B e v i 28 JERL ISE,  3CHF 802.1X 4k LRI L TN 4% (VPN).,



b_ise_admin_3_1_chapter4.pdf#nameddest=unique_44

srisennRng |

U} ISE St [l SRS AN 3 Ao CRAC Rl FIPE BOTA) #83,  Horb— S SR IH 280
@, g6 S EAUREAB (. ARHISE B AR PR EM O RSP, sevra/gm
JS2 P A 4 R BT K SR ISE 55 o IXFEAF R — N IR D RE ST 4= i A U AR 4 (1 4 1 I B} ISE #48
Fo

DM AN B AN B AN SRS 55 S 3 2 AD R ISE 45 ke B S (0 7E AR 0 238 SRS A 2
A R FEAN R I A o A A PR € 22 JURE ISE, W LA ) e B M B 1 % DA S
R G FTE

BRISE SN ENE

HAANE—AN AR ISE 1 il B R A A A2 . BRI i s e e, 0T AL A X
Ji AN A BB 2N AR ISE 1 mie #EJIRL ISE A AUEE b, P s sh it T A,
AL 73 AEZ A PSN b o ARPEERIPEREM ZK, 0] DAY IS ER % . % T AR S8R ISE
R LUK U MER A O B SRR A A .

BRISE B IRE

FEPTAT W R B OARHSE 5, W CURHS IR S5 5 AR 2tz rg ) Bnid, 4 i o SRz
SRIG L AE LA RUVEA 3 PAN. 58 L PAN I, AR 1Y i b RV BRI 2 M . ]
DAFE T PAN L3880 I Sems IR 45 M . 5 F PAN LSgiie UM G RIAT4 5, m LA 32 PAN JEMHIL
AT 5, A B Y RUE U

it S8R ISE RGURITH REAH OCHC B A HUAE 3= PAN EHEAT. 5 PAN BT A TC & 5 o 52 ) £
FSE R B T AT AR Y L

AT PR DA A MnT. BCE F PAN I, 62000 F MM (0. £E3BE i M MnT 5 54
s WEORFTE, T RAgWAE T PAN SR IR E A .

MEZE ISE 15 SIS 2R S 6 Z 5B ISE 11 =

AR R ISE 1 s N Bl BT 2T, SR ISE £ SZEP AN — AN AT B4 T ) s S
HIEIFIT A AT AR o B2 R Y i i Y 3 ] R} ISE e B 8t (el R o A2 vl
PR T IR BT AT DR} ISE 47 S 5 450l — 3

UK SBRE ISE 15 AR M N H BT s, W ST A SRR ST A, MR
FERH BN i ST A BT IR R O, 8 Gt PAN A C A AN I A el B . A R AT R
B A BB ISE Y s R REFD . #EJDERL ISE A HEL 61 1] [MERE (Deployment) % 1M, AT ATIA
IRZS (Node Status) 41 &G HHPRA . 480k R ISE 5 fiyd WA 4 Bh 15 sl AT 5 PAN [F-5)) )
B, ARSI AR, RN IEEATITE R IGEEE . F2PERUGE, 1 ARE S N LA,
TR S C 5 PAN [HP .

wx W
|


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

e |
B =#sessmm

B ISE T 2 BUH T AR

NS BT AL BN RO e M PAN O T WA B4 sO B RO v
RPRA SO AT, T RN B Y R 2 AR 5 0 SR SEOHT AN P A0 008 A3 D0 8 P e

IR PSN I, it k. W85 B PSN AE A AT Y o505 IR B 2 £t , v BABRAT LA

* M PAN SRIUEA,  JFAE PSN S AR T m AR W el 464

< B PSN M EHESCY “PE” (Administration) CAHBIPAN) , M BLG ]/ )ERE (Deployment)
RS, ARG B MY o B S IAE A BT Bl . AR5 T LUK S B PAN VS 42 0
HHE

)

AR CRBOHTEN 3 PAN

-] s ——
ﬁﬁﬁ\ﬁﬁ =RE R E
TE AT N FA B v ik B R ISE 2 BT, 3 AF4H 3 LR A5
o EFEIEARL ISE RS w17 28, ST, SRS ARSS M s ThRE, LR IR AR ISE 5 .

o« NPT RUERE A — RS TR B (NTP) AR S5 o BLIE G 45 052 TR R AR I IX ) 8, S5 2R B
AN B E R PRI NTP BRES 28 440K LV B AT B Ak [ 3588 b AR 45 B s (R 45
H & S A 2 M

o 228 R} ISE NG & R ISE 7 81 5% 05 . DL (1) VR ISE 45 2E 53 BRIA S AL AIE (admin/cisco)
AFARL. ARG E R O A4 R RS B B E (R Sk T T A D)

* fic & DNS fiR %5 #5 . 71 DNS JR 45 b A 23 A 2CH6 28 A5 1 By EURE ISE 75 £ 1P bk A 5%
A PRE A4 (FQDN). A0, 1 AR bR 2R

* 7F DNS JR45 2% ko0 A 28 10 A3 R ISE 5 S50 Bc & 1E [A) F1  [5) DNS #54k. 50, 7EvE
it FHT A 20 JRE ISE 15 i T 84 38 B 5E AN O ) 8, Qi SR A T A T SR S i) DNS
e, TPERE T BE A BRI

« CAJIE) M PAN VEHTH B AL ISE 1Y i LU E18 B RL ISE.

o &40 E MaT, SRJEEEHE KR Z08 4B MnT. BHTFSEHHIEY, KILIX e i = MnT
(1) 7 S s 5 7 MnT [R]85,

o AR RIS A A 46 B Y 05 00 T PAN RIS ST Y 22 AT I A A 1) SR} ISE.

o LEKHABTT SR IR 2 0, #EEAFISE T PAN i H &R CA IR & (Internal CA Settings),
DA R SERE ISE GE IR 54 WIS AT . 2R A CA IWE, RdikB G (=) HEHER
(Administration) > %% (System) > iEH (Certificates) > iE$ M & #1443 (Certificate Authority) >
MER CA & E (Internal CA Settings). 12 [ U El ISE CA 45,



b_ise_admin_3_1_chapter4.pdf#nameddest=unique_50

sEwamgnss rrmnxenn ]

o FE 0] R R RN, VS A ORI RO AT UE A A UE S B BT Y R A AR I — B0
Ry w2, A RCATUE B 5 S R A

o 7K AR ISE ¥ B0 S N S R TrustSec B, mi& 76 R ISE 5 R DNA HHbE N, 52)
F5 PSN it & 1Y SXP. SXP & BF} TrustSec FAEEF} TrustSec W45 Z B FE L . SXP A5

JBF} TrustSec 45 ¥ #1815 .

EETLAHHENT = LR ARSI N

VB 73 A7 28 2 s 23 1K) 8B ISE 9 s b n] F PR e B U g 4071 il B SR I A . S 20
1L PAN ST T BN S Bl 6 T HAAES%, B AU AT nie DRI, ARHEAH L 1Y i L
JR BRI, BB YT R S AT B RS g 1ot

BPSR ARAEA IE— AN, BTN TR DT [R]IN R A SR g5 A M2 A 5, B4 PSNOA

MnT F1 R  fRE TAE 119 sl B R

T ERANEAESEA S C R ISE 19 5 ] H A Rk It

1. BELISE TS = 0] A BISRIAR

BRISET =

] A B3R B T

AT R

o B FIIC B ARG T DAL NTP e ds a5 i

o LRSS PRI E EAE RS 44k . B
DLl 4 HR s H T I 4s 2R UE 511 2 PAN
ZAE T T Y S PAT RS AR E PR
R FANEAE T A B R, R

WA s il AP T A3
LAERGE

FRIEE BT A (3 PAN)

JITA SR 1S

TS (3 MnT 355D

o PO I HHE 1 U 1)

B JAEE PAN G IRME
(Operations) . #1E
(Operations) s LA B 7E AL ISE
2.1 B i O R 55 R

PSN (Mg IR 455 &)

IO B TFRIIAR Active Directory 322 3% 1 ]
o K R4S PSN I 2 Active Directory
. WA e SO T B PAN IR 3
Active Directory . SR/5, &K Al PSN N
A Z| Active Directory 31

@wz B



B s=rvaes

e |

BRISET =

AT I B3R BB i T

Gt M SR BT R (AT PAND

P4 B PAN JHZoh 3 PAN [R13E T,

iR FE 3 PAN v EM T4 2 5, 18
G FAT R SR BB T, 18
DAZBAH FH 35 PAN 18 S AEAIF

AEMT RIRE

LUl 4 FRE 5 = (Deployment Nodes) i HIRCE A} ISE (PAN. PSN Al MnT) 15 5 )5 B &

o

#ARETRYIFRED

NERAHE T EBET 5 FIFE (Deployment Nodes List) & BB, Bn] LU & 43S P i &
JRFISE 1. EEAAEO, EHREHEERE Hik (=), R)51EHE EI2 (Administration) > &4t

(System) > &BE (Deployment).

R2ZHMETRIFR

FEAMR fEREmM

FHA WORTT R ENLA

AXxfE CRUEHET R 2RO R ISE I A B7n) F1l I
BEISE 5 sA&RH IR M 0, 91 G 7 3
(Administration). &% R 45 (Policy Service). W%
(Monitoring) &Y, pxGrid.
#ihn, &8 (Administration). %EREARS (Policy
Service). H5#E (Monitoring) 5% pxGrid.

e WA S B T AR A A, WEOR

BN % A RPN ST (F2 22, Gl sk
A0 o DA DG BL R T el 2 il -

* PRI(A): #87F PAN
* SEC(A): Fr#dillh PAN
* PRI(M): #§3 MnT

* SEC(M): F&%fH3h MnT




3k
R
il

axE I}

FERAMR fEMERE

BR 5% CHUAAE A T SREms IR 85 (A o) A1) i
BFISE 19 i EBAT IR SS o MRSS AT AE LN A
*Iﬁ:

© SRERGT
*2E
- Bl
« 2Hp

Node Status FeoR BB AN LR ISE 5 i i s B IR A

o Gt (CERD « RoRulE b OENER
ISE % i 5 3 PAN &b T AR A .

o At (WP « R A ISE 1S TEE]
AL BRI BRI T HE 2 .

o BE(0 (KLFRF) KR T PANGHA M T8
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(EST) M55 L eAE O A FH 25 1 e 45 1) SR il
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M,




B srvswes

e |

FERAMR

fEMERE

HTTP

J P e )4 e 0 mT A 6o 7 P SRS IR 45 A € IR REAS
JRMSE T S HHTTP, WEEE W I HTTP
BE

* 3%0 (Interface): EFIFR} ISE 5 55 L Hz
I,

RADIUS

J FH DT 80 e L m o) R S s R 45 £ € 1) B A
SR} ISE 75 3 H RADIUS, LUME 4 RADIUS
SAGENE, LLRok A B DR 10S L5381 %
2 BRI & WY (CDP) AR 2 A& BN
(LLDP) J& k.

Network Scan (NMAP)

JE e D) e A mT A ) NMAP 2585901

DNS S FH I T 480 g AL m At St P S s I 45 1 € PR AR
JARLISE 45 &3 H DNS,  LAE X} FQDN #4417 DNS
k. DURD 4 B 4 N B BT (Timeout) 7).
iR LAY DNS R Ty R AL 73 A U & PRy
€ ABHSE 45 55 g AT, fEabZia H L
RN INGE: DHCP. DHCP SPAN.
HTTP. RADIUS & SNMP. %} DNS
Ak, A% R DNS #4500 h fig—H2 i3
HX LR T e 2 —
SNMP Query Ji FH e ) 480 e L m Ak tof P S s R 45 1 € PR AR

JURFISE 5 A A SNMP #rif,  LUE e R 52 1)
[H P A 28 1 % . (EEEIR (Retries). #EAT
(Timeout). EE#BAT (Event Timeout) (41D
F1i5 B (Description) (A& i AAE .

R BRECE SNMP Erifi M shfe 2 4, &
WZBAE LA A7 T At SNMIP 1 5 -
EIE (Administration) > & &R
(Network Resources) > W 4&i& &
(Network Devices). 47F M43 4 [
' SNMP W BB, 1A ORAT 45 1 %
4*JRH H CDP #1 LLDP.




axiczies |

FERAMR

fEMERE

SNM P e B

Jit P A U 8t e L v A St R L SR R 25 A € ) AR
JERFISE 45 155 1 SNMP FEBFRRI, DA M 1 2%
WA MBI . BER T A MAC TB S0 R BT o
FEALEUE LA E B

o SEFEPEMEEE (Link Trap Query): Ji k)
e m B USCRT fif R I I SNMP [ 2 i 1)
T

* MAC FEBFE i (MAC Trap Query): Jio itk
Y4 il n] B ORI R RE 0 Ik SNMP e BHH2
f] MAC %1,

* $0 (Interface): KL+ AF}ISE 75 ki LAHEE
Ho

* im0 (Port): %y N ZLAd FH 1) 4L UDP i [ o
BRINIR TN 162,

Active Directory

Ja e Ul 4z A w348 I € X Active Directory
5545, LLIRHCE ¢ Windows FH 7 M5 B

- EFFAATAIREL (Days beforerescan): ik
PIEABEAL 2 /DR )G B RIsT .

pxGrid

Ja e U el vl fe v BB ISE df i pxGrid Witk
(BB SO g vk

AXEM

SR ISE 20 M7 R %%
Sy RTS8 P ) I 4 2% T i
76 SR ISE 5 i fic B o #r il 45

HHIERIKE

TN AR T AT E B B S IR QUSRS H S B bR, IR IR ISE RERSIS HAEH B

IR BTXLEHNR H & H xR

iztE HEXIER Birg &

FERANYIEE BEIEFE Bir (Remote Logging Targets) & I 7B, #80] LUE FH I % B Ah ik
P (REHERSR KAEMH G EUi a0, 8 (Adminisration)> Z& 4t (System) >
HEIER (Logging) > iz#2 H&12 5 B#r (Remote Logging Targets), 2R )5 fdiiiin (Add).
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B zeesczamres

x5 nE ARICRBRRE

e |

FERAR EdiEiEE]

Name JHT R G H & B AR AR

Target Type MR PrF R kR H AR, BRIAME S UDP &
% H 7 (UDP Syslog).

Description fi AR A 1) 7 R U o

| P it i N A7 H G0 H AR THSEHLT TP Huhb sk =L
4., HEHISE S2H: IPv4 1 IPve #%00 H &2
o

1| N H bR .

Facility Code MR P F R ERE LI Tk R G HE W&

AR . HRGEIN Local0 & Local7.

Maximum Length

FONCRE H & H bR B KK . ARUE N
200 % 1024 FHi,

Buffer M essage When Server Down

Y15 BHRZER! (Target Type) T hrgi 3 bk £
TCP A% HE (TCP Sydog) i £ R%HE
(Secure Syslog) i, RG4S WoRILEERE, Wi
7 IR ISE £ TCP R4 H & HArski % & R4 H
BHBAHARNZM R HEWNE, iHEhks
WEME. JEERLISE S7ES H AR B & i F 37 24
W R RIEEI H bR SR, i M IH
FHOHTIIT KIS B . i B S IR A AE Y
R A% WRGEph X O, W4 E3FIHY
B

Buffer Size (MB)

BEE B HARIIZET DX BOATE L T BN
100MB. BB IX K/NVETB R ZE i X, JF HAF
€ ARSI T AT BT S ohin B 22k

Reconnect Timeout (Sec)

BN CLARR A BAE)  DAERC B AE IR 55 4% K
MRS UL T, TCP A4 REGE H S AEM E FF 20
RN EANRITIN

Select CA Certificate

L N BHRZEE (Target Type) FHusF ik
L2 ZGEHE (Secure Syslog) I, RGia it
FRAIE . N RAIR IR AR T .




CEEPSLEE TN |

FRAR & P45
Ignore Server Certificate Validation L N BHRZEE (Target Type) FHuslF ik

L2 ZGHE (Secure Syslog) I, FRGienit
HEHE, PR EHE, DA LLJER ISE 20 i
G5 UL SO IR T AR R G H S RS54
BRAEOLN, BRAETESE F UL SR AE R Rge4L T
FIPS £5C, 75 )b I00 4 5k 9 1]

BoE HRIiE xR £l

TERAHT W HTEE H & ﬂi%’é%ﬂﬁﬁ TR BCEHEMEELN, R HE RS H &
FHEICR HAr. ZUimItE 1, &I (Administration) > R4t (System) > HEIEF (Logging) > El
FiEFZE 5 (Logging Categories).

P AREE R 1 H AR C RSN U K Rk f L, il SRR (Edit). RO H RIS S S K g 4 T )
BRI BT T U

x 6 BRICREANRE

FEAMR £t
Name s HR I sk R 485 .
L og Severity Level T R, BUATS DL N i Bt

8, It BB T s . A H &l
5518 1| M ST ND OINS SE v | e b vivke DN U 74
%[JZ*:
« =& (FATAL): K290 Y EWRE K
TeiFAE A AR ISE, I H 20 7 B R 0h 2
A

* $81% (ERROR): LR n M E A g o
EHE (WARN): BEZnl &R BB =
HITE 0. X e AR % H G Id s 2 3 B
BRING
2 (Info): IR MESFERII A .

* 8t (DEBUG): g KRz Wit B .

Local Logging 36 M S R HE AT R AR s 2R R T H &
SR




e |
B ==spers

FERAMR fEMERE

B#r 2D 5 ARV S P 2 R A () P b T R
(Available) Fl1 ik (Selected) [X 45 2 [/ H b7,
T SE S B H br . AT AR (Available) X £ 7
AHL (e SO FANE CHH P e SO BB H ik
0k Hbr. RTE (Selected) XA NS, KRG
S W SRR H AR

T T UG S T 0 >R Ay e B B M ) B

EERFEERKRILE
RS T BB (Password Policy) e 1B, T DL FIICHEI- o2 XU 50 B i

SIS, EARIAE D, R LEE ER (=), RGIEFETE (Adminigration) > R4t (System)
> BB Ri7E R (Admin Access) > B4 383E (Authentication) > Z#5EEE (Password Policy).

R 7. EBREMRMRE

PR AR s
B /MK (Minimum Length) Fesk BRI N CAFAREOUER D) o BRA

fEHN 6 74T




FERAMR

fEMERE

FRAR5E S (Password must not contain)

S RZMHE R EIFEF 5 (Admin nameor
itscharactersin reverseorder): % It &2 HER]
BT FH A 28 53 FH 7 44 B s [ e (1) AP A A

wh.

Cisco s H & [@ i F 8977 F (Ciscoor itscharacters
inreverseorder): i it S AE T RIS 1A
“Cisco” B [ RF I A5 b 20

Itk B iR sk B & [m IR AR B9 5F (Thisword or its
charactersin reverseorder): At & EAE A] FR
TS FH A8 o SRR AT AT P ] B L e 1) L RP () 4542
h R

ELE S MR EBIF T (Repeated characters
four or moretimes consecutively): % it 5 EHE
A] PRI I S R DY Rk B 1 R R %
ER

FHBIE, HR IR F A E SR i
9= (Dictionary words, their charactersin
reverse order or their lettersreplaced with other
characters): i 1t S AE W] R A HH 7 L P 3]
S DU 0 B O SO 0 A

KR

Z_\‘f[:itf:ﬂﬂ ‘l$” %é}% “S” N (‘@” %é}% (‘377 N
“0}7 %é&?ﬁ ((0” N (‘1” é-k?% “l” N (‘!” %Ek[?ﬁ
“G7L 93T B “e” S B, A SRVRER]
Pa$$wOrd.

« BRIAF 8 (Default Dictionary): kLI
AlAE AR ISE A FHERIA Linux 4. hER
NI 2] 480,000 N 9E S FAA]

BOATE LT, iEmicikd.

« HENXF 8 (Custom Dictionary): %&£tk
TR A A 1 s SO, i i S04
(Choose File) LLIEF [ 7€ - 30 fF. 3T
ARSI B BAT oy WA, R dic T
J&, HR/MET 20 MB.




B z=reazmas

e |

FERAMR

fEMERE

FRYAE BN MEREHEL—FHF
(Password must contain at least one character of
each of the selected types)

P B B B AT 2 ) T S
SR — AN A I

WIN=E

- XSFBFH

- M

FEH

- EFREFEHY

ZH £iE S (Password History)

i € WA R AN A R S AT B R RO, AR
IEFE A —2%05 . 1% EELMAETFE n
N7 (Password must be different from the
previous nversions) & IEHE, FFEAH N B i
NILFo

M NAEILZ A AN RE AL B i R . kb
SR7En XN EE{E A ZE A (Cannot reusepassword
within n days) &IEHE, FFAEAN N 7 B AL
Fo

ZHLE M (Password Lifetime)

WP LU RIS REHE, DA P FE 2 i 4R
S I ] Je S SO

- EEREHANENRE—RESFH N X
A% (Administrator passwords expiren
days after creation or last change): 1% 1t
IfTE] (HZRo) b5 AR RS, A
MR ATBEHE D 1 2 3650 K.

« EERBBEEAE n X e EHE R &EH IR
(Send an email reminder to administratorsn
daysprior to password expiration): $ZHEE
P OY AR BRI R] CCARA AL o« AR
JUHEH 1 % 3650 K.

B 4%1% & 8 EIRE (Display Network Device-Sensitive Data)

EREIE 5 %05 (Require Admin Passwor d)

Un AR A B B G P A N SR R R AR P 4%
VO RURE, Bl s IR, TE L

ZHLLETF n 534 (Passwor d cached for n Minutes)

FESLBURT R, 200 B B3 P 3 N IR 2 T kAT
AT o AEVEIIIE], G A B 03 ] AR W 2%
FABUEEAE, REA UGN FL . 172K
TWHh 1 %3 60 434,




sEannsiszars [

HXER
SR} ISE &R 5
BB B 0

SIEEBMIISIEEREIRE

TRAHEE (Session) & LB, 0T DU L 15w LA THB A & LG s aiE . 2
T, AR ER () IFEEEE (Administration) > &4 (System) > EI2 Rif 8 (Admin
Access) > & & (Settings) > &1F (Session).

R ERIFBHNMSIERER

TR AR fE e
SIEHBR
SEZR AT (Session Idle Timeout) Ui NS ISE 75 B A TR B A OL T R B

BUEERFIRE] CRLA B A o BRIME N 60
el HRGEEN 6 2 100 738,

SEER

&3 (Invalidate) WErP L )2l ID SHIA R ERE, ARG
&3 (Invalidate).

HEXERR
LTI BEE
EEE%EEJ\ =~ Ljﬁ'ﬁ;ﬁ—f
2 NGB Bl

g

L =)

W R A HAA A Cisco ISE 1, #ETLAYE Cisco ISE FHEATHIA & BLEAE . 7Y UL EE S
S IIE. S AR RO R RIE . XA, w2 TBLRAPIANIETT
BRI e RO AT DRI BUR M ta: ML, A il M .

EET SNSRI AN

P AT HIPERCE R, RSO BT 5 (PAN) A & BIRAS . 4l PAN AL T2 APIRES, REWEES
M PAN S FTAT BC B OB, (HAE DR} ISE P26 Fp AL T 3R

JBRMNSE SZHFa M Qs viHe, S+ B, 243 PANRHUIR, H#iBPANS HEIFH 2.
B S SE ) 3e w5 EAR S B B A (BRI IPIROUR & A o IBATIRGUR A AUk A 32 PAN (112
TR WIEHE A TIRBUAS A 5 AR 2] 32 PAN COC I ik Vi), e 2 ik4fi Bl PAN FH25 DA A
E At
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B zessnsamn

e |

LHRE ARV IRE, B AT =AY BRI B, A R
APIRDUS B i IBAPIRGUR A1 RO AR BT 1, ATLLZ PSNL MnT. pxGrid 9 m s A& 4
A E PAN FIAH ) PAN A7 T AR EHE L, WA PAN #2507 184 IR DU 715 5

TR H T PAN b HLA# BI PAN AR 855 i

W (1) LI BE o

THEE AR F PAN XA ZERIA? (/&)
A 1 A 7 RADIUS B 43 BHiF 2
PIAEHT¥ AD F ' RADIUS B350 1iF &
TG E S S S AT 243 <
A7 TS A S SR BRAT 2 3 0
SRR T HIOR RS 7
AV %: At Web B3 KAF (LWA) =

MAVIZ: HEh K Web G4 5AFE (CWA)

s (B T OB M e B RE 2 A, Bl
F o BB AT F B M DR CWAD

S IGAT 5
Yi%: AUP i
VST NN /9] 5
Wiz CRAESCETEND 5
AV &
HAWH CA 1 BYOD i
AT (R &
MDM E 47 55 1
pxGrid x5 i
Y AU GUI JE CEFERAEIR, K% PAN Kt T BHIE

FHCASE B B R SRVRANGE R . AE %R T I e 4k

BrroKk. )

N S AR P EBUEAS AU N URS R BC AOUE TS A Z0E TR R iR 32 PAN FARIIESS S L3 8 3 A BT
TEA R AEEETIR 5, TAERBY ST 1 PAN AN PSN A5 i, IE B IHRAVE

TR



SR AMETRRRET A

SARAEEITRIRET R

E PAN (IS4 PARDURE &1 s RO L BHe IR DU A1 mle i) PAN (84 AR DUAS 1Y PR 0 30
BAPRGUS AT mle RS PROUS &Y R0 STR 2 1 PAN HPIRAS, IR BRAY BT /00 I Bl b e
o AT PSR B ISE 45 AUE N IZ ARG B9 £, */l\ﬂﬂ T E PAN, /M)
PAN. UERDUEH]—MEATIRGUR A i, I HAZ W R b, WA R A B ol i .

A PAN #07 [F)—Hedl vhoLo iy, mT DU TSR ANIRA B ISE 7% /i ) 32 PAN MBI PAN iz 1T
RO BN AL DS PR &Y R R INR £ 32 PAN A4 PAN (324 IROL ek A& dH
BN PR A

IBATIRGUAS AT SO AR BT 2, RS & n] DL SR IR 5%« 458 80 pxGrid 19 55, Eji”[fﬂ‘]ﬁ‘]éﬁéo
PATTEEAVCHE 58 Y A4 T A — 0l b0 i PSN Y fi iR e s ARG B 4 A B, FEANE R
AR R B R sl o) RN el g s Wﬁﬁfiﬁ]@m&' 1 55 (PSN,
pxGrid 8% MnT) #80] FIAEZATRBGUAS A5 55

\}

SR USRI R T SIS R, JF FLYE  PAN A MBI OB S TR, R AT
TR 1 £

HB0 PAN BB TR E T =

HiHi B PAN (AT IRDUR A 1Y k2 — DS I ds . 7E4 ) PAN TR0 32 PAN 20, EAPATAEN
et MBI PAN $4 LR IPSTIN,  JEORIR ISP ARDUR 5 s 2o AR PH B3I ST, WA B A
A SR DI 2T PAN FIE AT IROUR & RBLAE A Fif B PAN RS AT IRBUR &5 £, JF
XL T e o

BRMEMBHE TGS

MBI AR DA, B A C MR 5N A B2E H B aE U1l & I, R ASAE % m L LIS TR
KA R4S EFRE I B ] T PEIE A IR &7 25 s F B s B R I i, 5 A ST IR A A 5 2
SIS TIRGL . 751 f bR B bR T S A TR GRS B A AN S A% s TR e S 5
/%éjz/\ZF'KjJif‘?’J_tL1T'{jUJbTA7I§/ﬁZjJ

ISR g m] PP ARG &Y /OB R Bl %01 RU2 S PAN [ Z AL F O T aa ke Bz A ik
&

/BN o

BITRREET =
SIS TR 7795 50 EL R RO IR 25 PAN FRIZATAR YL 42 1 PAN AR K
BRI A R, WS fr RS A PAN (B (PR EL . I PAN FE
(PR RO, JEE T FFAR R SUBESE R, WS ATARTLRY 7795 15 25 TP S B 55 BB PAN .

FEIBATARDUR A I R] G SRR Z AR 3SR A P ARDUAE OB e A SN e Dy A, IE AT IR
R 28 PAN HPIRZASARIC ) BRI, JF B EIS IR DUR 24 3]

wx W
|



e |
| BEECC D L

F PAN IS AT AR BUAS 20 1A 1 20 0] JEHAS A AR DUAS: B4 B K0 AR EA T 0 AIE o G R AN DL S ) £
RVEMR . B, Al PAN AIETHE K.

BT R

Tn] LU O] T AT IR GUR A i BURE ISE 75 55, HT5 22 7% f8 —Se i,

i, BOEIBATRGL i (H) TR 55— (H2) BdRE N 1 PAN KA IR DU & 1Y ki
FERXFMESOL R, —H 3 PAN K, HI UCIEIRAEAFAE S N1 5l (H2) fER A AH [ 32 PAN. Fi§
Jes IR H2 OGP T 2% I, I EEOE R . HOE, Sl PAN S {R R LTI 00
SREIBA. Ik, — B4 PAN THJO 20 0, WK B H2 BT S0 R S R4, Jf DU
o BIAEE PAN IS 1 PIROUR & SOCIE D, B es gkEek & 1 PAN (RIS REL

B s8R Y1 Z 458 PAN

fany LUK LR ISE FL & 0 7 PAN ANul I B 2 FH 4B PAN. G E 27258 E (Deployment) %
FUp ) G AT BT A (FEPAND RSB, BEAEMALE 1, PR Kis (=), REEEeE
IE (Administration) > &4t (System) > #82 (Deployment). b5 #% I ) BE & Xk B BESE R B4 1) 5%
TR E (Number of Failure Polls Before Failover) HCE ¥ X H3f LIgE i) (B F& (Polling I nterval) HHC
B EEOARLE T, %4 10 205 KBl PAN FH00k 32 PAN 752240140 10 43 8h. BRI,
ERAHESL R, M E PAN b 24 ) PAN T AER R 20 438k,

%) PAN W B B R P I, 2 7E B0 IE AT SR A% B EAT LA R 30
* T PAN 7EM &t AT
o W R SO AT BRI A TR DA A 45 45
o TR RV SR THI 1) L ) PAN

ARG LRI UE A L, WA PAN 2 HAT TN B (.

PAR i (EARBRT) AT A4 B PAN [ Sl MO 25 1030 53 3 S 11 -

 fERCINIE], SRR RS AT 18 R MUK E (Number of failure polls before failover) il &, F
PAN [/ TR DLRFEEAE

* 1 PAN LERERLISE MRS5S # T-ahis it IR kel #2101 1m) PR 1 ER A
* 5 PAN I 8 {52 b DR A SR AT, AR B A A A 1 ) OR OC PPAR A
*  PAN RRKH (Wl JFAERBEEE RS IRl R KRG PR S

* L PAN (R Z5 R (R 40 11 50 P 2 e 545 1ED 5 sl AR HoAth Jst PR 3 Bus A TR 0L
R Gk AR, ARG e e A 9T 1) Do ok AR

BITRRARETN REHB
FOF R BA, T PRI RO 7Y 2 2 32 PAN ZZ HiT (RS LT SOBT R A A TR DL




e amuamse s [

BB % 25BN PAN B T B R &

23 PAN #RsIe, X CHA H 3 PAN AR CA SEAIUA FUEF 102, S IuEA 2 i, X2
Ay PR K B R S BAT R AR A AT IRAIE K A AN A5

{HJE, ZEHEh PAN FF400h 3 PAN 20T, ANSWGHHm B b . By s o 75 B AL TiE sk A&
i3 PAN.

R PAN PR sl R4 B PAN J5, B By s & Seuimb it , A2 BT AR ) 5,

N A ) 3 PAN TCHEEETVE N £ PAN NN, S7E8 T4 3 PAN (54 PAN) FE#H/E
AR CA IET5.

ST UE 15 4E, il & B AR CA IE P2 Ash A MM E CA WEH . RIMEARCH M EIET, hk—
AN 8 PR 2 E T 4k A R

8t 5z B s RS )R BT R 7R 1 =

PR 2 F 204 2t i A P ARDUAST 04T m 2B AT 19 2l e e 5 o i i B0 4 58 1 PO T35 SR AR 156 D
(¥ — LRl 5t

o WO TG SR 04T RS B A

* il PAN W 21 i) T35 SRBCH IR K 32 PAN {5 B

o AR ATIRBURST A 47 RS BT 3K

o WEBITFRIE SR, (HIE Y PAN TR ST T RAFE TR .
o WCRITHRAE KIS AL o

% PAN B IS 1135011 BE &2 N R T BE

ARBI A AR R AT PAN Sl s I 1l L b e A P S U T e

Ih&E ZEMAIEMER
PR LE BY3R4E
AR Jmit CLI Ak BE L .

4R ISE W IRA TR 3 1.4 fRAZ J5, A
i & PAN BB ThRE. BRSO T, It
DiReib TEEHPIRES .

PRE A s R D)RE, AR =N

;L R AT SRS A A, AR Y
BATRGAE AT . CEFPIRDUR A o e
PEHT A, WLLZPSN. MnT. pxGrid 5 s H 4l
Hro ) MR PAN S T AR £ oy, A
PAN #RZIAT IS AT ARBUAS 25715 £

@wz B



W =ran e gmenma

e |

TR MEEMRER

T CLI A 5 1 1 M 2 4 BELL .

WISR PAN H B e B N0 AR i
VA2 e D W A i BT L

FHCH R

T GUI LR 55 A 0240 T 4 B -
* 3 PAN Fl%HB) PAN (4 B A 10
* PAN [0

* fEJ7 M PAN H Sl s e 15 Dh e e i 413 AR
DR AT A

HiAh CLI #4E

DAk CLI ) BE O3 R AR B 1
o KT BRI
* DNS I 45 2% 50k
* ethl. eth2 Al eth3 £z 1) IP bl 5 o
* ethl, eth2 Rl eth3 #% 1 AL 44 B
* INXE

oAb A BE ) A

DU GUI 45 B RV E B BHLAL -
o KT BRI
« B HTTPS iF P

SIS IR NIE TS0 5 35
TS O TE S 0.5 IIE, SR# AR

B e I R E R

LA TR R AP G AE TR PAN |, JCii i PSN
EHr .

FELZH PAN B MFEREBHIRIE

CLI #:4E

Witk PAN A R E LA, W@t CLI
PATIO DL NS B SRS 8. W RS
W ARG A LR o N a5, Xt
BRETT e ik B s . Ik, 7EPAT LA
ERAER, FRATEEEH PAN H 3l A 4 i
H

« Fahf= 0 BEHSE %

o A EE 63 CLI X R} ISE #EAT BCE Fr N 2
RIS




rEamummn:ran [l

AL & B sh & 113 R £ PAN

FHia Z |l

TRE AS B IIRE, BT ARG U AN RURHAS B, R
APIRDUAS B o IBATIRGUR A1 RO AR BT 10, ATLLZ PSNL MInT. pxGrid ¥ S s AL &
R PAN AL T AR oy, WIREAS PAN #6047 12 A IR DUAS 2875 A5

$IE1 & 553 PAN GUL.

P2 EAEHISEGUI H, iR By (=), RJak# B2 (Administration) > &4t (System) > &8& (Deployment) >
PAN #fE%: 7% (PAN Failover).

$123 % B A PAN BB#fEEE# (Enable PAN Auto Failover) Si%HE DL H 3 PAN 1] [ 8l & 44
iR HAEK ) PAN TF2% 4 1= PAN. {XU/F2% PSN. MnT. pxGrid 15 s sk Ho 41 & (0 SR ISE 45 SASBETF ik
¥ PAN,
HI 4 NS FrA o B S BB TR ET & (Primary Health Check Node) 4713 Hid % 3= PAN (381 IR0
ORORER=
AV Y ST ARAFAE S 32 PAN AR A B s s rh ot

PSS WEE I A AR BB TR AR E TS 52 (Secondary Health Check Node) T #7471 3 i #4 B PAN iz
AT IRBUAS A5 A

AT VORI RUORAFAE L5 Bl ) PAN AR ] f0 A7 B A

FIE6 ARIFERR (Polling Interval) HHE- AL IR B 1R], ZERLIN TR 2 5, R E PAN RE . HRGEHN 30 52 300
o
#1787 >4 Number of Failure Polls before Failover #2414k,

U PAN [RPIRZSANE T4 € S A W 8, R A BB RS . ARG 2 5 60 THAL
FB8 iR TF

T—5H#tta
#5450 PAN THEE]J: PAN 2 U5, AT B o

« TN 1 PAN LUK SLAIF A %53 8

© T LIS MR, LU B

F 5054580 PAN 74850 & PAN

4R 32 PAN DL Hcksiy HASBOA HC S PAN H 2kl e, W20 TR il PAN T4 i 3
PAN,

BE
| N



e |
B s m0 SE BB 0T A EH R IER B ISE B E PAN

FHIEZ Al
ffOR MO B RAT R B (R 28 AN JERHISE 1 s, DU T 400 3 PAN.

PR FA PAN GUI.
$1B2 ELRHISEGUI T, HiliZEE [k (=), RGEBFEIE (Adminigtration) > &4t (System) > #3& (Deployment).
$IB3 EYRiETi & (Edit Node) &I, HiliARAET & (Promoteto Primary).

iR JUREF B PAN T4k 32 PAN . SR SR I 45 1 (8 R/ S 0 4 €5 19 S8R ISE 4% f JCik T+ 4k 72 PAN.

P4 FHRTE (Save).

T—5Hft4

WSRO 32 PAN I i I8 AT, W2 B 3l BRSO 4 ) PAN . i Z500F Y 5 CJ50K 24 35 PAND
PATFBNEL, A Refs L B2

FERI Y R #R3E T = (Edit Node) TUTH, LA B SUh sy, PUONIZLEE I AR ] S0 ok
Admin 1) 4 REREAT B

1FIE BELISE BN T R EFHIEFH B R ISE ZFE RV E PAN

U SR EERE BLAT RBRL ISE B35 (1079w H0F A0 R ISE #8 (K : PAN, 20T BA R 2D 3R

IR FEME TR R ISE JcA R R ISE 22445 19) (https://www.cisco.com/c/en/us/support/security/
identity-services-engine/products-installation-guides-listhtml) Jrik, 217 “ AL ISE PUT RFEERR” SLHET

FB2 il CEREISE 23R /) ik, $uUT BB ISE 142k,
PR3 KA Y RUNCEN I B A, G SRS A P T (PAN) 5 55 3 BT TR .

1% Bk 55k € £ & PAN

JAHISE ASCHF A 8RR 2 )5 35 PAN. 72/ )24 B PAN 1 A syl #ien, ek i PAN 5
PR A ML, W RCRE LG E 4 B PAN

FFE T R RY B s ibE ]k

MARHISE SCRAE B (U At 28 M B shibstigaife, oA E T a2 AT AT R
PARIHAT BEA 0, — AN RN RSHARE B (. 24 PAN SCHIIN, AfiBh PAN 2 B3I+, ik,
ARG ARE BB 1Y R D9 B PAN (RS A ARSI B 1Y e IS ATRDUR 251 e $22 0 5 11 [ B A,
T PAN (ARG W RO 9 32 PAN IE AT IR BUAS: 20 W T35 26 50 P B il i AN BEARL, J2
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APRBURSE A 5 23 R Sl B PAN KT 2, AT #E 25 AR P 2 1) B {EDNS I N TR J5 B Bt A7 2
TR/ PAN B Sk D)3 ok Al i o JERHISE ASCRFIENR 2 J5 46 PAN. AR HEAI{E R
TS A B e i) AR 23

REEARSZ T =

TEME IR 5515 1 (PSN) s A FH S IR 55 A (L) JEURE ISE 9 5, SR BEMERTT 1) . i 22 VP Ui
i) 5 i YA O AT 23 A AR 55 o

o AT BCE AT AT RN 2RISR S5 F . SRR CLVP A SR SRR P . TR,
A & A 24> PSN

BE PAE A — it S 39 (LAN) Hh B0 3 4 2 ) T 1 BT AT PSN AT LA A 7 i, TR0 i 4l
BRRAT R AL R AN RO AR, A RS A B, JF EEE URL HOE il (W) .

REEARSFZ T mBIS TR

SR Y AR AR R s T URL B 5E 1) 102515, R A a2 A PSN & 78 7] —
BT, ST S AL AP, A AN LR S AN A Y A R T
URL T3¢ [0 2 16 & H B 55 (CoA) 13K .

[ — AN 2 R R T A T SR AE P 48 4 AT K (NAD) iR & i RADIUS %% )7 S 4 CoA F2AYL,
DR Ry 3 S84 A (R AT — AN i ] Ol % g P AT L A R CoA TR . iR

W RAY A 3 A %, T S 4L i SN 576 NAD G E ) RADIUS RS sefI& P A A, B
RADIUS AR 4548 FIE 7 i (145 o IX 4L )50 N L & ) RADIUS RS #5

\)

AR EARFA NAD o) LARCE 2N R ISE 35 55 LUE A RADIUS R4S a5 A A% /7 g, AT £
b AL T R — AN R 4L

AN AL P B A N R LANGE S (1, TIRDIOKID IARE S . BT R4
ATW§E%*FW$ (EE AR AU m 4L GAAE S 2 JRAHAR, DU DR AL 88 10 S Ay M AT A
THZ I QU AR S 1 4L, 2 49 T =N TR TE 2 TEAE

F T PSN Z [8]3 5] 43 BCif 5k 1Y S 918135

m%‘i%%*ﬂﬁ%A%N,UTU@%ﬁﬁﬂ@%ﬂﬁ‘%m* BRIl 28 2R K A e e
HFMZhRET & 1EZE (RN F5 #5f8m: i BIG-IP [ ISE i 3y4r) 5 S T f#
ﬁ%&ﬁﬁﬁ&%Fﬁﬁ%mN%%ﬁi&o
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REGAR S5 11 R RIS TR R

TR AL PSN i R e Y R AT BT L ARSI Y b i RN R B, LY
RALF A SRS TR HE PSN BRI F A& CoA DAWITIX2E 41k, K2 B M imes Hah
FOF I PO 2 U

FeLbge P AN ey HEh OB, B, R il VPNGERE, Wt S i BEE A2 CoA. 1
TP LG 2 L 802.1X i I B LI % - s W] REE AN B BCTL M N CoA. URL HEGE i) % )
st (webauth) HIGE H &R, XLLR P b A0 T3 FHNE R

I [ ) AR 23 BE R, i, WK AR PSN SRR, 280 22 A VPl A TR AL PR

ARk PSN LA E R, SR RER 2w . 2 32 it

RERSZSTHREAPHTHREE
1AL LA AR TR AL R A, S ELA S R
SRELRUE M 175 AP (I 28 Rt CoA. W AL IBER S 3 K.

R ARG, B R TR A He iR R A B B B 2 5 . DA, S th iz
B SRR RN, B TR, ISR USRI PSN .

TR HARTE R LA 5 1K) PSN A AT i PR o

o
Bl
\d-)ﬁ\k
T
5
JIE=;]
cu

R A AR 2105 BOFE RS TP i PSN Z AV R I L5 5, I JE /3 HK#8t PAN B
MnT 5 s KRR 1A S

BEEE AR B 3%
* RADIUS <1 H 3%
o KA #H H3

UeAh, B LIESRIZE (Advanced Settings) T it & LA R 37 -

* #tE K/ (Batch Size): W LU ARSI SR o BLAE AT HiF 58 AN S e 3 A1 S AR 21
Frp A PSN (AR - HEIE KM ACE . WAL BOBE N 1, WA HERIL W . BOAE

J3 10 AMid %
o TTL: MMEFREATEFEERIE A Z 0T, SRS A AN H e i fc K 1) . BRIAE K 1000 2
b,

L5 PSN Z [ AFAEERE )RR (40, 24 PSN SEHIE) , RZE4 M MnT 2538 H R R a1 v Egi s 5
FEAF Ak LA SR .

R B % ] AR 2,000,000 N2 idid k. NEEE nT A7 1,000,000 N ididsx. il
T I A 1T SR I, R Ge 2 BT 38 B 25 o0 A S sh MBS B i 2 vE 8 o A i 8
R B R PRI, 2R 50 2 4 s T) R ) e e 1) 25 0 o




ravs 262 [

\)

iR « WHRSGH) IPve FIZRC /N T 128 7 - HoARFR 210 1D, W) IPv6 AUgi s pidbids, Mimm by
1E A28 HA AR 25

o BRI AT VR ISE W B SS HEA T RURDEAS . URL ISE WUA 3.0 KB iR S RE
A ISE 9 B 45 AR BGIE B8 4k sk . Rk, SR ISE BA 3.0 &E%ﬁm&ﬂﬁﬂzh ISE i
SRS BN FBFIANES CA. B 2 R ISE W IR SS M) BUT,  75 22 508 A4 U8R} ISE T R

FAET,

« TEIBHISEGUI Y, i 8 B (=), ARJ5ik# B (Administration) > &4t (System) >
iEP (Certificates) > iE$ &8 (CertificateM anagement) > iEH & & 153K (Certificate Signing
Request)

« fEiE BB AT (Certificate(s) will be used for) #4r Hi%+% | SE ;52 BRSS (I SE Messaging
service).

« Pl R ISE SH 2 BRSSIES (generate | SE messaging service certificate).

RADIUS &i& B 3%

RADIUS & B R M THMM M < FE, JFERZE I PSN Z MR HIFEE . 1% HXAF# CoA
P 2 i R

B AR ISE 2.7 Wke, BRI b ThAE. T DUE ik h SO & R £ 8RS EC (Light Data
Distribution) % 11 ff) RADIUS 1%@% (RADIUS Session Directory) &% HE 7 F 224 H b oh g
EEEICE L, WRGERE s (=), A% &1 (Administration) > &%t (System) > IXE
(Settings) > R E##E S EL (Light Data Distribution).

ZimPFTEEBER

FEIVR ISE WUAS 2.6 Z i, AL IS5 17 nd (PSN) LSO Iy S R AN ) I Ay i 1 24 9 b
PR SR AR I, 2805 T A7 K SE SO BT PSNL IX 2 3 80 i A B 3

MIEBHISE A 2.7 MR, “imPi A& B R M TAAAHERRBFHISE 195 MAC #ilik (1 PSNFQDN,
FFAE AR P IR PSN 2 [ Sl e ot X ) LAGRE S 28 i BT A RSB B0, - XOh AT PSNELFE A I P A7 2%
ST . BUAE, SUSTES A PSN BRI HEAT 128 3 1) RADIUS SR BIES, 2T A s
e

BEAh, A i 3 BRI 56 T ) — 28 3 PR A N AR 2RO S o, DT 3 S s P 8 i R

HARHSE2.7 ke, BRIAJE I DhRe. W2, n] DL ILAR A DAREE B4 H 285 Fﬁﬁ?ﬁ?ﬁ%
MIHBLE . LimFr A& BRICH T8, 2R IE DU A AL S it DT A & 1 H sk n Ll
e BRI % AR B B3R 4 BL (Light DataDistribution) 7 17 /B £ Jaﬁﬁﬁﬁ%E%(EnableEndpomt
Owner Directory) S IEHER 5 HIBRAE LT . ARG L, IHHRERE Bix (=), REks
=18 (Administration) > &4t (System) > & & (Settings) > 22 2 #IE 4B (Light Data Distribution).

wx W
|



e |

AR £ €00 JEURE ISE 15 AURIAE H AR AS, R4k B PAN I PN [ [ G 3 LAE i P g o o
Sesh (SR U I RS TR, T T RO B R AR BEUE. ARIHILAR (L 03 i IF
SRS B, LA S TRl i R A 3 SRR

SER} ISE 5% SOV WA SRS 6 (R B SURIFIE A 0D, DASCBRR AT . %
A B MnT 15 st 3800 HAE e WSR3 MnT WigF,  J0) 32 PAN KGR il B9 x DACAE 45 4508l
(ELARIN S AN BT 45 o IKTT USRI T B0 505 MnT £ (0P TR PR3 K 5 o

AR B E T A DA AN AU ARSI A (0 BRSNS 7] — AN SR} ISE 4 Uk FH s
SRS A €, TR UK R T s DS B LR A

{0 LU R ) PAN U7 ) 4% (Monitoring) 3.

)

IR W CJHEH pxGrid, 4004 pxGrid 15 S AVEHHE T . SR H B2 -HEERAE R, 4
BT pxGrid WE4

FHEH MnT &

T LU T2 PAN T3 B2 MnT fi (5 NSO i, MBSO 12D .

T FRFE PAN GUL

$I2 EHFHISEGUIH, HiliZe Eix (=), RJEiEH B2 (Administration) > Z%t (System) > #3E (Deployment).
P AT RIS, SR (K MaT 5 R 55 A 1 R IEHE.

TR 4 Pl

FIRS /LT (Monitoring) #7>H, KA (0 E SN 2 (Primary) 2488 (Secondary).

PIR6 PHifRTF.

N

AR R AR TR TR A AR S5, AT ELE A& B MnT (Dedicated MnT) 32677 .
AL, RGURHT IR LR E A R LR IXAT B T3 MnT 55 M PERE .
AT, Kb Fan L

ZEH ISEHERSEENARFEHE

HBLISE A 2.6 M BRIAAE UDP &4 H Bt H A% LogCollector Al LogCollector2 2 MnT WAN
Al BRI AAENE, EMERETER “ISE HEIRSE” 18 UDP R BE%EE MnT (Use
" | SE Messaging Service" for UDP Syslogs delivery toMnT) (7£/8 %} ISE GUI 1, #discs Elbx
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(=), RIFEHF B (System) > HEITF (Logging) > HARIRE (Log Settings)) . Ji JHILET )5,
UDP %4t H & 52442 %4> (TLS) fR4.

76 BB ISE BUAS 2.6 TR Tt (FCS) Y, 1/ “ISEEEMRSE” 1% UDP R4 HEAXIER MnT (Use
" | SE Messaging Service" for UDP Syslogs delivery to MnT) &I e ZR A 0L R A FAE Rk A . e
FHISE WA 2.6 BN T 2 RS hiA ik mifE BRSO B AL TR HPIRES .

¥ DB ISE 1 B4 H T UDP #4: H & T 76 A7 BRI R 22 [a) AR B s AT 8ds, RIS JE7:07 ) MnT
WA . MnT WAN AEA2 8120 2 /N 30 4044

RS54 TCP 3 1 8671, AHNHUECE M 4%, I FVF A v () I AR R ISE 9 R 3 B4~
JURISE 99 s BB TCP 3 1 8671, LA R Dhge L ISR ISE W BIRSS: BASTEH S G2 (A
BRSO UM MRS 5 A B R FR ) o “AE A U EE e B R ISE” — Sy “ 32 &4 H ok ”
oy LA A M 2 FE AL A . o

\}

AR WURIES R TCP sz 4 R 48 HAG N TR ISE #3%, We)Re s R A ) o

PAZI- 551 E R

JRE ISE M B SS A HIAS FIFIETS (i CA 8825 44) o B nBEZ /1 R ISE GUI AR IRIK & 4R
ISR PR AR A s el o B DR E LA HE v PR 4 -

o BRI R PTAT KA R

* AT RURUEURE ISE W RUIRSS BE # s AT .

o Bl KEREE AN SEARAS 22 B E SR ISE i EUIR 55 1 o

o BEANT R RUVRE ISE W REFHEAR i HAE A5 RES R 47

U SR AL LB A SG R, DU BA A B P 2 i ol DAL T 20 e v i A -
LRS-, 15 TR AL SR ISE AR CA .

* fERHISE GUL H, HiEZRE Eiis (=), ARG B (Administration) > &4t (System) > iE
3 (Certificates) > iE$ & IE (CertificateM anagement) > iEF & & 15K (Certificate Signing Request)

o il BIEP ZZ 15K (CSR) (Generate Certificate Signing Request [CSR]), A5 WIEH 15 F
F (Certificate(s) will be used for) #7513 H &£ ISE #R CA (ISE Root CA).

* PR | SE CA RIFEH 4% (Replace | SE root CA Certificate Chain).

TELURIEOUN, v RESs 2R A TSR IR 4N -
o EIT: YR ISE U T BN U AR ZS BN, LB A (Y BA TSR SR IR AN . K
i [ 8671 MR HERE LLHERR LA U2
* KA CA: HBRGEFP (System Certificates) % [ H A7 7E LA RN SE W EAET (EdAF M
W, ER SR KR (=), AEILEE BE (Administration) > &4t (System) > iEH
(Certificates) >, ZRGEIEH (System Certificates)) , N2 H B AFISEIZE IR % HR AN AL E
FREN CA. MIEEFISE GUI k&1 (Administration) > Z& % (System) > iE# (Certificates) >

@wz B
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EH &I (Certificate Management) > JEH %K & 15K (Certificate Signing Requests), #&J5 HiiiE
ROEH & &1EK (CSR) (Generate Certificate Signing Request [CSR]),  #H4E 1 B R} ISE 114 B iE
PRI AT A Pt i A, G SR A R e R ISE MR CA TE 1o, MR ZEE8 2E i

B MR ISE R CA BERS, JBFFISE W RS UEBUE . tLESEHE3) EA ISE 1 B IR,
(ENL T LA 2 4350, REHESEENIARIER ., MBS RN ERRGHE, e
R) P 2% ] R} ISE 914 BUIRSS

S5 B 24 F BB ISE W RIS LUK UDP %40 H AL 3] MnT, EHUT DL R T

S ERFHISEGUIH, e Kbk (=), RIGIER RS (System) > HRIE R (Logging) > HE & E (L og Settings).
P2 e ER “ISEEEMRSE” 1 UDP R4 H&ERIEE| MnT (Use “ISE Messaging Service” for UDP
Syslogs delivery to MnT) S iEHE LS FH 525 H JEER ISE W 8RS

FE3 AiREF

MnT 5 = 1 B B 3 & 1] 3%

MnT 5 AP R T P, (B R EH & . PSN 20b B W k% £l R i &2 11 21 35 MInT 75 ORI
B MnT 5 &

B sh#gpE 1% i3 72
23 MnT 5 G BTN, Sl MnT 5 2345 I A 3 M F R R A5 S

TR AT AU N, WES TS MT M . W R R SR B SRS KR IEAT
WK AR B Y R A e ARRTH A Y R W MInT 4 A K RIEAT Jm 4k 8K 1 T2

AR YT AR MOR R RS JE RS IE I, USRI B A A SR A B LS 3 A

MnT S ER&RAMILEER

BT LLAE ISR} ISE W26 R PIAS MnT i, SRR SERC B 046 6o BT 44 5 MnT
T SRR KL R A MnT 95 8. BT R, P AT O/ 32 MnT 45 50 )
SR S FT A Y RUEE e DU R T T 3 A5 A

BTSSRI E) S MaT 1. Bl A0 i
o T R R S S AR B Y e B
o AT RN R H AR, AT R IR H .

o JURLISE 4% hTHAS 2 W 2 A BB 1 2 BN e 8 ihIAR b 2ok B PAN (W4 45 . R
ORI, T OB SRR A
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* AP ARG R MnT 2 AEFRAE R ISE 5 it i e rh o RN INAE 325 MnT 45 58 F N #5470
ARG R B AR, IF HAEREAN T m Al AR R A A7 i 128

MnT 5 R MBEEE A &
PATR 5 5836 F T MInT 5 n06) 82 8 32 48 FH B o4 s

o fE MInT 5 S E A AR E A, F PAN 22845 ) & MnT 9 5 DUIRE IR 80E . £F MnT 1y
RS, PAN 24510 £ H MInT 7555 . MY 25 B4 BI Y S M i 78 A= e TLoe T i
SN .

HE, AEEN RO AN, S RSO B R WA RUR B, PAN S FRXTTAR
PRI 247 rOC AR 7 i

o WIS MnT 5 A6, IF A9 4 MnT 5 ST O SIRA, WAT DUl T30 ek
MnT (O aE I 32 MnT 5 SORSEH . VERYILA MnT 45 i, 28 H 3 A8 35 MnT 75 41,
I+ H PAN H3hF8 a5 2 0 3715 55

o FEVE S-S DA R, WRSE A ) MnT 1Y s B MnT 5 mO0GH], WBAT 32 MnT 45 g 549804
SN IESR IS

o W RLARLISE #E U —> MnT F5 48, WZH A HA/E T MnT 35 4, JF1 PAN $24E IR
Mo HSE, MEMEE MnT 35 SR 38 T B =4 A, B 3 MnT 905 & Bl %
FHAY 5. PAN 248 DHA M 32 MnT 5 & DOjcEE I = 508 .

A 475
E AR
S TSR OB B LU 75 984 A A P ) T8
19 PSN —HF, M 5 40— A FIBCRE, SR AT (55, AT FT 9 AT

0 E R

A e A B S A . B B RIHERS, MInT 09 R P BRI AR e T 0] X S35l 1) A FK
o BERERCR, BATHEE W) 0 K R SR I A i A . IR A Bh A&, T Bl
R AT S5 A Bh L.

)

AR WERIEEIATIERRIRAE, WINPT R WRAETE R AR R 30y, IR 21
1EERIN

BRI D MnT 35 50, FRATEBCE &4 T MnT 19 58, S5 Bl A 208 (K4 B MnT 95 5. 72
SLHDHT R SE S, XA R 32 MInT 19 5 D Sl sk B AR B S
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AT HIE EBRR

T BRI R AoV S T DL A P S AR R U ()R BR e e R, B PR B R N . BRI
KA MIBENE RS A R A RS R) 80%) I, S BIAE. X%k
W, & HAH 30 K. =D HBAEZET 90 K.

PR IR AR 4 R

TR I L g WA Kk Pt A A P AR G PR B R e -

o G R M AR PR A A ] 2R T BME B 80%,  BILEMH A 1] ) 60%, W) A i)™ B,
FTRBE /N RV L 3 G R 5 R /N o Gt SRR A 46 K T BB BB 1 90%, BV
REASEIK) 70%, WS AR s — N EAR, R Bl AR/ COld 73 e (K 5 KRB KD o

ARG IBATIERRE, JREIERA DT sk, T A/ 8RB BR ¥ 4% (Data Pur ging Audit) &
BFEIZME . EERIAE N, HRIGRE Bk (=), RJ51LHF 21 (Operations) > &

(Reports) > R (Reports) > Bt% (Audit) > #HE &R 4% (Data Purging Audit). & 58 1%
Ja A dE B (INFO) &l

T PR IRIREAR I B P AT B AR e o 24 M P2 8l P A ) AR i i TS 2 i R N CBR
WA RV A 80%) 5 M R B Rt e I RO R il BR 1 W dls, ANRTER
HOUTT AT T BRI E . RGO GR S T R WA A A AT i 2\t
ARG AR A A A e I R 2 e, A AR B TIR B .

Y= g dm o
125 %HE' B Bﬁ
SR ISE M Ve 8 e 5 1 0 JORL ISE RS A s B o 7R R ISE St A, ml LIk £e7E
1247 R} ISE % ¥ application configureise CLI 4 Jo T b W 4 B M 20 O o 8 W 1 B0 14

BRI TG ER S, IF xS N B 1 Or B R M. B T TR e PR s B0 ) BRIABE
B KKK MR ITAT A (R . RS T T SO R G 2 A ], TR R

\}

R TEIEIA S EULR ISE RS R AR T A

EBRAEEE 7EBR (Operational Data Purging) % 4 & ##E EF) F & (Database Utilization) F13ZBI/ER
#3E (Purge Data Now) X1, ZEEFMAE D, 1EHRE Kir (=), KRGk S8
(Administration) > Z%t (System) > #E3 (Maintenance) > R{E&IEERR (Operational Data
Purging). nJLLEEE ] B e R (R, DL RAHiGE S4B EE R & (Database Utilization) X s 1)
RADIUS I TACACS ##i . #4 BUbn e As R B LD S s a] g (0], LLR AT B A7 it 7 i al
JFEF I RE. 5 SIRR B (Data Retention Period) [X 5 {4 ¥ RADIUS il TACACS ${4f fr) i i)
Blo RGAEFRER 4 AUGREGE, A, v DG TS, DATENS BR s aris i 45 e 1R B R 8L
W R, %t B RS £ (Enable Export Repository) & i HE AL $ M1 B 17 1%
R MEZEH.
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7E 3L BNERR R (Purge Data Now) X3, AJ LLIE T f7 RADIUS F1 TACACS i, Biif e K%
DAAE B 2R BN R B 5 6

\}

IR RS R AT RADIUS 543 EATHCIK . TACACS FEACFICIK . RADIUS 4 7 FlAR i fic &
g R 2 5 H B

AR ER
HEREIH I8 Hdls , 58 39 1T

A £ s K
BREBIAIEEEIE
EE R BN R I R IR S5 B8 L. AT LS D EE BINE R . AT LUBR A 5 SR B FR H A% (Data
Purging Audit) ¢, B0 UFEE bR 2 S ).

FHIEZ Al
HPATLU ARG, IS B H A R S B

P AELEHISEGUL 1, B3R Eiir (=), REIEFEIE (Administration) > &4t (System) > 437 (Maintenance)
> 1R1E$0IE AR (Operational Data Purging).

PR2 PATLL T AL —
« {E#04EIR BB HA (Data Retention Period) [X 1
1. BLH N HA7 4R E RADIUS Ml TACACS Hudhs i Ok B IR o i 5 SUIBR 2 i Ak) B el 2 5 A0
2. 1EfFf#REE (Repository) X, ki 3 S H 71 % (Enable Export Repository) 5 1 HE LAk F AR 77 K3 1)
AEAk I .
3. 7EINZEE4A (Encryption Key) ‘7B, #5135 65 o
4. HiHRTE (Save).

ER WRECE Y DR B IR AT S W B I (R AT DR B, D DR A S DAY B (. o,
SR R B IS & =K, I HAZAE/AN T2 Wb BT BIME (B, BOAEN TR RS AR Y
FEME NP RCERE (SR R

* {ESLEN;EMRENHE (Purge Data Now) [X ik
1 GEPRE BRI S B B e R . SR S IRAFAEAT A
2. HiliERR (Purge).
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AR A A MnT 5 5, U] AR T B Sl D) ) 5 A B 1 mixt, DA S JURLISE
WP A5 BRI e T2 A B 3 O mT A DR A By MInT 4% s 7 709 e B i 1 s 3 (L A

FHI6 Z Al
 WECE T H SR DI MoT 5 55, 20RO A R ISE 9 5
o TELZTAE PN sl L B A (ORI 55, 30 2 AR B FL T SRR B (b A T A 44

o 76 IR B MnT A7 50 L [R50 2 1 88 0 AN B 5 R IO A7 A P2 . B2k 25 0 ROV BR T RE IE 12
A7, TR PN AL AR R A7 A 8 o 7 B [ I LA 1) 5 SRR B 1Y s ok . il
W B MT 5 0K AN AR T8 R B, WU 200 A Al B A5 S A ) ) A P

ffF R 4¢ CLI 11 repository fir4 i MnT 5 55 it & BE 746 e

A

AR RIS A MG BRAE T AN T B IER AR, W] CLI
FEETT R A BD Y R LRI B AR R ARt . A7 AN 2 F S 7E R

AR

FEJBHISE # B, J0iE MnT W ni2 S HER el . REHE (System Summary) Dashlet 2 7£ MnT
T R 55 HE 2 4 I S 7 2 M 2 £ S E AR (K MInT 4 i

L1 EARISEGUI Y, Hifis® Elir (=), AJaks B2 (Administration) > &%t (System) > #BZ (Deployment).
PR 2 {:EBE T = (Deployment Nodes) ff I H, kP £455E 3795 miff) MnT 5 55 10 R EHE, SR)5 i Edit.
HIE3 niili General Settings k1 1~, #XJ5 M Role FHz5&HiEFE Primary.
TERE MT 5 pi AR 90 050, 55—/ MnT 5 508 B3SO R Y Al Wid Mo s, TEME M AN &<
Wb FEERPRAS

P4 Yl Save. T UM B R TR 3.

BH pxGrid B 5

Al LM A IR pxGrid 5 AR M 4 R (B an ]8R ISE 2EE& RAAEIE RS AL LRPE &4t
JBEISE 223l H ke i SRS B e pxGrid HEZEH AT HISRAE A} ISE 555 = 5 (N Ry 2 8] 7275
R EI =R L) 5 RS G 2 A e SR R C 0, R REEAT HoAh (5 B ias ¥ . R} pxGrid
W FCVFSE =7 RGPl L B G DY W 259 A (BEPS) Kb 25 FH 7 RN/l 58 25 LUK W 4% 8l 22 4= Fi.
Al I R TrustSee UK bR T . EANULIH 55 JDE TrustSec 15 A JEEL ISE A& 40 2 H AL M 45




i pxerid 155 ]

AT R 2 L B SO A, KR AT S A BRE PR (FQN) 28 i g B S0 AR ISE Ak 21 JEAt k4
2. JURE pxGrid I SRFARE M 2 b e B S R T 8.

Al R pxGrid KATAIT ] SXP 455 (IP-SGT W) o« A% SXP 40 T E4IE E, iHZ0 (B
FHISEEH D FamE: 0B P 2 RIbRBAT e hisl” #45

LAR H &R TR pxGrid 15 £1:
* pxgrid.log: RAAZ AN
* pxgrid-em.log: IR ity 5 5545 0 TR R Av 2 0/ 3 AR KO A8 43 30 1) 53 o
* pxgrid-controllerlog: ‘E7~% i IRE . AIANE P A PEL 15 Lo
* pxgrid-jabberd.log: B Rt RIUREH S O3 UEAHSCHI T H &
* pxgrid-pubsub.log: 7R b5 R A E R FAT A ORI BT A5 B

\}

ER AT LM SR ISE Advantage VAT UF A H R} pxGrid FUEEL pxGrid f1 7.

\)

ARV SUBFRL pxGrid, DAMERI 2N ID TAEHL . ATRTEAE R, 520 CERE I1SE LR 4
P BEATRAL) Y “PassivelD TAEHL” #IY

pxGrid 2.0 B9 5 7T A%

pxGrid 2.0 1 7 LB/ ESRCE FisdT. Kela v Tk, &8 T R 2P pxGrid 9. KA
R 2 ] LA DU A, DA IR U4 o BT N B A 19 Al & TP sk,  DAQEAE— AN
PSP, A% A P B TAE T . 24 PAN PN, pxGrid A4S #8255 (E AR . T-5)
T4 PAN A BEI0E pxGrid R%5 % . 5% pxGrid #FE HITVEAR S B, 200 | SE MREFY .

JTH pxGrid IR 5 FEBE RS & wii o 7E 7.5 4380 P9 e B 1) pxGrid #2125 BRI . W% 7 v oK SBE
M, PAN 15 i e A TARESPRE, FMMBRIZA S i . Witk PAN 17 SOCHTEE 7.5 208, e
WAL IR IBATIE, B M BRI TR ERAE T 7.5 2B IT A & i o T AT I 8 7 i S A 200 P K o)
pxGrid 2Bl &M o

pxGrid 2.0 % i ] WebSocket A& REST [#] APL AT R AG/AT W R A if) . X %E APT fH ¥ 11 8910
J:H"] ISE @)ﬂﬂ&%%&%'ﬁ%c ﬁﬁ show logging application pxgrid Euﬁﬁ‘] prrid iﬁﬁ$iﬁﬂ%?
pxGrid 2.0

\}

AR GUI R CLI Hxt pxGrid 1.0 JERERI BT 51 S

@wz B


http://cs.co/ise-scale

wE |
B =20 pxerid 55

#RE Bl pxGrid 77 =
FERRNTAT R R o AT G s B nT LS H LB pxGrid ffi .

T4 2 B
« TEUURAT SR} ISE Advantage VF AT UEA A R pxGrid f 2.
- HRVFATESR, WS ISE VFATATIE.

o P R CAEP T T 0 R} pxGrid M g5 Hiig . W RAETH 902 firit JEAR} pxGrid Ak 55448 BRIA
UEAS, WIS 2R e 15 e o N CAIEFS.

PR EEFISEGUI b, Biise s Kby (=), ARG i EE (Administration) > &4t (System) > #BE
(Deployment) .

P$IB2 EET = (Deployment Nodes) & F1Hr, ik Hh 204 HF H R pxGrid M55 (1715 iS5 M RERE, ARG miidmiE
(Edit).

$IE3 A EMIEE (General Settings) LI, 5 pxGrid Y#eii4l .
;4 Nt Save.

M ELRTHIRRAS T, R G n] BE 2R MR TF (Save) b 49 58 4322475 | ] LA AT RRCAS TR R R ISE v (1 IH SR I
WL SRS DL . T BRI T 2R 2247 LUR TR TF (Save) 1L

Bc & 2% pxGrid X &

FHia Z |l
LPATUU M TS, AU B L SRS BB .

HIE1 7EAELISE GUI 1, HilisEE Fir (=), RJniks B8 (Administration) > pxGridBR S35 (pxGrid Services) > &
(Settings).

PER2 MM ERIE T UL R RIEHEZ

- BEIE IR TIEB A S (Automatically approve new certificate-based accounts): 1% it B EHER] E 5
HEEK BB R pxGrid %5 )7 3 (F3E B2 K .

- RIFCIEE T ZRGRIM A (Allow password-based account creation): 3% FH I &2 IEAE AT 4 SR pxGrid % 7 i JE
FHEETH P A8 0 G050 0E . a8 T ki o, WITEk: A shHtdE R pxGrid 25 7 i

FE3 fRE



http://cs.co/ise-licensing

4 B FL pxGrid iEH .

i IE} pxGrid (1% & (Settings) & 1 H KR (Test) LIRS R pxGrid 19 st ATB A TR BAS
. 7F pxgrid 2 pxgrid-test.log SCAFH B FH ELIE B o

i PxGrid %& Fim B 51t (PxGrid Client Auto Approval) API, LA

* i B Stk B BT pxGrid %) i 3L TR ERTE R . DA R R B P I P A 2 i
I, A kT

o X pxGrid 257 sy fd FHIE T A B RS BB IE . s F T e i, JGYE: A hdtkifE pxGrid
% . pxGrid 27 i i) LAk ] REST API ﬁ%ﬁﬂ J144 1 pxGrid #EHISHEN . 7E5 7 i
W, pxGrid #2148 4 pxGrid 27 v A2 A S . B O n] LA HE B 4 F0d K .

A2k PxGrid % P o H 3 8 it APT [ 7E4015 5., 75204 ERS SDK (1) “pxGrid & ” #r. &nlLh
{f LA URL V] ERS SDK:

https://<ISE-Admin-Node>:9060/ers/sdk

\}

AR N HA ERS EEL LM H A B Vi i) ERS SDK.

EEﬁilEu,E\ﬂal' pXGrid iIE:F;

FIaZ Al
o FICRRCA ) R ISE B A i ] NetscapeCertType AR} pxGrid 1E 15 U AR BOHiE S .
BPAT LA N ATSS, b U Y 3 D sl R G B0
« WM E PAN B8R pxGrid iE 15,

o WURBERL pxGrid WEFAE T T4 BACL IR (SAN) ¥ @44, iE A48 & 5 43 1) FQDN 1,
25 DNS 74 H .

o QUL T 254 VAR AS BRI (8 2R A B 1K) SR pxGrid A

1 EAEISE GUL Y, bR Eis (=), AJ51EF 1 (Administration) > pxGrid AR 5% (pxGrid Services) > & F
IHEIR (Client Management) > iE$ (Certificates).

P2 N HEBE FhyIRS D, BRI
« £ HTIEBEZIE K BEMES (Generatea single certificate without a certificate signing request): 14 i% 4%
UEIET, 25t A T8 FH 44 FR (CN).

c £ HBEMNER (BHEPZRIEKR) Generateasinglecertificate (with a certificate signing request): 1 ik #51it
I, A2 N TE P28 44 1 SR VRIS .

3 () FASLIER UL
$IB 4 1515 pxGrid_Certificate Template #E82, M348 45 (1K) B R R 800 4 4EAIE P ARAR




e |
. 4 BB EL pxGrid SEF

TS M FREZIEZIR (SAN). W LLRINZEAY SAN, A4 :
* |P itk (IP address): $if NELSE 1 OCH 1) AL pxGrid 7 4 (1) 1P Huhil:.
* FQDN: #ij\ pxGrid %/ i) FQDN.

FIR6 MIEP THAZR (Certificate Download Format) N 47412 ik L F kT —:

* NSRFEFAER FHRY (PEM) #E N AYIEH FA PK CSSPEM &R (BHEIEHHE) (Certificatein PrivateEnhanced
Electronic Mail (PEM) format, key in PK CS8 PEM format (including certificate chain)): HiF4. CA A EJAIE
AN 2 0 SR UE 153K H PEM #3X . PEM %2 IIE 152K BASE64 4t ¥ ASCIL 3CAF . BEAMIE T3k
KH oeeeeee UE T3 HF4f (BEGIN CERTIFICATE) -----" #5325, Z5RRA “-----UF 1545 (END CERTIFICATE)
=" BRAE . LRI B HE ] PKCS* PEM {24t ISR “----- %5 L 2% 919 4 (BEGIN
ENCRYPTED PRIVATE KEY) ----” #5%%, #5J2RH “-----hn% & %4145 K (END ENCRYPTED PRIVATE
KEY) -—--" ¥r%,

« PKCSI2 X (E4FiFF4E; IEBEMEHRITH) (PKCSI2 format [including certificate chain; onefile for
both the certificate chain and key]): CA HRE1S. CA HrRIEAD LA £ bty SEAR FIE 1 ATFABH A7 A 26— AN i s S
PRI, TR ) — 1 ks X

PR BRI,
FE8 fUitlE.

OV RUER W] LIE EMAIED (Issued Certificates) & U & F . EEFILVAE L, HRERE K (=), A5
W B > R > > IERMAHE > EMEBGES.

R MIBFELISE 2.4 48T 13 JF4R, pxGrid MRZs R -F 2 RARAF B I b o an SR A8 ] SR} ISE BRA A2 44 1E
B A pxGrid WEHS, WEERL ISE n] G4 7E N H AR ISE 2.4 40 T 13 B mlicA G 4atbiE . X2 A
PEAEP A IH A HAT 46 2 4 SSL AR %5 28 (SSL Server) 1 Netscape iF 3 252! (Netscape Cert Type) 7 &,
WA AT 2 R (BRAEIE 5 2% 7 e 1) o

ATAa] BAT AN BAE D 1R % 7 iy #8625 JERE ISE SRR, A5 FH A3 CA MU R -1 8l 2F e AT IR A T e 44 (o
UETS:
 EBH A AE (Key Usage) §7 R 4 2040 75 $1F % & (Digital Signature) F1#$An% (Key Encipher ment)
FB.

AEPHT R E AL (Extended Key Usage) 4 R WA 4L B P i S48 E (Client Authentication) Fi1AR 55 8%
S I83E (Server Authentication) B .

« N7 Netscape iEF 28! (Netscape Certificate Type) 7 €. WHRZAL &Iy e,  WDAZ0AEY e H [l I I
SSL % i (SSL Client) F1 SSL AR 5528 (SSL Server).

o I EAE R B4R, IEARLER CA (Basic Constraints CA) FELL i & 4 True, I HZE$AR . (Key
Usage) § e it 5 BRI B & & (Key Cert Sign) 7Bt




sl Ea pxGrid £ et

=l B Rl pxGrid & P im B9 R

AT LB Cisco pxGrid #Z BSR4 1 Cisco pxGrid 25 /7 i AP o A FH I S8 U ] #2 il Ak 44
Cisco pxGrid % ) ¥ [P IR 55 -

T AT LB R R A 4L, IR ES Cisco pxGrid 75 7 i R AR 45 W S 31X 264 . i & P i B 3R
(Client Management) & I 11 [{1£B (Groups) 150 ] /s I 4 . %50 LA Fim & 22 (Client Management)
> 5B (Policies) & I h & B I FilsE L (4 EPS Ml ANC) [T SCFRAGIN  ivE&, HAgs
FrE NN ) B E X IRE (Custom Operations) B .

09 pxGrid 70/ S B FBORI 35 AT EUR 54t

HIE1 AR ISE GUI Hh, HilikE Bir (=), RJaiksk 18 (Administration) > pxGrid BR %% (pxGrid Services) > & F
ine 12 (Client Management) > 5B (Policy).

$IR2 MRS (Service) Mgk, LU FEBL —:
* com.cisco.ise.pubsub
* com.cisco.ise.config.anc
* com.cisco.ise.config.profiler
* com.cisco.ise.config.trustsec
* com.cisco.ise.service
* com.cisco.ise.system
* com.cisco.iseradius
* COM.CiSCO.ise.sxp
* com.cisco.ise.trustsec

* com.cisco.ise.mdm

FIR3 MIRME (Operation) T~z , GLFELLFIEIZ —:
* <ANY>
oz
* publish /topic/com.cisco.ise.session
* publish /topic/com.cisco.ise.session.group
* publish /topic/com.cisco.ise.anc

* <CUSTOM>: HIURILFEILILTI, 7] LUFEE B & 3RAk




e |
B zzas+aes

PR DL B hn e 1 %A1 2 /topic/com.cisco.ise.session, TR} ISE 3.0 #8 ] 5 M B =R A K] REST ID 17 fif:
* identityProvider:Azure
* oid
* tenantID

* preferredUsername

HIE 4 A (Groups) NHzAIRH, EREEIWLG 2RSS 4 .
e X4 (4 EPS Al ANC) FFshis I AL S fu )&,

TR AR T b A 5 AL R & i A Be 1] kg th e e IR Ss . Blln, WPk com.cisco.ise.pubsub Jiit
%552 X pxGrid FlE I ANC A 50 Biss It oeng, A8 1% ANC 411 - i A i 11 FH com.cisco.ise.pubsub
i &

EEMEFNT A

{EABE T3 2 (Deployment Nodes) & 1, W LA F #E I PTAT AR ISE 45 0 (R0 ORI B 100

B SR AR ISE EH R
PIR2 AFHISEGUI Y, Hiisess Kbk (=), AFEHERE (Administration) > % (System) > #3Z (Deployment).
IR 3 s A T R I ERE (Deployment).

B S R IR T VR ISE 719 A

M MnT 75 2 8 28 im e i1 203E

PRI LU MNT 5 550 B 80P 9 28 0 (R e oh 5t o OB MERBFR A (KPM), Hrb g fidi. CPU A HI .
SO IE A o ST L R 48 9 4 v 1 Il R A T bR HEBR . 75 JERHISE CLI 4 H application
configureise fir & JFIEFEIEIN 12 8¢ 13 2K T & H KPM gevk (5 Bkl 2 )\ ) KPM ge it 5.

Ui 4 i R LT 28 0 Kol -
o P26 F IR 2% B s K
o BRI IE R I 2
* S0 UE SRR 24 i K
o RE H B (R8T 28 3 5




spmmrscanrng

o B H ISR 0 2 i B AL
i I CL AR I (BB o T 058 v % SRS I 2519 i (PSIN) MR I £ i K, R S B, sl K%
Sy AL O IR iR AR
HZH CERS 0 RS 51% CLI 2%15 M) BE A RS HEZER.

5'; [ . :E A3 3 [ LY E
R FEEBR A S 3 o) @i
WIR Oracle $dh FE SO DRI EL Bl LA J5 DR S 8080 2 R BadR,  WJERL ISE Al B2 il . AR B4k
PR, $ I CLR B 2 B0 .
o W LEE TR R A PAN #5038, UISORs 4 B PAN FH25 0 5 PAN.

o DR NP S A A DY) BT SR B PAN, R BB T A 4r, Wn (Cisco
SRS 514 CLI 2 %45m) H b,

* WISR PSN A, LI (Cisco SR IRMIMRSS 514 CLI 2250/ ) THIIULH], AT EL DRI
TEVENT . HE R EANENL

© WMARMAT B, WL (Cisco S UM MRS 515 CLIZ X fi5 1) B W1 R o i vl 46

43
A

AR WIS A R Ay, DU G 5 RO (S S

IR FR EIEECE

MnT 5 iR 28 B a5 18, P TSI AR o A2 . R MnT 15 5l 5 28 i # 2
[A] (R TEA ,  A 20 IE A G B A HAHLAT NAD.

NiEANER ISE T =

— 1 - TE
B EEF

P I E PAN A R ISE IURE B HEAT 0 8. 24 AW B SO R B A AR A T
S R R BT BT S8R, T L5366 PAN 5 PAN.

k4

~ 7

FB1 GxF T PAN,
PIR2 AFHISEGUI Y, Hilises Eibr (=), AFEHEE (Administration) > &% (System) > #3& (Deployment).
B3 LT LS PAN [FUP I AU M SIEAE, AR5 i B3 (Syncup) ST £l e o6 4 S .



https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_011.html#ID590
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/ise/1-0/cli_ref_guide/ise10_cli/ise10_cli_app_a.html#pgfId-1718131
https://www.cisco.com/c/en/us/td/docs/security/ise/1-0/cli_ref_guide/ise10_cli/ise10_cli_app_a.html#pgfId-1718131
https://www.cisco.com/c/en/us/td/docs/security/ise/1-0/cli_ref_guide/ise10_cli/ise10_cli_app_a.html#pgfId-1718131
https://www.cisco.com/c/en/us/td/docs/security/ise/1-0/cli_ref_guide/ise10_cli/ise10_cli_app_a.html#pgfId-1718131

e |
B =xssnenns

BT R ARMARS

T LU R JURE ISE 19 i il B oK S BSE Y i B IsAT (K At AR 55

FHIa Z Al

o Y TR FIAE PSN g 47 (AT A IR 45 SO0 PSN JEATATART 5 LI, £ 307 I8 2 is A7 X 28 il 55
RIS R 5 s bR . X LEIIRSS EH A BN, Fh S 4EiR .

o BT RS EORT A SN KX —AEIR, TRES A B B AR (WIRERE T O o BhE R
SR, SRR G H B bR R

P G F T PAN,

PIR2 A AFHISEGUI Y, Hilisess Kby (=), AJFks B (Administration) > &4t (System) > #3& (Deployment).
IR 3 T O B IR S Y AU SR RE, AR5 A Edit.

PR A RN A EARS .

!S5 il Save,

PUR6 UL/ PAN o2 B, DI ik 55 S . WROR G PR A7 A (0 s 55 S E, AN S 7B e 3

ARERISE A 2T 2SR
FESBRE ISE HR 1 i BEAT LU MR — A, RO E R Z), X PEGER:
VM AR MY R Y RO
o BUHTENETY AL i BT /UL 50D
o R BT S SO BT 1 CHERAR ) HA AT LA s Y R T Y 1D
o THEAE Y Rl GBI O 797 1O
o HECA L AR R 20 O SRS IR 55 BN A2 A € BN AT RO B A i)
* BRI IS5 T R RIIR S O HTERAE I 2 1A 0 e iR 55D
« R T EA R BN, RIE ARG MA TP ERAE, R el A ST RO 2 B

\)

AR UKL T SR T T PAN LB, N AURRIRAT B A (. X BT S )
WREDF RS, M FEEER .




eismmssaa [

BRI AR S T = 4H

AN 22 A SR IR 55 1 s (PSNs) B4 2 ) iyl Jr sk (LAN) I, S SRR AT TN [ AN 4
A ﬁﬁ%%iﬁa’)mﬂii&fﬂiﬁﬁﬁu&dﬁf)?fﬂ R 2% RO RE Y AR L, IR BE VX £ B B
Hs SHIEAT T e 5 R B DA 0 S5 2 s D AT P o SRAZ LA, 00 81 4 e B A e

W 22 T AP S R IO i By URL B 5E 1) ) 23 1k

T TS URL B¢ ) (Sl VS IRSS ViR MDM) (431G AT PSN ki
.

)

ER AR ] — AZI—‘f@H%WE’JF)TﬁPSNﬁJU\FJ*/I‘%'fféﬂ BN R—AN0 4, PSNT
Bk S i R T — o HIE, RIS AERE P I AN A H PSN G N %8 T[] —
R

FEREKG PSN AE N B G INHE AN S22 0, B8 iz Mgl A LU B O] (I ERE
(Deployment) % A ZwfH AR PSN 4.

FiaZ |
WS4 Ak B A] L TCP/7800 A5 o

FR1 EEBISEGUI Y, Huilisk® Kbk (=), REEFEE (Administration) > 4t (System) > #BE (Deployment).
PR 2 i MR T IR E (Settings) KR
$IE3 i liE4E (Create Group).
PSR4 AT AL — R
AR BRAIAECE 4R T (None) (1715 s dl, TR E T A2y 3000 s i b HE L A il

PSS (k) AT AU

$£6 (k) whEHAMARZEES % (EnableM AR CacheDistribution) 5 ¥ HE 31485 HABGE IR . 78 5 F bk 35 2 6,
iE R LE Active Directory % 1+ 3 Fil MAR.

FBT S Submit AT S A

AT A a, R AN R LB A o WERAT S R SR AE e Bk, AT e
Bagsl. sl FHUE M T IR FF (Expand) #4 n] A7 Bl i 4 o

T—F 4

MR BEBR S (Policy Service) IX I T SHH €12 54 (Include nodein node group) K741 ik
PEXT R4S s, DR m V8 0 301 AU B 09 s AT G

wx W
|



B vsmssmnss

e |

MR ZE R HER T =

SEMFBZ AR R, B A E 2T i e IO M AR 23 R BT SR ISE 749 ke

BB N PAN S BOR A S, I HARFMOZ T B A A, BF “4 87 (Administration).
“HMEIRSS” (Policy Service) Al “ N5 ” (Monitoring). UM HHUH A M MnT 75 &5, WL AUB AT 2&
REHEHFR.

BOHEM EPSNIN, bkt 50k W R A A B PSN A BN ALY i R B 28 s, 15 AT LA
ME A

© ME PAN RIS A}, FFAE PSN RO Y i IR 2L B IR #5470

* K PSN (A (T “A53” (Administration) (GBI PAN) , ZEE&FE 0117/ HIERZE (Deployment)
T EE RS, AR IO A e SRR T A . SRS AT LR 1) PAN VS D &
MAE

A LLZE E PAN [1EBE (Deployment) i I & G X SE T ., (HZ, FIITHTECR IR 5 /8 E RO
NEERE (Deployment) % 1 L.

FHia Z |l
FE N TP R AN Y 1 s 0, SR ISE B B AT %03, RS AT e TR SRR R 1% 450 o

PR A AFNISEGUL Y, Hiises Kibr (=), AFEHEE (Administration) > &%t (System) > #3& (Deployment).
W2 EPELMBR AR UL R REHE, AR5 Hh BUGE AR (Deregister).

$IE3 PEHE (OK).

IR 4 BAFEE PAN FR MRS, DGR ED Y RUS i BOEM . anR M E PAN BUM VMBS AR, A2

A AR

‘%I‘ﬂ IEL‘.E‘ﬂaI' ISE —Jli'j_ln\

MSEBHISE CLI & H halt fir & 2 fi, BAT B 1R R ISE WSS, FEiiR e AT & br. Pk
B TR . WERAE DAL ISE ST ERAE—4RAEI A halt i, B BILLT
Horp— B HHE

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

FEAEIT halt Ar i, WURARGEBA BT HERE, sRaUREHIA L (ves) SRIPIN 7S 8 &5 0 B
U6 251 25 L ]

Do you want to save the current configuration?

WA ves TRAFILA SR ISE I, RG0K BosBl R HE:



szamimsannsrone

Saved the running configuration to startup successfully.

\)

AR AR BUEAE TR S |3 B A 1LY R

W AEET S AR ISE. A RMEAE R, WSR-S 0I5 51% CLL Z 545/ .

EEE T SIS R

ARV T AR BRI 5 A — 2 5
3 FEMMTA
WL BR = PAN DAAMAT AR A 45 | 1 S8 o I v A A it P 1 s

IR
A 2 LM T B e A ISE.

3. A R

SR SRV BTS2 S AR I 155 A E
4 I PAN IR Wltm, WA S N1 (3 PAN) FIN2 (Gl PAN)

1. 4B PAN (N2) JH4¢ 4 3= PAN.

2. WS N R 2B B S R (N

TEMBETT R (N1 _EHF 222 R} ISE.

FET 5 (ND) TR A EE B IR 4 B PAN.

FEMSEUR, H IHAE T AT 5 (N1,

B 0 (NT) FHBENE PAN LUEREAT 5 2 ji AU 35

o 0 A~ W



https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html

B =xovcmnise samEmasp b

e |

BEMI 4

iR I PAN Fé# B PAN ¥ 247
7N

W, AP A N1 (E PAND FI N2 (BB PAN)

1. 7E PAN 5 &0 (N1) A4 BY PAN 45 25 (N2) | 558 2o O R
ISE.

2. PEF PAN 175 (N1) _LIHRLE &40 o
. S AE PAN 1A (N _ERIHIE T

3
4. 453N R (N VRN B R4 B PAN
5
6

- BEB S AT R

et 24 4R 3 PAN A4 Bh PAN &£ VM, W F 4035 Rl ISE
AfRES 2 UDL. PMtk, #8025 8 i) UDI 58
HVFTE.

AT R ISE T m B EHL A B IP ik

A USSR ISE T LA TP kel As . ANREAHH] localhost £ 5 R EHLA -

FiaZ |l

SR SERE ISE Y i 70 A AR 10— 70, 200K e NP8 BB I DRz 3T ) A Y 1

£ 1 MJEELISE CLI 1§ 1] hostname. ip address. &Y ip domain-name 74 55 U8R ISE 5 5010 L4 B8 1P $hudil.
F®2 WAL ISE CLI i H application stop ise iy 4 & & MR ISE M FHAC & LLE BT S s g5
PIE3 W RIE ISE 1 s A A 2B 364, WKL 1 3 PAN.
AR RS ER ISE W SN LA, DR B ST S5 e A PR E B4 (FQDN) L5 ] LA
- PAN #E4T DNS fi##fr, %141 FQDN AJ L4k abe.xyz.com. 75, =5 fiyd s 2. 2t A4 & DNS ik
g5 4% B An G 80 2 1 AR ISE 71 s ) 1P Hidik Al FQDN.

¥ BURL ISE VU A AHEL Y S, 32 PAN 208 IP Mk 3144 sedsl 4 v (9 S SO i 209 1) 23 A s b o — N S8

B ISE 5 A




HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



