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o WRHISE Vi Mss , %1 00

s VIR, 252 T
PPk, 2200

s RN, B350

s WU MERNIGS) , 548 1L

* Ui Vil Web S0 UEZETT , 25 49 1T
CUIRIIWE , S5

o RNV FHBEE , 2872 70

C UIRMRENTITF AR s E , 578 1T
C VIRRAE , B 79

s RENABE , 582 it

s AT, B85S T

o HESURARI T Web 1), 2585 1T
TIN5 86 T

s IPEEAREE S, 8T I

I Eg B E S, 95T
IPEEHEN, 110 1T

H e TR A, T REAEHRE R, 5 114 110
PP GUHbR S, N R A RF PR, 5 118 1t
s TIPHES, 5120 1L

TS SO HTML 328, 5 120 71T

BRLISE T X ARSS

i Cisco S 3 UM MR S5 518 (CiscoISED Vi ikss, W LARAN V% (Bllnsess. ARErg . i) Al
TP WML YT . AT LSRR AT EE AR Cisco ISE VFRIUERI VIR, BEAL, 3 mT DURYRE 2 =] 1) 2%
A BEREAN DI RERER, AT T A B B T ik %

Cisco ISE $¢ it T Web (T 1/ MRS BT, LT3 A0 63 VR 28 ) 6 9 2% LUK PN 8 58 AT IR 55
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B srxmerwasmrrspRERANS

M Admin ']/, AT ELGIE MR 2 RGN T, i e 55 RS B R AR, Bk
SIHCAOR BRI A BRI

VIR, 520 0T
s IR RBAH Bl , 53 W
« RN, 553500
< RN, #3610t

ISE # X &EIR
5K ISE Vi % F1 Web & 435G UE ) ISE AL X B 52 4838, 1520 ISE Vi % Vil - ISE 15 % Al Web
B K0ALE

SHRNIMEFHRELBAHEIAMEEANTH
Cisco ISE £ Web 11 HUAPHE . HMII 4 RUAES A 2, HRONRRE, 00 S REAIS 0.
SRR (PAN): 0T, AR T BRI S 25 A PAN.

* REEARS T4 (PSN): B HI 145 PSN B2 AT, JE& b B o iliim i, ARG 26 ) 1l |
PN Vi RS i PR W PSN Y A —B 4y, I H— AN AR
AR, AR AR I B, R EEAR AR 1.

cBETR (MNTHR) « MoT W RfERNBA T AR RV EfER . Ra AR
AT IR PRI A TR S A . A0SR S MnT 758, AEB) MnT 5 45 A 3080k 32 MnT

\\\\\

A N | - 3
UE-ZIF NS
* IEMK P (Guest Accounts): s 2l 1 oA % AKELRT . BT, B TR N T 1) R 45 1)

FAR o dn SR B R A ] e — ANy 228 55 LAV B3 V5 )i i 4t m] BLE 5% AR
FIVT K o AT AT AR T, B HUAGR AT EVE 5 2 B (0 2k o

» & A (Sponsor Accounts): i I &N T P AT BB T 22 417 in) 2 ) ) 4% B LG
WG IR P o AE RN DT MK i, S a] DU &S N 1] P 4 BRI e P ) 5 2 ALk
IS

Pigemk ral BLUE S PUR 7 s A g

« Z#E A (Sponsors): 7EFEL O] E, AT LU A 2 U5 R BR AT RE SRR, R AT L
i) AT LA RN B K

C 5 (Guests): Vi UL AT LU F BN T G ORI R, A B
(19725 Tl B2 A AR A S
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https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-64018
https://communities.cisco.com/docs/DOC-64018

| n&inks WiFi
mexnnmrand [

Vi &I w] DAT I v 2 11 KU 1] 9 2%, TG 7 B U 20k ) S 7 44 RV i A5 8 s AR
« BT (Employees): fH57E G40 /F (U1 Active Directory. LDAP. W ) A i) 61 L [RIFE AT
DL CUACE ) f SRR U & 1P CROB N B A BN V% 1D AT U5

Vigk B S RGBT R R BE IR U5 2% 1) BEAT 6 S 1 384G U7 1] 109 25 FRIASL B

HEREFRA R S04E

BV U U B R OC Tk o Vi B 8B ACVRAORE 17) U7 20K ™ 0 7345k U7 170 2501 LA S AN TR D
W2 ERLIN TR o X SE T R I LRy 5 K P 28 N AT ORI o Cisco ISE AL LAR BRI B R 1

* KA T (Contractor): 5 ZEAEAIR 1 AR Y U In) W9 28 (19 FH 7
* H (Daily): {XFHLE 12 5 RPN 5 ) 48 55 U7
o JH (Weekly): 75 755508 P U7 [ 2 I

/)

TEGIEE VMK IR, A BRI 8 S b N AT AR 2 I U 2 2R 2 o SR A IR i 573 1) DB AN AT 50
HAF BRI E IREMVI % . Bltn, K AN ALL ACCOUNTS AJ % B A AN A% FH A« A i 1 2 2K Y,
ifif % 2 A4 OWN_ACCOUNTS Fl GROUP_ACCOUNTS W 1] 5 by (A FEL A [ R4 U 2 2 00 . i,
Ab, BT BB & T B E B s E AR Ui — K, BRI E] DLm A e H U %
KA,
VIR R E VIR P S h4d.
ARV, 1EZM:

* HP S

* G S 4H

BB B LA
] CAGR AR A V5 2 2R S BRI T ) BRI BE B, B QBT (00 B SR . T ek N ) 204 1
SEV 2 R B B Vi Rk o Bk s AN B RIS T, BB P PR 8
KAk SRR LA BV B S, A0 AR R (K5 ) AR ) i At 5 2 2R
BT R A AR B LR AT EUAE I B U5 2 R A U 2 ik ™ (A NS . R Poss,
AU R 5 AR e Y R R U T AN, seE AT (HHEAT AR A Gy
(2 TP

EREHISE GUI H, A3 B8 (Menu) Elbr (=), A5 IEFE & 18] (Guest Access) > ELE (Configure) > 7 &2
B (Guest Types). i A ERTEANE S
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B oesserssrn

wEfRS WiFi |

i PR L8 e m] LG RENS U I 2% 1R 15 2 R R FLU AR o Al mT DL S M2 A N AL RE S B I 2 SR

BB TR

4t

fEmERE

TELBIZTR (Guest Type Name)

R (1 2256 MTARD , KT R RALG B
UNZE-S DV SR RN RS SRS Pl

152 Bf

R IV B I AR 25 (5% 2000 4>
T e AT AATENI%, A TR A

&S X4 (Language File)

IV R M 3 B A T 1P i3 5 St

W H b £13E (Collect Additional Data)

P2 LB NIRRT 215 B

EARF AR L, 1FATRE (Menu) Blir (=), AGiE
=i 18] (Guest Access) > & E (Settings) > BEX
= E& (Custom Fields).

“EAiFiE Bt 7 (Maximum Access Time) - i A 3345 At
&) FF 3R

ME R RIS (From First Login): 415 %1 ) 15 008
SKVFRT TP, RIFAGvHSCm S FRAR IS a], I Hok o 45
I R R 2 I RFEI R . A RO P NS %, Tk
PFrER TER T OGRS, BRIk iU %
M 7 37 oA SRS A N B o 10 R el ke A A s 1 FH P i
FHEARATT B I8 AR TR bR I 4
AL AR AR IX L B HAFNET (8] 2215377 18] (Allow
access only on these days and times), I ix
SeI T A R B . WIRANE . “INH IR
B3R (From First Login) V5 7] 3& 47 &,
V)G Y 1) B R EANIN 1)

e

W& # A3 E R B EIFF A (From sponsor-specified date):
g 2 BEZR LU K B8 U 1n) 4 208 TR W9 284 3% 2 1 e K
RAE DIEES g, AT F] 999,

U, SR S SO S N B P 1y 2 2
AR AR .

{XFEix Lt B BAFNRT 8] 521177 18] (Allow Access only on these
Days and Times)

B NI T IR AR IME, AR E IR U 2 R e Uy
i) D0 22 (RN Th ot SR B SR I AR T LU ) 2 2 SR
FRIERE, A TRERT . I TR) e RS A P e 2 2 2 )
B V5 2 (AL BT E SCRIIN XA 2R

s+ B, RS RS ) B PR o

Bt & if ik A58 55 B (Configure guest account Purge
Policy)

0] DL HE2m i AL Rl . BRSO 2 )8 F &
ETERI, I HCisco ISE £ 30 K&K,
KV R, TE S i s PR B

“EBFIEIN” (Login Options) - RARIR B FE

B NIV 2 AT LUTR] IR B AT R d KT P S il A

B &% 2 WiFi
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e eI |

FERAM

Y Z B33 PR#EIBT (When Guest Exceeds Limit)

EdiEi

ﬁﬂ%’ﬁﬁ?‘?‘kﬂ A& SR 21 (Maximum simultaneous
logins), 20w IS e 56 FH P 032k 1) B o Jo 2 B i
AT IMHEAE.

LR B PRE R (When the guest exceeds limit)
* i FF & T 8Y1%3$E (Disconnect the oldest connection)
BT FF eI Ry
s BAPRPEERZERRERESMTF (Redirect
user to a portal page showing an error
message): RN — 4RI R (REEEnt ) Ar
PIECE) ﬁkFLﬁﬁ 1, IR P EE [ 3
VigeI 1o AR DU ) N A AETE B (Messages)
> 815 2 (Error Messages) &1k EITA
_ﬁﬁ B E X (Portal Page Customization) i HE
HRATHCE .

#%#% (Disconnect the newest connection)

HEALGE MR &R K% &% (Maximum Devices Guests
can Register)

i NBEA VB T ATE M A B K e 2 K. J0aT LIORE BR A 8¢
/I B BV B R R K B M O e A A A . 3K

A= AR ol R

RIFABEFIFZITF (Allow Guest to bypass the Guest
portal)

FOVFH P S8 T R TR I U 2 R 2% 1] (Web
SORAUETUHRD , W AR (dotlx) 1K 77 5L
VPN B PR UE RS ) 2% . Ui &k E N TE SR
A, S SRR S ORI AUP TUIR, B L2 253
T & it .

UUERAS R L BEE, I 6200 S i o 5 SR it FEE 1)
Vi ommI L sk, ARG A REVI IR 28 I SEAl R 7 o

“mik AT EAEEN” (Account Expiration Notification) - 7
PRI EAZE _ R, RiEKPSEABEE.

FEWK P L1 i V5 B RS AN, R € B B IR 2
SRS BN EZ DBl

EE...HRYEZ (View messages in)

? SE AR AL S ) B s S B SMIS TH IS A 1

BLF R (Email) TEPEMBAFAE A im0 ey 77 5

M..fEF B E X (Use customization from) MG —TT P IEEEHAT B e X

iH 2 (Messages) o N T P S A 1 SR A

M. EHI3TA (Copy text from) iﬁﬁﬂﬂ@?’v%*ﬁ%ﬁﬂﬁd@ﬁ%&)ﬁ AL 3T SIS S

8] 3 &5 MK BB, Hutik 9 (Send test email to me at)

BA ORS00 200 326 B S R IS A b bk i 42 S R o
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B zrizxn

*

[k

FERAR ERAERE

SMS HEFEICA (SMS) A Dyl e 3 4 4y 75 5
BB (Messages) a0 N T sk S R SO N A
M...EFIZA (Copy text from) AR 51— Ui s R BB ) SOATE R

[ 3 & %Mk SMS, Hblit 2 (Send test SMS to me at) | A4 SCASHE %11 A 326 B4 ) T-H L 4 J5RE b o

XL % HE A LH AT UL B i% i B 2B (These sponsor groups | 28 M 86 4z ke N 41 BERS 1 FH b U 25 2R AL G g 15 2k

can create this guest type) HSRAR T 0 PR U 22K, RS0 B T
ele AL, AR W b AT 22, RS
B A AL

T—¥#Mita
s QUEEE SRR NG, DMV A R0
s WAGEM, AR AATEN TR T R s B R R e gy AT %

Dk

RinEXRE

RICTEMER I Ja — DRIV R, B ek S IEAEAE T U 2 2R A . o SR A SN BR A P )
VIR, W E SR AT . 2RIV 2 R BAN S S B AT 0 B R AL B i 2k

LA S5 B 48 M 4 T U

FTB i RVFAGE A H ARV B KRB V5 2 I AGR AN 4L. fEFHISE GUL Y, fiii3E 8 (Menu) Bltr (=), RJhik

£ TAEHL (Work Centers) > if7 & 77 i8] (Guest Access) > Bt & (Configure) > |1 A FA4B 4 (Portals and Components) >
% & ALH (Sponsor Groups). I FFREAN A N4 I A 1k 4 2 A 2R T LA(E F X8 i B 2B 61 3 ik 2 (This sponsor
group can create accounts using these guest types list) 4% .

€ Sy e HAR VT R BN T P fERRFISE GUI Y, i 3E 8 (Menu) Blbr (=), ARG EFTEF O (Work
Centers) > if7%& 78] (Guest Access) > B & (Configure) > 1A F1¢H 4 (Portals and Components) > %1 (Guest
Portals). FTIFEEAS FIVEMI R . BT Al e U % 288, 5 REJT AR E (Portal Settings), JF7E{E A It
TR RTEA T RHREFIZIT: (Employees using this portal as guests inherit login options from:) .
FITFEMBR V2SR, IR AE 2 i i) A B i R A7 AiE N A 2 A7 0 B 1 oA R A FH
VIR RGBTV %m . AEFHSEGUITY, ridisk# (Menu) Blix (=), AEEFEI{EH L (Work Centers) >
W% 71a] (Guest Access) > BL & (Configure) > 1 A #04H 4 (Portals and Components) > 17 2 22! (Guest Type).

B &% 2 WiFi
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TR P EEC T |

o & & in H P RV & K [E B & R 2

A UABC BT X U 5 R SRV 0 5K [ IR SR

élﬂ%F”i?JLTEI]F}JFEEEIJJJﬁTT%{\%LEHJ, ARG EIZN T A SR, &G )
7 LIE R R o B R ik s, WAL H'D‘?K%F‘E%HQ R UUM . RGUH Wm0

Ei, I ket RIS FRR U7 ) IR, DN AR 0 o LT 1) 5 %11 )7 15 5 0T o

FiaZ |l

PRSI T 7 PRI AN SR v A FH PR P2 AN B S A 1) 377 18] 2 8 (Access Type) & & 4 Access_Accept.
i e 28 (Access Type) Wk Access Reject, TN 2 Szt B K] I 6 5 4

S 7ERRHSE GUI H, AihisEE (Menu) Kby (=), A5 1EPE T 40 (Work Centers) > 7% i/718] (Guest Access) >
TR F04A 4 (Portals & Components) > & Z2EA) (Guest Type). 7EEFEIN (Login Options) F:
a) b E KRR RE (Maximum maximum logins) &iEHE, FF4m A FVF )85 K [ I 5 54
b) 7Eif %8 BRE AT (When guest exceeds limit) T, sithi Wi FF &2 H#1i%E 1% (Disconnect the newest connection) i it .
¢) khEBAAEERZEZRIEIRESMITATE (Redirect user to a portal page showing an error message) & i
HE

HIE 2 RIRIEFSER (Policy) > % B8TTZ (Policy Elements) > 4R (Results), I G 2R T & S
a) {EE IES (Common Tasks) F, & Web EE 6 (Web Redirection) F- AT LA #4%

 FEH AN NRAIE T, EFESRR Web BIEIE (Centralized Web Auth).,
« N TN ACL BN 0 £ 4 — 43
« XFTHE (Value), JEPEZELE 2 M R HVET) .

b) 7EE WIES (Common Tasks) 1 &), &M EFHFHHBIIE (Reauthentication) SIEHEHFAT LL N HAE:
* TEVHETER (Timer) P, HNFERE F P B0 ) BN UT 211 )7 00 A S 1 D THT Y 7 PR I [R] 2
* 7¢ Maintain Connectivity During Reauthentication ', %% Default.

IR 3 EEHISE GUI H, HH3RE (Menu) EFr (=), RJGIEF KBE (Policy) > REEE (Policy Sets). @Il FZAUR IS,
DU 75 J& 14 NetworkAccess.SessionLimitExceeded 24 true I, ¥ EE M 7)1

T—5H#tta

HPALE “T P i H € XL (Portal Page Customization) SEI -~ - [H & SCHT R DTN SCAS . MK IIE RS TH
2 (Messages) > $&iRiH /2 (Error Messages) Jf- 5 54271 BB ui_max_login_sessions_exceeded_error

1A
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B =enampmsmaneta

ZHEB MR ITH 7 =ik A RY BT 8]

2T B s T K A B T RSN ) I RGN IR T I AR E O SR, ko i
YRk IR, 52 Vs T Rl P 4% o Rk N AT ATER BR < HTE K E MR IR . AR
i, WRPIEERZ G, A N2 B Rk o

BRIV 20K NS SCIBCRY 24 3 LA R 8 A0 H A sA5 BT AR P B

BIANESL T, Cisco ISE & 15 K A3NERE— IS V&K 7" . Date of next purge $&75 F 45 B 1T I
A

o HRIBE X RPATIHIRERIE . 55— IE RS (e X RZIGESR E KB RRET[E]) (Time of Purge) 47,
IRJERE X RIAT — IKIF BRERAT o

o HRIERE X AESRE S I e SR TIR BR AR . S AR ERAE N BRI X (Day of Week) (1)
FRAE I B RRET B (Time of Purge) #1447, BJETEFR &R X (XU BCE R AR E K H YA
IFTAIREAT o B, WORGEAEA 2] BEEAE 5 AR I PA TG BRERAT, IR ORI BRoRs £
A RIIVUREAT, MuAE 5 2R R

o I A STEDERR (Purge Now) AJ 37 B g I H A T B e .

W12k Cisco ISE k55 as L1 RIS ATIEBRIN G AT, AN AT R BRI S AE T IR BRIy
LEAT, i BRERR AL N s AT

P11 EAFHISEGUIHY, midhiFE (Menu) Blbr (=), )5 1EFE TIEH L (Work Centers) > i/ & i/ i8] 4 PR (Guest Access) >
I’ E (Settings) > 7 &k P EFR A& (Guest Account Purge Policy).
PIE2 EPFLL NI

* niili Purge Now, 7 RI3E BRI 1K U5 &k ad 5
« 3% Schedule purge of expired guest accounts S EHE, ZEHEE R

iR RRRGEITERR G, TRiEM HER (Date of next purge) T & 4 F— IS HI5 K H 3.

$IB3 AP ARPEEE. B2 (Expire portal-user information after) #1455 F 7 NI RIR A 2 A2 it . s
BB 1 W RAL T LDAP #1 Active Directory Ik /' 7K e {4 £ 7F ISE Hl 5 .

RV R ARBAT S, AERRE I TR B BYIT,  AREC B T sk, Uik S0 PR, SRR
kR

ok ] DAFR e i B U &K T A 20E B (AR CCUR B N B ) o iRk 78 _ BiERR— X (Purge occurs
every _ weeks) i1, 3R] LLAR &I B ko ) H BRI A]

PR A STHRTF (Save). WURAARAE BEE BAT FMEMT SR, 75 AT EE (Reset) MK A LIXRAFFI{E

B &% 2 WiFi
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mmAFarsrskpnaexss [

NINAT R EKFREEX FR

APAUIRIRNN, ATREA AT BRI 4 L A LA E S5 L. 7T LURE Cisco ISE $2
PEH A SO BOU T A R TR IR B fE B . TR A SO BUS U288, DL A
Y72 TP AU AT A K. Cisco ISE ARATATERIN A 2 LB

1 EAEISEGUI Y, AUili3EE (Menu) Elbr (=), 2AJEIEFF & 18 (Guest Access) > & & (Settings) > BEXFE
(Custom Fields).

$1% 2 %\ Custom Field Name, M T4 ikl Data Type, SR Tip Text LAFE B3R AL HAl A5 5% B & L BUMS
B W, % Date of Birth, i#i%H( Date-MDY, X5 A H k& X327~ MM/DD/YYYY.

SI3 SR (Add).
H 5 S BHG BT ios T AR B R T P HE S st
LB A 5HRTFE (Save). WERAALRA AT BB AT BT B, 15 A ERE (Reset) UK EIRERAF I -

ER O WORINER A X B WICTAFHE VI %R UK B E FER (Custom Fields) 113, LUK BEMH U711
ARGENT T BEE I . IR AR 7B, WIRIER (Delete) 2 44k

T—%#ita
FELLREOUT, AT B B 1) B 7B
o RE SRR, AR B R B X R L SR N o 25 0 Bl i 4 2 2R

s BEEIGEANTT, MR NIRRT IR ERTIN T2 B SOREATTT, 5544
e

~

© SR EEEM VTR N BN BERAE B WS A AEMNI R, 5 28 U,

A HR{E B N4 EHBFE e ik Fn SMTP R 55 25

i Cisco ISE, 1] LURFHIPH AL B A AR 2, 1A ARAT B AR AR AT o 7T LARCE SMTP fik
55 A RALIL X LU S o 34 TT LR R R 38 S A 2 V5 25 1R A A N IR s ko

N
HR Ul A UTE-8 (ILFE2 P13
AR HTML (U275 (DRI A RS A it sh .

S EREHSEGUILH, S8 (Menu) EFr (=), AJEIEH TIEH L (Work Centers) > 17 & i8] (Guest Access) >
W& (Settings) > 77 & B FHBHIZE (Guest Email Settings).

FIE2 BN LLT, Enable email notifications to guests &b FIEHCRAS . W RAEH ML E, UiIEASWEIS @5, AN
FERCE Vi1 AU TP IR CUf AR A 5

wxmze Wik i
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SIB 3 g N ABE IS 0 &3 B & T 45 52 1) Default “From” email address. #i401, donotreply@ yourcompany.com.
PB4 PATLL FERIEZ —:
o WA VTR BTSN B2 GE &0, i E T Send notifications from sponsor's email address (if
sponsored). VM7 745 AER DA HISAH b dik-R2 i
o WA EANE 2 RN ORI 2 FE NV & #Rc I g, i i%H Always send notifications from the
default email address.

PERS nTHRTF (Save)o WURAARLRARNS BEE BEAT FEAT SR, 75T EE (Reset) MK A LK RAFHI{E

ST E{LEFD SSID

VI B e SN DI AR, JF i1 ISE F 9T 8 sk U5 & N A DR BB . Vs e A A el B U & ik
PN LR i BATIEM V5 3 7 e g Uik ) o BRI ZAL B ) San Jose.  WERARESINH AR S
FALE, WP T AL B BRARE QI AN AR, A5 IEEE N ER San Jose U
FALE . BRARPT A VT AR AL T San Jose AH AL RN DA, A5 TS QU 22 20— AN HAT P fi I XA 07
FALE

R

Vi U ) N TR) 86 105 2 67 B I DX o G SRV A B I I X 5 RGER IXANIE L, 1% P il RE o8
Ko FERXFHELT, R TRES R “ SRR R, BT RESERIRE R ER “Ui
Hh S A BOR T4 (Guest active time period not yet started)” 451574 Bl o VE A MR, Sn] DL
EBEMK S (Manage Accounts) e TR A HE T B H ATFUR I [A],  LAVTECT 2 H 7 AR H S X

TEAELLAL TS IN G SSID Al A AT T AT, DA A ke N nT RASS Sy %5 2EE 4210 SSID.
BR VT AL E B SSID ARG AT B BE e Vi 2k, MITGVE M ER -

L1 EAEISE GUI 1, sTidiSE & (Menu) Blir (=), RJE1EF TEHL (Work Centers) > 1P #1444 (Portals &
Components) > & & (Settings) > & & FA SSID (Guest Locations and SSIDs).

$IE 2 %} T Guest Locations:
a) X TR E X, W% Location name 31 M T #7412 h L EC Time zone.
b) AR (Add).

a4

pE

f£ Guest Location *F', {7 E AR BIX LA GMT I 2 2 AN, o i T H . GMT i
ZEANBEE AW MM . GMT s 570 BoR AR . B, Etc/GMT+3 5LFx /& GMT-3.,

YT BTG SRTTFR” T8I, i IR S 18 ZEE TAE 0 (Work Centers) > i &7 18] (Guest
Access) > | TP F1£H 4 (Portals & Components) > i7 & 28 (Guest Types) T [ - e & 7 i) i 1) PR i i
BB Vi %A E (XD .

$1B 3 % T Guest SSIDs:
a) B N TRt B U A A B ) X 4% () SSID 44K o
b) AidiiRin (Add).

B &% 2 WiFi
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A TN |

FIE 4 SHHRTE (Save). ERE AN FIRRAFTME, 15 STHER (Reset).

T—% it a
AR VR OB K U5 2 A0 BB SSID, - WA AL
* $efit SSID DI AGE AAEQIEE Vs zetk N ] . S B AOR N T I T BCE 45 73 s

© W SGR N ARSIV B AL, U e ENZ AL 1 AR AL GV 2k I m] DU T I 215 %47
o WS E AL, 537 7.

« fEH BATEM VIR TP 2 BATEM Vi & T V&AL E . 65 B s e,
528 T,

o XFTIAA VIR, S TEhgn e ATELAS N SSID Bifv .

T & 25 A SR R )
ST % %4, Cisco ISE H AT LR & HL:

* VIR EMGE ] TAGEN T BYENTT . BLCSV U A B ALK /7 . {3 H] ERS APT €1
S (¥ AT IS ) 3 A

o XU R RS (K S A S BT T, BRI R R O HL S O k.

< ERIX KN

s RRAEARF R TR <o >0 /0 2% SR %,

o AR BRI I/ N AT BRG] T

ARSI A H.

< PrERANRE S AT R

« U5k BRSO R, DT RAEE SR BT A SR EE R TR BN, SOl A
R LUK S E A BN, B U A T U] 2T R SRR o, AR A B

\}

AR B AU P RE AT, TS DU B AT WL S TSR A R R T
R R ATEE, S80I LAAE ISE B P A AN E A

B 7% E L R B A0 2 HA B (8]
T B T4 P BTGNS U M s R A A D 26 A . s
DUETEE. BCPSRAEIRT FEIAL . (R0 LBV ARSI KA, RS 253 0 R 2
R T LA

wxmze Wik i
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VIE ARG ] T AR AT BYEMTT S BLCSV S U EAL Rk {H] ERS API 17 )
A QU S

P EAERHISEGUI Y, fiiiZE (Menu) Elbr (=), AJGIE+E &8 (Guest Access) > I & (Settings) > 17 & B 3%
% (Guest Password Policy).

HIE 2 7E Minimum password length Bt DL A B A U5 5 25 i i N B AR 3 i K B (B
PR3 A EE TR AT T AR A AT
7t Allowed Characters and Minimums N8 PL R LI Z — LA U %45 0 250 S -
« S PR TH 15
o UNERT AT FE L E AT, 3 N RS L EE Custom, SR AN TIE SIS0 B 7 24 v N o X 6 o 7%
W4 N ERFE A I SR R
SRS PR EE TP BT A I R BB B A RIRBRKE.
$IE 5 7F Password Expiration Nik#eLL Fikiiz —:

* SREVIBAE HUCER 5 LAE B B IR (IO AL WERVI R/ 2 2 iT AR B, NE
N RAS I JRUR B S AR UE B SR I ZR I, RS PR AT T U G
o BB E kAR

F6 fUliRTF (Save). WIRAMGRARIBEEBEAT IR R, 3 AGLEE (Reset) LAKE N EIRIRAFIIE

e S A
TN [ 2 SO R SRS AT DG R R R B BASR L A K

1. % R TE (Guest Access) > [T F4E M4 (Portals & Components) > &2 A BIBRYIT T AEK
B:EMiA &I (Sponsored-Guest Portals or Self-Registered Guest Portals) > #&%8 (Edit) > [T
TUHE B E X (Portal Page Customization) > $&i% 34 & (Error Messages).

2. RKHT policy.

i71% H P 2 SR A
XU 445w, Cisco ISE SCRFRAR A B L)
* U5 T A SRS A SO S AT L, BRI k)T WD F L R 2O k.
s RRAEARFR AT <o >0 /0 2% SR %,
o BAR KRN PR SRE T T I R AT 44, G5 HE T MR bk i T P 44
ARSI A H.

B &% 2 WiFi
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wanzRpzzn ]

RS [= = = IR WRY 3 4

SEITERP 2K
TR LU 2 7 24 1 G R EAT I . AR P F P 44 T DU v S i el 0 25 1) 44 4
Ak O . 008 2 AN U5 R BT % ik A4 A Bt AN T RIS, RE N GE T LA S A
VI T LA A I ) o BEALAE BT 2 I 44 i B BN IR A AT AL SRR BEE 2 S T

L1 AR ISEGUI 1, midisk & (Menu) Elir (=), ARJE1EH TEH L (Work Centers) > ] P #1204 (Portals &
Components) > X & (Settings) > 77 % F P % % B (Guest Username Policy).

IR 2 & Minimum username length 5Bt UL 45 4 A7 Ui % F P 44 48 e AR - A K
;3 1t Username Criteria for Known Guests I iz % H i — NI LLIR 2 LA V5 2% G P 44 1 S
# I 4 {f Characters Allowed in Randomly-Generated Usernames N #% H rh— AN I LLTE & R V5 2 G i BEH LT 2 44 1) 5%
M«
M A AR A 45
o WUERG A AR A, 35N R RSB R Custom, SR JE M TIAE SIT 58 48 7 AR IR IX
PRSI F AR AT SR R4
M A FRFE PRI 55 S B3 H Minimum username length 45 52 15 {E
FB6 SR TE (Save). WHERAMLRAA N BB AT TR, 1S EE (Reset) MKRE A FIRAFINE.

IR
R
=X

T—¥ it a
TN [ R SCET P 44 SRS AR SR IR A A R LASR T P 44 255K

1. EH TEH L (Work Centers) > 7 & i8] (Guest Access) > [P F14B 44 (Portals & Components) >
REANEEMAFEIA. BIEMARIIR. KEATFP3FHEIZETF (Sponsored-Guest Portals,
Self-Registered Guest Portals, Sponsor Portals, or My Devices Portals) > %8 (Edit) > TR TUHE B
7E X (Portal Page Customization) > §&i%i& 2 (Error Messages).

2. HRKHT policys

SMS iz 5 E FAAR 55
SMS Ik 52 [ A ] 5 EEHS BRIV 2 11 IV % i& SMIS A0 . R iHRIKki% SMS W &L, A
FHIEMRSS o AT BERC B FIER At 0 2% 1) SMS IRSSZ7E R, AR AR s .

Cisco ISE SZRf [ F U FH 7 S At S 9 SMS IR S5 11 & RIS ) I 4518 B 7 o 8 ] LATH IX 2892 8 7
GRS IR HJGFF 7ECisco ISE FH L & Lk 2 A5 uE . Horp €045 ATT. Orange. Sprint. T-Mobile
F1 Verizon.

R34 ] AV I HoAth B2 01 5 2 SMIS IS5 HIF% 2)) Ik 4532 75 7 BR Click-A-Tell 541k SMS IG5 E 1. BR
AR SMS Rk 55185 1 ZOR 2T MR 45 5 (AT HAE A ZAE Cisco ISE H g B Kk STk
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B == svs RxuminE gz sMs Ea

o W HATEM V& AE Self-Registration 7 /A 1IEFE H 2 SMS IRSHEE T, ARG %ok n
FlAT T A B FOB SRR SMS JE AN, U1 RABATTANERE SMS JRSSFEALRT, I b2 5 2824 () Bk
N4 )R SMS 45 H it 7 A% SMS Tl 4T

o PP AVERGE N A TR U5 2 A2 SMS AN, N A & UK AT IR FR AT v (KA Y
SMS MR RT o WEREA J KA N IEBATAT SMS IRSHRALR, AR B4 BRI 4
J5j SMS RS- PR HEAE SMS A% o

{ECisco ISE 71, SMS $2fL Rt & K SMS M. SMS M 52343k [ Cisco ISE [ HL 1~ Ml {464 A
SMS. SMS M A {7 TAREEIRSS % 2 )5 o
e & SMS W < LA [6)15 % A& 1% SMS & 0
JE WA ZRAE Cisco ISE H Xt SMS P SCHEAT I F % -
o [ R NREW 7)1V T3 K% SMS T8 K1 DL A1 20 8 s SEUE A5 40 5 E U
o U5 R R AR RS M 2 5 Al OSSR AT R H sh BRI SMS Tl 4.
* fEU5 R RENS B AR TAE U BRI P 23 2 B R U ERVE R SMS a4,
AR IR L B NAT S, A AR 8 B SMIS J& 8 R K i B BT [1 (41 [USERNAME]
[PASSWORD]. [PROVIDER ID] %) H {4 SCA,
Fri&Z /i
BiL'E H T SMS Email Gateway 3£ (1 ERIA SMTP %545

FSE1 (EAAHISEGUIH, i3 E (Menu) ElfR (=), AR5 i4H &2 (Administration) > 24t (System) > i& & (Settings) >
SMS [ 3k (SMS Gateway) > SMS [ k1217 (SMS Gateway Providers).

IR 2 RN (Add).

LIE3 BALL N HEE B DABLE SMS K

% 1: SMS E14 M X B9 SMS W XX E

FEATR EMEE
SMS Gateway Provider Domain AT 1 SR AL R SMS/MMS I S A 3283 JEL R IS A s il 3= L 23 1)

S LRI et Ik 38 20 (R0 Bk S B sl

Provider account address Caf k)

B NAE Ry LT B A A A HHE GRS S P i) ik P kil -7 55 2K
N FHR 3 (Default Email Address) 4R & (%118 (Guest
Access) > 12 & (Settings).

B &% 2 WiFi
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RE sMs mxslminELixsms Em

FEATR fEmiERE
SMTP API destination address (T3

T SR ATLT H 1 s W B L A P s A hE 1) SMTP SMS APT (431 2
Clickatell SMTP API) , %I\ SMTP API Hbxiihil.

BB RE VR IR LR TO Huhl I B R G215 &k 7 A5 3 5 i AR T B
FA) 1 SCARAR

SMTP API body template

(AJ3E)
QA 1) S 75 A FH R s MR 1 SO R A2 3% SMS /) SMTP SMS
API (ffltn SMTP APD) , i\ SMTP API 1F AR

B AR $mobilenumber$. $timestamp$ (K% =,
$YYYYMMDDHHHMISSmimi$) F1 $message$. 1] LUK
$timestamp$$mobilenumber$ T 75 % URL F1 4 ME—HrIRFF A SMS M 5¢,

{FRILLF % BACE @ T HTTP API (GET 8% POST A¥E) a1 & KAt A & i%E SMS 14 B

< 2: SMS HTTP API ] SMS M X8 &

FE EdEEE]
URL i API Yl URL.

LT BEAE URL 4afid (). BRIV &Kk P 108 8) 5 1948\ URL .
YR Eh A $mobilenumber$ and $message$ .

R0k HTTPS T HTTP API, 1 7E URL 745 & Fh 4% HTTPS Jf:
P AL 1 2 A5 ATIE 15 LA 2 Cisco ISE. 7 BFHISEGUI H, A
1738 (Menu) Btr (=), RGP EIB (Administration) > R4t
(System) > iE$ (Certificates) > =Z{S{EiEH (Trusted Certificates).

Data (Url encoded portion)

N GET 8¢ POST 15 RIME#E (URL wlidikisr)

LB URL 4afid ity . an A BRI GET J5vk, BB n T Bk
}85€ URL J51f .

Use HTTP POST method for data portion

W RAFH POST Jyid:, &k kI,
ke e EdE FAF POST Kk A 2% o

HTTP POST data content type

WAAEH POST J5ik, WHRE N AR,
“application/xml” .

Bl “plain/text” B,

HTTPS Username
HTTPS Password
HTTPS Host name
HTTPS Port number

B BEAE .
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-y

PERS mdiE3Z (Submit).

T—5Hit4
RS T SMS Boe, ST L.
o BEPRTEAE R AT IS BRI B SMS 3l 40 A 32 B U5 2 Il 1 SMS I8 i . 1 21 A1) 2 1k 2

\\\\\

o F5EWBLE CUC 1) SMS 125 B N /R 7E Self-Registration 2 5 AAE By M A P& . 1520061
HREMEIT, 528 .

AT BITEMn T RIS X
Vi ] AR A A AR AR R A B A M B R, TAHIEDT & 1T 1 R A A S .
LA HIBEIIRE, TPREAL AR ol B0 B S8 B i, JFBCE SR VFRI T EHTZAMS S T Gk
ASPAARAERT) o 41 KCisco ISE MIALAC A SR A B, WES AL
https://community.cisco.com/t5/security-documents/
how-to-configure-amp-use-a-facebook-social-media-login-on-ise/ta-p/3609532

FEAL AL A AR BEAT B 0 B0 UE S, U7 %% i) DAGh 4 AR S SAA I b Gr 2R (R4 SR o BI(SEAE FTT AR A S A A
UE, AT i AR AN ERTE T P CAR 2 00t (4 B % o Clisco ISE AT Y ARSI 1o s A S
RN R LME H A BRER

BTLARCE DI T, VAR A S MAEAS AR M G R K 15 R B A Bk oy E R

HRERIFERIE

RS AR, ARG T B e 1) B BT ARG E ST M T 2 el
i B AR ST (A A A

Lo U SRR BATEMT ), PRI AZ ARG o WERECE T U5 A, 1 I A 5 5

i _E A A7 A .
2. JHJEE [ B ACBEAR R 5 BEAT S S IE . T A ST A FEA AT AR 90 il PR FE AL B S
o

3. WUREI G RALATWAAIN 3, Cisco ISE R MALATHREAR W3l 2 A7 O H] 7 (I HABAE B o Cisco ISE
A AR AT RS

4, BJE, M ATREML A AUP, HAKIGRTRCE
5. BRUAEF IR —EAEIA TR E
o M VEMHEE G 58 Facebook [ Cisco ISE $24H: F 7 15 4% (1 A hit LIt 2 5%

B &% 2 WiFi
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https://community.cisco.com/t5/security-documents/how-to-configure-amp-use-a-facebook-social-media-login-on-ise/ta-p/3609532

| n&inks WiFi

AFamimrEnitssnss

o il FR IS ST A A B AR AR SR AL AR B IS R . XAV
IEAE SIS E R, IFRACEORT RS BB ko WURAEE MR A B R C & T
ARG, WP e 6 25 AT SIS

o MRS R T ARV SR A A BASR A R AL, I RN T A AR R
NteiE e AR NCE]— B W, TERIMESHE LR IZIK 7 o R SO Az, )
Cisco ISE 2xitl i /fu 1 #1135 0 P A A ] CLARAG AR . TP HERED & T, A AL A A
LA BE R

6. VEMHEIH. FHFvE mREMREIRE (Registration Form Settings) LR R iAZ BB I TME

BEBIFEERE (After submitting the guest form for self-registration, direct guest to) = it & 1]
TEI. FH PR A IR A 12 TP (R U 2 S RGP 24 iy B 4 2

- AEVIRR T I S T R s 2 A, HT — HAA VR

D SR 3, R SR I R FORTIRGE K s Bk o P A R 2R D X R
o

U SR AL T O BERTERE, WCisco ISE SRR A I THBORN o USR] s i 2R 4B

rule if guestendpoint then permit access

IR, IF B 2 me b, W ofs JE ) B8 00T R AL R B A R 4 1
W2 ABhER. G, b2 P i

R P AN AL T2 v, R S ) B U5 2 DU, A

A BE R P EEAT A
M 1) T BT P AR 2 v i S«
o XFF 802.1x, ERIAFZAH N

if guestendpoint then permit access

FEVFUT AL et it N IRERAR S T P e ity 21 53— Mt SR I BT i . =4 ) JOpnide
PRI, 7 S E e V5 % I, A% I A A R A B 8 S s T A

« X MAB, P REREDFRERN, A EE MBIV, I E ARG B R . R

Cisco ISE RRATIZ i B0 MR (D73 iR ILID o R RS 3 B ) e 8 oK, e
i AT AR A T A

%Wit&i%ﬁ%imﬁﬂﬁﬁAﬁ”%%ﬁﬁ fen] DURC & M eAE s R BOR N, Jf
SEVFEMR T RLIIRT T 1) o ik BN, B o NS am IR, SRRSO 1) 2 V5 35 HE [ B
. it

if wireless mab and guest endpoint then permit access

if wireless mab then redirect to self-registration social media portal

IREFH PR
BE} ISE 28t HZEFA Facebook
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B =sizsuzs

- B3I B4 171 % (Authentication Identity Store): X & %87 #4844 3 H] v A Cisco ISE £
I N R 7 (1) 44 K o

* Facebook F A% (Facebook username): X & Facebook 75 I ' 4. it fu e H - e Y
[ L 2 44, W Cisco ISE R4 1 44 AR A AL A WA - 44

* SocialMedialdentifier: X/ &

https://facebook.com/<number>

o FerP B AR AL AT AR P

ISE #R & (ISE Reports): 5% J1] )7 4 2 (AT AR Rt BRI 44

Facebook 43#f7 (Facebook Analytics): & 1] LU ] Facebook 14> #T D REil i Facebook #1486 sk &
YEFEAS AR AU 2 I 46

Fo £ Fn Facebook (Wireless and Facebook): Jo2k il i A4 (User Name) J2ME—[f] Facebook
ID, 536t H& B SocialMedialdentifier #HI] . 22T R JLLk UL E, 1L FE BE42 (Monitor) >
& Fin (Clients) > {4015 2 (Detail), R)5AFHHA P& (User Name) 7B,

it BB RERSBEIER AR

TET AR BRI AR L BN AT BEAR T 77 o {811 Facebook 3#EAT 5 3 B ik HA R AR 2SI, itk
AR A R . BL R 7l i ] Facebook I/ 44 BH LI —ANi%H: Wi-Fi V&M .

= Guest_Flow

Eﬂ Wireless MAB
Wi-Fi_Guest_Access AND

Guesi-UserName NOT_EQUALS hiips:/ffaceboo.com

13324324324

AND E

17 %M Cisco ISE ML B AEAC G-I BL, 15 ML B A A8, 5 18 L.
Fe B+ ARG R

FFaZ Bl
BB A AT AR G, DA{@ECisco ISE Rl UL 5 2 %482, HEMY L # Facebook.
T30 3 745 (% NAD #7FFLL N HTTPS 443 URL, LAfHCisco ISE 1] LLijj 7] Facebook:

facebook.co akamaihd.net akamai.co fbcdn.net

AR Facebook FIALAZ GRS Sk URL /2 HTTPS. JFARPTAH NAD #{S 5 HE [71 £ HTTPS URL. 152
https://communities.cisco.com/thread/79494?start=0&tstart=0&mobileredirect=true.

B &% 2 WiFi
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mEtzarsz |

121 7 Facebook |-, fi]#d Facebook MW JH:

a) Ekhttps://developers.facebook.com I3 M A JT & & .
b) FEAn@HIERER R (Apps), 2RJE AR A (Add a New App).

NN Web 2 (¥ 81 7= sl Facebook & 5f. miiiI&E (Settings) I ik & LA M H:
* Z [ OAuth %3 (Client OAuth Login): 15
* Web OAuth % (Web OAuth Login): /&
« &% Web OAuth EF &4 1E (Force Web OAuth Reauthentication): 75
iR ATV BT 88 OAuth & 3 (Embedded Browser OAuth Login): 75
« 53 H OAuth EE[6 URI (Valid OAuth redirect URIS): M Cisco ISE ¥sHl1 H ) # 5 1] URL

* MiI&&%EFE (Login from Devices): #&

a) &R7F
i B % (App Review), AR5 R8N H 2415 4k T-3G R A& Hoal 24 A i (Your app is currently live and
available to the public) E#% =2 (Yes).
EAFBHSEGUI Y, sk (Menu) Blis (=), ARG 1EH B2 (Administration) > 544 & 32 (1dentity Management) >
SMER B4R (External Identity Sources) > 4t 38 #844&% 5 (Social Login). siddiifsan (Add) LAGEEHT 1K) 4E AT AR Z 5%
CINTIE= R R
B (Type): EHAATHAR G KA T 128 . Facebook H Hi&ME—1E+E.
* KZFA ID (App ID): i A>K H Facebook N H ¥R H 1D
* I FA%4A (App Secret): %A\ K H Facebook I ) i F %54 .

fECisco ISE 1, fE HMH T/ v i H4t 32 84K % 5% (Social Media Login). £ 1/ JU1H b, %8 TAMTEIRE
(Portal & Page Settings) > &R TTHEI&E (Login Page Settings), % i+t 32 4R % F (Allow Social Login) %
FE, SRIGHIANLL PRI B

« BEHREAREREZTIEME (Show registration form after social login): X #] LAk /' 5 2 Facebook H (K]
5
« BRIFTRIKSHUE (Require guests to be approved): X2 i) H P 45 Akt N A0 vE LKk 7, FEKs i Ath A1 A& 2%

BRI

P &8 (Administration) > 5N B4R (External Identity Sources), i%£#% Facebook % 3 (Facebook Login) % I,
SR S5 St Facebook #5134 .
B T E R NS Facebook W FH () H 5E A] URI.

I8 1 1F Facebook ', ¥ b5+ ) URI ¥ %Y Facebook N H
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wEfRS WiFi |
B ==

T—2Hit4
£ Facebook "1, 1] LUE /RAT M H s, Hrh 4 BIR Facebook #1AZ ARSIV &G 5«

S i 8 3
WEIRA
S 24 0 B LA P ) D8 i ) I S 2y R R 5 6 L i 2%
LR S R TR . (IR T LU PRI 1 P 4 0 4 7 P9
SRR
VTR BRI, TR T AT SR . SN, AT G I R
VAT B0 P s (AUP).

o RENEBFVIET] YT AR BV 2K P I AGE A T, IF U 3R 8 e

s BEMUIRTT: Uik T LAEIE A bk R FARLE, TTRERR R AN HEE G A BESRAT I 45 U 1]
BB o

Cisco ISE W4EE Z MUK 1), ARG —4I0E XHERIATT .

MEITRPRYEIE
Cisco ISE Jl i BE SR U & A I & AP EIE, R4 Ui . e IESR YT MR LT —4 a2
FEUERE S

s P4 DI, @HTAEHELH TR GARUIETTFRIM WA Ui%, REmRH 4
HEIRAER P 4. F P 25008 TR A 4, mANE T U % AP e
AT AR E M P 4. T DAE LN AL ERCE N TH P A s i T/EHO
(Work Centers) > 7 Z i8] (Guest Access) > & & (Settings) > /7 & F P & %k B (Guest Username
Policy). nJ LLEREHBM:. SMS s B s dnvi & L F 44

o Wh . EHTEHRELR T OSUIRTT RN FTE IR, MR SR IR A
A, ] DUE RN M B E N T g E . TYEH L (Work Centers) > 35 Z i 1a]
(Guest Access) > & & (Settings) > 77 & %5k A& (Guest Password Policy). 1] Ll i figff:. SMS
AT RN S Ay & L

o Ul AR mrak. 38 A A RO B T AN SR AR U T . Vs 4 CRY
P S BRAEAE VB G AR DAAIR D7 3CEGl e /iy 5 e A 5 DL ST 200 AR 2
o AFESIINTCIESR BN A LSRG I 25 D7 IBCRR . R s ) T 0 AR B,
HILLL R DL

* RGN ROR NE PV B AE Login GUR_EAASACS (RLEHI P AR

B &% 2 WiFi
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in&{EH

o M Wik, EH T BATEMUIE, T ) BATEM U AL AR Oy T AL T 1) AR
1. S E AR %, RAE SR AT MU B AE Self-Registration % 74 4 A A .

FH P 4 st ml s s wl i Ao NSt CROR NEFHMUIR) , el LU F BRI B v & 1
e N RVEVT BAT N AR BUX SRR
X ER

FH P 5 3 56511 SF M 1L

VI BRAH ) G0dl, 30

AR R T51E

FARAW FEYY

éwﬁﬁ%ﬁﬁm&ﬂﬁm%mm“%ﬁ%ﬂmﬁH%ﬁﬁl@%ﬁ%Aﬂﬁﬁ,% wamﬁm
W BHGTVT R o ZINRERIN SR R TIC 2R (Wi-Fi) 7 H

YERAGIEVT T, BT R AV SR AR M 48 e NI TG 5 07 2 B4 P A4 Ry, e ] b
W5 M AT PRI A5 K . A%, Cisco ISE 5 M 45 H: N 15245 (NAD) 1441 E M Web & 47 50 AR AH
fiof, MUFR W& RN . FEE LT, ViRl GEds 20 VT RIS A BE & sk . w1
%T,ﬁw@ﬁﬂEAﬂ%ﬁé®7W%%ﬁﬁﬁmw%mﬁﬂ

WSS VIR T

* Cisco ISE NS MBOAT & S0l Vi%e o, AEG AT LU DIERER T & B %

EEAEERMEIEREE P EHTIHIG

Wﬂu&%ﬁ%ﬁﬁ FEUE I % 11 YRS 7 e B i Py o8 X 28 AR 55 LA S TLIBC Y o
BN LY e I8 I A2 117 (1) Login DT Hh i A JX L8 SEAE R Uy 1] 99 2% (KI5 U5 ) 2 G e i I ™ 44
AN o

A DABEE A ERAEAE RV B T, RASE Y73 T DU SRR 7 44 A0 A 5

c OKRBIGRN. RV, AU RN A HOF S EBAT PR I, Aol ()
WS EAF DD 210 SR

o FEV B AT AT MRS B s W AGHE B AT S . ERVF R AR, Ui il IEBCH AR AN
ACH GG N U5 ia) HLERY, JF H.Cisco ISE I fRIX L4152 HAT Al A T4 R ME—FR 4T

o FEV5 AR AT R MRS s I AHS B AT, (ER AR A AR U7 2k 7 35 K
TEMVIERAE T, RGNV B R BN TT AR, ESEAAERAT B 5728 5 A4 B it
H3A mT LASR A FH P AR SR IR A B 6 o

@ﬁ&mﬂ%,ﬁﬂ%@i%4%%%1ﬁﬁmw%ﬂﬁ,fMH@%E%HFE?TH$#ﬁﬁ
ATV VIR . Blhn, XFaE AR, R RA SHFHE AT AR .
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| QeI e S

RIERAFERHEIERAEAHITIHIG

PR W] DU A3 Y 53 AR UEAE AR O RUE A U7 2 1 1) BRIy ) R %, BT BB £
AU AT DR ICRAE TR R AT

nERESAME

AR Vs %0 I T SRR R U T U i R IR, 8 AT DAY SRV SRAS U T A B RS A
WA IIA R AT DLKABATT S th 2“2 7 i (Client Provisioning) & 1, ZERABAT 46 F %
Ui 2 VRN AREE, A 2 2 VAN I B SO, BRI R AT A . AR, R
PAASTUE VIR T T i B IR F A MR E (Guest Device Compliance Settings) H i F ik, 1tk

I PR AE Vi iR o “ & i EL” (Client Provisioning) % H

AR VSRR R i 2 i 22 A A A SRR I I A
& IE IR 55 h Vs 2 S ik sty 2 AR ARG 2 s RC ) HL e v W 4 B 3 BIE (CWA)
Vg i E R, ViR BT CWA,  FESAT AT 32 (AR SR A S S i R s, i 2RISR
UERIVE 31D BEHE [ 215 i G T o 280 2 A VPAl 1 R GUAE 28 D 7 e 8 B ATHRBUE 24
(CoA), i APl HPrIAUR ) i .
TEITPEEES

TR LU HBRA T B B, BliniE15 . S i dl. S des). 17 B, BIEHICisco
ISE S (it AR (5 B . A REARUE I BOA VR, WA B AT 1 R L 5 2
WERE QIR Z A RAMFEBER T, WATLLRSIT .

FERIBTT 1 BB BT 1 e, A IERBUE AT 1 SR TI 5, T T AT 5 £
e B A o B A

USRS REFEMIER T W Z5U AN Bk 5 ORI A A AT RS R DU AN 52 B B S0 B A HLB
A AE AT

A AT X6 i B A [R5 5 11 A ST 55 G B (K A

1% BEpEIIRA ARAEEBILRITA |BEMMAEIR
Ja AW RSS2 23 | I DA DA

I

KPP RINEY , | %IE IR IR

23T

BN S8 , | AEH DI DI

24 T

B &% 2 WiFi
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przwns |

F% REIFEIIRA ARAEEBNIFER | BEMBAEITR

GG EES , 2 | AEH IR IR

2511

A1) st 2y £ 43 41 DI AT CHUTRSR | eI (HUTFR
e O e 0

BIRHGT VTR, 5 | DA A& A&

26 11

B R NE VIR | A WA AiEH

[, 527 )

Bl BRI, | ANEH ANiEH DA

28 T

BRI, 32 10 IR IR IR

Hae XVigllr, & | nlik CIpvA Al

337

& SR BE AR 55
Oy T SEFFCisco ISE J£ 17 Web 177, AL I TAHTEF T 5 A F e R D7

S 7EARHSE GUI H, AiZEE (Menu) EFrs (=), R)5iEH &I (Administration) > &4t (System) > E3E
(Deployment).,

P2 g SOF A RS (Edit).

L3 EEMIZE (General Settings) LI~ T, J& HKBEARS% (Policy Service) )44 .
$24 kh BHLIERS (Enable Session Services) 5 EHE .

PIR5 miRTF (Save).

AREITRRMIES
WA BEAF HBRAGE S, 0] LRI — N ERGET, 330 B RE B 4brss. T m4H
' Web 1177 I ERIAE T HFRZE R BRAA T T E 4

T =): 04

TR

P2 FEHBHSEGUIHY, i3 (Menu) s (=), RJ51EF B2 (Administration) > &4t (System) >1iEF (Certificates)
> BRYIEH (System Certificates).

FE3 BN RGUEP IR BRI A T 1P A 4 bR 28 .
FEQIEE BT IR, e AR AT At
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wEfRS WiFi |
B oessson

T4 EF THEHD (Work Centers) > 5 &7 i8] (Guest Access) > |1 #12E 4 (Portals & Components) > 1717 F (Guest
Portals) > Il i 5 4s48 (Create or Edit) > [TFi& & (Portal Settings).

HIE5 N5 HRIEE 1 5B Certificate group tag I 4712 ik 545 2 HIIE -4 ARSS

EZ SN SR IR

Cisco ISE AEWS 545 43U (B4 Active Directory. LDAP. RADIUS 4 Lf1 RSA SecurID fil 45 %)
Bz, USRI T S0 SAE AU A5 R e AME 5 O PR BLAG HAT 36 T30 1310 B 43 5630 T 75 11
ETS B B0 e B S

N

AR S B IR S AL R 2 S A R T 7 B4, TS B ARl B ik 55 SR R

P11 EAFHISEGUI Y, Midises (Menu) Blir (=), AJG1EH B (Administration) > B4 &2 (Identity Management)
> SMERE 4R (External Identity Sources).

PER2 EFLIT I —

o EPHER B I8 IEEL B X (Certificate Authentication Profile) H1AT3E T 15 195 4 iE

* ¢ Active Directory 1 #MB G Ji%E 42 2] Active Directory. A X ZTEANME S, 15201 4 Active Directory
FHAE SRR B 035 o

* JEPE LDAP LIS LDAP S ili. H X445 R, WiZi LDAP.

* %$ RADIUS £h# (RADIUS Token) LI RADIUS A R4 2% . 15 %TEANME B, 152 1W RADIUS 41 & 4y

* & RSA SecurID L3I RSA SecurID %545 . HRVEAIME B, 1520 RSA S35

* L SAML Id 122 F (SAML Id Providers) s i &t $& 4t F2 7 (1dP), 41 Oracle Vi )& BEZS . A ORTEA(E
B, TESH SAMLV2 SR AEFAE R M 5 0T

o Pk 3T B F (Social Login) LUK AEAT &5 (W1 Facebook) ¢ 'E MANEE . 5S4 T BATVEMNT & 14t
BN S

BEEiREITPLIEERZE SAMLIDP |7 AT S 58 1iE
TEn DR E V20117 LUV F P 5 EE0E 17 22 SAML IDP ]/ 347 S 3k
VI CHEMBURE YR HlLERE RV SRR P U % 11 H T8 5% (Allow the
following identity-provider guest portal to be used for login) 2 7E1%1 1/ H A HB & sk X 3. an S H P
TP SIE DL, WP EE R RS ATEATRD , SRJ5HE M % SAML IDP 3x[ 1
BEAT B4 03 BRI
BT A R TSR . RS SIS, H P e 0 S i, IR
HT M % SAML IDP FL—%83 1] /o B A Bk DA SAML IDP s ¥4 MUE B ez, B 71
% SAML ¥fi R 5 o IXAFE[R]— ] AT AR BEOR 5 F— SSID #1555 A 51 T
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AN PR s T Re BV & 11 LU 53— 117, s — 11 B E A ] SAMLIDP 2E4T 5 435k

W FLEINB S RGOS Z G B, 1HS W SAMLV2 S0 FE A8 1E 4 A5 45 .

W2 Jy SAML LR P — AR /7. 78 “T1) iR ” (Portal Settings) 1115 S8 36 1iE 77 7% (Authentication method)
WE N SAML 257 JHPASERIT] ), e 3 SAML IDP 8 5% B Y i f~F . HoAth ]
AECECN EE M R, W R TR

PRI A T ) RN SAML SR AR U A T T RS, B AR T XK EE R R TR
1.

TP RESE B ST T AR LU LA Rk 1R SAML #EHE 1
a) (EETTPH “E R BE " (Login Page Settings) W[, &1 RIFUTHRRBMEFAZIFATER (Allow
the following identity-provider guest portal to be used for login).

b) IEFFHCE NS SAML SRR A VIR T

tIZE SR IRFS

FFoaZ Bl
R 4 AE Cisco ISE HHACE T MK U5 .
BHPATUU LS, EBUAEBAE AR ARG E LN,

LRV M I A WebAuth BEAT B O350, 00250 N V5 25 1717 54 0 0k Y5R35
H, AEEATEE AR B A7 D

LB ERBHSEGUIH, fiiZEE (Menu) Bl (=), RJGEE: BB (Administration) > 5{2%E 12 (1dentity Management)
> B2RF% (Identity Source Sequences) > i/l (Add).

FE2 WA GBS TR I n] LU AT 3 15 B

wIE3 ki Select Certificate Authentication Profile 5216 HE J 24 5 Tk 45 i1 5 4 50 UE B FEUE 15 5 4 50 Uk e & S0 A
PB4 {EIRTEFFE (Selected List) Bk B A SEALHELE S 0I5 51 b AR B0 2

PS5 {EIRTETIFR (Selected List) 7 Beh Fgr i B £l B (I, 1% 0 454 B Cisco ISE 44 2 Hidls 2 (U«
#$I8 6 7f Advanced Search List X3 kLl Mz —:

< EMIGEIFES R B F6E X H G AuthenticationStatus B 141& E 4 ProcessError: W 7 R AE S — ANk
SR B, A Cisco ISE R, kB k .

« MARKBEAFSHEEFTIRE T —7FM%X (Treat as if the user was not found and proceed to the next store
in the sequence): I ARLEEE — Nk @ Ui R B H -, 18 A B Cisco ISE 754k L4 7 4148 R HoAh 1% e
GUR, T IEREIE T

FEACFRIE KIS, Cisco ISE 344 WP I8 200X S8 S 03 . T “3EE 5137 (Selected list) 7 BT 41 H 1) 5 43 U5
B I 7 2 745 75 B2 Cisco ISE 8 & 5 4 JE 1 o
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PERT AR (Submit) G5 R R] AR i 78 SR A ) B 60 057 471

tl 2 im0

Cisco ISE $ 3t A I 1Ay 28 iy Rl 7 2 AH N (10 283 £ 41 Cisco ISE 745 T4 R G853 S 283 £
4. 182 M Endpoint Identity Groups U it 5 2 23w £ 40 21 o 485 7T LA i 46 A o 6 20 00 5 ) 2% i
Srdl. S AEG R G0 E SO 2 S A AL U] o Jo T2 4 B B S8 41 (R 44 7K

HIE1 EERHISEGUIH, Aili3EE (Menu) ElbR (=), ARG 1L BIE (Administration) > 514 &8 (Identity Management)
> ¢f (Groups) > &im&144H (Endpoint Identity Groups).

/2 A (Add).

BB 3 WA S S N BRR GEZ0AE 2 S AL AR P LS 288D

HBA AT R 2 G AL N5 RR

WIS pii RRLE (Parent Group) FHAIE, LT Fr 0 (1 28 iy B 1 41 DG ¢ iy S 4y 20

FIR6 AR (Submit).

fIEARFRIA

T DR A S U 11, DMV R RENS AR o T M1 A AR BEA T B NS 00 M ERRBI M 4% . AT
koIl S EE W T

AT LA OS5 R T T, ] DL AR sl 2 I A HOS U & T o ST DI BRATAr) #0s U5 % 1)
J', f$ECisco ISE HEALIERINTT S,

#454F Portal Behavior and Flow Settings %15 X} Page Settings 347 ({4 Ar] 5 5 #154x S Wi AE U5 290
FEEI R B R o i R AN T (BIHn AUP T, WRZ T2 BoRfEmAE A, JF B
FAET TP PR Z T . WERZAFZ U, W ARG S MR TR IR, IR E R T — e
Jed FH LT

BT TR & (Authentication Success Settings [R4h) #E ik .

FHia Z |l
o FORIS HATIC A TR0 1™ B BT UE S AN 2 5 2L

G X AL TEEE, .

T—% Mt 4
RIS T T A BT 1) o FERS T R AT B, 0T OO T 3547 A 5 3o

B &% 2 WiFi
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tlEAEAEEMITEIA
ST ISR BB A FR IV 111, LR R N 4 T U AR

fEn] LB — AN B AR N U&7, Wl A s BT o n] DU BRAT ) R i A
IR, HECisco ISE AL ERAT T .

144 Portal Behavior and Flow Settings 3635 _E X} Page Settings 34T AT S i #8432 W AE D7 %07
FEEI PP BB AR o AR AT (B AUP T, WRZ T2 BoRfEmAE ., JF By
AR PRI AZ U . R AR, W RS NIRRT LR, IR R AN E
Je LT

ML DL BT TR, 40T Uy i T B B (AUP) 53R U B2 BT
« R

« ATHSZALTBOR (AUP) BUN&

* BYOD % &
FFaZ B
R A e A e T P B S & AT R UE 15 AN S IR A B AR T4

L1 7EAEISE GUI 1, siilisE & (Menu) Elbr (=), RJE1EF T4EH L (Work Centers) > i %17 18] (Guest Access) >
TR FN4E 4 (Portals & Components) > 37171 (Guest Portals) > )3 . 4riEs Z#l (Create, Edit or Duplicate).

$E2 WRGIEFT], EAEEIEEITF (Create Guest Portal) i HE ik & #2 A IR %07 P (Sponsored-Guest
Portal) /E 11728, SR )5 fith k4 (Continue).
B3 AEIHERAR DI — T AR, JFAERRR PR Ui
H RIS AE BEAN A (911 AR AR AT S e A P T 1
PR 4 {FHIES XM (Language File) NG AR N EL 5 1] Al H I8 5 5.
HIES 7ETRI&E (Portal Settings) H 8 Hrim H LUKMEE O, IEBAIRR%E. S0FH. B0 KIE T MEOAE, &
Ji E SGE FH T HA T 1 AT R
U6 THLL NS TR U B
- HFRTMEIEE (Login Page Settings): 15 E Vi & B UEME FI60 . W R AR R IF A ZIEM P (Allow guests
to create their accounts) B3, H R RO B RV MK o R AREFR LD, W TG 2R AR A K AIE V)
Bk
AR R OAE “ B TTE” (Authentication Method) F-BGE R T B M RALFR P (IdP), W “ &R T
BWHE” (Login Page Settings) 3% T4 4 25 o

- AEZEANE (AUP) TTEIEE (Acceptable Use Policy [AUP] Page Settings): 4iJi &8 ISt AUP W
I T2 AL HBORAT A5 75 2 IR U % T 1P A T

- RIENZEIRE (Employee Change Password Settings): sk 1j & 48 55— 08 3% i B B L35 1

* IHEIREIEMIEE (Guest Device Registration Settings): %&£ Cisco ISE & [ sl M Ui & e 2 3 4 W7 15 % 1]
AT 5 4 1) DL I
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* BYOD & & (BYOD Settings): fuvF bt AT AN N B Uy ) M 245

- BREHEIETIEIEE (Post-Login Banner Page Settings): #7172 B %7 ] A R 7 1fa) i & A oM

c IEIREE MR E (Guest Device Compliance Settings): Ui % i 3 “ %/ 5l (Client Provisioning)
DU 2R LA N 2 i 22 VA AR

* VLAN DHCP B T1HEi&E (VLAN DHCP Release Page Settings): M 174 VLAN B 2 ¥ 4% [P Mk ik
FFEET, DLV 4% 1 Al VLAN,

- BAISIERTHIRE (Authentication Success Settings): I i 17 %18 i & 4 W AiE J N B S A 25

« I E 2 TTEIRE (Support Information Page Settings): 7 BhUi &3 (145 B, DIMEIRS & H T-HEBR M 48 2 A 1)

$IEBT LR (Save). RS URL SWon AT AR URL (Portal test URL), #& 0] LA & AUy i) 11 7 FF-8E4 70
Ko

L2 G
A

AR DTSSR RADIUS 2036, NI LB BT T 523801 fRE . BYOD A% ) b i id
WP RADIUS 351117 7Bl . Bltn, 552 10 $) 4 5E URL IASEEH . WiH £ PSN,
ISE &% H 5 — /MG 5l PSN.

T IR T 1 A REAL I T o AEXT T R T2 i, SRR LU T BEAT F € 3o

B EMAEIR
S5 T LASRASE EVE T USSRV (AT EE QAR 1 RO TG 0T B ) W% . 6538 o] LA Bk
KIS R N IHHE I A R T U

AT LA I BT, BT DA s R A T . AT LA AT B U & T
fuF5Cisco ISE $2 4L ERIATT ) o

{454t Portal Behavior and Flow Settings i3 I X} Page Settings 347 4T ] 5 5 # 2% I WLAE V7 53
FRE B AR T . dn SRS FISEAS U (B AUP LD, WHZ U 2 BorfEmfE s, HF Hj
FHGAEN 1 AR AZ TUE . AR AR FZ U, W RS MR FE TG SLIER, AR SR T —A 0
JE FH LT

ML AR T U, 0] DA V% R il A B (AUP) I 2RV % 4552 UK
o TR TUH R
© HEM IR E
o RS BT
o W AE FBUR (AUP) DL

* BYOD % &

B &% 2 WiFi
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FHIEZ Al
ORI OO TP BCE T D IETS . AN O U5 5 03 U5 471

TR /EEFHISEGUILH, middi3E (Menu) Kbr (=), RJFIES THEFRL (Work Centers) > %778 (Guest Access) >
TR FRLE 4 (Portals & Components) > & (TR > . #wiEE#l (Create, Edit or Duplicate).

PIR2 WARLERIEH]), TE7E Create Guest Portal XJififlEH 1k £% Self-Registered Guest Portal {241/ 28, Jf it
Continue.

PR3 (NP AR PIRAEME— 1 240%, JEAEER TRt B
TR ISR SEALAT I I 11 A FR AR TATRAT HAL S P T

PR A ES X (Language File) N7 T R NELE ] — Al HT )3 35 5T

PS5 (LT IRE (Portal Setting) B, i BN 1 AT A HEAT & o . UK e BAR S S0 UEFPA1.
GO RAETTE, LR AT BRI .
HRIIPBREFBREMAFEE, ESH fE R MR M weE , 54 59 .

IR 6 SR LR & H TR E DL ) B

« BERTUmMIRE (Login Page Settings): 7 & Vi & EIEERIEH . AR FMGER, HSHHERMEIEN V%
I RS TR BE 26 61 T,

« BiEMTUEIRE (Self-Registration Page Settings): $i7 32 A M5 20K e 152 5 W N 21 B R b 04 L

TIHNEAL G Vi R ARAT R IG5 BARG o

AMEZFEREB% (AUP) TTHEI&E (Acceptable Use Policy [AUP] Page Settings): b7 & 7 I 50 () AUP B[

I U2 HBURAT h, AR TR R AU B T R T ARHEHE R, ES R a2t

RV T T B T2 A R (AUP) GURTACE. , 5 66 L.

« RTEXZIZE (Employee Change Password Settings): %3k 1j & 76 55— V8 56 3 UL %15 .

« T EI&EFMIZE (Guest Device Registration Settings): % Cisco ISE 42 H shiF M & s 45182 BoR i & nl
DA B3 0 L e 45 1R LT

* BYOD i® & (BYOD Settings): fVFid TAEFH N A& VTR M4 . ARTEAE R, 1HS 0 i S IR v
17 BYOD W& , % 67 il. ARVEAIMER, WS f 2B Uiz 117 BYOD B8 , 2 67 il

« B FEHEIETUE (Include a Post-Login Banner page): &M 7 Il Bk Jh« #3%F M Z& 15 1a) BUPR 2 115 5~ HiAt
(EIEY

c FERIRFE ML E (Guest Device Compliance Settings): #5775 #5E [ F1] “ % 5w lC” (Client Provisioning)
U LAHAT 20 2 20l . ARG R, ESHHRERMEIER U2 T P U s &SI RE . 55 69

o

* VLAN DHCP BT E&E (VLAN DHCP Release Page Settings): M1j% VLAN Bi7 % % 4% IP uhil -k
ITEAT, DAVjin pgs Al VLAN. AHEAE R, 1ES 0 fr 2 MBI v &1 1) BYOD #'E , 4
67 Ui,

« BAIIER TR E (Authentication Success Settings):  $i & X1 U7 & AT S0 B0 AIE S5 MK L5 ) R ] Ak o i B
&AL G IAE J5 K — ANV & HLE M BIAMT URL, A RESSTEAMAHT URL Huhl A HL 5 ) 4315 A 188 . A QTR
B WSHUIRT] SRR SRR, 5 70 5L

- X ¥HE 2 TUHEIR E (Support Information Page Settings):  # Wi Z 3065 S, LUEIRS & FH T HEBR 242 A\ )

A
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LT SR (Save). RGAEIF URL Won AT TAMR URL (Portal test URL), #&m] LI & 5 i) 1717 FF8E4 70
o

Tt 4
Y

AR DA ASSZ R RADIUS 246, RIS A B B TA T oe 480 1) ke . BYOD F1% ) i i fid
JEHUR T RADIUS 2536 (K11 sl . Bildn, =5 1) B4 URL I ASEAEH . 41547 24 PSN,
ISE &% F 5 — ME 3l PSN.

LIS T T A M T 1) o FERS TP R AT B 5, 0T OO T 3547 A 5 3o
RN BIEMDK AR

SRR U7 7 BB 5 AR TR P SRAGHEMERT, - Cisco ISE 2 [ bl A0 o 5~ M1 LAtk vtk

JEHEE R LU U7 1) 2 BAGREAH

AL RGN, Sy DUSC L r 7 IS AR5 ORAE 4 bk 7 (0 Bede . fibvpEBERE S — A4

AR, ATRHAE B DGR B A N IR B bk o S RT LSRR AT SR IR, 1T 2 A
AR AT REERIN, X TR RGN AEREHENR P 2 BT B Sk .

TENAE HE 1 R B8 B (Registration Form Settings) I & bk S v TR . I Dh RSt FR
g AR AHEHE .
MR A NFT MR A s T A e, AR AE DRI ) I 17 57
0 G AR 1 K B IR 475 (Email approval request to) it & :
s #WinaE
s VIHMWK S AREBESGIAUL: — U5 B AT S e
VIR EES AR RIUKARAE BRI, RN A B AR
A BEHE VDK S

« TEYHAY AR AEBEHHE (Sponsor email addresses listed below): Cisco ISE ¥ Hi 7l {4 K 3%
FUFTA AL H IR E gk . Y AN S B E A BRI, AT TSl i B
AT SRENTRALEUE, RGN ILHATIAUE . W RABATET 8 Ak N R vrAbAT
HEAEVT MK, ABATT AT DAt AE K 7 o n RATIE 2RI, W Cisco ISE 23 AR B N 5 sk 3 ke
N1, FEFahftuEnk

o NS IEAE N BARTRCA (1) Cisco ISE THR sk S 2 e, W20 F 34l A ke dE aii 4. 191
VEME R IRERE TP T H E XL (Portal Page Customization) TR . [ F&ES)IFEH
“HEAEIE R T HEPE” (Approval Request Email) i 1. f5 1% % B4 IE 333670 K3 NS4/
$E 46454 (Insert Approve/Deny Links).

B &% 2 WiFi
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* ST Active Directory 1 LDAP BT S350 UE ) AT/ o AE N ISR 3] 1) il N 4
AL R NI JE 1) Active Directory 4.

© WERAFAESGR S, WSS — AT I A E S BIMEZT ] AR AGRNE SR IT 1 A
4.

o JOERNLAUE I SC R HTML (9 FL1~ IS P2 7 i A e A F L EMIE 26 i
o WERIGR IS PF L IEAS A R SGREN, AN S R HEHE L S
AR E AU ANHAERPEN (S B, 12 W Cisco ISE #EX #Hi: 1SE — 3§ & e AHUEE D e iR
Eo ATCHEA —OUIEER:, el TR R
B B K P 4L B T R S

T LR A U7 A SR A HE IS A BE U7 10 W9 4% . Cisco ISE A7 FH 4 Uy 10 357 (14 H 5 IS 4= b 113 6 i 41k
Ho HARE I R E BN . ATRHHEI RN B, SRR BRI ke, 25 30 1.

HR1 AENAISE GUI P, piilise 8 (Menu) Bk (=), RJaik$E T4EH L (Work Centers) > i % (Guest) > ECE
(Configure) > iF &1 (Guest Portals). , 540 L1~ HE A o AR RN E 1K BT 1P .

$I2 EITEEMAEREE (Self-Registration Page Settings) 175 .

$IB 3 P ERBEMIFEIRGHUE (Require self-registered guests to be approved).
R s Ot 4 551518 B (Approve/Deny Link Settings) #i7)  “E 8 FH L vk FIE 46 52 58 78 v 41k 375 oK el 1 s
PRI LT IR
BN T AL R

- TR B EMIH B3RS HEUE (Require self-registered guests to be approved): #5548 FH 117 () B VM 27 5
SRAFHRAF R N HEHE, A eI B 5 55 E . sl IR T2 B AT % A S N ] b v v it 07 25 1) B 22 i
T

o FUVFUIRAE RIS At N HEHE J5 8k B 330 B 808 5% (Allow guests to login automatically from self-registration
after sponsor's approval): HF M 2B AE KA ANALHE G H 88 5% .

o HEAETE K B FERE Y7 (Email approval request to) - 21 k%

s TEYH YK E A B TFEREHE (Sponsor email addresses listed below): % A 15 & Rtk 1) &k
NI — A A el sRHsRCR S, A U 2 e SR Rk 31 Bk bk 4R 1
HEAF BTG RG22

* #iAi5]& (Person being visited): @ /REK & ARSI IEREIE (Require sponsor to provide
credentials for authentication) B¢, /5 HEGEHIFE (Fields to include) ' [ #1E (Required) ik
T CHnR 2z g AARD o AR b BoRX e B, 0K M R R AR R T
MR AF bk Gk, At 2 2RI

o LB LB HEIEIRE (Approve/Deny Link Settings) - &840 7 LR E
o $EFEBWEA (Links are valid for): %8 n] DL &K FEAERERE 1K) 2301351 R o

wxmze Wik i
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- EELGE

s TR A AR BEMIEIEEIE (Require sponsor to provide credentials for authentication): % ik
Tjin] s il ke N A\ FEUE DUt AEmK 2 CRISEIGER 20 h O E AN Kkt o« SCYHERBEMTE
FRSHE (Require self-registered guests to be approved) ¥ & 4 # i/ i8)& (person being visited) I},
B A AT W

« REAG & AP ITE LG AEHEHEABR (Sponsor is matched to a Sponsor Portal to verify approval
privileges): siiii¥4H{ER (Details) LULEFEI R/, HINREN ARG 7 RENA
IO, I HAZZH M RO A AENK 7 o BN RN T A A Sl s1, H T AR U A
FIP LA A o BT R 2R AN T e AR N T T R A R 2ORT B g S

BRIIA
SRR A4 BT 4 ) ) R A SR

FHia Z |l
RBISG R T, ARG A RO AT AL o

TR N1 1) BCER R E AT
PER2 RCE SR ARG .

IERNECE X
B 11 EORAEON TEBE AR PR A RC F ST

FHIa Z |l
WERAFTEAL BT, GG B ] LUK 1717 48 B -55 B2BUNE B S F R

L1 EAEHISE GUI , siiliZEE (Menu) EBlir (=), )G 1EF: 5KEE (Policy) > 5REg§T 3 (Policy Elements) > 255
(Results) > %X (Authorization) > X E. & L4 (Authorization Profiles).

PR 2 AE A R ) 40 PR 1 3 R ASUC 3 A

T—5ft4
45 87 24 Q1P SRR IO, T 0 O U S P«

I AT # S5 MDM 7] 7 BB R B A0
BCEALT AR S P (Ui RN DD (Y5 Rl SR IS R EE 1) URL, 38 %] )08
SRR T o

B &% 2 WiFi
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url-redirect 23R [T/ ARILL R, o
ip:port: IP HuhkAlu 05
PortallD: P 1 44 Bk

XTI
https://ip: port/guestportal/gateway?sessionID=Sessionld Value&portal=Portal | D&action=cwa&type=drw

X TR 5 % &S (MDM) ]
https://ip: port/mdmportal/gateway?sessionID=Sessionld Value&portal=Portal | D&action=mdm

L1 EAFHISEGUI Y, midises (Menu) Bk (=), A5 1L+ K% (Policy) > TRE&EE (Policy Sets) LA7E R/ (Standard)
FEWE T O TR o

BAZRUHE A 1 — AU S5 1 A DU FE 28 v VA Jeg 11 S 2L T30 . 5 2,
* WMBCAVIE LSy + Lk MaB, AU

o MENLL MAB, JH S E 1)
HIE3 X T Permissions, L] AU E S

N

AR EATHE T MAC KB - R MO B (44l RADIUS . Calling-Station-ID) I8, 25U H
Mac iZ5H4F (Bl Mac_equals) 2 HFA[A [ MAC %2,

BEXIFZEITR
ATRUE I A5 S S S BT B UT 76 22 L g 1 P S A e Ak [

SCHIPAMA P (Ui % s RO, FEE AT O0 MR DU 63 1) AR . A9 FE LT I vEan
R, WS A RAH T Web 1), 55 85 1.

BCE EHH AUP %

HFE K& (Policy) > SREEEE (Policy Sets), 7EA R GIHLB KIFBORN], 275 AUP WIFRBIN, K% H
O ) B T AR EUE T 7o 8 451 EL 88 LastAUPAcceptanceHours 5 77 22 i) e K/NEHEG, - 4
LastAUPAcceptanceHours > 8. R LLEEFE 1 2] 999 /INBJ [1) /N S5 [l

wxmze Wik i
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T—%#ita
T UE L i 77 O AUP WE, THHAT B R34k

1. fEMFHISE GUI 1, mili3kE (Menu) Et5 (=), RGIEFEEE (Administration) > &4
(Identities) > #&if (Endpoints).

2. b, WUFZOm R AUP 55 M52 1 TR] (AUPAcceptedTime).

sl EHA AUP

AJ DL R 7 S 8 ] LastAUPAcceptance 38 il ] J7 #5252 AUP.
If LastAUPAcceptance >= 24: Hotspot Redirect

If LastAUPacceptance < 24: PermitAccess

If Wireless MAB: Hotspot Redirect

1. WS P 24 /N2 T AUP,  WDAZ PR32 AUP (FEHTFF4R)
2. WHERH FAE 24 N 2 WL AUP, NIZkSE21 .
3. HIRViR L% (MAB) I, il 1042085 AUP.

XA B SR AURIER 1T, HEON IR R AUP,  BIVRTAE A AH R R -

17 % Remember Me
I S Cisco ISE BEMS 741 25 H 2 b SR 0 2 4. T & MAC HuliE.

U5 AT B RAERT, H PR MAC Ml fRAFAE Ko 2, RGP 2 4. W
%HQF'U?}TI?E% %}:E?‘J?L%@JHQ% j MACiﬁjthEﬁ”% mzl e, U A B ER s (5

MCisco ISE 2.3 JF4f, ISE AR T 1/ H7 ID, TR &y, HARBF R AS .
* Cisco ISE 2.3 s T b DRE, (RIS TCikfHOCH] .
* Cisco ISE 2.4 SN T 25 L DhRERIE T, &AL T 7% (Guest) > & E (Settings) > HE&IZE
(Logging). ERIAMELL R, BT 2eZE™ S a LI, TR R LART A IS AR e

A 2K Remember Me H & id sk ] @ M EAH(E B, 1HZ 4 LA F Cisco ISE #:IX % li: ISE 2.3+ Remember
Me Vi & A8 U5 & Zem 2l H &0 5% 27 (ISE 2.3+ Remember Me guest using guest endpoint group logging
display).

A N E Remember Me TEAI{E K, 152 [ Cisco ISE V5 & inl 5 & 45 7 :
https://communities.cisco.com/docs/DOC-77590

A RAFM AR RS THERIVEAAS R, WS AR RAT U o
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KZEANTF

KA i Cisco ISE Vi % kg5 FEMAL 2 —o TR, SOl AT BRI U5 % G 2
AV PRGN, Lhegz 4ty ) 8 /) 28 BRI . GBIV 20k e, A NIE W] DS A AT
JUULSTEISCAE S MBSO A TR X D7 B B Ak PR 5 B 170 B BOVE M A5 B R fHons 28 ] I 2% 1)
ViR BLRZ AT, ZR G e Tl i i AF 2R A NHHEIL T 3k )

EREANRLEEZPIKA

ERANMAEERE
RENAFGE DL RENT ) —HRR . 2R N Gk kAT I
1. ISE $iE A N AEIE.

2. QAR IE I B 6L, Cisco ISE AR Pl HIAGENAL, PR AR A s 1) A0k
N WERAFE LUN AN A, AR DL EC s 50 N4

o RN A CHCE BRI .
© WERBEAE KR AR SAE, WIIE AR N BTAT 26 AF VP true.

3. WARKENE T IR, WG N NSRBI R . AR NATLUE T2 A0E AN, 7R
DUT, XS PRI G WERAGRAANE TAEMTAGE NG, WSRO T T N4 R

FE N S AR T RGN T o To A NG SR ST, 28 HIAR R A 2ok DL T
KA NA
ERAEATR

AR AN T A4 100 5 Bl 322 4 T il ) 28 8 ECIR P PRI B 07 250k ™ o /61 0 0k
FUe s UM AN T A8 B S8R 7 1A 5 2 SR ALK PEARAE R

FERBANTT By e AT LRSI B D5 &0k 7, s A

a4

ML ESE 3 A7 DX (3 Active Directory) ALK ISE 4 B i3 n] DU RO NI — 5. HIE, W
AR R R T (B, ERIN CEEE AL R ANBERE AR NALI B ).

CEZLWrTIEIPIv e YNNIAF

s R R FEHIG T, RN A (Manage Accounts) 55% . EEERAEIG B, AR R
i5] (Guest Access) > EIEMH A (Manage Accounts). i &Ik~ (Manage Accounts) i, %%
SIELEI Ui ) ALL_ACCOUNTS [HERA R AL, o] DLBIESH U7 2k, AH JGVR I X 6 1y
%, PUABAT P ms il ny F T Baok B U5 Rk P OSSR . HATAH TRIBCBRR # A ke N AR
SR TP AR 2L ek F inf,  ml UKL @ 1
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wEfRS WiFi |

UL BRER A R T T T P{T A FRR 2% B (Portal Behavior and Flow Settings) & 111
NE%FQWGHWSW%%¢O

St NAT B KBS 05 ) A N1 B4l o 11 9002,

o TR P RIPEHIE ) “RENTTECE” (Sponsor Portal configuration) & /. i 5 & i8]
(Guest Access) > [T FALA (Portals & Components) > % #2 A (7P (Sponsor Portals), 77T
KNI, R mdi2 B (Description) “ZBUA M AliX URL (Portal Test URL) HE4% .

s FENNE R, TIFERENTT NI RIRE (Portal Settings) % 1117 c & (1) URL (FQDN) (445
fE DNS 45281 E )

ReEHR(E
AT AR TP 0F 6, SR 400 ISE AR (R AT L fiee)

https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html.

A N P e ik Ak TP G R A B & FH i P A 2R 53 T B AR« Cisco ISE 23 i AS th
B PE Gl A AR A H 57 ) B (LDAP). Microsoft Active Directory B, SAML 5§ 3 FEX} K ite A
AT BRI UE . WA AR B a, o200 A A e N Bt B ik P o

FEAE AT AT I I, At NP SOl NI WA N SO NI R bt %A
NI AEIZA e SCRIBUR .

WSRO I A AT s A N AR A A N R Bl A«

1. RENJETERE N e U DS e 02 n] LU P B 0 40 s A8 5 305 i
P4, Bl4n Active Directory.

2. R NWEEAERA AR E M T b4, oAb AR R 7 R T B W4, ik,
X LEIAFIRIAT I SABL T FEAL SRS T T ¥ 4 11
— NN ZA SR N MR . R, ZRR A P X e 4L s, R ik
o WORTEATATAL PR T SRR, Bl “BBR T2k 7, WA %A .
o KN TT LA FRAT AR 20 v 11 5 725 2 2 B i 4
V-3 SNV RS B A ROl E-
o TR UIHERCOR /N BRI B, A 5 A e KA
IR R AASATAT IR NAL A, WA FevF i R N FAT TR AT
* ALL_ACCOUNTS: & A\ nT U BT A U5 20K 7
* GROUP_ACCOUNTS: e N\ AJ LU B[R] — A N ZH i ke NG vy 2 ik
* OWN_ACCOUNTS: e N HREE BRAAT TG (1) U5 & ik F o
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

| n&inks WiFi
tigxeAmprsnszein ]

BT LD E SR E SO N AL R T ZhRE, I BRI Al A1 (R D) RE »

tlEAREARPAFSEE A EAS
SR A B AGENHT E4RE rTAE I AOR TP RGN, T3 T AR #R4E :

HIE1 ERBHSEGUIH, fidiSEE (Menu) Kk (=), SR JG%E#: ZI8 (Administration) > 514 £ 8 (Identity Management) >
514 (Identities) > A P (Users). K P9 & Pk P 23 Be 205 U 9 H P S 4 .

iR BRING 40 Guest Portal Sequence W73 HC #ERIN K N 4.

P2 {EUEHISEGUI , sidiZeE (Menu) Blir (=), AJG1E# TEH L (Work Centers) > i & if718] (Guest Access) >
TR FnZA 44 (Portals & Components) > % #2 A48 (Sponsor Groups) > tlli&. 448 & (Create, Edit or Duplicate)
s SRJE SRR (Members) . H4 AEENH 7 B 47 AL LS 21 Ak N2

T—%Mita
TRIE ] DL 8 T St LG P S AL DU T RE N . 1 FE B (Administration) > B4 &
1P (Identity Management) > ¢B (Groups) > Fi P &{%4H (User Identity Groups).

feEAEAA
Ciscof BN e N o a0 AL I BRIAIE I, n] LAAIADET R R N, 50 g BN Ao A
4, FFHEBCE . BT LU HIRE N, DL T 2 B A A 50 R R I R R 4

TSP AN, B NS A N1 il DUMBRATAT A8 N4, {HCisco ISE $2 Mt
RIER N N ALERSb o

P11 EERHSEGUI Y, fUiliZEE (Menu) Elbs (=), )Gk TEH L (Work Centers) > 7 & i/ 8] (Guest Access) >
TR #0£H 4 (Portals and Components) > & #2 A £H (Sponsor Groups) > 3. w8 E #l (Create, Edit or
Duplicate).

2 N ZEANEZFR AR

23 7FEE S (Match Criteria) #5704 LL R E4015 B

* BB 4H (Member Groups): i B 5 (Members) LLIEFE— DN Z AN (S ) ARULK B NS 65
41, SRIFHINXEed] . BRI R NA S0, P T 2 — A DR E 4L

o Hith £ 14 (Other conditions): 5l 6l #1544 (Create New Condition) nJ 4 2 ok & ik A5 78 b & N4
W T AT A I — A B AN 5. #aT LUIE K ) Active Directory. LDAP. SAML 11 ODBC & {3 /76 [X ]
GO IAEEYE, (HARE M ] RADIUS A8k RSA SecurlD 7% X . %t a] LUEFH A 3 /0w bE . 454 A
HIEME BAERFFE.

o AP AR SR M Name QISP TR S AE D B iy H A R 4.
Internal User: Name EQUALS bsmith
KRR R 4P “bsmith” IIREH P A GeJE T R A4
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* Z§ ] Active Directory 5491 1] ExternalGroups J& PEGIE 414, 18 4 ZEULAC A KA 1 IEFE AD “Primary
Group” o #ll, W) 44 /2 Smith, ] AD1:LastName EQUALS Smith j True.

BRULHC — s NCE KRR A, SO NIE AT & AL AL BV BT B 451 IR — AT B IR K
BN TG ZA SO N BILE A, W BR T

o WRAEARATUCECAL R T T2, Bt R vy ek, WSS B AR .
o KA NTT LM R A VERC A b 07 2 R B U 5

o KA NTT LU AT A VG R b 07 2 R I B U 5

o R NTT AFEAEAT UL BC AL P A B A 5 %5

o X Wt DO/ PR KR, 3 A A5 DL C A A R de KA

Tn] LG R A6, 55 1 % A A B A AV BE S5 o i RAN G o AL A, )Rk N A e RS N Bl B A
AR DG EC 7 S PE A E

P4 BRI YRR T R AN R R AN, E AT R NERERA U TIAEREEEMKA (This
sponsor group can create accounts using these guest types), #RJ& ik —PMEiE M &I,
LA IR I B 2 BUE (Create Guest Types at) FIO#ER:, QI ZUI% IR, SIS ILRR ALl QI8
VIERJG, DOSEIRAE RAIFEFIT I AR NG, ARG A BRI BB vy & 2R L.

LS i EBIAEIGEBYALE (Select the locations that guests will be visiting) #5756 Vi &k s, A A 20
R AT DUER AL E T REENX)
ot R E i E AL E 7 (Configure guest locations at) 7 M558, I BNV &AL &, v LA DN EE 243 & LA
PERERE. QIEHIVI R E G, WOSEIRAT . KRBT T A N4L, ARG A Re ik B i & i .
TEANZ B 15 25 LA B 5

HIE6 WA E KR NG G4 2 i@ AN (Notify) (2638, I7E B 3hifF 2@ & (Automatic guest notification)
T, dEhanRepE Ut e, W EE K P B B 3h e & & EERMY (Automatically email guests upon account

creation if email address is available). X4 FEEH—ANE L, B EARIE R THEE. & IR 2o K AT
FIREINbR AT, NAE BRI AIX TR IBA (Guest notifications are sent automatically).

ST kI AR R (Sponsor Can Create) K, g 'E it A4l AP it Akt A R0 15 1) bk 7 11326 35

c NEBEFERENZMNABEKS (BXN) (Multiple guest accounts assigned to specific guests [Import]): RV
KA NI NS RNV E A B (P42 F gk D B2 Nk .

Wi A R, SN (Import) ZEIURE s 72 & 1T [r 632k P (Create Accounts) % 117, Import
EIUNAE S ey G e sh) ErTH, #I0 Internet Explorer. Firefox. Safari %5

* HEabzRdk P EPREI (Limit to batch of): AR RVFILAGE NN G 2 MK, 5 E AL PSR SRAE T
AT LA ) U 2K P 2

HRFGEN AT LI 522 10000 MK, (HRE i TR KPR RE Rl R, AT it D301 PR 1 2 0 P

s HEAEEIFEHSNIAEMA (BEHL) (Multiple guest accounts to be assigned to any guests [Random]):
FVFIRE A 1 HLAR S5 % LA A 75 TE U e 2 AN BERL T 2k, B A g 2 ANk

B &% 2 WiFi
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W JE eI, BB (Random) 3L 0K 2 /R 7E AR T [ Bk P (Create Accounts) & .

* 2N P& A14% (Default username prefix): 572 K N AE G 2 AN B AL U 2K B 0T LU 7 7 44 g
R ARE, WAERIRFENLYT M1, ARENTT R Iarg. sbak, a2 Allow sponsor to specify a
username prefix [FPRA Ky«

* CV5 H (Enabled): At AN 1] LAZERE AT dm b BRIA TSR o
* RJAH (Not enabled): A& N TGVEAE AN g4 ERATTE -
WIRAEATG E P A i sl A evr B NFR E P A4, WIRE N TSR RN T o BoH P 44w
238
s RIFREAIETEHFZRIE (Allow sponsor to specify a username prefix): 1 % i b & N [F I 6 %
AR, AEFREAE A EERAE AT LA R U7 5 bk 4
HAR RN T LA 2 10000 MK, AR BV AR RE )8, FRAT T S A B sl 1) s (b 7 44

TE8 AR ATEIE (Sponsor Can Manage) F, 1 LAFR il b A& ke N 21 1R D3 mT LA A SR 2635 2 7
s (XAk#2 A B BYM A (Only accounts sponsor has created): 2 A (1) & N H BERR 35 A2 1K) 1 S 2E bk
JU, A A BT R U R
o th & #E ALHRY R R BRI A (Accounts created by members of this sponsor group): AL kR N AT & A
I BRI Ak N A RO N B 1 D 2K 7

* FTBA M (All guest accounts): AN A I BEBTAT Fp AL BT 20K 7 o

W9 & ARLL (Sponsor Can) T, AT LA bk ke A ZH 1) s b $ (it B 22 O 11 25 2 e AR = R A iR o
s BHIAERNEKRES (BFHM4. EiESAY) (Update guests' contact information (email, Phone Number)):
XA TAT LA E U R, SR ok N TR Sous R IE & A
« EFEATENAZEES (View/print guests' passwords): i FETE, KA AT LT EI U & %05 . Ke AL
EE TR P (Manage Accounts) & IV % PEANE B P & B Ui s i . ARG s Iy, RGN VAT EI
b, AR P AT A] D B s SMS (i R UG ED BRI .
KIEEIHEEIER SMS &1 (Send SMS notifications with guests’  credentials): X T4 T m] LU P (1) U5 %
MK, SOV N 1) U7 % R A 3 JLIK P PR SRS SRR SMS (3CA) Ti 4T .
« EE I EMK PR (Reset guest account passwords): X FABAT AT LU BRI U &K 7, R VF Ak ARG U5 & 1%
%5 4y i Cisco ISE E A BEHL 215 .
s iR P B XE (Extend guests” accounts): X FAATTAT U BRIV MK ST, RV AR KL K A2 F
WIHWZ 5. KN AR IELS VI I S A3 M 250 R A5 %0 1.
« MIBRiZ Mk A (Delete guests” accounts): S FAbATTry LA BRIV 20K, e i/F A ARk 7 9BV 7%
Uy 8 w25
« GiFiHEM P (Suspend guests’” accounts): X AR TR LUE BE VI 20K 7, AavEAGR N BHS LK, BARH
1RV &I I 5%
PEERAE IR 25 R A AUE HE (CoA) 2k, LA 2% Hh I BRET 457 1R 07 %5
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« BRAHE ABHERE (Require sponsor to provide a reason): 2R i NS AR D7 200k 7 1 Ji Ao

s HOEHEEBITEMIEZ 815K (Approve and view requests from self-registering guests): I & i A 417 ()
RS N AT AR E E AT MG B T R AR Bk sk (Rpdidit) , BAAER P (MR D) SN R
HL - S A bk I PR 5K o b D REEESR G b By MU & A 0 T P TR I EE SR B iR MA B R IR 1S HEE (Require
self-registered guests to be approved), i A KN (FERBER A TR,

o ATAMTAF AL FMR s JE T ZE ) ke N AT DA I A H AT AR B K 7
* AL LR RN R AL BRI s R T IR 4L AR N K RE A FHEHE 1 B ik 7
s EAREED (GFE REST APD iiaBEl ISE {7 E M (Access Cisco ISE guest accounts using the

programmatic interface (Guest REST API)): X Tt fi T n] LUE BRI DT &bk -, fui/F ke A8 FH 15 % REST API
G R 11 U5 i) U 25K )

$£B10 LR TF (Save), RJG ik (Close).

AEELAEAKFEEKAAS

ST DAMC B 07 ARG BT U B ik 7 I S M (K Y P i 28 . By B U5 ISE ik 7 Bir
WA, AR AT OB H A 7 B, IR A i B 7B

TC R RS N K s P P B

1. 7EJVEHISE GUI 1, fiidiZEE (Menu) Elbx (=), G iE# TEHL (Work Centers) > 7 & 17 jd]
(Guest Access) > | ] FaR 44 (Portals & Components) > %&#2 A1 (Sponsor Portals), X 2%
RENIT .

2. EHITATIEBENX (Portal Page Customization) 13 .

3. I MERIIEFEABFIAEEIEM P (Create Account for Known Guests).

4. FEAIMITE b b, PR E (Settings).

X B YJr TAERA N LRI UG 2 B s b o B DL R MR JE A I B . L ESE T

“CA” (Known).  “BfHL” (Random) Fl “F A" (Imported) Vi &AM Kk N FANHH P T2
(RS BN A G, DA S AE O D5 & B 17 B
SAKP B AP ZFE

SN ATLLE N 2R, (AR N R CSV BN, SX AT AR B . Ak N nT
DA IR e hriil. EATRANES 4%, LME ISE Belg 51

* /4 - Al LU User Name 55 UserName.

o WH - AE password.

B &% 2 WiFi
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BEELXEANTFR

EEANTPHHERRE
DU &CE R AR NTTF “I1)7 0l H & L7 (Portal Page Customization) 3£ 5~ _EI¥] “h S A1 %0
Zik ' 7 (Create Account for Imported Guest) T [l I UA B & .

s RIEFEIAREIER TP S & A (Allow sponsor to be copied in Guest Credentials email):
WA A PRI, T K% B R D 3 N U 2 R U R AR UE HE IRt s R BN . BRI
AN ) R N 3% HL T BB

o KRR ANIEWHZEHH (Allow sponsor to receive summary email): 4K NG AR 1413
i, ISE &Rk —H 5 A S A B i 7l fh o an SR i 1o, Rk AN i
FEAST NP B S e WA

BeEREANITFR
STLUEMBRAT 1 B BB, BUE TS, SO0 SO SHOMSTAI. 117 S, FHRRICisco

ISE4RALM AL VRS o ARG AR ATBOA VR, W GIEHT 1) sidn R BUAT T 1 R AL 75 2L
AR 2 A BATAN R BCE I 11, Wy LRI

WER BT AT T I 3 e LA R AN TR, B Bt 8 AT AN R il i, o BE Sk
WA B A P BRI RA AR 81, W R R NSO .

KR HECE RN AT RIS

FHIEZ Al
e i S A SR, B E SO N, 5 37 TP TR

B AR IRS . 5 41 UL

B2 NI T VIR MRS e , 5 42 T,
PRI QRSB S s, 5 42 T,

LA QST 543 Tl

S QAR 543 T,

P®6 (W) A SUREANTT, H 44 T

B SR Ig AR 5
9 T 3CH5Cisco ISE B 17 Web 1171, s SAE L FATEPT 1/ HO5 A LRI T -5 R 5o

$IB1 EAESE GUI /1, Aii3RE (Menu) bR (=), RJEi1EF B2 (Administration) > R4t (System) > 2R E
(Deployment).

FIE2 SR ST R (Edit).
$IE3 EEMIEE (General Settings) EIi-F T, i F5%EBBRSS (Policy Service) 1) 4%4H
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$£E 4 b B ASIERS (Enable Session Services) 5 EHE.
LIS ATHRTE (Save).

IR T & AR S5 RYIEF

SRR A IR, T RUR I — M E, IR RENEBALRS . 1 TP R
Pt Web I IR AE P ABR4 BRI 541

L1 AERBHSEGUIHY, ridiZE (Menu) IR (=), ARJ5EH B2 (Administration) > &4t (System) > iEF (Certificates)
> BRYIEF (System Certificates).

FIE2 NI ADRGUEB I H W RN EFHE T I E P 4%
A AT W), RIE P AR A

SEB3 EH THEHD (Work Centers) > 3% ij718] (Guest Access) > [P F0¢A44 (Portals & Components) > & i#2 AR
(Sponsor Portals) > f| 5 4%4%8 (Create or Edit) > [JFi&& (Portal Settings).

HI 4 5 HRIE PSS Certificate Group Tag 44126tk 845 & IF B A AR

BIZ MR iR

Cisco ISE BEWS 5 4M 5 4335 (451101 Active Directory. LDAP. RADIUS 4 i fll RSA SecurlD 45 28 )
Bz, DRIUH T S KRR AU P 5 S e AN S 0I5 AT 36 TR T I B B0 UE BT 5 1)
TIE D 5 473 BAIF P S A

)

AR BRI B IR S A3 2 S AR P B4, TS B AR By iR g5 SR R

PR AARHISEGUIH, i3 (Menu) Bis (=), A5k B2 (Administration) > 54 &2 (Identity Management)
> SMERE4 R (External Identity Sources).

P2 EHELL TR —

o EPEER B4 36 E R B X4 (Certificate Authentication Profile) AT 3 TIE 15 ()5 456 3iF .

* % Active Directory {F Jy /M5B & 4354 #52 2] Active Directory. 3K Z 7 E41ME &, 121 K Active Directory
FAAE A8 B 035 o

* P LDAP LI LDAP S0 . A CTEAN{E R, 1S5 LDAP.

* &% RADIUS % h# (RADIUS Token) LL7 I RADIUS A RS 25 . 4 CiE4115 B, 1550 RADIUS 25 4y

* E#E RSA SecurID LLIA I RSA SecurID lR4s#. ARG E, W20 RSA S

* EF SAML Id 122 F (SAML Id Providers) s i &t f 4 L7277 (IdP), 4 Oracle 15 )& BE2% . A OCTEA(E
B, 1S SAMLV2 S 1E Ry S5 S 4 U

B &% 2 WiFi


b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_454
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_171
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_171
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_455
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_456
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_456
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_457
b_ISE_admin_3_0_chapter8.pdf#nameddest=unique_458
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* P4t 32 % R (Social Login) LUK A4S 6 5% (Al Facebook) B AAMTE . 1S H T BATH MU & ¥k
ARG SR, 2R 16 UL,

tIZ S0 IRFS

FHIaZ Al
ORI L4 AE Cisco ISE LS T M 35
LEPATUU ARG, IS S P R U B

FEAVFUT I I A WebAuth BE4T S B6G1E, 620 R N HC B D7 25 117 B 43 56 TR J50M1 54 4 st
B, AEEATEE AR R S A X

TR AEHABHISEGUI T, i3k (Menu) Et5 (=), ARGk BT (Administration) > 544 &2 (Identity Management)
> B3EF%5 (Identity Source Sequences) > iR (Add).

FIE2 N SR FR . B8 AT LU N AT I K08 ]
LIE3 i Select Certificate Authentication Profile 5216 HE - 2 5 T-F 5 11 B 47 50 UE KEBEE 15 547 50 UF i & S0 A
PR A {EIRTEFSR (Selected List) 7Bk FE48 Ay S ALHRAE 5 3 U P 21 o ) B e
LIRS (EIEESIFR (Selected List) 7Bt - FHr I BA I PR T, #0145 22 Cisco ISE 48 504 2R 1R 7
$1B 6 7t Advanced Search List X3 ke UL F kL2 —:
< BRI FY B E b 776E X H 4G AuthenticationStatus B 141& & & ProcessError: W 7 RAE 5 — ANk e
BRI BT, A ¥ Cisco ISE IR, iR EILIET .
« MAKRKB B P FSEEFI R T —7FMEX (Treat as if the user was not found and proceed to the next store
in the sequence): U1IFARAESE —AN1E 0 SRR B P, A B Cisco ISE A4k 4% J P 5148 2 HoAh ik &
SO0, E IR,
TEAL IS KIS, Cisco ISE & 4% UF I RIX LG M. HifR “IEEHIE” (Selected list) 7B H1 i 1) & 5
(R 2 445 5 ¥R Cisco TSE 48122 5 43 U5 R I

PERT RHREZ (Submit) G R R] AR i 78 SR A ) B4 60 050 471

BEREAIR
T ISR BERAR AT, SRERIR N Ay B e B0 S 0 i ) ELICI P 3 RO S5 %%
R

Cisco ISE N REIRAL T BRASGREA T, BT BHERTZI 1), AR EIE S — AT (HiE, &arLl
QIR R AT, r] DA s R AT T o RmT DUBIER B3R R 1, BRG] R
b
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BT AT A FNRFZR E (Portal Behavior and Flow Settings) 3 L f#) “ U & ” (Page Settings)
JI AU AR AR B0 538 o S W 21 e N e e v i B T e Rt b o SR8 R AN T, 481 4 AUP B [T
ERBRIERET, ARSI AR QR AR RN T, e o NIRRT R,
IFHRG A REN SR T —A -

FHia Z |l
ORI AT g E A 1) A P T E B A T 5 MBS 0 J5RT B A3 s 41 o

FE1 IEITPIEE (Portal Settings) JUifl, WAL ATT I E , 673 TP AT,
RIS AE SR A AL 1) 11 7 A R A F AT AT S A e & 1T

PR 2 MEERIRE (Login Settings) UL, 1 AN ISR IUHBCE , 55 75 WU k.

$IE 3 [E AT AE A SRR (AUP) TTEIZE (Acceptable Use Policy [AUP] Page Settings) Ui, 1 A& AT/ i nf
AL EGK (AUP) DU , 2 76 DUH BTk,

L4 LE ARAENZILIZE (Sponsor Change Password Settings) $E3, 1 &N 117 A N T SCS i3 E , 4

76 GUH I .

$E5 UEEFEH#IEREIRE (Post-Login Banner Page Settings) Ui, WA A7) (18 % G REIE iU SEE 45 76
TR

PE6 WHREREXT, EaEZEANTRNARE (Sponsor Portal Application Settings).

PR T midifRTFE (Save).

HEXEZEAITR

LA 5 SO 38 S O B UT 63 DR G 1) T Sz iR B R S L T sk B
ST AN P ARYS:  A7 9% F 5 TP PRI S, TE S B S Web 177, 55 85
P

A

AEELAEAKFEEKAAS

T T DAMC B 07 ARG ST U B ik I e S M K Y P i 28 . By B U5 ISE ik Bir
IR, AR T DUMBR FA 7B, IR A 2 A e 7B

P AR N G i ™ I A 1 7 B

1. EFEIT{EH L (Work Centers) > 5 &/ 18] (Guest Access) > [ 1P #A4E 44 (Portals & Components)
> % # AT (Sponsor Portals), 4R 44k K A1)/,

2. EFITATUE B EX (Portal Page Customization) I+ .
3. [ FEIFERE A B E MK P (Create Account for Known Guests).

AR B L, WEFHRE (Settings). BCEEUEYGE T AR LIV I
AR EY, LU AT B

B &% 2 WiFi
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WREEH T “C41” (Known).  “Bffl” (Random) Al “F N7 (Imported) Vi %2R, Kl AN
B PR B S A BN, A AR TE O AU R R IR E I B
EEASANKFAR AR ZFEET

RABNTT LGS RIETS, (E RN AR, AT AR VRN BRI o R AT B
DX LEbR . e 1L AUERfr 4, LMECisco ISE RE UM 41

s AP #: "LJ2 User Nameil UserName

© BRG: UL EY

B EiEM T AE AR EIRE

LR NQIEFTI U 2K IS, ARAT T2 TC B bk P (RS I R] o AR DATC A N W] I IRk 3, A
FOVFABATTE B K 4R 482 N 1) DA S T AR AN SR N ] o X Seie T34 V5 S 2R R . AR AL EE B
(Access Information) #7/8 F frF 45 58 .

P AT P IS TR T 1) Uy 5 R A B A b A B 4K (8] B E) (Maximum Access Time) ',
i r Pk :

* NERERFFIE (Fromfirstlogin): Ak A1 S 15 OSSR a1 P b 1% SRS IR RS2 N [A]

V7 % 20 3 H B Al A #ER4ERT 8] (Maximum Account Duration) i i A2 Ay LI )4 1)
i,

s N AIEEBAE (SUABITEMBEAFIE, WRER) (From sponsor-specified date (or
date of self-registration, if applicable)): e A LUE PR FFSERT A B E N “ TAEH SR (End
of business day), B UL %7 BOF BB FFEEI ] TFAG I [A) M1 45 A ] o

PR 2 N ) R0 A28 I 2 A BB A T hr R AR X L B BAFNEY 8] S2 177 i8] (Allow
access only on these days and times) T .

o BRI LB T AE ARG H Pl £ 10 H
e s e SN GIP S BT Pee W N VR AR L 91 784 N ORE S 34N ALTR

A& A TP H Kerberos 51955 iE

0] LABC B Cisco ISE, {2 {# ] Kerberos X & 5% 21| Windows LA i) &S AT ) R A P 3T &
PrEIE . I R Kerberos S UE 1 1) £ 8 5% & A H P 1) Active Directory #EilE. 7R3 B 2% 5 Cisco
ISE @3 SSL iEH 5, RIS % AhE1E WHUT Kerberos SSO.

DL 30 H D25 T [F]— Active Directory 151
* KA A PC
* ISE PSN
* MR AP ECE ¥ FQDN

ISR AL KA Microsoft AN 75 Active Directory #R[FI X7 {75 T Kerberos SSO.

wxmze Wik i
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. & ¥ A TP 8 Kerberos 3360 1E

FE N s % Windows.
Vig 1A SR Kerberos G435

fit & Kerberos

RN T )3 H Kerberos, i & ANI&E B E X (Sponsor Settings and Customization)
7 1R 523 Kerberos SSO (Allow Kerberos SSO) & %4

UEAh, B IUERRCE AR N KR A . LU &1 40 o] T3l e B AN ) D4

P i

Active Directory F{ FH 7 A4 MU 7 AR FRALVEAC . SSO KR I 32 R4 FRACHI T ™ 1 233 o

EFHEE Firefox

1. fEHWHERS 5N about :configo

2. g WoRIEL, SRIE R LLREL
3. FEEZEPEFIER negotiates

4. ¥ FQDN VSIN3 network.negotiate-auth.delegation-uris Fil
network.negotiate-auth.trusted-uriso !:AE VEEE/J URL ﬁJi%U\JE \Bl%o

5. RMIELRM s Cutes, JoHEFA L.

FHEE Internet Explorer
1. filif AR, RJGERE Internet 3T (Internet Options).

2. i RELIR.
3. siliZHh Intranet (Local Intranet).
4. pihukE (Sites), AR5 STE%R (Advanced).

5. ﬁébﬂ?‘fﬁ‘% <mydomain>.com, Hrp <mydomain> EREANTI) FQDN HEEC AR, BCE T PARTA
FQDN.

6. sSidikH (Close), ) i E (OK).
7. 155 Advanced &I <.

8. [ NRZ)F|&R £ (Security) {15 ik /B A& A Windows 44 3&3E (Enable Integrated Windows
Authentication) 5 ZEHE .

9. EiAiIEMHL.

Chrome 1 DL M Internet Explorer $kHRiC &

B &% 2 WiFi
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seArrazseAln

P HERR
o LEM AR N IBAT set user, WIFTHENLZBYLEREMIT AD 1,
* TEMAPERTT FIBAT x1ist, AL Kerberos SR UERIEHL A FIHK .

 #54 SPNEGO 4 MUHCH. NTLM %4 340 L Kerberos &M 1F HALINE  IEWAINI &5
s R A7

o [ K JERS kerberos ] Wireshark fili3k Kerberos 53k (U1HEAZTE) &
N

IR )8 Kerberos SSO ZEINRY, ) 75 BLE LT & FQDN Vi) &AE A1), BU# Kerberos SSO 1F
BT WA R AT ECE T 117 FQDN, WM H &2 FQDN I, P i il JL15 0
FQDN & M2,

KEANTEEFZFEZEANITR
=] #R
YR NZARE SR REN TP, REGE LU R A

“HP eI WE. ” (Invalid username or password. Please try again.)

R &
s RN T BRI
o MTEEEAE (NI R 5K Active Directory) H AT LA FHd sk, IR R A TERL.
 JOR NPT R A4 C 4%

 JORNHI Pk AN & T8/ R R AR, R MRAT R N (0 5 AN AT A
N5 -

« JORNFIAEH RS S48 CEF .

fRRA R
* BRI AEE .
* AR
o WA R CAEHT, ST ik
o RN R S 2R 0 ok R AR N AL IR 0
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B sev=nzesEs

/.

[k 455 3 22 ) 2 32
I E AR NG
Cisco ISE )% # 5 1 Fl s, 46571 BLIIL SO0 5 1o 77 2630 5 PP A P DL BV 2 5 R
R,
T LA s B AT S

P EAEHISEGUI T, silisk & (Menu) Blbr (=), X5 1EF #21E (Operations) > # & (Reports) > #f & (Reports).
$IE 2 EFRIAE (Guest) 5 iHFIFH A (Endpoints and Users) LLATE &R Ak AR £ A R 27

HIB3 PR EAL S EER (Filters) FHAIR MR MEI .

FIE 4 7F Time Range "k B AL A & (1) 50 1 i 1) s

PS5 AdIETT (Run).

fEfRIE S iR

Cisco ISE 2> #£Cisco ISE = L[ FEbrdas AR -h $2 41t b 2% Hh 4233 B 8 IEAY 3/ % (Authenticated Guests)
FISE N2 (Active Endpoints) AR 541 K .

\)

AR XTI, &S BRTEEE SR IEIERITE (Authenticated Guest) Dashlet |-

AUP 12 KSR &

AUP Acceptance Status #2275 2 WITH Vi 2511 P R T2 AT BUR (AUP) IR . EAF AL
T, ST E (Menu) Ebr (=), ARG 1EEE #B1E (Operations) > 3R £ (Reports) > 7% (Guest) >
AUP #3975 (AUP Acceptance Status).

T DL AR 5 BB M D47 EL 5% A0 EA 46 AUP 3685
HEICIKIR S

ViR ACIKHR TS R de o I R B (U 3 8 s ) il sk EAEH AL L, i B (Menu) Elbx
(=), RJGikF B (Operations) > 3R & (Reports) > 7% (Guest) > ifF ZiC M (Guest Accounting).

“ VARG (Master Guest Report) K5 & Al it OB B — LR P, ARBT BLG ik B AN AR
ORI . T ARSI SE 2 8l A, MIER A A S ST S AR IAEE D, A

B &% 2 WiFi
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sessznags ]

i3 8 (Menu) Kir (=), RJE1EF 321E (Operations) > 3 & (Reports) > R &5 (Reports) > 7%
(Guest) > FiFERE (Master Guest Report).

VA A SR AT U7 2 5 s 3R AT SG5 7 1 U5 1] (1 1 3l ) PEAR AR UG o 48 mT U P bl ot 1A 22 4
W%, ULEE VI AT T M2 AR AATTAE M2 BT T A . EER & MM
Bl (B GAbAT TG il (R (1 URL) #8806 2001 56 AT LA R # A«

* JAi /] Passed authentications H &1 36287, £ EEF ISE GUI H, ASiZEE (Menu) Hir (=), &
JEEFE BIB (Administration) > &4 (System) > B2 3% (Logging) > B2 % Z£ 3 (Logging
Categories) , #RJFIEF “ Tl K S {3 %E” (Passed authentications).

* LB K Hg R HI R D7 B A LA R I T -

* Inspect HTTP traffic and send data to Cisco ISE Monitoring node. Cisco ISE f{ K 3K Guest
Activity 15 (1) TP Hii A U7 8] URL; Bk, 0] B £dls PR A (A 5 1K 2845

* Send syslogs to Cisco ISE Monitoring node.

RENERMEZRS
NSRS R 65 SRR DL A 25000 24
C RN b RN G .
RN e A ATV A B

LAFIAGED, 1 RE3RE (Menu) Blir (=), RJEEFE $4E (Operations) > R & (Reports) > iy
Zif a3k & (Guest Access Reports) > &2 A BRI 1ZIR & (Sponsor Login and Audit).

Ly

HERINPHEZEANPEEZBEICE

VI T TP FRENTTS NPATRE SRR, RESmEMTZ ARG REFZHEN . B
VBT, X4 B B /RTE /opt/CSCOcpm/logs/localStore/iseLocalStore.log XA .

TomT LUK IX B3 B G B0 e 3R 48 H S A B I M s e B R g b HUS WS AR . g% T R G AEA
IO (R AR NANBE 26 F A% H A& Koy 3t s H A B It A5 6

eV VI B R IS R, Vi G R PR 2 Il SRAE H A% H 35

L N T T S 3 VAN \

%37 18] Web 5 {438 i 1 It
Cisco ISE V5 & Ml Web S B UF IR 45 SCRF AN B LI, W SEBL2E AV & i ) o ] LA A Hb sl 4
bk Web S B0 FI B TE M Web G403 50UE, $R4E LB v &% 7% .

o 45rh A Web S I0AE (FEH 2 WebAuth) « & TATH VIR ST H LML IEREE R,
4 B e Cisco ISE RADIUS 45 #5181 H Web SHRI0AIE . T it fEA S V& T A AN T k5
) ACHS,  BE T AR U 2] L N T 4 RS SR A T S A AL

wxmze Wik i
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B =%t web spmiEize NAD

A\

EOEEE IR, W AR T P2 ANER, CiscolSE £ HE

B BEAGI R, FSWBLESEEI]), HCisco ISE JEVERERL
il JFH P TSR AR . BRI ), g
KPS s bR — IR AN BT A IR IR o

o AHL Web G Uy EE (ASHE WebAuth) 38 T B3R AHEIE DT 201 . »ﬁ%i@%iﬂﬁ:ﬁﬂi&
ITH E R, BRI L LAN #5545 8% (WLC) #HAT 4% RE . M4 N % (NAD) 263t
i) 2 0T CAEAT S BGAIE . U & 78 i B IE U & 11 B 44 R ﬁ%uﬁﬁ%fﬁL
k.

o WM Web G4 5AF (RATEMN WebAuth) « & FH T #5521/ . Cisco ISE 78 Web &
PYIRAIE 2 FAE AR 8 2% o MU R IR R EZENAD I, 2@ M B RGOS & T T .
ViR e AR UE P RS B m] 3 n) 9 4%

ISE # X iR

H ST fdi B Cisco Wireless Controller it ‘& Cisco ISE A5 & U7 RIABE M5 L, 152 ( ISE
Vi Ui e B e ) o

FIESHLL IR ARG :  (ISE LU R K EfREMFE) .

K AE R Web 51456 UE7 289 NAD

\}

TEMETT S, W27 1] e £ (NAD) M A K1 283 #4422 7] Cisco ISE RADIUS JIR 45 #5% % B (AL =K o
WRIE, izl # A Cisco ISE () URL & m

a4

{2 10S XE 3.7E. 10S 15.2(4) E 55 i A 32 7 webauth-vrf-aware fiv 4 HABAT Bl LAE B2 0L 11 R
K (VRF) B P AN FF Web G386 1F URL F il . fEXFMESL R, 1EAMRGIME, Bl LIS R
PR AN, DO E R E VRE.

W R W% CIERENAD, V%R 4538 H R IU MAC S 36IE ST (MAB) K IE, SE%
WU T P AT 2 Web S IRIE S 3. LUR e F 84 F 20 Web S 50 E ML,  tbAEHp
X Web B4 173 5041 38 HH T o 2 Rl 28 0 465 17 1) 18 45

1. Ui wA LR EREE NAD. Vi L8 802.1X &K 5.

2. BEFIET MAB (K55I 5 43 B0 IR SRS SR VFAE MAB KRIGRIG DL T 4R SHa AT TR [Pl 65
Gerba Web 5 36 4iE I ™ ST ) URL F5E [f] 152 R W9 46 PE S0

3. NAD K& 4%t Cisco ISE RADIUS k4528 & i ] MAB i SR AT B AR IAIF
4.  Cisco ISE RADIUS R4 2 4bFE MAB 153K, (H3ERA R0 FH 17 2 B8 1 2

IXFH MAB SR 350 A 52 B il 9 266 i SO I HLZE G B S iR A1 48 1] access-accept 11 NAD
() url-redirect {f . ZESZHFULIIRE, IFHATR O AT RACKRNE T H L SCRFAEN AT 5002 MAB (1

B &% 2 WiFi


https://communities.cisco.com/community/technology/security/pa/ise
https://community.cisco.com/t5/security-documents/ise-guest-access-prescriptive-deployment-guide/ta-p/3640475
https://community.cisco.com/t5/security-documents/ise-guest-access-prescriptive-deployment-guide/ta-p/3640475
https://community.cisco.com/t5/security-documents/ise-wireless-guest-setup-guide-wizard/ta-p/3636078

| n&inks WiFi

N

RS Web SasiEwizs NaD ]

BEAET) , AT LLERAT ] “Session:Posture Status=Unknown” 254, NAD 1 F I AE
BRAS 1 8443 KA 1% HTTP & # & 7] £ url-redirect {1

SRS B TR FRAE URL fE N«

https://ip:port/guestportal/gateway?sessionId=NetworkSessionId&portal=<PortalID>&action=cwa
5. Ui i imid Web S BLAS [ HE 1) URL At HTTP 353K
6.  NAD KUbiil =k 5 E ) 2 W 4R access-accept iR [P url-redirect {f -
7. HTERAE CWA IIOC URL HEE5E o) 25 % 1 1) X 0
8.  UIRHIANILGFITIE, RIEHRAERE A,
9. UIEMRSS AR X SR T B AL
10.  MMERERM, SR EL:

s MM AR LAV R CCE— P IRUE M B IRIE) , FR Ui T AR O PAT R
WL, V7RSS 241 NAD &i% CoA. I CoA ¥ 55 NAD f# FHl Cisco ISE RADIUS ik 4%
BT BB M T I S IRAE . R IR T B P4 D7 1) A PR 1) NAD 3R [P35 ) access-accept
Wi 3 o T R A TC B 2 iy T C O L 7R 2 RE 20 VLAN, V5% 1 7 $44T VLAN IP 56551, vj
K G T RN S AR . R H A B OGS RN P 4 R R

o WMRE AV E, P U TP ECE APATRE S AL, U5 R Web W AR TR
KT LAV ACHE 22 35 A1 45 U 1) Client Provisioning JUIH . (R AT DATC B %5 i 1 g %
VRIEIE DL “NetworkAccess:UseCase=GuestFlow” 244, )

R PBEENEE P amiEic 17 (B BEEH T Linux 1057 b U e 2 22 VPR )
BT ) e v S 1) [ B 25 B UM B IE serviet,  ARAAT RTE IP BRIV BT, SRJG AT CoA.

L 5E [1] 42 Client Provisioning [ ]/ I, 2% 7 i 1 PC AR 585 FE 7 A 1 Web ARBE T 3122 U & % & F -5 13 4%
PAT Z 2T . B0E, BRI E WA “NetworkAccess:UseCase=GuestFlow” 4514 [ £ i 22 4>
VAL S

MR R EAEH, BFHECIE T E “NetworkAccess:UseCase=GuestFlow” Fll “Session:Posture
Status=NonCompliant” £} FIZ AR .

MRS, iEFERCEENA “NetworkAccess:UseCase=GuestFlow” F1 “Session:Posture
Status=Compliant” 2cF[FHZAUHNS . M IEAL, 2 i AR 45 171 NAD & H CoA. 1t CoA FEHNAD
i F Cisco ISE RADIUS 555 %5 Ui % AT HUB S B0 ik . R4 ) U HE e D 465 7 1) B PR 1) NAD & [7]
HTI0 access-accept MV

a4

“NetworkAccess:UseCase=GuestFlow” 1] )W - Active Directory Fl1LAV; % 5 43 & % [¥] LDAP H
o

wxmze Wik i
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B =55 web sH0iERIZM TS LAN 552

£ At Web S 30 E 7R 2RI Jo 2k LAN 351 88

FEIXF T RN, PRI 1 2 L4 LAN #5575 8% (WLC). 2RJ5, WLC B % i@ 7 315 %
P17, AET T RGESHR VT B AN TR B Sk AR, 8252 v 8 1) T 322324 FH UK (AUP) - rl ik %
U, SERE ARG, Ui A I Y 28K T a1 2] WLC LU RE POST $2 4116 S 58 1E

WAE, WLC 1] LU id Cisco ISE RADIUS R45 88 i1 % 6ok Se b B G, WLC % 7 % &
ZYEE M A5 URL Hpsdbhlk. ZZEH T U TR URL 5 E 7, Jogk LAN #2506)4% (WLC) fi

W 254 AL (NAD) 25K 43247 10S-XE 3.6.0.E Al 15.2(2)E A WLC 5760 5 Cisco Catalyst 3850
3650, 2000 3000 F1 4000 ZFIEAAS HAL

[ 1: E A Web S0 IEIF R £1TERIZRY WLC

Guest HTTP
Endpoint WLC NA-FDF Engune Pcrtal GW
|I -
] ﬁ
| 1) Associate 1o SSID 5
g > WLC is configured per SSID 1
L_L _______________ D with URL for redirect
URL for redirect=
httpes i <ipe: <port=/portal/PortalSetup. action ?portal=<portal d=
2) HTTP traffic ” kil sital 3 g s e
: []
] - H
I’ ___===-""""3)Redrect HTTP traffic .
5 |*== : E ! i
1= i
o T RO e i A S S ]
1= H 5
5 4) HTTP Post port=443 ! !| Mo sessionlD in request -
£ {username, Password) s ! i
= * : i Mo CP/Posture, No CoA required
I8 5) Access Req i :
= 3 il
:g Pt Acoept| || No session create in Session cache
[} 1 1
7| | _Loginresponse :
Y AcctStart |
b i
T 6) Redirect to Original URL | ~

axn

AN W 48 SR B UEEFE B9 £k NAD

ESEI S, R OB 28 S SR E W) BIAS ML (2 NAD) o Btk X H HTTPS URL
R KA RIZZ WA, It HEEEREUE. AN RO 28 08K, F4 H S ld & FICisco ISERADIUS
RS 2RI VT %

1. Cisco ISE 3K HTML 5 7] i) login.html SC#F_FA% 3] NAD. I login.html SO [0 )15 5 %
I RS, Wi N AT HTTPS 153K,

2. Uik I S EDE M BIVIR T, AR AU 3 (108 Sk AT IE .

3. KCEE TR A EUR (AUP) AUE MUY (WIS T3 ) 5, DT 550 ) U 250 A0 A PO X e
1E NAD R A& 5B E

B &% 2 WiFi
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Loginhtml ST FrEey 1P et fnssE ]

4. NAD J[fiCisco ISE RADIUS 4528 % i RADIUS 53K, ZESRX5 % 34T 5 0 3 i FIF2 AL

Login.html 51 FEE &Y IP bk Fhim O &

IP M k-3 T 252 F login.html TUIRIfFILL T HTML &A% b 56 24 A Cisco ISE S i 251 st 1 1 A ]
M. BRIAR 108 8443, (EZMTT LARE bf, DUERH PRI 70 FL g AZ e WLIKI{E 5 Cisco ISE H 1 152
FHUTHL .

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"> <HTML> <head> <title>ISE
Guest Portal </title> <meta Http-Equiv="Cache-Control" Content="no-cache"> <meta
Http-Equiv="Pragma" Content="no-cache"> <meta Http-Equiv="Expires" Content="0"> <meta
http-equiv="content-type" content="text/html; charset=UTF-8"> <meta http-equiv="REFRESH"
content="0;url=https://ip:port/portal/PortalSetup.action?switch url=wired"> </HEAD> <BODY>

<center> Redirecting ... ¥ <br> <br> <a

href="https://ip:port/portal/PortalSetup.action?switch url=wired">ISE %[ ]/'</a> </center>
</BODY> </HTML>

5 SCE S U A~ 35 Web K5, PR IG5 & DL R AE U«
© SRR A AER K 4 H . IF A e 2757 uname A1 pwd.
o 8 SCER TN G Web KA tESCk, F1 0 GO B g s 1B U R Az

N

7£ NAD £ /=R 8Y HTTPS Rk 5525

BF FHIET Web (5 I6AIE, 40645148 1 ip http secure-server it 2 7EAZ ¥ WL A F3 1] HTTPS JIk%%
A o

NAD B EX 5/ I8IEKIE Web 71 HEBY S35

& LA NAD _EAR B € SRRy Rl IR R - Cisco ISE JoreAEMTRF & 1 H 5 X, Rk
DARRHE NAD FARAERC & 56 IR 1 X 4 1

£ NAD Lt F. & Web 5 1{436E
THEAE A & XS Bk HTML Wi, 76 NAD F58% Web SR 5IE .

pe)

FFi6 Z A
FEFHET Web B9 SRS ey, @ PYASEAC HTML U, 10 AME I A Bl BRI HTML 51 .

PR LHREM B € XS R UECEE Web GO, B S HALINAE A7 A€ CHTML 3CfF. 2065 HTML SO R
BISHHUNAE A, RN LI AT LR fir

copy tftp/ftp flash

FIR2 K HTML XS HI RIS G, B4Rl B R R AT LA i
ip admission proxy http login page file HEE 1 SCHTML SCHEAE RS HHLI A7 SCRE R 2 A
device:login-filename B, BHECAE RN, Wk NI,

wxmze Wik i
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B csm web st

ip admission proxy http success page file o2 A X HTML SCARAAT R, BB\ S a1
device:success-filename ifii o
ip admission proxy http failure page file e E HE N HTML SCUFRIAL S, BRI BRI B s S i
device:fail-filename i
ip admission proxy http login expired page file 1€ AE X HTML XA S, BB\ S 5
device:expired-filename i

PR3 R B REE, BCE A2 S IR Web U1 .
FERA W RHIFR, Kk A E SRR Web 5T I PHCE -

Switch# show ip admission configuration Authentication proxy webpage Login page : flash:login.htm Success
page : flash:success.htm Fail Page : flash:fail.htm Login expired Page : flash:expired.htm Authentication
global cache time is 60 minutes Authentication global absolute time is 0 minutes Authentication global
init state time is 2 minutes Authentication Proxy Session ratelimit is 100 Authentication Proxy Watch-list
is disabled Authentication Proxy Auditing is disabled Max Login attempts per user is 5

" & E A Web B0 58072
T8 A8 AT Web SIS IE BT 11, Bn) LLARVF &R AR 8% kL%, medHH
4 R,

fEM s, ViR T JCEOE BORIE R B 2% . A7 R IAHE N Web B Oy IR R (7R ], 521 4]
2: TERBEFTEN Web SR KAENL. LUFJE st M Web S Gy i b FEIOBERE, B RE 5 0Lk

AT PRI R -
1. PN B (NAD) K HE [ AL B R Vi 11
2. IRV B I MAC HUBEANTE ATy 283 By 4 b 3 R o 4252 456 H UK (AUP) 4232 (1

PR E A true FEATHRIC, WICisco ISE 2 Al FHFZAUEC & SO/ 45 € 1 URL 5 [m) 47 i )3 o
URL 58 [A) 2RV % 22807 AR URL I ) H o AUP B Cls B il

* RV AUP, U5 o MAC USRI A 2 i 23 70 Fo 4 CNC B A 280 B 4. e
S ELAEAE s AUP 3252 (1 Pk B B true EATARIC, IR U5 %0 2 1452 AUP AT BRI

© WARF AR AUP B AR AR R (B, QI B &), RS BRI
HE.
MRPEHOETI R T D ICE,  ATRE S B & AR AR B ) JE Bt o s D
QBT i T, K1) NAD AR A HE (CoA) £ 1EiF K

7E CoA Jii, NAD 2FHIHI MAC S IAESEAT (MAB) 1 K6 U BB T W AT G 0 E . B
40 B 473 B0 2 A FH 2% 14 R BB 2 ity B 3 4 Ay R i% i, I HLIR[A1% NAD ) CUc & V5 ) .

Authentication Success L[l -

B &% 2 WiFi
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pei1res ]

CRIBEHD , PR A L5 T2 CoA B FLFTZ AL Change of Auth.

VLAN DHCP Release 37 £ & H T Windows W & . EAEH THI RS WRIATENR S L
Zie sk, JHFMT VLAN DHCP Release M, W& if>R Vi % T2 Eopr L 1P bk X A5 s %
S BATEUE ] WLC _Efvi #1513 (ACL), miAZMH VLAN,

2 RER & T M Web S3360ER

DHCPONS ISE PSN

§£| Wireg‘f%mlnr

b T T
! Open 551D with MAC Fittering enablad :

: (1)MAC Filtering.........Calling:Station: IDMAC, Service: Type=Call Check____._...,.[TrpayYSRYY
I R R L1} nemmsgpomwnh@
{___]-t-----------r ----------------------------------------------- > URL Rediract to DRW +
Haost 1P A ia DHCP ! !
ost Acquires ress v C RemremAC!_
. L R R i R i e iy R i, i o g P _.__.__._.._.__.__.__._J.______.__.__.__.__.__h.l
S. Hast Opens Browsar Ell URL Redirect ACL redirects HTTP 1o ISE DRW ' \
i '(""""""""""'"'"'""ijﬁlibéhéilﬁfUP'Pé;;h'"""""‘; """"""""""" @“
@ e oo AP : gL/oP Process
B e e (8
Paort Reauthanticatad :-q ok l\?):

A lainitiates i-------------------------I----_------------'-"-- |
@ MEEL Bekidesn 1 Calling-Station-ID=MAC, Service-Type=Call Check 1"; Authanticatian
@

New ACL | S E‘-A.uln.-JrLze
el V] S E returns policy based on registered ID group match [EREEIEE

arosay

WEITRIEE

TRPRIRIEE
FAEILAE L, W83 E (Menu) Bbr (=), RJGikH TEH L (Work Centers) > 7 & i8]
(Guest Access) > [ TFFN4R % (Portals & Components) > % TPE 4 # Al (Guest Portals or
Sponsor Portals) > €& . 4ri88 S & (Create, Edit or Duplicate) > i &[TASH AR AITFIZREF
B ZE X (Guest Portals or Sponsor Portals Settings and Customization).
* I'TA#&FR (Portal Name): A A T-U5 e 1]/ BO0E— 1) 48K 2080011 A4 R TR 3L
f AN Ui I I e R Ui T, BRI B (BYOD) 117 % S i AC
PP Bsh & HE (MDM) |1 a3k .
EAA B S AE 1 B8 1) IE R R AUC B SO T P e gerh . e T80, DMEAE AR
SRR A P o
o IR Wik,
* [TAMix URL (Portal test URL): fidifR7F (Save) j5, RGN URL £ R B, i
IR T .
SRR AT FT TR P S AR 28 0L, Jerh SR T ) URLe 62004 T T AT SRS Ik 45 1) S
55 5 (PSN) o AR AR SO IR S5, W) PSN A BB 11

nxzewiFi ]
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A\

E MR ASSZRE RADIUS 230, K kBRI A T 1

B ozag) )RR, BYOD FIZ i i & B gk T RADIUS 2% (1)
PP osBle lhn, e BAME URL I ANEEH. a2
A~ PSN, Cisco ISE ik FR 25— M5 5)) PSN.

* &85 X1 (Language File): BRINTEHL R, BRI RASZRE 15 FES, IXEE S E M ERA

P 5 SCPF AR R I PR SO . S s N T T R A SO s
AT S S AT T BRI SR T T AT B AhE 5 3P

SO B 52 I VT 2 DR B B S, DUSGZE S AT I A R R .
W E S T SRR S, DI AT ia A T SEELR A A A H 1

U R TP TR B X B, U S e N T AT He At e 4T ) Web 117 i,

N T RIS
AT B E X (Portal Page Customizations) 3£ 1 [ 52 AT SUAK, ARG BonE
HREIbR . ZARTY DS PR ISR B g ST I — B0 55 B AR ) AT B g 20 [ V28 0 38 i A 5%
SCREIE 5 P SO Sn] DM S R R I T 2 ¢ R B by 80 e SRS e N TR S
(487 = S BB oK H .

A A 3 A Y 3 \n_ [ ===
ARIREINPFHRIZE
EAF WA O, iR E (Menu) Btz (=), RJEEPE T{EH L (Work Centers) > 5 & i (4]
(Guest Access) > [P F#A2H 44 (Portals & Components) > 5% 71 (Guest Portals) > €. 4RiEsE
#ll (Create, Edit or Duplicate) > TP 1T A F05 & E (Portal Behavior and Flow Settings) > I 1P i& &
(Portal Settings).

* HTTPS i% 0 (HTTPS Port): i\ 8000 4% 8999 - [ ¥ty [ {Es X+ F A BRIAI T/, BRINMER

8443 CRRAFIIERSN, o FMEy 8444) o W AR HI ey B Ah Ao L HEAT T 4, IAERS
1B SO I I 2 T S R X S i . W R S T, N SR g 1] B AR ST R A

RV AR R (Bl “EEBE T D TP B, REER BRI .

IEF X 22 VPl AN KL, 20 P i R C 1] 7 IS 1] 8905 A1 8909 i 11 A, EAFH A He 4V %
P A R

SyBC4R [ — HTTPS S 1™ ] AT FR]— I AR R 32 1 sl HAd 02 1o 2 SR A 1A AR [ 7Y
g AR DAL, U U T [ E S bR ag . it

* HRMA A RS (COREANTTF 6D -
* KBNS dinH 8443, $:10 0, UEARAE A FIFRAJBEA T/ : Ji 1l 8443, #2110,

P4 A,
o RANITF: ¥ 8443, 10, WFP4 A IR/ U 8445, 10, iF
4 B,

B &% 2 WiFi
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o RANIT: U 8444, B 1, P4 ATELETS. WO 8444, ¥:110, EP
71 B,

o TR AH:
o RN ¥ 8443, 100, UEPAH A FIFRAIRACTT Y. 8443, 0, HEP4

B.
s RN uid 8444, 00, IEHHZE A FIEAL B P uid 8444, #0100, 1E
BAH A,

N

E RN RIRSAE AR D 0, LIS, ST LIfE
B 1RI&E (Portal Settings) VAL B 11 0, A LMEF CLI 4
4 ip host ¥ 10144 5t FQDN WS 3145 11 0 1) IP Hbdil.

* RIFRIED (Allowed interfaces): £+ PAN Af HSRIZATIT B PSN #2 1. 24 PAN KETF)A1T]
PR SR IS, PAN Zr 4k PSN b (o] FH foifrin 11, A8 0 4504 FAS [ 90 B 11 TP bl e 5 A 1Y
B,

XU M AERT A PSN _BESAT ], GG B 78 SRmE IR S5 13+ VM 1) PSN. 3 T Ar]
PSN # 0]l TAE UG UG ISR TEE ), IR

o DK 1 25048 HIAS A7 R0 1 TP it

o TEULAE R I 1 I ZAE BT AT PSN BRI, A3 SRS IR 5541 TR IR 25 T B FUA LI PSN. i1 T
FerPAEAT PSN #8 AT I AE VT B S W KT Sk HE i), AR Wtk

o TIPUEASAE & 44 Pk 26 FAE T 44 PR B BIT D 10 TP sl

* #Cisco ISE CLI FF it & ip hostx.x.x. xyyy.domain.com LUK 4 B4 11 TP Huhik LS 31 FQDN,
FH VTG IE 1548 F 5 44 ks 46 A FH 28 24 R o

© WERAGE G2 NIC, WY PSN 2B E 10, Eea2 il B4 . WA
Iy, AIRESEIRN PSN LAY EBEE, AR5 PSN il iR . PSN ANa 2R #E
O LB,

o HECE AN OB NIC DRt R v HYE (294D , NIC 414 (NIC Teaming) BR46E & —
FAC B EFE . WRH A —ASNIC R, & TP iE b —E8 0 1 55— NIC &4k s bz,
YT E (Portal Settings) B2, A1 IERE—AS NIC. 414473 NIC FAH R (146 &
NIC 3 EUACE, WY PSN 4R FCE 11, B2y e . WRAEIL, vk
FEN PSN E3EAH I B E, SR)h PSN SR EWEZ O FRshir.

* IEFLBFRE (Certificate Group tag): YEH—/MIFBAFRES, 485 1777 1 HTTPS i & 1E
i,

wxmze Wik i
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* &un B 44E (Endpoint Identity Group): 4 H T ERER VS & B4 120 S 4H . Cisco ISE #2141t
GuestEndpoints £ & {32 FHAEBRINE . W R AR B AL FHERIAME,  TUJIE nT LG 3 oAt 2% 3ty B
By

Ve TR 0 T4 & 5 3 4H . Cisco ISE #24Jt RegisteredDevices 235 3 2H F/F 2RI
o W R AR FHERIAE, D3R nT DA F A 2ty B 3 40

o Yk BpEBhRILIRIAD] _ RENSEEFM (Purge Endpoints in this Identity Group when they
Reach __ Days): #5:E MCisco ISE il i i bR i £ L BUN. 28 IR R RS AT %
I LI BRiE 20 5 B AT B[R] [R5 o B o504 Jm B T b 4 i B 473 20
T SRR R A SR S 2% o) £ B ok SR R AT R L, WU U B AN T A A
s BIRIES
« {ERMI ST RS X 13 & (Use Browser Locale): i 765 7 iy X Yo 1 X ks B 4R e e 5
YERTTP IR RIES . W Cisco ISE A SCREN WA B E G, WHEHELRIES
(Fallback Language) 1E M= 11/

* ElIRIES (Fallback Language): 26+ 1 ok A a4 X 35k ik B SR 75 B Cisco ISE A3 HF
BT 28 DX A B AT S .

* BRZR{E R (Always Use): EFE T M ERES . WSS 5 B P ST 88 X (User
Browser Locale) 177 .

ARin &P AHEZE R BCR (AUP) STHIRE

EAF AT, 155 HRE (Menu) Eliir (=), RJEEPE T4EH L (Work Centers) > 5 & i 4]
(Guest Access) > [P F12H 44 (Portals & Components) > 7% 1 (Guest Portals) > 2. RiEsE
#ll (Create, Edit or Duplicate) > TP {TAFIRE1& & (Portal Behavior and Flow Settings) > R[#%5Z{#
FBIR (AUP) T & (Acceptable Use Policy (AUP) Page Settings).

* &% AUP (Include an AUP): 7E 5l iy GLTTT b 1) FHI P 75 2 =) (0 190 2% A ] 2% A 25 A1

« E3K i 1814843 (Require an Access Code): ZrHC Ui HACHS, 14 2 AN & AE SR 24 15 1] AR A
IAE (8 B E . U ) AR RS 32 BB PR IS SR AE U % G AR LA IR 7 X elil /i &
FAE N R AI K20 AR O RIS . B RSl AN K N B2 3R ERT A LA ) X 4%

B AE Ay 8 ST UE PR A B U 5 (R P 4 RV s LA, s v DL FH e e i

« ERARHME AUP BYFKE (Require scrolling to end of AUP) - fifif# /1] /' ©. 5842 52 AUP. AV7EH]

FTOESE AUP (KRB, A SiSiES (Accept) 444 . Mt E AUP [l WoRgy H F o

Be B ATV TN, AUP U i AR B T 28 3 B 4y 2H Be e Mo IX RS GV AT H] AUP Last
Acceptance 1 Network Access: Use Case EQUALS Guest Flow #3524 H F 21 ) NAD S R,
FOFrE S, )RR 2 AUP 0O, HIER A AUP 5 405

B &% 2 WiFi
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ANAE NS BG5S T P E 0 E H2 G A AL S MAC Huhb S, A2 B AUP U5 SIS . JE T
Cisco ISE [ ff) “I5ta[#¢E 7 (Context Visibility) T [fif M A 122 o T sl M B &ty sl ) 400 75 Bk
DIy HE AN PR 28 07 AR SR T B 2% b

RSP E#EIEREIZE
BTN UM A2 TES O (Work Centers) > 7% iJ718] (Guest Access) > |7 A FALE %4 (Portals &

Components) > 7% (Guest Portals) > €. #i8s(EH (Create, Edit or Duplicate) > [/
1T AFNRILE (Portal Behavior and Flow Settings) > ij7 8] 5 #4185l Ei&% & (Post-Access Banner Page

Settings).
A5l FH b W] 3 6 U 25 U7 D IRAS DA RAT AT HAd B AN B Cln SRR 28 o

FH EdaEEE=]

B& e EH#EEIE (Include a Post-Access N7 2 B AT B A WA T AR 1) HLFE T W 4%
Banner page) Vi AL PR 2 i7 n HAAE

'?IE'-E =] . [N W ¥ LY \ A
TERMAEIENFREIIAMITIRRE
EAFE AT L, 15 5RE (Menu) Btz (=), RJEEPE TEH L (Work Centers) > i & i (4]
(Guest Access) > [ 1P FAZE 4 (Portals & Components) > 3% (7] (Guest Portals) > 2. 4miEE
#ll (Create, Edit or Duplicate) > 7P 4T A F05 & E (Portal Behavior and Flow Settings) > I 1P i& &
(Portal Settings).

« HTTPS im0 (HTTPS Port): #ii A\ 8000 5= 8999 - [l f¥yuity I 14¢; T Ara BN, BRIMEN
8443 (AT BRAL, oo E R 8444) o iR CAEH eIE AN 3w FEREAT I, WIFEAE
A& SO DU 2 T 2 X SV A B St B, B g R DR Y R R

WAV R AR R (Bl “ A BT D TR, REER BB .

DX 2 AP AANRG, 20 S G T D A 8905 T 8909 i I A5 M, e AU 73 Fids s %
[ (R A ) 1

SyBC4 [ — HTTPS S 117 vl AT ] — I8 LUK R 1 s Al 12 1o SR AT T AR ]
Sy AR DALy, W AU [ UE S bR R . il

s HRUNH AR (LRGN D -
o KRNI wigll 8443, $:10 0, UEHFRZE A FIFRMIBEAATT: il 8443, 110,

P4 A,

o KA ¥l 8443, 110, WFPA A MILHIERATT/: Ul 8445, 110, iF
B4 B,

o RGNS ¥ 8444, FE 1, UEAH A MBI, U 8444, 10, EP
70 B,

© LA EWEE:

wxmze Wik i
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AT i 8443, 2100, UWEP4l A MBI/ 8443, #1100, WEP4l

BO
« RGN/ i 8444, #1100, UETFREE A FIBAZ ]/ b d 8444, #1100, iF
B A

A\

E RN RIRSAE AR 0, LIRS RatEfe. T IfE
B 1TP&E (Portal Settings) AV AL B4 110, A LU CLI £
4 ip host ¥ 10144 5t FQDN WS 3145 11 0 1 IP Hbdil:.

« FRY4ED (Allowed interfaces): %E#¢ PAN o] HIRIZAT1 1/ 1) PSN #2124 PAN KIETF)A 1]
FUHE SR, PAN 2r4k PSN LKAl A i 1o S8 a0A 20 F AN [R) 7 9 L g TP btk e 5 DAK A
B,

IXSERE A AE AT PSN _E# el ALFS ©FFJE SRS IR 45 125 T VM 1) PSN. (T3 T4
PSN 8P T VI & 2 UL T ), PRIk k.

o DK 2508 HIAS [ R0 _E 19 TP it

o TEULAE R R D AR BT AT PSN BRI, AL 30 SRS iR 5541 TR IR 2 T B AU LY PSN. 1T
FEAR AL PSN ] THAE VI 2 o T AT SR HE ), AR EESR bt .

o TUPHIEASGE T 4B/ P P8 4B A5 ST 1 1P bt

* #¥Cisco ISE CLI FF /it & ip hostx.x.x. xyyy.domain.com LUK 4 B4 11 TP HuhikLst 31 FQDN,
FH T UCECIE 1548 F 2 44 Fk/ 46 T FH 38 24 R o

© WERAGE PG 2 NIC, WY PSN 2 AMCE 170, B2l E g . WAL
Iy, wIfesER PSN BB e s, X5 PSN idki iR IFE . PSN RS2 7E W B
O RS

o RS E AN RO NIC AR al I (2548%) . NIC 414 (NIC Teaming) 245 5E & —
PhAECE LR, WRIELp—ANIC KW, &8T5 Emh 310 55— NIC S 4kaE
HRHEITAILE (Portal Settings) FL &, A1/ IES A NIC. WHRYHE NIC FIA R 46
NIC L ACE, W2 PSN 4R FCE 11, B2y e . RN, "k
JEDN PSN BV Y8E WE, ARJ5 PSN 24 7E i 0 FRsh .

o TUPE-P A 3 4R/ 45 AL 2 A4 Rl R AT #2110 TP ik

* BRI8IEF £ (Authentication Method):  JEFEREMIEAS & 43057 51 5 B (i AR5 (1dP) FH -+ H P
BRI . SR FEF S IE AR, 4R R 6 S RS IR B 4

Cisco ISE G353 FH T RAEN T RN G 4398751 Sponsor_Portal Sequence.

FNCE 1dP, IHER B8 (Administration) > BinEE (Identity Management) > INER SR
(External Identity Sources) > SAML ID 12{%2 5 (SAML Id Providers).

BE ST, ERKIRGE R EIR (Administration) > 53238 (I1dentity Management) > &
1%iBF %) (Identity Source Sequences)s,

B &% 2 WiFi
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 [FALEIT AR TR BHRE R E (Employees Using this Portal as Guests Inherit Login
Options from): 4% bt TSR] 7 I /0 BC U7 % S 8L . D3 T 1) 8 i 5000 A7 7 ¢ i 5 47 41
o, XS UL R ML iR B E F 7E 1% 215 2 (Store device information in endpoint identity
group) MMV &R P A TRCE o AN2 SRR IR U 2 2R gk 2k oA gk
s BRIES
« {E R 5T 28 X 18i& B (Use Browser Locale): i 75 5 7 i i) 0 2 ) X3l 4 8 v 4 o O

YERTT R o W Cisco ISE ANSCREMIME s X BB 1015 =, WAEHEIRES
(Fallback Language) 1E hiE &1/,

*+ ElIRIES (Fallback Language): 6+ 4 ok A a4 X 3k ik B SR 75 B Cisco ISE A3

LB R O

« JRLRIER (Always Use): R T 11 B RES . bk ESE 5B PR ST eE X (User

Browser Locale) i .

FERETIEMNEITANERIEIRKE

FAFMALE L, 1A E (Menu) B (), RJEEFE T4EH L (Work Centers) > 5 & i8]
(Guest Access) > [ 1P FAZE 4 (Portals & Components) > 3% (7] (Guest Portals) > . 4miEE
#l (Create, Edit or Duplicate) > [ TR {TAFIFIZE (Portal Behavior and Flow Settings) > &K 71 H 1%
& (Login Page Settings).

* Z3Kifp1al{X 83 (Require an Access Code): M BLii [IACHY, 4B 2 AN U5 & AE SR 4% 1 1] A PR s
PASH S s AR . U A 32 BOR R ALE SEFRAAAE Ui % Gl AR LA AR 7 X Bal I Jr &
B N AL O AR S AT . B A BEA IS G33R AR H LA i) 9 2%

BRAE R 6 S AR TE SR L 45 BB U 25 1R FH P 4 R LA, 4 T DA FH 3B T

 REPRH Z B I KK ME F 2K R E (Maximum Failed Login Attempts Before Rate Limiting):
fi5 7E Cisco ISE JT 4 BRI ZMK = 2 i RSP0 N0 2 148 3208 SR I (R R MO B . XA ' 30k
BE o BRI 2 A PR R B SR 2R 2 (8] B 8] PR B (8] (Time Between Login Attempts When
Rate Limiting) H 2T E

o BR&E R F 2R 2z 8 8918 fR B8 (Time Between Login Attempts when Rate Limiting): % &
FH P e SR R R $I) Z BT B A 2R s 22980 8 (Maximum failed login attempts before rate
limiting) e SCHE SRR, S PR O8 s (BRIBIR D) 2 i 2 4G R I TG RS (4
Bl .

* 618 AUP (Include an AUP): K nJ 2252 A% FH B U TS 23, o] BLRE AUP S N30 i, Bl
R 55— I .

s RFIFELEB SRIM P (Allow Guests to Create their Own Accounts): I/ )8 S T L
HVi RSt BATIE M BRI, WA ARE e I, R TR AR VIR e 8 IR T s [
I A Z R R R LS E B M TR EMN B MR TTEIRE .

wxmze Wik i
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USRI R PRI, W R MR L, A AT RS AR A AT SR (A R B IE A 2
K IR

« RIFIAZEIXEIZEED (Allow Guests to Recover the Password): ki af 7E 95 %017 2k BVEMG

HIAH “EEBN” (Reset Password) $4. W FATSRINAE 200K (1) B WG 3858 5% 11 P
R 7250, AbATR LA o B 2558 (Reset Password) . X2 iEAAT TR [F] B VEM G, 78 1 T
[, ARATTAT DU B O GEMHRHER D) BuFE i i, SRS 5B 2

* RFHRZEIRE R (Allow Social Login): I AL AT BEAR R sl SR 17 HI P 8 s FE Ul . ke

BT 2s o LR B

s EH R EREFE ERIEME (Show registration form after social login): X m] LAiEH] 7 5
5 Facebook I KL

s TRIFEIESHAE (Require guests to be approved): X4 [ 11 )7 1 %01 AL N A2 vE Hok
Fo R A AT R 3% R S AR

s RFPEEZFREEMLER (Allow guests to change password after login): o1 15 &4 IS4 T

S RAE I 452 AUP o SO0 (IR 2D o R I3 RO Y, AR 25 2K 5 S SRR Y
00T AR TCIE N Ui A L FARUE . SOk N L BEKs Ui % 1 B o ol B L 1

* RIFUT EMERIZFIHEITA BT EF (Allow the following identity-provider guest portal to

be used for login): & IHIE T 33k SAML ID St )5, ml 1Rkl ] %8 ni% SAML ID
(e 11 AT G A 20T S 1 B IR ) SAML IDP 111 .

© RIFHRZERG R (Allow social login):  SEVFILT TR HAT AR T 1 k. A RBCE AL

A PR S, ES T AT M & A AR %, 58 16 1.

BiEMIIERE

EEEIEE O, W Sdi3EE (Menu) Blitr (=), RJH1EE TEH L (Work Centers) > 15 & i 1a]
(Guest Access) > [P F#12H 44 (Portals & Components) > 37171 (Guest Portals) > §J2. RiEsE
#ll (Create, Edit or Duplicate) > [TF{TAFATI& & (Portal Behavior and Flow Settings) > B ¥ M 5T
W E (Self Registration Page Settings). i HIXLE1 5 ] LIk Vi % 56 FATM,  JF48 e Ui & L 2iee
H R R S R

G EEMFE S EEFEZEE (Assign self-registered guests to guest type): &N %K% k]

JURBTAT BRI 2 BBV 2 2R

* tK P B EA (Account valid for): LA /NI Eo Bk A7 5 e ik 7 (O RFSEIN ], Zad it a) 2

Jas MRS R, BRARE SR N AESGRT] HER  FSE I ] o

« ERATF B EMEEMED (Require a registration code for self registration): 4 [ By )i %4>

P DR A IE B MR R s AU AN A o RS R AL, # i 2y fk
Prag vz, LAMIANERI R - 5 R &

« EGIERIFEL (Fields to include): KA EAE By MR A L BRI B ARG K Al e 7 B2 vy

AT I R R U K U S IR R B, ST B R L5 HH S SMS Service Provider
F1 Person being Visited 2558, LA B By 7 % AR 24 .

B &% 2 WiFi
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* fiE (Location): % A B BhVEMVI & AEE MR AT LI TP e AL B S IR IE R AL S . X

B A BB X, AE R X e & A 25 sk A o A P B A B 4, DA S ek
PRI AR (e i p gkl . 1223 B KIE 500 5 Hind) .

SR R% — R P (s BEORBR 07 2 U 1), DS DX Refff e 10 1) R AR A It T 5 i 52
VIR AL T A PH IS X, 75 R A S (R DX S B QRN X, W T — M &, RS
I AR NENLE, FEEARE T BRI T B UM R AR . kA, EEEE
FEZ (Fields to include) %&£+, 45HILE (Location).

* SMS BRZIZE ™ (SMS Service Provider) - 7& Ay MR E 7R SMS 5w, A8 B

ZAT LOEFARATE QY SMS 275 fi . R)a, ATLMEAIUI %1 SMS iRk 55 [ flb Al 1 3% SMS Ji
i, AT AR KRR AR A )T 30 R IERE A SMSIz g r i s i, k7 B
ASAE AEMER R EEIR.

* #ifia)& (Person being visited)- 1X & — N CAF B, Ht, WIREATRH Y, iERSUTRAE

U B i A\ IR S IR )45 R

* BE X (Custom Fields) - 2L [ A 1) FVE M5 B e 58 2 iodis i 603 (1 8 2 SC7Be

SRR AR 7 B 1 B R AT Self-Registration 2% LRI 1 2k 2 b IS 1) 7B . REE
Y A FR PR 41 X e By . #8 0] UAE TAEH 0 (Work Centers) > i & i/ 18] (Guest
Access) > i& & (Settings) > B E X FE& (Custom Fields) F8J@X 87 B, DMERINE L A

* 84—/ AUP (Include an AUP) - E7=A F & &4 AF, nfLUE AR P B

AN ERSOA, B MR, RENETIT E 5 AUP SURKHTIE TR o a1

« Ek1E (Require acceptance) - ffifRH /7 ©L5E 3251 152 AUP. IX 2 7E H 3 oL b pd
¥ (Accept) $24H. WIALKE AUP BUE A TETIE £, WIERTDAAEH “4e32” (Accept) 4%
Hl, HEIHFP®RSE AUP BIAR 2.

o X 521 B F R bk 3 B WA TS 8 AY15 % (Only allow guests with an email address from) - 45 5€
WU % AT AT BB Rt (Email Address) H 48 FWRLE S8 VF 3081 ok B e 1~ HB A bk, 457)
4, cisco.coms
WK I B A, AT H RSP A 2, B S i BB F bRttt ok B LA TS 3RY 35 % (Do
not allow guests with email address from) H 41 H (K4 R 4b

* R A B FEBEE LSk B AT 8 AY15 & (Do not allow guests with email address from) - $55& H i
W5 % ASGeAE BB F iRttt (Email Address) 1Sk G H 1 HB A bk R B B39 2, gl

czgtgj.com,

« TR B EMA B3RS HEE (Require self-registered guests to be approved): $& &4 HIL ] 1 A
WM& T BRI AR N v, A BRI BN LU R ARUE . i IR 025 /R A DGR RS A
ke 3 U 2 1) B 22 3 0T

© FUVFUIBAEIRTS Ao NLHE J5 il ik By B 318 5% (Allow guests to login automatically from

self-registration after sponsor's approval): VM7 &R AE A ANHEHE S B 808 % .

o HEAETE K BB FER U7 (Email approval request to) - 1 R $%:

wxmze Wik i
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s TEFIHBY R EA B FhRHHE (Sponsor email addresses listed below): % A4 2 Hh
HEUEE 1 R N — D ERE A IRk, SRRk 2, BT U7 & et sk 74
RIEF| Bk HhE . an B ISR TR, T 2 RN

* #ifz1al2& (Person being visited): /R ZEK &2 AR ESH A IIEEIE (Require sponsor
to provide credentials for authentication) “#, Jfi3 HE & 1EHIFEL (Fields to include)
TR (Required) JEI (WERZ ATCVAEADD o BVEMRIE & BRI F R, 2k
SRERII NS S e o N B 4 SRR 11 o oy U (1 1 A N

o #EHE/HBL ETEIRE (Approve/Deny Link Settings) - 2 if DAL A fic -

 FEEAHHA (Links are valid for): %0] LLBCE MK HE v SERL A 200101 R .

s Bk kit AR B IEIEEIE (Require sponsor to provide credentials for
authentication): 17& I E 200 m] i )k N\ A AN S UE DAFEAE MR P CRIPAE I8 40 v (g P 2
AERANI) o AR ER B B3R ISHE (Require self-registered guests to be
approved) ¥ & ¥ 7iE# (person being visited) i, HLFBeA Tl L,

« k2 NS5 &I AT TE LIS IE#E AR (Sponsor is matched to a Sponsor Portal to
verify approval privileges): ridii¥40{52 (Details) ALEFEEHL R, WA
SEHMARGH . KNG, IF FAZgL 8 7 A e P o SRR AT
JUE A F IR, AR RN T s B e . SRR s —
AT AR T TP TR A R 2 ORT B e s

MR, BIAEERZE (After registration submission, direct guest to): & FEE R Mt 5

¥ BEM TR E 7 B AL E
« EEMATITTE (Self-Registration Success page): ¥ sl VM IV5 % 5E 1) 2 B S E A AL Th

(Self-Registration Success) & I, Hrh< BonfEqe BIEMBIITTE IR E (Self Registration
Success Page Settings) H & & 1) 7 BT &

AIRECHT Won A R, P RG] BEIEAE Stk - Can AR 0% 5 FZIE D 8k
MR L B 1 48 58 (1) SO VSRS 2N I, o) P S il o 5 0 36 6 S A IE
WRAE BiEM AT TR EIR E (Self-Registration Success Page Settings) 1 T 152 E
EMNEEMAII T EE F (Allow guests to log in directly from the Self-Registration Success
page), U 1 By MR V5 & T DLE R BT T8 sk, AR, WITE 2o B MR Th
(Self-Registration Success) & 12 J5, RV %€ 0 211 SR E H

- & A FRENE FEIEFE 51 B 895 F T (Login page with instructions about how to obtain

login credentials): K /&2 HVEMHRTT 2 5E [P 2017 (G sk a1, JF s —40HE, W
TSIV B R UE ORISR . RS AT BRIk, RS FFAREE G ok . (Please wait

for your guest credentials to be delivered either via email, SMS, or print format and proceed with

logging in)”

5 E SCERATE L, 1E ST A TUE B E X (Portal Page Customization) 35, SR 5k #
BiEMTEIZE (Self-Registration Page Settings).

RG] REIEAESFEAFE IR 7 (AR % R IR 0 iR 40 e B 1 i 58 B SR VF81 &

SCRZAZAH IS, [n) 1~ ISk 5 HL 435 5 A R 38 6 SR AR T o

B &% 2 WiFi
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arEmannEcE |

* URL: Kf BVEMHCE V5 %5 0] 2245 %€ 1 URL, Al AERRAR AT Tk SEUEIRIA .

ARG REIEAESF AL HENR 1 (i SRS R I SR I & 1 48 2 1 L VRS R
SRR R HZRI, [0 FL - WS ik R 1 A A SR AR E

ERUTARXBSAERIEE:

o BFHRE (Email): EFEIEENE 2 B NSO U5 2 ORI E SRR R B aE T, 4
AL LT, Email address 234 Fields to include %18 it b B, T H A& T

pRESAI N SRl

* SMS: EFEK SMS 154 B VMRS U5 & H R L G S AR UEAE S s I, W R A ik e it
15, SMS Service Provider 434 Fields to include %13 0 JH 7 By, 1 ELA& Al G 1:

SRR LI

L= 33 3 Ay g =]
BIT/EMBRDITIHIZE
LARFWAE N, 1F 52 (Menu) Blir (=), RJE1ESE TEH L (Work Centers) > i & [8]
(Guest Access) > | ] FAE 14 (Portals & Components) > 377 (Guest Portals) > 3. 4miEsE

#|l (Create, Edit or Duplicate) > [ JP{TAFIFIRE

(Portal Behavior and Flow Settings) > B ;MR Th

TIEIZE (Self Registration Page Settings). i F X £6 &% & 1] [a] B L H I3 M1 17 2538 0 At A T3R E 25%

D IRl BRI i R A IE

FH

fEMEmE

FE M T R 9N %45 S (Include this

information on the Self-Registration Success page)

LA “ FVENL)” (Self-Registration Success)
UL oA ) BRI 2 W i B
WIRANTTF LV R M R i, s AP A
(Username) il 2585 (Password), 47j% ERIX
YRR, WURT LR R A, WX LE o Bkl
AR, RO SRR R AT B fE 2 5 R IR B
%o

VPRI LA R 7= B SR R (Allow

guest to send information to self using)

e oy EE M % AT T IR AR IR SRR B
(K7 TR #TED (Print). EEFHRE (Email)
ol SMS.

B8&—AUP (FERE EAEAHEHE) (Includean
AUP [on page/as link])

K0 ) 1R A A5 T A ORI 2 A 7 A 2 i A T P
SR ) IR R SCAS B s T T
AUP SCAR B 150 2l A 1 R Bk

EK3ZEF (Require Acceptance)

TR AR 7 58 42 i 2 32 AUP. BRAE
W45 AUP, 15 WA Ji I 3% (Login) 4% 4L
WERH AN S2 AUP, K5 A2 3RO 25 17 ) AL
1138

wxmze Wik i



wEfRS WiFi |
B ==esinrs poTRSEmREE AP) TERE

FE EdiETE
KR ZE AUP BIREE (Require scrolling to end | 1 k% T T E £ A9 AUP (AUP on page) 27,
of AUP) ARG PRy

Wi C e s 3 AUP. A BiRsh 2
AUP KRN, A< )dH#ES (Accept) #44 .

AV T B R R S (Allow “HAM KT (Self-Registration Success) J [ J&
guests to log in directly from the Self-Registration | #5758 5 (Login) #44l. X515 % fEsLent
Success page) “E (Login) UL, 19 & B (£I% 5]
C1P AR TR T B —A ot (i,
AUP B

FERMEIERITZT PR AHEZERBCR (AUP) THIRE

FEAFMALE L, 15 E (Menu) B (), RJEEEE T4EH L (Work Centers) > i & i8]
(Guest Access) > [P F#A2H 44 (Portals & Components) > 7% 11 (Guest Portals) > €. 4RiEsE
#l| (Create, Edit or Duplicate) > [TF{TAFATi& & (Portal Behavior and Flow Settings) > AJ %52 F
B3k (AUP) TUEIZE (Acceptable Use Policy (AUP) Page Settings).

* 8% AUP (Include an AUP): £ 5l 1 BT b [7] FH P 75 22 =) (0 2% 4 T 2 2% A1

X 5 TIE A AE B AUP (Use Different AUP for Employees): 1V 4 53 T. 5/~ AN ) AUP K [ 4%
R KRN o an ARG IE T, AN RE[R] i+ Bk 3 E =) 5 LAY AUP (Skip AUP for
employees).

¥ 51 T ki AUP (Skip AUP for Employees): & TAEV5 M4 2 B G735 AUP. Ul AR
IEREIR,  TIAS GE[R] I L $E(E F E s &R TAaYA<[E] AUP (Use different AUP for employees).

« ERRFHE AUP K E (Require Scrolling to End of AUP): Ik I 7 O3 FHEE TR E £ B & AUP
(Include an AUP on page) I 7R

WA P O e 30 352 AUP. AAET ) IR B A AUP KRN, A SiniESE (Accept) 124
JC B Ar] IS 1) FH P 2o AUPS

* (W& REFAT (On First Login only): {NFE 7 B G K MBI 278 AUP,
« R RET (On Every Login): &R 8 s 48517 I #8278 AUP.

8 X (MWNEXREFE#) (Every _ Days [starting at first login]): 75 J* B V08 5 M 2%
5G] Ja E W] s AUPS

B &% 2 WiFi
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ERHEIENNE AN EELELRE

FEENEERE

ERFEMAE L, 1A E (Menu) Biir (), RJEEFE T4EH L (Work Centers) > i & i8]
(Guest Access) > [ ] F14E 44 (Portals & Components) > 5% 17 (Guest Portals) > €& . 4igsE
#l (Create, Edit or Duplicate) > [ TR {TAF0i71& & (Portal Behavior and Flow Settings) > 17 & 8 o4 %
f31% & (Guest Change Password Settings)

s RIFIFEESFEELER (Allow guests to change password after login): e VFUj 2 £ B Eh kAT
GO I0AIE 852 AUP J5 8 S0 (R F5 20 o a0 Sy &0 LS, e 5 8 AR
TEOL T R N TGV Vi B A LB AT . R N BN U5 2 1) 2 A 2 1 A B L35 6

Y L) S ML 3 s Ea
SEREHEIENARTPIE RS IMEE
TAE ARG 1, 3 M 38 (Menu) Br (=), ARGk TEF L (Work Centers) > i & i8]
(Guest Access) > [T FA2H 44 (Portals & Components) > 7% 71 (Guest Portals) > |3 . i E
#l (Create, Edit or Duplicate) > [ TR {TAFAE =% E (Portal Behavior and Flow Settings) > 7 & 18 &
FEMIZE (Guest Device Registration Settings).

A5 FH 33X G B AT A S 21 % % 4 I8 Cisco ISE A B &% 4%, 80 R &4 855 F3)
FEM R .

LR E WA VIR AR e i K s S TAEA O (Work Centers) > 17 & 77 18] (Guest Access) >
TR F1£E M (Portals & Components) > i &2 (Guest Types).

- BEEMIFEIEE (Automatically Register Guest Devices): #1417 % F K5 ) 6 7 ¥ 4%
O e LSRR IR A 1] i 0 1R 2t By 4

BAE, LGRS UK A VR % 5 AL 23, LU FE A7 Web 5 30IE.

WA B RN & E, WRS 2 AR EE — NN A, M % 228 s il i
%, HFHMMVI% . P THEH L (Work Centers) > 7% i7718] (Guest Access) > [ A FRA &
(Portals & Components) > iF Z 2% (Guest Types) LA Heii 25 Al i) FoE W it e ki 2 B0

s RIFIFEIEMIZE (Allow Guests to Register Devices): 5% Al LUl $2 442 B LI MAC M
HEFBE M4 . MAC il 5 405 5 4y A 5Tk

WAGE BB IEM B WD R & ZEMER DB, RJEA VP A B % .

EERMEEURIFEITPRIBYOD i E
WU A AU 4R TYES L (Work Centers) > 5% i/ /8] (Guest Access) > [P F14E 4 (Portals &

Components) > 5% (Guest Portals) > €. #RiEs(EH (Create, Edit or Duplicate) > [/
{TAHFARIZIZE (Portal Behavior and Flow Settings) > BYOD i& & (BYOD Settings).

wxmze Wik i
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wEfRS WiFi |

fEHTX R E N AR % (B ) SESR AR UE D7 2 11 Uy ) AL M2 1) 53 10D AT B s e

(BYOD) Tfit.

FH

fEMERE

RIFRTEMZHRERDANiRE (Allow
Employees to use Personal Devices on
the Network)

FUETT N “BYOD Mt ” (BYOD Registration) UM ,
FOVF D2 TS8R T e E Mt A, JF BT Rt AT A i sk
D7 FEP RS,  FARRL O TN N8 (4D, 10S.
Android. OSX) XAV [¥1%% sty 1] i v 2 11 7 o

#5514 4B (Endpoint Identity Group)

R T ERER VT R 1 2805 S 4. Cisco ISE $24it
GuestEndpoints £ £ 20 FHAEERIAE . W SRR IEPEAE
FHERIAAL, Tl ] LA 3 A ¢ s £ 43 41

FeVF 53 IR R T 5 i) AR
(Allow employees to choose to get guest
access only)

A5 53 W] LA i U7 7 W4 246 - JE SR A D7 1] Al o9 4 I ] g 5
LEAT BT -

e EMEA B R R % 1D % (Display
Device ID Field During Registration)

EAEME R I BoRe4 ID, Bk 4 ID i E
JEAEAE ] BYOD [ ) i TG0 8 et fn it o

&34 URL (Originating URL)

RIS P8 AT SO B0 IR 5, K ) AR ) 4 T 1) ) 1
FIEAESR U ) R as sl Cn A& D o R AIE
MRS ER “ GO EUERE)” (Authentication Success) UL
Ile VEAIOR SRVFEE ) URL i NAD b (15 il 4% i 713
MIFE1Z NAD [f]Cisco ISE HBCE I FALHL E S, £ PSN
3 1 8443 11 TAE.

%} Windows. MAC F1 Android ¥ #%, #HIBAZ 4y H i
BC I 2N, JEE otRic. i, Xeedis Raph i
%) J5i 4 URL. {HJ&, i0S (dot1X) MIASZ L HF %% (S
VFREAT 4450 235 5¢ 7 21tk URL.

VEMEREEh BT R A ML ) LI
URL JR IR W 2% BEAT S IR SR R (1R300 B 45 FEE 1) 2 3

JE [ URL, #lUn5t 2w iRk .

FEREHETIEMNEITFNEREHEIERERE

EARF AT L, 1A TRE (Menu) Blir (=), RJEEPE T4EH L (Work Centers) > 7 & i (4]
(Guest Access) > 1P #1444 (Portals & Components) > 17277 P (Guest Portals) St &2 A7 A
(Sponsor Portals) > €l . 4miEa & #l (Create, Editor Duplicate) > [ 1R 1T AF0i1& & (Portal Behavior
and Flow Settings) > & F 1B A X & (Post-Login Banner Page Settings).

B &% 2 WiFi
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B E RE M GERIEOL N RIVIE . SO NG T sy s 1) Fd s Al 5 5L

T EaEEEt=]
B 25 REHEETTE (Include a Post-Login Banner | 71 F F i 05 57 J5 I8 16) L8521 W9 2% 15 1] AR 2
page) i S s HAh A5 S

== =] . [N W ¥ 3 stord ML P N Ay g =]
EERMEIEMARITPHTRREEN T RE
BAHIAE T, AR (Menu) Bir (=), RJEESF TES L (Work Centers) > 17 Zif7 9
(Guest Access) > 1A F14E 44 (Portals & Components) > 7% (7] A (Guest Portals) > 3. RiFsE
#ll (Create, Edit or Duplicate) > [ TP {TAFiF & & (Portal Behavior and Flow Settings) > i BiR&&
1% E (Guest Device Compliance Settings). i FH X L85 & n] ELRAF H U5 % 1717 B U5 % A0 51 T3
WA EAT R S AC,  DAESRIBOR 19 2% 1) 15 i) SRR
- EEFEIREE MM (Require guest device compliance) - 15 % 55 [ 3] “ % i AL 7 (Client
Provisioning) UL [fl, X4 BRIL T A4 VP ACEE . IX 20K & o PR CVS N 21005 &, #85mT
DAAE G B 7 20 1) i 22 A VPG S0, A A 25 B 47 S A

U AR R A T EESR LA A U5 2 117 RV ) M B B T, S HL

W& 2 )F F BYOD Settings 1 Allow employees to use personal devices on the network,
W53 Tos i F5E 17 21 BYOD iifs, JIF HA AT 7 b i .

« WK FI i H BYOD Settings H1(1) Allow employees to use personal devices on the network
F1 Allow employees to choose to get guest access only, F H i3 TIEFEVT RN, WA
i 5¢ [W] ] Client Provisioning UL [f] .

7% 7] P Y VLAN DHCP BT H g &

EEFMWAG N, AR (Menu) Blir (=), RJEEE TIEH L (Work Centers) > i & [a]
(Guest Access) > [ 1P F12H 44 (Portals & Components) > 7% 171 (Guest Portals) > 62 . 4RiEsE
#ll (Create, Edit or Duplicate) > | 1P T A FFE I & (Portal Behavior and Flow Settings) > VLAN DHCP
BMTTERE (VLAN DHCP Release Page Settings).

* A VLAN DHCP %7 (Enable VLAN DHCP release): 7545 k485 b &k 4= VLAN H 4
J& BTV 21 Windows % %% TP ik .

IXSAEM T K 15 % VLAN 58 VLAN B 58 A2 AGEFE 2 X Web & 4356 41F
(CWA) %iifts 11 VLAN B B VR U & (K IH 1P ik, JF HAZAE V) % 3 #8T VLAN I
JEI DHCP &K ¥ % IP Huhk. XA F DirectX ¥ 44:#) Internet Explorer 3 %85 [ 37 FF IP Hh
HERE BN ST 34

“VLAN DHCP ¥:jl” (VLAN DHCP Release) LA IEH TH )& & ik, RESWKRUIK
Fah T E 1P bk, MR & T. B, 7€ Apple iOS ##% &, Uil LUEH Wi-Fi W45
Jf A5 Renew Lease #%4 .
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B s=ienspmirses

« @R _ #TEM (Delay to Release _ Seconds): #fii N\ AEIR R FEU ] o FRAT T 1804 FH 48 PO
R B AE N3/ NN R 2 5 ECisco ISE 45 #5457~ NAD %} CoA iR B HidtAT &
(AL AT Y, 26

« JEIE _ ##1T CoA (Delay to CoA __ Seconds): % A ffiCisco ISE ZEIRFHAT CoA K] Ak
SEREIE] A BRAIMEVE AR » CAARVF T E8/NEF LR i AT 1P Bl

* JEIR _ #P4ELIT (Delay to Renew __ Seconds): Hii ANSEIRZZIT{H . LI [ 2is N2 1P BB, IF
HAEFEBIZ AT $EAEE W mR] CfF BRIAMEAE A B (E) , DME o1 CoA 1
ITACERIEFZ T Hi 1 VLAN Vi [ BB

s 0 3 A 3 Ay g =]

RN PSHEIERINZE
BAEIAE D, AR (Menu) Br (=), RJEESF TEF L (Work Centers) > 17 Zif7 9
(Guest Access) > | ] FAE 14 (Portals & Components) > 377 A (Guest Portals) > 3. 4RiEsE
#ll (Create, Edit or Duplicate) > [ TP 4T AFARE 1”& E (Portal Behavior and Flow Settings) > &4 4 i
M INZE (Authentication Success Settings).

XV E AT S GERMVI% . KEAS R T SHBIFshel o URL. £23 50 8EE
181 24 2): (Once authenticated, take guest to:) F, Mt LL N FE:

* J&%8 URL (Originating URL):  Jl I W45 3EAT S 0 B0 iE f K B P (R0 W 8 205 1) B FH Y IEAE
SR VT ) RE M CAnSEH) « WERAEH, WA S T Authentication Success T
TR AV ELE ) URL 183k NAD _E /5 #2615 K FI7E % NAD (1) ISE Hh e B B2 BURC & S
f, 7€ PSN [ 11 8443 L T4F.

X+ Windows. MAC 1 Android 4%, #HIBAC S A BVREC R TN H, J5& fsiMEc. Kk,
IX IG5 N2l 55 1) B R 4G URL. {HJE, 108 (dot1X) FIANSZ LRI 4 (FeiFibtT Mgy
] 2385 ) 2tk URL.

B4 83E TN (Authentication Success) TTME: %11/ & 43 AIF B L) o

URL: JREA W2 E AT B G BAE i, R ™ 300 B 8 F € 1) 236 € 9 URL, 5120 45 22 W) g 14
i

\)

ER WIRIEE SO SR N E R RIS URL, v AESEMEAT URL Hubil Fl B3¢ ) £ 15 I AT 4
B MR SOV E ) URL @ NAD 9 i) 45 1 51 % F17E 1% NAD ) ISE H G & A9 AC B S
1, 7F PSN [y - 8443 | TAE.

IEINPXFEENEHLE

PEAEIRE L, A3 E (Menu) Blir (=), AfE1EE TEH L (Work Centers) > 17 %7 1a]
(Guest Access) > [ 1P FAZE 4 (Portals & Components) > 3771 (Guest Portals) > ). 4miEE
#l (Create, Edit or Duplicate) > [ 1P {T A FA;1X & (Portal Behavior and Flow Settings) > X #F{EE 7
Hi&E (Support Information Page Settings).

B &% 2 WiFi
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papneseenErs

I LB B W] R IR A5 L T TR GERITEOU R D58 Aol Bt T 38 3 5 ) i) 2

BEAT OB RR A5 S o

FH

fEMERE

B4 X #{= 2 7THE (Include a Support Information
Page)

T T B8 U b s $s m 45 S i
(4 B% & 3411 [Contact Us]) [185E4% .

MAC it 1E 32 #5 B (Support Information) % 111 EA0 &%
%1 MAC Hidik .

IP Hufit 1£374%15 B (Support Information) % I _E 045 %
0 TP Hbhik

AT 2R A PR 7E X #5158 (Support Information) % I F 4,53

VLA PEAIAE R, W AR AR AR 51,
DL R SR R P AR R RRAS

SRR %5 28 (Policy Server)

7 X #5#5 & (Support Information) % M 4155 il
25171 (1Y) ISE SR e 45 19 /i (PSN) 1) IP Hbdik o

BT

WAIEHN, EEE HEME H &P NS .
EEAMEHZ, HEH EIE (Administration) >
A4t (System) > HEIER (Logging) > iHE B R
(Message Catalog) .

I L (Hide Field)

WRFBARBH S0 S R, IE0EX
#1528 (Support Information) 7 11 _F B R AT 7
BebR%E . hn, G SO AR A R0 I PRk ok %
(1, 52 Won#pERED (Failure code), BIf ik
PR AR b

BRAEEAERFRZ (Display Label with no
Value)

7+ 32#%15 B (Support Information) % 1 b %R
HE s FBARSE, R S5 s BN
Wt B, AR EARE AR, 1 SR
X %3 (Failure code), HPEH hy 2 (gt

RREEIMERHEE (Display Label with Default
Value)

WARFRBR SO E IE B, EEFER
(Support Information) & N _F AT 3% s 7 B
WORICSCAR . i, WERAE BN AT
FH” (Not Available), i H iR AL A%, WIEFE
A3 (Failure Code) ¥ B/~ AR (Not
Available).

wxmze Wik i
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B zer FemzsE

HENTRAMAZE

Ay 3 —_— Sl o
TRPHRIRIEE
LAFWALE L, 15 AT5E (Menu) Blbr (=), ARJFi1E$# TIEH L (Work Centers) > &1/ 19]
(Guest Access) > [ 1A FAA% (Portals & Components) > &I THE 4% #E AT (Guest Portals or
Sponsor Portals) > £IJi#. 4miEs &% (Create, Edit or Duplicate) > FEITASEEAITFREN
B E X (Guest Portals or Sponsor Portals Settings and Customization).

* TR Z#R (Portal Name): Hi A T-Ui I Bb1 ] BIME— 11 2 FR. G200 P AR H FATAe 2L
fRAENTTF Y Vigr 1P s AR &I, WA RTT . Harki4 (BYOD) 17, &/ i i id
I/, Bahif& & (MDM) [/ B4/,

B A FR s AE 5 R A ST ) P kR . N T AR, DA A )
FHR A

3 7::37 PR BV

* [TAMix URL (Portal test URL): fidifR7F (Save) &, RGN URL £ SR M. i
IEFRIAR ] ) o
U B O AT T S AR T, b BRI T ) URL . WAZ0FT T AT SRS IR 45 1) SR mes
JR4515 55 (PSN)o Gl AR H S IR 25, 1) PSN AN W BE DA T T

)

BT PR HS RADIUS 21, BLGRR ik ST 1

B oes) iR . BYOD FIZ i c 2 I e+ RADIUS 2 1 (1)
[P 7sfle lhn, T W 2 AMS URL I AEEH . iifa2
A~ PSN, Cisco ISE 2iEFE 5 — 4N sh PSN.

* 5 XM (Language File): BRIANTELL T, BRI RMSCRE 15 R, IXETE 5 Al E A
Fs i v 5 SR AR AE R B SO . S B N T B S S s
AT 5 S AT T R 11 I SCAR I T AT B AR 5 3P

T SCPFA 5 B S s DR BB A, USRS N AT T 7 AT i B, B
W E S A S SCRFITE S DI b A SEEUR A A AL H 1Y

USRI B P TE E R As X B  E,  UE e T T AT e R 2 T Web 117 . il

o N TR STT .

{EITTRATAE B E X (Portal Page Customizations) &I+ H i ST SCAR, REGHE B
EIbR . EHRH B SRR IEAE B ST 0 — P 5 AR AT ] S i 20 ] s s n 21 B A7 52
TEFIEF B SO T DU R B 8 R I Bl oG AR b s B B S S ARG
1) HR 41 5 SO I F 3K

B &% 2 WiFi
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XEAINTRPHINTPPEE

weAnpwirgE ]

P BB E DU e B M B 11 DT R 8 5 30

« HTTPS im0 (HTTPS Port): #ii A\ 8000 5= 8999 2 [l ¥ty I 14¢; T Ara BN, BRIMEN
8443 CRRAZ AT BRAL, oo LME R 8444) o iR CAEH eyG AN o FHEZEAT I, WIFEAR
A& SO DU 2 1T 25 X SV A B S B, S g A LAY R B o

WAV R HAE R (Bl “FREBEE T D TP ER . REER BaERIE .
DX 2 A PR RG 20 S G T D AL 8905 AT 8909 i 1o A5 M, e AU 73 Fids Vs %

[ (A ) 1

SyBC4R [ — HTTPS S 17 ] AT [R]— T AR R 2 1 s Al 02 1o SR A T AT [ Y
S AR DALy, U AU [ UE S 4L bnaE . it

s FHRMALA RIS (LR NTT 6D -
* RN HiH 8443, $:10 0, UEARAE A FIFRAJBEA T/ : I 8443, #2110,

4L A.

* SR

B4l B,

* FEATTF:

41 B.

© LR EWHE:

o KNI

B.

* JOERATTF:

BAH A,

N

Ui 18443, 4010,

Ul 8444, Pirl1,

Ui 8443, B:010,

i1 8444, %110,

WEPH A RIS T b 8445, 110, iF

WEP4L A FIEAZ ], B 8444, #:0 0, FH

UEFZ A MR TT7: 8443, #5110, EH4

WEPFRZE A B 577 5 8444, #1100, iiF

E RN VI B RS 1 0, DL ks, 80T LA
T E (Portal Settings) N AL & #1000, WA LAA# A CLI 4y
4 ip host ¥ M4 5% FQDN Wi #1421 0 (¥ 1P Mkt

®

* VFRIEED (Allowed interfaces): %+ PAN 1 HIRIEAT1 1/ 1 PSN #: 00, >4 PAN KI£TFJHT]
JURIE RIS, PAN #rdk PSN [ al ] fov/ro 1. 8204l A [ 79 i) TP stk fic & LA R

B,

IXEERE VA ZAE T PSN el H, ALFE CLFFJH SRS AR 25 19T VM 1) PSN. T I AT A
PSN #B 0] F TAE Vi & 2 WG P L o m), DRIk k.,

o DIOK R 1 2508 HIAS A7 R0 1 TP it

wxmze Wik i
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wEfRS WiFi |

o TRULAE R T 1 I ZAE BT AT PSN B R, A3 SRR IR 55 4T TR IR 25 T R AU LA PSN. i1 T

e R PSN R AT TAEV B e i T SR EE 1], RISk An it

o [TPUEAS 2 4 FR /A P A R B A R 25U AT e 1 TP Mk
* fECisco ISE CLI 'l ‘& ip host x.x.X+ X yyy.domain.com LUE 4t Bhd2 O TP il w5 3] FQDN,

P VUG LA 285 44 /4 AL I 44 8K

o WERAGERESEE NIC, W2 PSN 2B E 10, Hea B e #. WERAR

Ty, FREEAY PSN WA E BCE, ARG PSN il hi R iR . PSN ALl /ey Bt
O BRI

o FFEECE AN O NIC LA el I (2548%) , NIC 414 (NIC Teaming) Bi455E &

PR EERE . W R —AN NIC 2RI, & T40 e &b —3 0 1 75— A NIC &4k akid .
AT IR E (Portal Settings) BL'E, 411/ 1E+#—A> NIC. WAL NIC FIAH RN 4558
NIC $CUBCE, Y PSN R BC e 1 i, e a2 E g e . WRARIL, 7hE
A PSN _E¥EAT48 e W E, AR5 PSN 247y 0 L3 .

« IEBLAFRE (Certificate Group tag): HEI—AMEFBAIbR%E, F5 e ZH T 11 B HTTPS 3 & FHE

« STEREAZ (FQDN) (Fully Qualified Domain Name [FQDNY]): k& AT T/ sk 411 )7
N4 /b—/MME— FQDN sk L4 . i, wf U
sponsorportal .yourcompany .com, sponsor, PUEZEH] Fo H b AT — 2 FR 4 A 200
R, RENTTF ST, DUE S50k, A4 HZ A S
L BN FQDN, 3B T AT LT $ A -
* BT DNS, LUEHr URL (1) FQDN il b 43 20 s e 55715 £ (PSN) 1P $thik. s, sttt

for fd A B

bk TT BESR S I PSN it fr) T 28038 i 25 KR UL TP il

o B G h TAARA LRSI H BLE S S, 15 ECisco ISE PSN AL IR 55 &k 15 48

HEIEZFR (SAN) JEPEH A B E X URL (1) FQDN i Be 4«

* B IEEF 7% (Authentication Method):  JEREKEMIEAS B 4357 51 8% 5 3 $EHERE 7 (1dP) H TR
SR . SRR H IR AR, $R R ) S A X S .

Cisco ISE G35 3& FH T RN T HIERAN S 43057 %)) Sponsor_Portal Sequence.

FE IdP, LS B (Administration) > 4 &2 (Identity Management) > MR 5145
(External Identity Sources) > SAML ID 12#£32/F (SAML Id Providers).

BECE ST, B UGERETR (Administration) > S22 (1dentity Management) > &
{35 (1dentity Source Sequences).

* ZHE8AT (Idle Timeout): % ACisco ISE 7511/ A TSN B0 N VRS H - 2 B 24 A5 (1 I
[ CCAAMP o A o ARGEHR 1% 30 5k,

* ft1F Kerberos (Allow Kerberos): i ffl Kerberos % & NHEAT S0 5603E, H-F U5 A2 AT T
FEN Vg ISE £ 37. SSL M H2 ), 754 p%iE N AT Kerberos SSO.

B &% 2 WiFi
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seApwesnEeE ]

A\
i Kerberos BB 2k LR 5 H AL T [F]— sl
F R AR PC

* ISE PSN

* NIRRT HCE ) FQDN

N

I ORI P A FR Kerberos S HAIE

®

s BIRIES
« {FEANLE RS X% & (Use Browser Locale): {3 FH7E 2wty ] W 0 DX 4 15 B b s e Ve &
YERTTP R RIES . W Cisco ISE AN SCREN WA B E G, WHEHELRIES
(Fallback Language) 1E M= 11/

* ElIRIES (Fallback Language): 26+ 4 ok A B X ki B SR 75 B Cisco ISE A3 #F
VT 28 DX A S AT RS .

* BRZR{E R (Always Use): EFEM T M ERES . RS S%E 55 B PSTEs X (User
Browser Locale) 177 .

« %2 ABYAH SSID (SSIDs Available to Sponsors): i M4 (1) 4 FrEk SSID (41l 45 hnil
) AT LS S5 5512 9 48 2 nl LUZE B2V ) 11 1E A/ N 4%

REANTFRERUEHRE

REANNFHERTEHIZE

FAFILALE 1, 5 A3 (Menu) bR (=), RJFEHEE THEH L (Work Centers) > & 18]
(Guest Access) > |1 F14H 4 (Portals & Components) > %&#2 AT (Sponsor Portals) > €13 . 4RiE
s &l (Create, Edit or Duplicate) > i"JP 4T A F1iR i & (Portal Behavior and Flow Settings) > &R 5T
Mm% & (Login Page Settings).

« RERRH] Z BB oA R WE F 248K 2] (Maximum Failed Login Attempts Before Rate Limiting):
fi8 7€ Cisco ISE FF Ui B 12 7= 2 1 DAFRAS D) W 25 25 15 22 1080 S I IR R MO 3. 3X AN 2 3k =
BE o B 1100 2 A BRI 2R B SR 22 22 (8] Y 8] PR B (8] (Time Between Login Attempts When
Rate Limiting) {7 & .

* PRI E A& R 2R Z 8] #Y (8] R AT 8] (Time Between Login Attempts when Rate Limiting): # &
FH P ek B3R 2R PR 1) 22 B B A 2R W& S 22980 8 (Maximum failed login attempts before rate
limiting) g SRS RIS, 2208 sk (BRBITEZ) 2 Ar 2SS A I R (G
Bl .

wxmze Wik i
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B ze/ nrnmzseRng A TERE

* €& AUP (Include an AUP): i A 453248 JHBUR ST INE . v LK AUP V8 I i, sl
2 55—

KZEAFRBAEZERBER (AUP) THRE

EAEWAE O, & AGSEE (Menu) BFs (=), R)GiEH T4EH O (Work Centers) > i8]
(Guest Access) > | ] F14E 4 (Portals & Components) > % #2 A 717 (Sponsor Portals) > 3. 4Rig
s &l (Create, Edit or Duplicate) > [T {TAFA & E (Portal Behavior and Flow Settings) > AJ %5
{ERBIR (AUP) TTHI& & (Acceptable Use Policy [AUP] Page Settings).

fE XS E R E SO GERITE UL N2 RO A BT (1) AUP R4 .

FE fEMEm

& AUP BT (Include AUP page) 7 FB IR BT ) B P Sz 2wl R 1A A FH 4%k
HZAT

ERKIFHE AUP BIRE (Require scrolling to end | {5 H] /7 CL5e #4515 AUP. IXAEH T CREI &

of AUP) AUP KN, A%k HiES (Accept) Fi4l.

X &R AT (On First Login only) AHEF P 0 O SR 2 B0 I s AUP.

HIRE XA (On Every Login) R P 8 s B M 44 58] 7 i 7R AUP.

8_ X UNEXRERE#) (Every __ Days TEFH P8 OG5 3 W 2 51T IR E 91 5l 7= AUP.

[starting at first login])

REATPHAEARSEDLE

BAGIAAE D, 1 AE3RE (Menu) Blir (=), REESE TEF L (Work Centers) > i & i)
(Guest Access) > 1P #14E 14 (Portals & Components) > & #2 A1 (Sponsor Portals) > €3, 4748
s £l (Create, Edit or Duplicate) > [ 7P 1T A #ji 2 & (Portal Behavior and Flow Settings) > %& 2
AEMZERLIRE (Sponsor Change Password Settings). X848 & k4l ] A& AT/ KR N E X
PEEK

FH £

Allow sponsors to change their own passwords RTFRERNEEEF RN EE S, ik
IRALAE A NAE PR R e rh i A o B
%45 ” (Change Password) DUl .

ZEANTPRERREENEHRE

PIHA AT, 1A E (Menu) Blir (=), REEFE T{EF L (Work Centers) > 7 & i 4]
(Guest Access) > 1P #1444 (Portals & Components) > 7% (7] P (Guest Portals) St & 2 A7
(Sponsor Portals) > fll#. #miE=( & %l (Create, Edit or Duplicate) > 7] R 1T A FAiT 1% & (Portal Behavior
and Flow Settings) > & R[5 #IE R E X & (Post-Login Banner Page Settings).
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A pmxsEenEeE

B E RE M GERIEOL N RIVIE . SO NG T sy s 1) Fd s Al 5 5L

FH

fEMfERE

4% F /5185 E (Include a Post-Login Banner
page)

FE T 2 53 5 TFAE 1) Hf2 1 W 2% U7 I AR 2
I 7s JAd A

ZEANTPRZFERNEHLE

PIEF AT, 5 A3RE (Menu) Blir (=), RJE1EP T{EF L (Work Centers) > 5 & if7(4]
(Guest Access) > |1 P #1£E 14 (Portals & Components) > % #2 A7/ (Sponsor Portals) > | . 4ig
gy &l (Create, Edit or Duplicate) > IJ 1T AF1 % & (Portal Behavior and Flow Settings) > 2 ##{&

ETHEE (Support Information Page Settings).

i FHAREG 5 T R 5 0 TP TR P GRS AR T BB i 18

AT SRR HERR AOAE R

FE

fEMEmE

14 3355 B 7@ (Include a Support Information
Page)

FEFT P BT 0 L b s 8 m 45 R
(5 Bk 2 F A1 [Contact Us]) f5EHz .

MAC st {E #5152 (Support Information) % 1 FA 55 1%
#1 MAC Hudil

IP ik 1F 324415 B (Support Information) % I [, 75 %
10 TP Mk

X YTER A PR 1E X ¥ 8 (Support Information) % 11 11,5

WEVEAE R, Wi A RIS . AR 1%,
LU B SR A0 AR R RS

FEEAR S22 (Policy Server)

{EZFFE R (Support Information) % I & Tk
F5 LT 1) ISE SEm 95715 11 (PSN) ) TP Hiuhik

PR

WAGEH, EEE HENEH P NS .
BAEMEHN, ikt EE (Administration) >
A4t (System) > HARIER (Logging) > iHE B3R
(Message Catalog) .

B ER (Hide Field)

R TF-BR SR S B S IE B, E2EX
#{5 B (Support Information) & I I /R4 7
Bobnas. an, an S i AR A S 9 Rtk S %
M, 152 B 8 FER RS (Failure code), R Uik
PEBBEACRS AR an it

wxmze Wik i
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B ecnseAnpszsrsnEm

FEB ERER
RETRAEEA{ERFRZ (Display Label withno | 7237355 B (Support Information) % [1_E &7~
Value) Ak e F B2, B &8 1 B

Wik, i, RS AR, 1 BNk
{53 (Failure code), R[#H k45 (9t fnitt

BREEAERIFRE (Display Label with Default | 4 JLbRZ 20 & 1015 BATEAE, HAEZIHER
Value) (Support Information) % I _F 4T 3% & - Bt
WORIGSOAR . BN, WRAE B AT
F” (Not Available), Jf H.i#B A A, & fE
X5 (Failure Code) # it 7~ A AT A (Not
Available).

— kS Y 3 LR [N S . .
HEXNEZRANTPEZEZHTERBAN
FRFMALE L, 1A E (Menu) Bl (), RJEEFE T4EF L (Work Centers) > & if 8]
(Guest Access) > [T #0¢E44 (Portals & Components) > % #2 A1 (Sponsor Portals) > €. %
tEo &l (Create, Edit or Duplicate) > [ TP T B & X (Portal Page Customization) > @17 &
(Notify Guests).

1t Page Customizations ', #&n] LU i SURE A MR N T RGE R U5 R m A E 2R B Fr
B N TR B S R AR

7t Settings ', & A LA & Aot N2 A5 w] AAS FH AR Ek SMS Sl ) 5 & A% H 7 A4 Rssh . ik m]
PLFR 5 At A& 35 AT LA 5 45 5 7~ Support Information TUTHT,  PABR LS AR S EF AT T 5 U5 1) i) B34 T
W HERR 145 B

BEXAZEANTPR “EEMEH" EH+F

FRFMALE L, 1A E (Menu) Blibr (=), RJEEPE T4EF L (Work Centers) > & i8]
(Guest Access) > [ 1P #0¢E 44 (Portals & Components) > % #2 A7 (Sponsor Portals) > €. %
485} &%l (Create, Edit or Duplicate) > [JRTIHE B & X (Portal Page Customization) > EIRBF0LH#
(Manage and Approve).

1t Page Customizations I, #n] BAH & UK A 1T/ 1) Manage Fl1 Approve &5 bt 7= (17 &L
PRl WA BB LS BORZ A RS o

Horp ik CEEEMPAARAC D FEANTEARRLIE . AR AR AR5 20k AT 38 (s
PREL B WS IRAE,  RUACHRLT ] AR R AT

LR S 28 Y : s e
MRMEZEATPHEREILE
ERPBHSEGUIH, fiidis€ e (Menu) Bltx (=), RJGIEF %718 (Guest Access) > 2 & (Settings).
AT DA LA R B B0 E N ] T Cisco ISE BT B MR AT/ VR8I DR KA N4
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o RV MK R A W P 44 RV (1) SR

o VTR N R IE BRI SMS I8 K1 f) SMTP AR 45 %8 F1 SMS M

o A B BTV ] B U A S RN U I AT E BRI B I SSID A i B
BB XA W E G, EREREVREFAERANIT T VIR N, nT DU 75 2248 H
XL E
“IIPREE” (Portal settings) TUI AL DL Nk I

IR P ERR B (Guest Account Purge Policy) - 243 ER S WD &bk /vt 22 HE . A 61

ME IR, B LHERR U 0K IR, 2 8 T,

* BEXFE (Custom Fields) - # I TV & 117 10 B E U7 B DURZK BT I AR A5 6
ARVEAER, WS TRV &K 1 8% LB, 559 1.

* FEERMEIZ E (Guest Email Settings) - i 2 2 75 AL MSAFRE Ik ) (A ST AN Vs % . A STEA (S
Ko TS O MR EIE RN € WA A SMTP iR 554% » 26 9 UL

* B ALEFA SSID (Guest Locations and SSIDs) - i F v B R 25 1 AAEIZ L6407 B Hp A 1) 10 2%
MRS PR AT (SSID). A7 KTEAIME K, THS VI &AL E M SSID , 55 10 il

* & P& % 8% (Guest Username Policy) - lid & G818 Ui & H P 47 8. BR1EIE R, 1S
BRI A0, 513 TUMJT &5 M) , 28 11 7,

* R ZEILZERRS (Guest Password Policy) - 1 MU U5 & AR TP IR U7 B 300 6 0s . A S TEA
58, 1ES W BB H MR 2R, 26 11 00,

« HA&EIEF (Logging) - Ml FH 7 %4510 MAC HihEER BV R e Ak b o vig e, H
P2 MAC Huhk. WIS IR, WRES TP IDESH 4, A2 MAC itk
ORI NG S, EZ U175 % Remember Me , 2 34 i,

FELRQE

EAF AT, 15 M HRE (Menu) Bl (=), RJEEPE T4EH L (Work Centers) > 5 & i (4]
(Guest Access) > [ TP F1B 14 (Portals & Components) > 77 & 28! (Guest Types). fili X $Li & n] LA
B RERE 17 In] 190 45 11 17 25 T J FLus I AR o 85 b mT DA s W A8 Al N 4 R ) by 7 28 L

« PFEEABZIR (Guest type name) - T fE—NEFR (1 2256 NFLRF) , Kb Ui RIS/ 5 HAb i &%
RRX Tk

< AR - SR ORI R R AR AR I 25 5 (e 2000 N74F) BT BATHE M
o

 EEE 30 (Language File) - i 7 BT S RS GE 5 30tE, SO 8 B 52 S RRE S 1
TSR, SRR SMS T I Y 2o IR EEE S AN A T e Kk S i s, Rk
B T BT R R . R IEAE QISR I Vi R R, FERAT T R R 2 1T, BhThAE
FHEER . A g HE S S ITEAE R, WSHIES AE S, 5110 0.

/
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B i=xnss

* IS H i EHE (Collect Additional Data) - riili B EE X FE (Custom Fields) ZE1i, 1EFEH T )
A8 I U 2 S B 1 U R CAR SEA A 1) B e U B

B CPE, IS TYEH L (Work Centers) > i & 81 #2BR (Guest Access) > R &
(Settings) > B E X =FE (Custom Fields).

4 S IN:)

* ik A 3545 R B FF 4R (Account Duration Starts) - 41 483k T M ENRE R FF4E (From first
login) &35, 452 H g YOS ST T 1, BITFAE TSR TFAR ], FLbK P 45 i
[F) A P PRI RR SIS ) o A SR U2 AR i, R P S B4 T4 108 5 (Awaiting
first login) JRA, VIR I BR MM bR Zmk - o
HIME Y 18] 999 K. /M Ek /4.

VAU AR U P A AT ) Sl 25 SR ABAT TP B T 2

WUR MK 2 A 35 EBY HEAFFEA (From sponsor-specified date), % A5 (V7% B
B85 ) 9 205 FHORARE X 48 4 42 (1) B R R, /N Bl 3 4

W T R e R, I T AN 2 I FH A b U7 7 2R I B s ) A U R R

o B P 4ERT E] (Maximum account duration) - % A2 BC s M7 % 28 50 (97 % ] LB 5%
PIRAL /NS EEl 7 i

\}

SO RR E A L U A S, I % I A . B
B Sems A 20 M NIEAT U, DRIk, SRR PR
Sy F 20 4l AR BRI P 2 FTAT REAN A 2 e

A1,

fasay DL X X L B #AFNAT (8] 723377 18] (Allow Access only on these Days and Times) 3217
T 7€ 1) LSRR (1) 15 2 B 117 1) PR P47 282 N TR R0 2 28] )L

o REIEFEA I UBREI T A Ak N H D bl #6115 i) H 39T
o RO NGE PRGN [RURT YT, Al A T] ) FoRe S fo I ™ R 1)
AL LEREAT IR U 1) IR 1) 2 S M B A U5 2 K P I RGBT 1 BT YA I () R B A SR PR
B TESH RG] T AOR NI R BEE . 5 45 .
* BRIE

o & KREIBHE F 2 (Maximum simultaneous logins) - % A\ 23> Bt b7 2 2R H 7 n] LAA] IsHE
(RO N TR a7

o YiFEIBiZPREIBT (When Guest Exceeds Limit) - 41 % & A B B & F £ (Maximum
simultaneous logins), 420 [F] i 36 6 F 702 21 s K6 sk BUR S FR I BEPAT (P34

* B FF & F 8Y1% 3£ (Disconnect the oldest connection)
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* W FF BRI AYEE (Disconnect the newest connection) - R EFRIGH AP EE B £ B RS
RIEE 81T TUmE (Redirect user to a portal page showing an error message), 451774
RIGAERCE WA SR, RESUERIT, H P EE M BIV5 %1 . B IR R R 2
ZE “T17 U A€ X7 (Portal Page Customization) X 1HHE AL E, XUGHEA T HE
(Messages) > $&i=iH 2 (Error Messages) % [ .

IR ALGE MBI R K& & E (Maximum Devices Guests can Register) - %y N EAN 7 2 7] LA

B B R BE A5 2. T LUK FRABIBE A /N T B 00 D7 2 2R U7 2 M ) i s O B . X
RSB QI KU 20K o I IBT B % I I8 B BN, foe I (0 B0 350 K5 BT T 34452

- BT EMiFRiIR &4 S 44R (Endpoint identity group for guest device registration) - %

PEE LV R A T 2 B4 4l . Cisco ISE $2£: GuestEndpoints 2 5 41 4 HAEERIME -
WL REAAT I BRIAME, W38 v] DG At £ 35 B 4 4

s RIFIFEERFFIHEITFA (Allow Guest to bypass the Guest portal) - f 1 Fr 48t 75 B LT

TRV B 28R M 48 1] (Web BHRIRUF TUIE D , 83 G AL (dotlx) 13K J7Ek
VPN % P i B RIS ) 4% . TRk 7 BE TR A, et s rinia s iR AR AUP T
I, Rl AUP & EIT R S At

URAS R IR BEE, B 00 Sl i i EHR SRR D R A B g T ok, SRR A fiE
V) P2 R AR

* P E@ AN
c TEMR IS EAZ AT K, AZEM AT ERESA (Send account expiration notification __ days

before account expires) - 7EMK /it A2 |7 0] V5 & Ak @ 4N, 7 BE g i a2 bR, £
WUNGEEZ0 xR

* ERHBRMIES (View messages in) - 45 i 7E 14 I B s AL IR 2 SMIS Sl S A

S o

« EBTFARE (Email) - 38 L 2 & K 3k 3 E 4
 [FRABENXIZEIR (Use customization from) - KE 4 BT e 1] 7 B & (AR [R] B 2 SCBEE N

T UV R SRR B YIS

* EHI3XA B (Copy text from) - FE GG o — V5 & R Ak~ i 193 p 0 im0 s £ vy

TSR

* SMS - il i SMS ik ik 3 40

SMS (W BCE 5 L MR AN BB AR R], ANR) 2 b A TR 48 T M & E MK SMS (Send
test SMS to me) XJ L[] SMS P K.

* &2 AL (Sponsor Groups) - fif i B 51 AT LAAT I Uy 2 RS 1 U5 20k 7 1R R AR N4 o IHIBR 5
USRI AU RS Sy S YN
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A ANHIZE
FRFMALE L, 1B (Menu) Bt (), RJEEFE T4EF L (Work Centers) > & if 8]
(Guest Access) > [P F14A 4 (Portals & Components) > % #2 A 4B (Sponsor Groups). fii X4
BRI R NS IR 5L, 8 XU BRI AR, DSBS A RN A B 5 5 = AH G R PR

o 2 )b % #2 A 4R (Disable Sponsor Group): 2% 1t A&k N2 I R B V5 ie) A T T

i, AE T BEA AR A HR ] o AT TG O I B AR N B SR BRI, B,

AR AR AV BTGB (B, RS REYI R i RN, HE2HTFHERR

WG

& ANLHZFR (Sponsor group name): it AME—ZFR (1 £ 256 D74 o

WER: BEAHELE (B2 2000 MR, Bl ki N4 1 22870

BLE 7 & KA (Configure Guest Types): 1R AT 7 VIR RBATH, & M TEH O (Work
Centers) > & ifjio] (Guest Access) > [P FA2H44 (Portals & Components) > &2 E! (Guest
Types) -G HT K15 2 41 s BI04

AT 0

* B 5 (Members): i iinik R & ALK 5 (Select Sponsor Group Members) &£ HE,
s o e BT TR T P B O B RSN G O A X a6 IF8 Hads oAy itk %
NI R .

« KFEABHM R (Sponsor Group Members): {8 R FTE LA NALIFIZ, TEIER
AT HAE TR

.

* HAth &4 (Other conditions): il 83 #1554 (Create New Condition) ] 4 20 AN
BLFETE I R N AL Pl 0T & B — DN AN 5. T LSRR B Active Directory
LDAP. SAML #1ODBC &4y S Bk J@ v, HANRE{ FH RADIUS 4 J# 5 RSA SecurlD
FEf) . ] DAE NS P E e, ROr B A E v BRER A,

o AP N SR E Name QRS AE, WREHT P B d1L4E D St A A RTS8 . 9
Internal User: Name EQUALS bsmith

KERA G AFRA “bsmith” N A Be s T A A4

It % 2 A 2B AT LUE A X Lt i 22 B 61 2 bik A (This sponsor group can create accounts using these
guesttypes): 5 b AR E N A IR R B AR QU 2k 7 I R] DA R R 5 2 28 1 . )8 F R N4,
RN DA D —A Il U5 & 2R 8.

WA AR NI — VIR R, WA DUERATE R AT Bomix i &R, Bk
B A O ME— A U R R A B TEH D (Work Centers) > i & ¥718] (Guest Access)
> TP F14B 4 (Portals & Components) > %&# AT/ (Sponsor Portal) > TIHE HEX (Page
Customization) > fIJ&M A (Create Accounts) > 2 ZE! (Guest Types) > i&E (Settings).
1%+ Hide guest type if only one is available to sponsor & ZEHER] Ji FH E A% T

B &% 2 WiFi



| n&inks WiFi

s ags ]

s R EIGIFEBYALE (Select the locations that guests will be visiting): EFEAE G E 7 &bk ) 1
AL X B R A o X AT B SOX BT R P A 20 X, I e e @l T Ui & T
AR B, BT R0y R I A4 . SRS BBy 2 A LAl EE R R 4% . XA PHIET %
LA AT 3% e 31 I 4

FRHIORNA, i RENHBIEA DA A E

U SR AEAL i P AR N L e ML, WA R o Lk G K 0 5 e A R X
BOATFOUR, AL EA S BaRtE RN

R NFTLLE)E

s PEABEAENSNIAEKA (BXN) (Multiple guest accounts assigned to specific guests
(Import)): SVFAR NIEIE WS ZAVIETEANEE (Flan4 7 Mgt i) SIEZ Uik

Q| R, SN (Import) IR W/ 7E AR I3 M P (Create Accounts) T [f
o “SAN” (Import) SEIANAE S N Widsy GAER SN W4 Ll H, U1 Internet Explorer.
Firefox. Safari %5
* H#HtAbIBdk A EGBRE] (Limit to batch of): WU ALV AR AN LIRS Bl 2 AR, e A 3
NERAE AT DL ) U 2k 5
HAR RN AT LA R 2 10000 /MK, AR BT3RO B )80, FRATT A 10 A B ol )t Py ke
JE
c YEAEEIFEHSNIAEMA (BEHL) (Multiple guest accounts to be assigned to any guests
(Random)):  FRVF A Ak 1 LR 0 I 8 BAE Ul 2 BB A e 2F 22 0K 7 INDKE 2 AN BEN LU 20k
A AT
Qs kR, REHL (Random) JEIURE R T7E KA AT/ 1) ik A (Create Accounts) 7
e
* BN P& R14% (Default username prefix): $& 72 At NAEQIEE 2 BT UG 20K 7 i ] LU i
P Amg. mAsae, WAV, RENTTF P I ET4E . 1ok, i
Allow sponsor to specify a username prefix RN
s O R NAT AR AT e BRI AT S
« REH: RENTEE RN g BRI

WA & 7 A AT sl A Ve R NTR € P A, WA N Rk R AT
SYBCH P AT S

s RIFREAIEERPZREIEZ (Allow sponsor to specify a username prefix): 415 R VF K& A4H
[N G Z AN P, 58 AR S AERAE ] LA U5 ik P 4.
HAR RN LA 2 10000 MK, (RS B TR BE ), FRAT T a8 A8 B ol ) e ey ik
FE

s FFiE HEARgERBd R 3 X (Start date can be no more than __ days into the future): 55K
5, RN, ROl T NPT AR 2 AN U K S R B T AR H
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RAEAFLIEE

* (W& #2 A B E B P (Only accounts sponsor has created): JH4H A1 &k A HBERRE At A FR He
THRLEK T, A R BAR AT A DT 2K S

otk e A LH AR 52 B BRI A (Accounts created by members of this sponsor group): 417 (1)
RN R R B R N P AR S R B U R R

* B EM A (All guest accounts): A N A 4 HL T A f Ab H U &k

\}

AR AR A G, Fra R AN LA A A ALK S, BRARE L T & & A AT L (Sponsor
Can) NHH#UEHEEBITEMIFZRIIER (Approve and view requests from self-registering guests)
KR S BL 44 1tk A& #2 A 894340321k 7 (Only pending accounts assigned to this sponsor) #£5 .

EZE AT

s EHIAEHBAEE (BT, BiFSHAY) (Update guests' contact information (email, Phone
Number)): X} FABATAT AL Uk 7, A A N B e & IR 15 B

- BEATENHZZRE (View/print guests' passwords): i AT G, A&k A AT LAFT BN %5561
RN A LIAEEIREM A (Manage Accounts) & RV & RIS P &G TR, Kkt
RIS NTCIESTER S, (HA P al DUER H iR Eek SMS (WHR CREE) SRIBUED .

« X EHFEIER SMS i@%1 (Send SMS notifications with guests”  credentials): 5Tt/ 17 LA
ERLIIVIRM T, SOV R U7 5 AL LK 7 PEAIE SRS SRR SMS (3CA) il
Al

- BB EMAED (Reset guest account passwords): X TAATAT DU B T& K, far &k
K5 %5 R 5 A B 5k i Cisco ISE ZE i BENL 25

s EKIFEMABHE (Extend guests”  accounts): AT LU FLKU K, RVFRIEAN
FHEKBRWHB 2 5. KEN AR HIBIAIES VIR A K 215 i s 4 %0 L

* BRI =Mk P (Delete guests’ accounts): X T AT AT CLEFEE U5 &K o vF Aok ARk 7
FEBH L7 5 U5 ) 48528 ) (1R R 4%

« B2 &M (Suspend guests” accounts): X TAlATT AT DU BRIV &K, RRVE AR N BT
kS, AR 115 2 I 5
DA IR 4 e P E (CoA) 21k, DA% v bl B 2 45 PRI U 25

« TRAFE ABHEERE (Require sponsor to provide a reason): 23k % i AL 1597 &bk
Sa) NP5

s HOEFEFBITEMIFZEYIEKR (Approve and view requests from self-registering guests): &

NI AN T A A AATEE M5 AT R AL B SR (Redidtt) , sANAET ™ (fF
BT I BN RGN T ISk I AR5 5K o Dl E SR E v B U B A T A 1D v

B &% 2 WiFi



| n&inks WiFi
szmris ]

3R BT A B EFRSHE (Require self-registered guests to be approved), il HA#H Kl N (FE
MR IR

s ALfIRF AL TR s T2 R AR N T ASTEHE I S A H AT AR ke N B i
« (T BCE IR R A N A RE BRI P JE TR AL R N L BEEE A R B O K 7
- [EAMIZED (5E REST APD) ifial 2R} ISE 7 E M A (Access Cisco ISE guest accounts using

the programmatic interface (Guest REST API)): Xf 4B ATl LA BRI &K P, SO R NAE
V5% REST API % U5 o) U5 25K /-

RZERHRPITH

Cisco ISE Jy =24 1 B PHRBEIET Web 1111/

o BedE RN, T LUMEH] Sponsor [/ BRI BV K R A T

o fEHAFIEAEVI %] (11 Bring Your Own Device (BYOD) []/". Mobile Device Management
(MDM) [']7F1 My Devices [ 177D FEANME 2 AT HA A& 1 51 T,

Y — : —
BEEXZZHRFR Web []F
ol DAgmiE . SRR E 2. BWA e 8 g XA L T RS . fsa] DLl B
AT, A HART T .

REOTRLAE X SR A B, R R AT LLE M T AN, WA BLE R T ks
RN IV R

o L MR B R AT D

* T RoR 17 3O R BN &N 135 5

bR, WA UL LU T BORHZ L bR AE

TR MBI SMS AT ENHLAGE S Vs e I8 0 (BGE T BATE M & 11 MU AT
o SoRZE IR R AN EE T S

o T BT R ARG, T RAGIEE B e SO BOARERR E T IR R T AR R

ISE #E X % i
HIREE X Web TP IIVELIE B, 1S ISE 177 B plias AEAE Jrik: ISE Web [ 7 H 5 SUE T,

wxmze Wik i


https://communities.cisco.com/community/technology/security/pa/ise
https://communities.cisco.com/docs/DOC-66295
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-43_ISE_Web_Portal_Customization_Options.pdf

wEfRS WiFi |
| IREREES

HENX %
FE R TP U AR 20, & B2 AR ARKE.
« B EADMESTR CHE X BU:

o AL SRR R
o BRI (R BR AN
o OSBRI SOAR DL AN T P AR TR S

.« g
o AT RR R 255 i HTML 1 Javascript

N

E BRI AS THN HTML, 752258 siili HTML [&1F5 .

®

* A jQuery B 3h AR BN 4 nI HE SUITAT BT 0 B (K

« TR PR CSS U

FUE X1, LGB R HNZT TR eI IR 24117 filln, Wik e — Kk
AR RmIERE HEX PRI

o TR G 4 A A o R T RE IR B T B BRI s T DAEEH] HTML Bk Ja ok
style="word-wrap: break-word" H W17, l:
<p style="word-wrap:break-word">

thisisaverylonglineoftextthatwillexceedthewidthoftheplacethatyouwanttoputitsousethisstructure
</p>

* fiff i HTML 5% javascript [7 72 X1/ GUHIHS, Nl AR 1E . Cisco ISE AEKUEHIA
ARG a2 AR SRS o TEROE VA v REAED ] SR s i 1) 8

. : = Sl |

TRRASER
Cisco ISE $&fit—2H BRI T/ R/, SsaT L “I e ke ” e B CSS SCH-E AT T B 2
X, PABNEH M Az X 0tE. B2, nTRLAEARE R A 2 X CSS U I A&7 I AR A

i, RAREAG I R 2> m) o R e 45, U AR R X S X P S o mT DA I B
B AN TR C RIS R A g CERABL )5 56 o FL2 AT AR FRAEEAT A SOE S &0 3
T EAE IR 5

BT E BB R AR A BRI, R R B ARAL LA M R FE KD

B &% 2 WiFi
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newgxsazx

T 1724 X 133
ST EObR 86 X 45
B ahEbs 80 X 35

THVER, ISE S HEEIR AN LGS T, RN ERAE TR R/ 2 5 vl B CVE R 2o

FRAT A E S SO JR AR T ] BT B I AR e, AT BT B g X CSS 3T
(R

FERFET TN, I BSR4 Ry O 321 AR BT AT UTHT o S0F 5 I Jo5 PR BE 50T B 4 Jey
SRS 217 A B RS AN 5 DT
MTATEARRE . AAFRE

ETLLFE bR SCAHES Bil . B AR S, AR DT B AR A Web |17 BUTHT L 25 1
Tt rToCER . A A€ XOTHIN, 2] DAZ) %50 45 001 i .

XTSI H 18 e SCHE A€ DU -

NTRRIEREEX

Je

ERIE AT R E A, JH IR Z BN E . R, BT PATEEAR B e X,
%t

s BT EREEUE . 5 87 I

© HHEITE bR BB, 5 89 1T

o BRI OBIE AT GUICE 5 89 I

s WP Wil S, 4 88 I

o HhRR. UL A AIBRZESCA , 5 90 1T
* RARIFEASCAHEN 2, 55 90 1T

R

TET AAEREAT SR AR HE S, 5 94 1L,

CHARIEE k)

A LAE E SCBRAAT T 38 (BRI BC (7 58, IR S 1) IS ) o3 A DR A . I 28 ST 5Ops 1
AT EE BT T

BRI RITE ST B, T DA S

o VAR T E 2 A TR AR B € ST B R 5. AR A
s LR CSS SUAFA RE SO B ¥

wxmze Wik i
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< M R E L 5, W Portal Theme R Rz g s Bl ]/ 08, 5G] )

TR S R R, R R B ER A
* WERAT A B SUNE t 7 SR 1) BRI, ARJR DR T ST E I, MRSt &

R BILBRAGNE,  H2Z T A 8 e 252k

P11 SRR
« XT VIR, midisEsE (Menu) Blix (=), ARJEE#E: TIEH L (Work Centers) > 17 &7 18] (Guest Access) >

TR Fn4H 4 (Portals & Components) > Bt & (Configure) > /7% 1717 (Guest Portals) > 4&%8 (Edit) > TR TAEH
TE X (Portal Page Customization).

P TREANTT, mdiZ3E (Menu) Blbs (=), R)EIEF &8 (Guest Access) > | 1R FALA M (Portals &
Components) > & #2 A (7P (Sponsor Portals) > 4&%8 (Edit) > 1P 51 H B & X (Portal Page Customization).

« XTI, AEERE (Menu) Bir (=), RJE1EF B (Administration) > i& &1 P &2 (Device Portal

Management) > (EEITF) > w8 (Edit) > TR TIE B E X (Portal Page Customization).

X2 M Portal Theme 7413 IEFE—ERIA 308,
P3Gl Tweaks LA a5 06 & BRIN T 380 R SR LU A 00

a) ORI A T T . SORFIRR B B

b) WRERE R BB T %, 1§ R EEHE (Reset Colors).

¢) WIRFEAETRYE (Preview) H &G0 H K, F 5 HHE (OK).

PR 4 SR TF (Save).

BFHITRETRIES
Bl DR R EARTE A TEEEI B ESIE S . W SuE R T E & XN

BB PRI
« XTUEITT, SiliZE (Menu) Elir (=), RJE1EF T4EFL (Work Centers) > 7 & i8] (Guest Access) >

TR #12E 14 (Portals & Components) > i5%& 171 P (Guest Portals) > 4548 (Edit) > TP TUE H E X (Portal Page

Customization) > £ /8 & X (Global Customization).
* XMT RN, miahiZB8 (Menu) Blbs (=), SR JEER: T/EH L (Work Centers) > if7 &7 i8] (Guest Access) >

TR F¢H 44 (Portals & Components) > & &2 A1 (Sponsor Portals) > %48 (Edit) > [ TP TUHE B E X (Portal
Page Customization) > £ 5 H & X (Global Customization).

« XTSRS E (Menu) Blbr (=), ARJEER &2 (Administration) > 1% %71 &2 (Device Portal
Management) > ({EE[TF) >4w4E (Edit)> 1P T B & X (Portal Page Customization) > £ G B E X (Global

Customization).
FE2 I View In T AL FEEARE ] T4E B & XU N B E ORI S .

n &R E WiFi
88
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sxipEs. B |

B B 27 R P BRI 2o AT

T—% Mt 4
R S A 115 LT 1) BT Y3 1) LA I 26 ¥ 5 B 3P0 A A S 500 50T 28 BT S R (R 5 S R SR

ETRERR. B&GFEER

DAL e (K 22w RbR . IR ABR IR PR, Rl ad B A% 7 e SCRMR BT 3 AT 9 (R SCFy
(M G XA HE: gif. jpg. .jpeg Al .png. IXLEHT SR N T4 A @ LT AT

FHiaZ |l
ST O (i, D s R, NAZags s i BAT XL R I AR 55 4% o

P11 SMAaLURTI:

« XTI, SdiskE (Menu) Bk (=), RJ51EF: T4EH L (Work Centers) > i &7 18] (Guest Access) >
TP F14E 44 (Portals & Components) > 7% 1 (Guest Portals) > #&%8 (Edit) > (TR E B E X (Portal Page
Customization).

c SFTRBEATTS, SdiZ8 (Menu) Br (=), ARGk TEH L (Work Centers) > i &/ i8) (Guest Access)
> TR FALA 14 (Portals & Components) > B & (Configure) > % #2 A1 (Sponsor Portals) > #4748 (Edit) > |7
PTUEBEEX (Portal Page Customization).

o SFFWAATTT, ATiRE (Menu) Kbk (), Rk &I (Administration) > & &1 A &IE (Device Portal
Management) > (EEITF) > w8 (Edit) > TP 5 HE B E X (Portal Page Customization).

$IB2 7F Images Ny, fdiERfhs. EARME G, RF EAL A e -G,
I3 AR TF (Save).

B P REIRF TR T S

RET LA A ST 8 B R A AN GRS 23 B s AR R e IR B ek N T A T T

BT FMABLLR ]
TR, riRE (Menu) Blir (=), RJER T4EH L (Work Centers) > i & 718 (Guest Access) >
TR Fn£E M (Portals & Components) > 1% 7 (Guest Portals) > 4848 (Edit) > [ 1A 51 HE B E X (Portal Page
Customization).
 SPFREANTT, fhEEE (Menu) Blis (=), SRJEER: T/EH L (Work Centers) > 37 & ¥7 18] (Guest Access) >
TR Fn4H %4 (Portals & Components) > & & A1 (Sponsor Portals) > #&3g (Edit) > TR TRHE B E X (Portal
Page Customization).
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TR, R (Menu) By (=), AL B (Administration) > & &1 A &2 (Device Portal
Management) > ((EZEITF) > #wiE (Edit) > [T TIE B ZE X (Portal Page Customization).

WIE2 FECRRTES T i TR RRER (Banner title) .
IR 3 AFRIX LA 17 10y R B
38N (Help) - 7E£# ) (b4 B NIRRT »
* BRE AR (Contact) - FiARIFE (B CFHE B LG HED -

$BA4 4T/ 0 E BRI T A ITTE (Footer Elements) HHs i 46 o7 75 Bl ARAS 5 B
PIR5 s fRTF (Save).

BURaR . B, FREFRE XA

ST LT 11 o ORI SO 9T 1 s SR TR L A UT G 30 T 4677 U 0 5 A
7 E R T R 722 A O N TR SRS, 45T LA B i AR S PR 2 P 14 7
AL R U T (5 SRR ) BT R B G B T IR SMS FTHT BT A AR
.

P SRR

 SWTUIRTTS, R (Menu) Blbs (=), RJEIEF: TEH L (Work Centers) > 17 Z 77 18] i BR (Guest Access)
> TP FA4A 44 (Portals & Components) > B & (Configure) > 7% 1717 (Guest Portals) > #&4§ (Edit) > TR T
B E X (Portal Page Customization).

« SPFREANTTF, HEHEEE (Menu) Efr (=), RJE1ER T/EH L (Work Centers) > 5% i/ 14X BR (Guest
Access) > [T FALAH (Portals & Components) > % #2 A (71 (Sponsor Portals) > #4748 (Edit) > 117 T H E
(Portal Page Customization).

S TFRAATTS, AR (Menu) Blir (=), RJ5ER: B2 (Administration) > && TP &2 (Device Portal
Management) > (FEITFA) > w48 (Edit) > TP TTEEH (Portal Page Customization).

S 2 7F Pages [, iEREAAE I X0 LI

#1123 7F Page Customizations , SEHATATZE R/ UL 0. Fra WA &R SR 8E TmAReR (Browser Page Title). A
ZHREE (Content Title). 5RA3CA (Instructional Text). FIZ& (Content) FIP/NEJE A A (Optional Content) SCA
o Content X3 [¥) 5 B R sE T4 VLRI o

BAMBEXXTIERNE

1 15 BB 3CZAK (Instructional Text). AJi£RZA 1 (Optional Content 1) 1 ATi£ A & 2 (Optional Content
2) SCAHEH AT FH /N R G A 0 SCAR AT IE A AL BE o 3 e B (KA 188 B e SRR 117 DL T

3£ BF (Toggle Full Screen) 4% 411 AT £ HI SCASHES 4 KA

B &% 2 WiFi
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BB FMAELL T

« XTI, il (Menu) Kby (=), R T4EH O (Work Centers) > i7&if7i8) (Guest Access)
> [TPF04 %4 (Portals & Components) > 7% 177 (Guest Portals) > 474§ (Edit) > (TR E B E X (Portal
Page Customization),

« PFREANTT, MEZEEE (Menu) Eir (=), RJEESE TIEH L (Work Centers) > 17 & if71a) (Guest Access)
> TR FALAH (Portals & Components) > A #2 AT/ (Sponsor Portals) > #&%gE (Edit) > TRTIHEBEEX
(Portal Page Customization).

o SFFAATT, AdisRE (Menu) Elbr (=), RJE%E#E &I (Administration) > & &[T F&IE (Device Portal
Management) > (EEITF) > 48 (Edit) > TP TIEEEX (Portal Page Customization).

$IB 2 (LTI (Pages) I, MERRIEARE 1) L.
$IE3 /e E B E X (Page Customizations) T, 7Ei%BA3CA (Instructional Text) Fil A[IEIC A (Optional Content) SUACER
R8T AT LR A
o HICSURMPIFAR. K/ANRIEI
o FESCARFEA B E AR RHRECH T RIZ .
o QYT H A F RS AR
iR Al LM 13 HTML iR (Toggle HTML Source) #4425 3 FH T 1548 F /N 204 G i 2 AT 5B L ) SO
1 HTML #3%%. WH7E HTML & (HTML Source) # K é4mdiSCAs, il FF i3 HTML iR (Toggle
HTML Source) #4l, #XJ5FAEITATUE B E X (Portal Page Customization) i I HH AR A7 BT AR 24

RFIRTEEHNES

TXLG TP G SCASHE IR SRR AR A«
 XFFUIRTTF, StiZEE (Menu) Kb (=), RJEEH T4EHO (Work Centers) > 5 & i8]
(Guest Access) > 1A F04B 44 (Portals & Components) > 777 (Guest Portals) > 4548 (Edit)
> TR HEER (Portal Page Customization) > T1H (Pages).

KT RENTT, mdisE (Menu) Bs (=), ARJFiL+H TEHL (Work Centers) > i & [8]
(Guest Access) > ] #04R 44 (Portals & Components) > % #2 A 7] (Sponsor Portals) > 48
(Edit) > TR TIEEH (Portal Page Customization) > T1TH (Pages).

o XTSI, AiEE (Menu) Bir (=), R)FEH B2 (Administration) > & &ITAEE
(Device Portal Management) > (fEEI71R) > %48 (Edit) > TP EE & (Portal Page
Customization) > TiH (Pages).
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1A B RN 2l A G BRI, TSR AR =, NIRRT P (V5% R AR T
WARIE B8 . XA, A SR AR A AR 1R A4 BRI BB ST (Instructional Text).
AJEAZ 1 (Optional Content 1) FIATER 2 2 (Optional Content 2) SCAHE 1 ) S0 A

RIFENPHERTIR

BRBHR

RUTEEZREHR

Access code

FIT LAy SCAR BT BV SR 7 3 U
P EENER

ui_access_code

BYOD IOS SSID

TR AE XL SSID JitRe P 58 B A AT 0 2 5
e NAZERR I P 45

ui_byod success_ios_ssid

Client Provisioning Agent Type

FH T8 2 i R P SR A G AR,
41 AnyConnect fCEE,

ui_client_provision_agent_type

Client Provisioning Agent URL
AR € 2 AP ACELN T 4% URL,

ui_client_provision_agent url

Client Provisioning agent install minutes

FHT 1) U5 5 30 0 A 0 AE 2 KB () Y bR
4 BCE) 4 H & PimiAE (Client Provisioning)
T B e e T U AR AE VI 45 R
T FEUEI 58 22k, gt A 20Ul 397 0 4% O T
FRHRIAT S T

ui_client_provision_install agent mins

Company

ui_company

Email address

ui_email address

End date and time

ui_end date time

First name

ui_first name

Last name

ui_last name

Location name

ui_location_name

Maximum registered devices

ui_max_reg_ devices

Maximum simultaneous logins

ui_max_siml login

Password

ui_password

Person being visited (email)

ui_person_visited

B &% 2 WiFi
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BFIRTTEEFNETE

BRBHR

RUTEEZREHR

Phone number

ui_phone number

Reason for visit

ui_reason_visit

SMS Provider

ui_sms_provider

SSID
FT 4R € Vi % vl 1 TR 2% R TC 2R 2%

ui_ssid

Start date and time

ui_start date time

Time left

ui_time_left

Username

ui_user_name

REREANTPHERTIR

BRBIR

RUTEEZREHR

Guest - Company

ui_guest_company

Guest - Email address

ui_guest email address

Guest - End date and time

ui_guest end date time

Guest - First name

ui_guest first name

Guest - Last name

ui_guest last name

Guest - Location name

ui_guest location_name

Guest - Maximum registered devices

ui_guest max reg devices

Guest - Maximum simultaneous logins

ui_guest max_siml _login

Guest - Password

ui_guest password

Guest - Person being visited (email)

ui_guest person_visited

Guest - Phone number

ui_guest phone number

Guest - Reason for visit

ui_guest reason_visit

Guest - SMS Provider

ui_guest sms_provider

Guest - SSID
ERE R e R AT P RaA

ui_guest ssid

Guest - Start date and time

ui_guest start date time

Guest - Time left

ui_guest time left

Guest - Username

ui_guest user name

wxmze Wik i
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BB RAUTEERRER
Username ui_sponsor user name

M BT B ) 4.

T 2R &ifia)s 2 (Guest Access Information)

IR “REA” (From).

ui_from label

HT R % B 2 (Guest Access Information)
T HHE “E RS (First Login).

ui_first login_text

FH S5m0y ) I (R0 26 7 08 SR I 1) U7 Mk 1
ESIEPSW

ui_notification first login text

BN MBAEI JIT K ™ RFEEIN R IR 3 35 A2

ui_access_duration

ok B E AR T CTFR-45
W7 (Start-End) Mk, FUASRAZAREI, X T
M “PEIRE " (From-First-Login ) 1K/, HHI4
= G H RN s BRI 1) H

ui_account purge date

T 2405 % Pl 25 22 /08 5% — I BRI Ak A
M NTE UG SK B FFUR-45 07 (From First Login
to Start-End) IR HE ST B R, RZIMR. BoR
PR AR N T B

ui_guest type change ffl startend not allowed error

ui_guest type change
startend ffl not allowed error

% 5:MDM ") PR E R

BIRBFR

RUTEEZRER

MDM - Vendor Name

ui_ mdm_vendor name

% 6: My Devices TP HIT 25K

BIRBFR

RUTEEZREHR

MyDevices - Login Failure Rate Limit

$user login_failure rate limit$

MyDevices - Max Devices to Register

ui_max_register devices

MyDevices - User Name
MR M I 4.

$session_username$

BB EX

AT LLEE A R EE SRR (5% ROENB T #8755

B &% 2 WiFi
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gexiaxt

$1 il Portal test URL 75 & 74 At H! A 5 24
F2 (k) R T (Preview) LA Fr i S0 oty Y IAE 2R B L
« BB - fETRYE (Preview) N2 M A9 SE 2.
© SR A - sl TS (Preview) Jf sl RE TS (Desktop Preview).
miﬁﬁﬁﬁﬁﬁ,%ﬁ%Rﬁmhmeu%E%%HF&%?%%@M&%E&:@%%ﬁ%ﬁ%ﬁﬁ
ANE

B WRRI1R SR RADIUS 204F, RIS LR BIFTA 11 524401 FikE. BYOD 1%/ Sl AL
YT RADIUS 2510117 R . 114 24> PSN,  Cisco ISE 2384 — /M3 PSN.

BEXITR X4
R HE XSO, BT LR B RSO AR R ISE RS54t , ARG &R A s SOFT A T )
JURITT GEBLGTIPERAN) o 8 EARSCIPRAAA#AE PSN I, JFRIZE 2T A PSN.
SCHFIRISCATIRIL. -
* png. .gif\ .jpg. .jpeg. ico: HETS &= AER

e htm. .html. js. .json. .css. .m4a. .m4v. .mp3. .mp4. .mpeg. .ogg. .wav: HT &g HEX
CHian, 117 R Es)

AR INBR -

o JANAF 20 MB

* BT CF3t 200 MB
AR R R ARSI B I IR 45 28 F IR SO URL, %8 0] DUS FHi% URL 78 32Kk g 2 483055 | FH %
AE. WUR G SR, W BN, B AT T s BRI A .

AR SO RTE T A TUE B E X (Portal Page Customization) " Rk R gmiias sl T 1717 8805
A BRI BRSO . SRR SOm N R UR G s 15 il A ST (Insert File). UJ# 3] HTML J54%
B, OB BRI ST RAT N ) HTML Fric Al

TRIL T L ISE Ak 3 b 28 & B v R i & bAL SCfF, BLEATI. URL 24
https://ise_ip:8443/portal/customFiles/filename.

e = =\

TRHSHEBEEX
WA FH Cisco ISE $2 L FIAE—BRA T 8, T Lo T 27 B e ORI 2 k. A
I, A GRAE ] CSS i JavaScript S LA & jQuery Mobile ThemeRoller i

wxmze Wik i
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PEANBEAGDCERNT] F E8,  (H ] LT B R4
o ST HIERIN TR CSS S, 55 100 T, B FHAVEAIEE B E S S SRR
o G HE X/ B CSS O, 101 T, VR gm B ERAA T R A A A Sk .
s SNHEXI) M CSS XF, 55109 U, FEEENA T
FEFIE B NP AR R B AR SR, T AT S g B o o 8mT DU e AR sk sl B oR

58k, e st BT &, ATH HTML. CSS Al Javascript A%k B & ISR 28, LA
LAE B BT AT o

fny DL K HMTL, CSS i javascript Vs JI2I4EAN 17 (1171 2 5L E ZE #ll (Portal Page Customization)
IR ERINBHER R o ASCRSEAE ] HTML Al CSS #4752 K179 . {8 1] javascript
SE 7RI T AR ) ISE 41X : http://cs.co/ise-community. 5% HTML. CSS Al Javascript 78547
T ULAL I ISE £1[X

https://community.cisco.com/t5/security-documents/how-to-ise-web-portal-customization-options/ta-p/3619042.

I/ TAC A #HrCisco ISE ] ') Javascript 52 Hil. WIS SEAE A ] Javascript 72 il 38 21w 15T, 58881 1)
@ A 2] ISE #1[X. https://community.cisco.com/t5/identity-services-engine-ise/bd-p/5301j-disc-ise.

=R

BHRSRITREEX
CiscoISE ] LLikf H & & 1717 ER RN % . 7R P TTE B E X (Portal Page Customization)
AN AN A BT LI SCASHE R $i X HTML. CSS 1 Javascript XA

L1 EREHSE GUI H, JHi3RE (Menu) Kb (=), RJEIER B2 (Administration) > R4t (System) > IR 5 if (8]
(Admin Access) > & & (Settings) > i"]JF BE X (Portal Customization).

I 2 KAEAEIR LR 2 75 % b Enable portal customization with HTML . ¥ & 7] LALE#$7E 5 BA ST 2 (Instructional
Text). AJEAZA 1 (Optional Content 1) FIA[IERZ 2 (Optional Content 2) 7B 407 HTML #5345,

$IE3 %EHER HTML #A JavaScript 1P B E X (Enable portal customization with HTML and Javascript) J&, 7] LAH
AL PR 7 BT R 2% JavaScript [ % X <script> tags in the 1% BB 3CAK (Instructional Text). AJiZ£AZ 1 (Optional
Content 1) FIA[i£ R Z 2 (Optional Content 2) B,

TP BY EEFNLEHY CSS 3Tt

RIS BAMH CSS U7 s, Wn BL A @ SCERIA T 328 CSS SCAFLME M T ) s Fi A
GUHIAG Ry BRI AR 0 R . H 8 X CSS S I AEF5 e SHUREFAE I e Rynish], Mg
e NN T s 2y s WSS B 2 (i A S EA NS P/ P I S S o

Cisco ISE £ 2 F 7 '] A AW RO R 2R AU A CSS 3 structure.css Fl theme.css. &AM/ 32 8LAR

HHE AR themecss CAF, (HEEANTT I HEF — structure.css CAF; Fla, &HTHEITFM

B &% 2 WiFi


http://cs.co/ise-community
https://community.cisco.com/t5/security-documents/how-to-ise-web-portal-customization-options/ta-p/3619042
https://community.cisco.com/t5/identity-services-engine-ise/bd-p/5301j-disc-ise
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X T H jQuery Mobile EX =&t .

guest.structure.css« it [ T A& A7) [ sponsor.structure.css, LA T IR &1/

mydevices.structure.css.

structure.css 4 UL AR Jiy A5 R ERAIERE . 2 U I B e B e, IF HAHE jQuery Mobile
ke, HrfLLAE structure.css SO, (HAREREAT o4 . (H2, 45K theme.css SCAFH 1 UL THI
A, RS ST, TN, el SO LSS T structure.css FER

theme.css CAFHR & AR FE B ERRR TS =38 FE . AT DL H theme.css SO, B o 32 @k &,
RIGSNX LS, RN A E L. % theme.css ST BT AT 00 T AR ek 2% 58 c#B A
S TAE structure.css SO & IRRER

TeIEEBATA Ciscot (LI BRI 1] F themewess 30 (B2, AT PAZRAESCAE b 1) B B R X Lo i B AR A
B A € X theme.csstheme.css XA, 1T LAXT 32 X theme.css SCAFREATHE—0 gwfl, (HAF L5 N [A]
Cisco ISE I, e/ E4 H S5 H E A FRAH R M 2 FR . TCiEB AN A I A4 R T H— A
theme.css L1

B, WL FIERIA (Y green theme.css SCFBIEHNK H 3E X blue theme.css SCHIFRE % SC AT i 44
Blue. ZJm, AILL%i4HE bluetheme.css S, {HJE X FH G A MR, A0 HH i H] Blue 744
Pro ARER A4 Red, [RACisco ISE Xk & SCAF 44 5 AR Z M IOC AR, LU 244 P fy e —
Pho (HAZ, WILI4HE bluetheme.css U, K5I 5547 red theme.css, T ABICH:, SRJFR Hidr 4 4
Red.

F*F{$ F jQuery Mobile E X £ 5

Ciscol & A ' I1 7 BB /Y jQuery ThemeRoller 3 7% . #& A LU# H ThemeRoller P uli 544 g 45
AT B .

ThemeRoller F{t “FEA” A5 —AMEFHIGO T, HTE L EEUIGHE Bl THER AR,
FZHL BRI TR SRR B RSN P AABEE . U 3 0 S A P A HARS B
IEH . &SR,

Ciscoffi FH =FhFEA

o FEA A - BRUAFEA,

* FEA B - CGEEMIAMITE, #1W Accept 1241

o FEAR C- @ SRBE uE, Mluness . HaRm e Josd N T BRI B AL
EIVEN HIAREA,  BRAEEAS AL &l B S FEA 1 6 2 11 HTML ARAS (5] 418 in % Optional
Content 1) &

T Ciscobe LI ERIA CSS SCAF s G FE BRI\ =8 2 LR CSS SR 45k B SO, 1 48 R
FE WA ] jQuery Mobile ThemeRoller (1.3.2 fiiAS)

4 2% jQuery Mobile ThemeRoller H A AFN 38 (¥ TF 245 &, 15 S 44 FH ThemeRoller i1l & [ 2 S 2 /8
R “ AN BRIR o 54T jQuery Mobile ThemeRoller 7245 ¥ Bl T ftin ] R, SARIL B
B E X TR

A RUATAEA] HTML. CSS Fl Javascript AU B 52 SCAET G L 7R R SCA NN A 200, 1517 1)
CodeAcademy.
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http://themeroller.jquerymobile.com/
http://learn.jquery.com/jquery-mobile/theme-roller/
http://www.codecademy.com/

HEMEE WIFi
B 7 jouery Mobile M A E

BN BRAEA R E /R
N TR IREAS,  JATTHE ThemeRoller 44 1 V5% 117 MIERIA F8 LB /s it 22 5+

Sample text and inks
List Header

Read-only list item

Linked hist item

+  Radio

+ Checkbox

on Off

Option 1

HFEAR A

the Acceptable Use Policy. We cannot
network until you accept the

B i5Ef%2 Wik
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{£ 4 jQuery Mobile B3¢ E&ign 2 .

{£ FH jQuery Mobile EX £

FrisZ 8l
ARS8 FH (4 1.3.2 WA jQuery Mobile ThemeRoller. FEHEA: b4 BonE s H A, i~
PR o

o jaueny 1ok

Version 1.3.2

Drag a celer ento an element bel

$£1 7501 FAECE (Configuration) IR, M1 ob S H 44 AR B o (K B0 AT
T2 ik SREF (Advanced Customization) > S H/S N ERE (Export/Import Themes).
$1E3 {EEENXEH (Custom Theming) X IEHE, 5 485 58T 11 32
IR (ESORG B T TZE R, 2Rl
HIBE B%CA (CSS) Kills #] jQuery ML SNERR (Import Theme) 7B .
IR 6 1t jQuery Mobil Web Jiit 5 1 o447 58 4.
WIRT M jQuery Wi 3t EUH ) 38 (g oy ZIP)
IR 8 MRS RTINSO R ok TR ) A R I R RS ) PCe A FRRIEAE jQuery WG ER IR A FR o
HE /L1 ACE VU 1 B E X EB (Custom Theming) X EHE TR HLEUY CSS =S AN
WALl AT P ECE (Portal Configuration) & 1 L1 A £ R (Portal Theme) TH513, 87 IH 328 2 [0k M)

ETNENEENX
B 5, AT DKL AN B ORI 2 IR G- SR AT (SSID) JE 1. v # Al SSID #471]
FHAE CSS 2%, #EmT LUK CSS 2R T HE U5 & AL & AT SSID [r) [ 7 U i B FH AN ) €SS #Eals
Bl

* VI - 1] San Jose 5k Boston 1 A E (1K 7 1R 7 6 5k s B AL AR U I U & 11 B
PLR—ANKa] - F&N1 7 T . guest-location-san-jose B, guest-location-boston.

* Vi SSID - X}F 4 ¥ A Coffee Shop Wireless [¥) SSID, AR CSS ZEn] HFRAN 17 BT«
guest-ssid-coffee-shop-wireless. 1t SSID & &ALV &K 7 L3872 1 SSID, 1 AN A& U5 7% 76 5 S i
HEHEI) SSID.

)

AR EBOGEH TR ERAVRIER VIR (IR ERZE) .
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B 27rpssxamazy

A ) AN I AZ B LATC2E LAN #5708 (WLC) S5 & i, nl DAFR e A . A7 B id ] AR
Pt 0 285 50 (R 1) 1] 7 GLTRINY. FH AN [|] CSS #EUK) CSS 2K
B0, fng Seattle 4}t WLC Jf H Ui % M Seattle-WLC 3 7] & Cisco ISE, LLF CSS KAl H T4
AN e device-location-my-locations-usa-seattle..
HXED

A V7 2 B e SRt 35 106 1

A \n- AY ( |_h| ‘
E2THRPEEREMNBEEX
Cisco ISE 23 F Sk iy 0] 28 7 M 48 B g & 77 Web 117 (U745 AR AR ) [ g e £ 2 Y
(Ui~ REANSRT) . EaN 5% & (Android. 10S 45) BRI (Windows.
MacOS %5) o WR&RBTAEN CSS 2, IEmT LIRS H 7 (& 2 58, Al FZ 2 AN TR ) CSS AE X
INASEES YR ATIE
2 P B ST Cisco ISE F 2 H /2 Web 170, T T _FHRAELLF24: cisco-ise-mobile B
cisco-ise-desktop.
HEXRED
MR B8 P 2 2 1 S, 5 107 1T

FHITFRIECAERE CSS XX

T LAR #Ciscod & AL AYERIN T T 32 BUFH% A 1 /7 SR EAT B SCo 80T LUREH AT AT =i 4 F i X
OB

B SRR

« XFUIEITT, i3 E (Menu) Blir (=), RJEER TIEH L (Work Centers) > 17 &7 i8] (Guest Access) >
TR FALA % (Portals & Components) > if7 117 (Guest Portals) > &% (Edit) > I TR TUE B E X (Portal Page
Customization) > T3 (Pages).

ST AREANTTF, AEEEE (Menu) Kir (=), RJE1EE TEH L (Work Centers) > 37 & /7 8] (Guest Access) >
TR F14E 4 (Portals & Components) > % #2 A [7J A (Sponsor Portals) > 4848 (Edit) > [TAT1HE B E X (Portal
Page Customization) > T1H (Pages).
« XTI, SiE3RE (Menu) Blbr (=), ARJEERE &3 (Administration) > i& &1 1FP £ (Device Portal
Management) > ({EEITF) > 4wiE (Edit) > [T TUE B ZE X (Portal Page Customization) > F1H (Pages).
PR 2 NEHRBENX (Advanced Customization) FHzy&H, EHSH/SNER (Export/Import Themes).
B3 EEEXER (Custom Theming) XFiEHE, Al FH N f7 3¢ £ AR F e I 3.
$£E 4 LS H EE CSS (Export Theme CSS) LA F 42k IA theme.css SCF3EAT H 5 X o
WIS pRTE (Save) K SCAF R A7 BRI ST -

B &% 2 WiFi
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BIZBEXITF £/ CSS X ff
M 15 XA BURIZE T 17 themecss SCFsh (AR, T LAGAE FI 3 X 0. 7]

$IE2
PIE3
$IE4
WIES
$IE6
PRT
$IE8

$129

DUE BRI U BRI A, RF 3k o iR 1] P AT 4 Ry B 0K
FIRZ Bl
* % theme.css SCAF AAREE F s SLIRIT 1 R 8RS 1f
o AT 4% T S ] HTML. CSS Al Javascript {25 .
* {# F] jQuery Mobile ThemeRoller it 4s 1.3.2

F O REAHIT] T themeess U A %3 A jQuery Mobile ThemeRoller . H. .

N

CAIEE)
(AT
(AT
CHIIED
CAIEE)
QCIp)
CATEE)
QIE)

AT LAE S O AR SR B2 X, 5 110 B,

FENT NP N EER , 58 101 1T
NSNS AR A, 25 102 1T

A FHPRACH B BSOS SO S B, 28 103 T
KBy, 2104 5

RV B A L A SCIREHE 5 106 0

MR B R 8 e R, 2 107 3
BOERAR)E %105 0T

B A e, 5 108 5T

PER0 K F O XLE R A7 08T theme.ess SCIF.

$EN

iR

W7 theme.css SCAFRt 28, A LUK H 5 A Cisco ISE.

EFABEPEBRAEE

ST LIS I B LA U7 2 T AT i 5 [ 25 b sl o 32 48 B SO F - J AT 1 SRR SE ] )

T

1 112 5 (Toggle Full Screen) &30 ] 7848 FH 7 B N4 JECHE RN

B SR

KPR, SiliZRE (Menu) Elir (=), RJEIER T4EHL (Work Centers) > {7 &/ ia) (Guest Access) >
TR F14E 44 (Portals and Components) > /7% 1 (Guest Portals) > ##48 (Edit) > (TR TAE B EX (Portal
Page Customization).

mgaexipzmcss st [

ABER G A ORAT BIERIA CSS LA R BEAE I CREAT IAT T 2 48 QB ) B o S
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s XPTREATT, AZEE (Menu) B (=), RJ5iEPE T4EHO (Work Centers) > 5 &i/718] (Guest Access)
> 1P FALE 4 (Portals and Components) > % #2 A7 (Sponsor Portals) > %48 (Edit) > ITPREABEX
(Portal Page Customization).

o RT3 E (Menu) Blbr (=), AR5k EI2 (Administration) > & &7 P &8 (Device Portal
Management) > ((EEZ[TF) > 4iE (Edit) > TP E EX (Portal Page Customization).

« XMTUEBRETT S, M3 E (Menu) Bis (=), AR5 1EH B2 (Administration) > & & TA & (Device
Portal Management) > JiE$ i L (Certificate Provisioning) > 4&48 (Edit) > (TP TIE B EX (Portal Page
Customization).

IR 2 {rTUE (Pages) I, KEFAREIHH K HLf .

IF 3 7ETUHE B E X (Page Customizations) T, {1477 AJ1& M2 (Optional Content) SCAHR ) /NR i 25 ) 7] DL I
sz

LB 4 S IEHERE (Create Link) #4H .
P B SEER 14 (Link Properties) 5 4G AE .

$£IB5 4 A\ URL Jf H4F URL K& (Description) T % A 8 S5 78 R S22 1) SCA .

AR IR TAE, URL AR IRAT . 51 Wi ] hitp://www.cisco.com ] A~ & www.cisco.com.

PIR6 iR E (Set), ARJ5difRTF (Save).

R LA 048 HTML iR (Toggle HTML Source) 3 X 5 W S A0 /N A8 G e 04 4% X BE L ) SCAS K HTML
Fride

HBANSLAEHHTE

S ARBN A TR N A TIUE AL B ($variable$), %507 DO WoRAET ] SO BB . 1K R] LU
1] 5 % 7S K SRR BORSE — 80 L8 SO T A e SCRORE E 171 DT

{12 R (Toggle Full Screen) i 10 ] 7 A5 FH < Be 4 i L K/

FE1 FPEUTT

TR, AR (Menu) s (=), RJE1EF TEH L (Work Centers) > 37 %7 1a) (Guest Access) >
ITRF14B 44 (Portals and Components) > 7% 1 (Guest Portals) > #4748 (Edit) > (TRATIE B EX (Portal
Page Customization),

XM REANTTF, AR (Menu) Bbs (=), RF®EF TIEF L (Work Centers) > 37 &7 18] (Guest Access)
> TR FA4E 4 (Portals and Components) > % #2 A7/ (Sponsor Portals) > #&%8 (Edit) > TRTREEEX
(Portal Page Customization).

« TSI, iR (Menu) Ebr (=), AL B3 (Administration) > % &7 &2 (Device Portal
Management) > (EEITF) > w48 (Edit) > [T 5 HE B E X (Portal Page Customization).

IR 2 {7t Pages I, IEFEEHHI) LI
$18 3 (ETUEEH| (Page Customizations) F, {i#iHi%#RA3CZA (Instructional Text). AJEMRZ 1 (Optional Content 1) F1A]
M2 2 (Optional Content 2) 7B bifi B 1) /1N 284 G 625 G 1717 0L 1 PR SCAHERR

B &% 2 WiFi
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EREkErExstnass [

filln, AT Lk 2 AU A — AN BAERR, R AT TRV R ) sk IR R R 2% 2 S5 A e I R
IUMERSEE
FB4 B FEAE B AE B
LI OCIIYOSTRYaL TN SUCUINIYSY
XRASR FNFAT T A R U517
PSS MR EHLEFACAR, 1§ AHBALE (Insert Variable).
A A NG R AR SR
PR6 TP TR AL & .
filln, EPEZF (First name) DLAEXGEE B RO BT & 4 5. AL $ui_first_name$ S9N FEAR H «
WP AT AT V%17, $ ui_first name $.
VY Sy HIAE 4 Y John V52 1T T WGABUE | 2 Johen, XRIMiFRIFEAIARRIFEITA.
W1 WAL AR RIIE, H A SCAKE b o8 s B .
PR 8 midifRTF (Save).
AILMEEH] ]38 HTML & (Toggle HTML Source) ZE 15 £ 3 H T84 /N0 9 48 25 AT A5 X1 B 1K SCAR 1) HTML

FRid

IR E X AEINA 6 2 i

B T AT LK /NI G 35 (1A% 20 i FE B AR H 4l SCAR, #8R T U H HTML.  CSS il Javascript
AR 1 5 SCEE T TP BT L SR A SCAS o S S O 14 1 R S 11 T o

{f F1# 2R (Toggle Full Screen) 3EI0 ] £E 4 FH SCAHE I 48 i

FIaZ Al

FELUTR AR, #ERERA S AR HTML TR BZE X (Enable portal customization with HTML):
&I2 (Administration) > &4t (System) > &2 5 if7ia) (Admin Access) > & (Settings) > TR BEX
(Portal Customization).

T SMaLRI:

s STV, SifiEE (Menu) Bir (=), RJGE1EE TIEH O (Work Centers) > 357 18) (Guest Access) >
TR F14E 44 (Portals & Components) > 7% 1 (Guest Portals) > #4548 (Edit) > (TR T E B E X (Portal Page
Customization).

« SFFREATTT, SidiZEE (Menu) Kir (=), RGiEH TEHL (Work Centers) > 37 &7 i8] (Guest Access)
> [J A FALA 4 (Portals & Components) > & #2 A1 (Sponsor Portals) > &% (Edit) > (AT E B E X (Portal
Page Customization),

o MTEAIT, AR (Menu) Blir (=), ARGk &8 (Administration) > &7 P &8 (Device Portal
Management) > ({EEI1TF) > 4wiE (Edit) > TP HE B E X (Portal Page Customization).

wxmze Wik i
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B sassmnrs

IR 2 (ETUE (Pages) N, JEFRALE B UL
I3 {TIEEH (Page Customizations) T, 1A% AA3CA (Instructional Text). AIIZAZ 1 (Optional Content 1) I A]
i£MZ 2 (Optional Content 2) Bt Bifi B 11 /N 1 g 45 25 i N R &2 B Y54 AS
$IB 4 5] HTML & (Toggle HTML Source).
PIRS MAEMEA,
Biltnn, EE SO MR, TR
<p style="text-decoration:underline;">Welcome to Cisco!</p>
By, FEALL A HTML AR 0558, M
<a href="http://www.cisco.com">Cisco</a>
BEEH /L HTML AU R A SR URL I, ARSI K2 IS “hitp” 8 “https” fIZE%T (584%) URL %

.
L6 THRTF (Save).

HXER
AR aE XL, %96 11

BEGRMAT &
TS AT LUOINZEELE T )7 DL IR DX s o i) GR35
1§ FH 3% 2 5 (Toggle Full Screen) 34 I ] 7 i F SCASHE i 45 J5CH K /N o

FIAZ 8l

WRAELL RS S B A HTML TR B EX (Enable portal customization with HTML): & I#
(Administration) > Z& 4 (System) > & & 51377 /8] (Admin Access) > % & (Settings) > TR BEX (Portal
Customization).

TR PR

s XMFUIRETI, AR (Menu) Eir (=), AEESR T4ESL (Work Centers) > 17 &7 18] (Guest Access) >
ITA#N4B 14 (Portals & Components) > /7% (7 (Guest Portals) > 4&48 (Edit) > 1A T B E X (Portal Page
Customization).

s XFTT RN, AZEE (Menu) Bir (=), RJ51EPE T4EH0 (Work Centers) > 5 &i/718] (Guest Access)
> TP FN4A 14 (Portals & Components) > % #2 A i1 (Sponsor Portals) > 4748 (Edit) > (TR T E H E X (Portal
Page Customization),

o XFTRAATT, S (Menu) BlbR (=), ARGk &2 (Administration) > & &R & (Device Portal
Management) > ({EEITF) > #RiE (Edit) > TP TIE B ZE X (Portal Page Customization).

SR 2 FmE (Pages) N, HEFFAEE T Hiid v,
13 {ETUmE EH (Page Customizations) F, 18 1% BB3CA (Instructional Text). A[IEAZ 1 (Optional Content 1) FIA]
£ A2 2 (Optional Content 2) 7B bifi B 11 /1N 184 G 35 i AN EX B YA RS

B &% 2 WiFi
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$IB 4 il HTML & (Toggle HTML Source).
FES WNE R,

Banner) T _F I RMIER A 1 (Optional Content 1) SCASHE Fh#i A LL R ACHD .

<p style="text-decoration:underline;">Optimized for 10/40/100 Campus Services!</p> <img
src="http://www.static-cisco.com/assets/prod/root/catalyst 6800.jpg" width="100%" />

iR 17E HTML AR P i A SN URL I, B IR B2 045 “http” BE “https” 48%T (5848 URL i#%

/,
%o

PR 6 A RTF (Save).

WERE &
R R M R, MR P R 2 AN i R SO B O HLE SRR ARSI
Vil 1P AR RR) 4 DLHE 2 A 00 S U 2 w3 A RS [ 7 it
{1 $13£ R (Toggle Full Screen) %15 ] F A I SCASHE I 45 i K/ o

FrIaZ Al
AEFRHISE GUL H, A 3R (Menu) Ebr (=), RJGEEF: B2 (Administration) > &%t (System) >

EIE R 78] (Admin Access) > & & (Settings) > i 1R E# (Portal Customization) Jf-iH @it HTML
#A JavaScript B AI71F E#I (Enable portal customization with HTML and Javascript).

T PR

 SWTUIRTTT, SRR (Menu) Eir (=), RJFIEFE TEH L (Work Centers) > 17 &7 i8) (Guest Access) >
TR #AE 14 (Portals & Components) > 7% 1P (Guest Portals) > 4&4& (Edit) > (TR TIEEH| (Portal Page
Customization).

SFTRENTT, MEFEE (Menu) Bl (=), R)EIEF TIEH L (Work Centers) > 7 &7 a1 #BR (Guest
Access) > [T FALA 4 (Portals & Components) > % #2 A (71 (Sponsor Portals) > 44§ (Edit) > 117 T H E
(Portal Page Customization).

« XTI, TSR (Menu) Blir (=), A)5EF: B2 (Administration) > &7 F &1 (Device Portal
Management) > ((EZ[T1F) > 4g48 (Edit) > [TFATIEEH] (Portal Page Customization).

P2 (LT (Pages) I, EFRAREESRK iUk

$IE3 /ETNEEH (Page Customizations) F, i BB3CA (Instructional Text). A[iEMZ 1 (Optional Content 1) 18]
A A 2 (Optional Content 2) B B Bt (11N 5 G 4 35 iy A A G AR

$£18 4 55 Toggle HTML Source.

PSS AN,
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ldn, BEAEVIRT B BRIt RE ), ISR B [FHENE (Post-Access Banner) G&EMT-#Ul/) 8
B RIEHENE (Post Login Banner) (i T 2R UEVI& 1)) & L RTIER A 1 (Optional Content 1) 7Bt i
A LLF HTML F1 Javascript 1015 :

<script> var currentIndex = 0; setInterval (changeBanner, 5000); function changeBanner () { var bannersArray
= ["<img src='http://www.cisco.com/c/en/us/products/routers/index/ jcr content/

content parsys/overview/layout-overview/gdl2v2/gdl2v2-left/n2lvl cqg/
n2lvlDrawerContainer.img.jpg/1379452035953.jpg"' width='100%"'/>", "<img
src="http://www.cisco.com/c/en/us/products/routers/index/ jcr content/

content parsys/overview/layout-overview/gdl2v2/gdl2v2-left/n2lvl cq 0/
n2lvlDrawerContainer.img.jpg/1400748629549.jpg"' width='100%"' />", "<img
src="http://www.cisco.com/c/en/us/products/routers/index/ jcr content/

content parsys/overview/layout-overview/gdl2v2/gdl2v2-left/n2lvl cq 1/
n2lvlDrawerContainer.img.jpg/1376556883237.jpg"' width='100%"'/>" 1; var div =

document.getElementById ("image-ads"); if(div){ currentIndex = (currentlIndex<2) ? (currentIndex+l) : O;
div.innerHTML = bannersArray[currentIndex]; } } </script> <style> .grey{ color: black; background-color:
lightgrey; } </style> <div class="grey" id="image-ads"> <img
src="http://www.cisco.com/c/en/us/products/routers/index/ jcr content/ content parsys/overview/layout-
overview/gdl2v2/gdl2v2-left/n21vl cq/ n2lvlDrawerContainer.img.jpg/1379452035953.jpg"'/> </div>

. NISUIN N o o S N TN — \ N
Bilhn, SEAET T AR SO i BB SEEAe ) 1, 1S (LT 5] fa %R (Post-Access Banner) G&EH T#il 1)
BB SRR TR (Post Login Banner) C(id H T/ 2R UMV 117D & LI ATIER A 2 (Optional Content 2) Bt
i A LU HTML F1 Javascript AXH5 :
<script> var currentlIndex = 0; setInterval (changeBanner, 2000); function changeBanner () { var bannersArray
= ["Optimize branch services on a single platform while delivering an optimal application experience
across branch and WAN infrastructure", "Transform your Network Edge to deliver high-performance, highly
secure, and reliable services to unite campus, data center, and branch networks", "Differentiate your
service portfolio and increase revenues by delivering end-to-end scalable solutions and subscriber-aware
services"]; var colorsArray = ["grey", "blue", "green"]; var div = document.getElementById ("text-ads");
if (div) { currentIndex = (currentIndex<2) ? (currentIndex+l) : 0; div.innerHTML =
bannersArray[currentIndex]; div.className = colorsArray[currentIndex]; } } </script> <style> .grey{
color: black; background-color: lightgrey; } .blue{ color: black; background-color: lightblue; } .green{

color: black; background-color: lightgreen; } </style> <div class="grey" id="text-ads"> MfL#¥ T & LK
S SEWAIRSS s RIS AE S SEHULA RN waN SERESEM) BER AR N A </div>

P 23 MAE HTML ARRE FR 6 A SRS URL B, A2 NS “http” 8% “https” AU4EX) (5¢38) URL #1%.

6 LUHRTF (Save).

RIFFEALAE B EXE&EE
BRI R AT AR U 2 R IO E AL B, B VTR AR S S f BRI R UE VT & T T O 2 i
RO TR B8 s IR B
{12 R (Toggle Full Screen) 310 ] 7 {5 FH <7 B 4 L K/

FE1 FPRZL] L

TR, iz (Menu) Elbr (=), SRJE1ER: TIEH L (Work Centers) > i & 718 (Guest Access) >
ITA#N4B 14 (Portals & Components) > /7% (7 (Guest Portals) > 4&48 (Edit) > 1A T B E X (Portal Page
Customization).

B &% 2 WiFi
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mEApesrzaeEans ]

 PFREANTTT, MR (Menu) Bliir (=), RJEIEFE T4EH O (Work Centers) > 35 i/718] (Guest Access)
> [T FALAH (Portals & Components) > & & A1 (Sponsor Portals) > ##%8 (Edit) > (1R T B E X (Portal
Page Customization),

B2 /ETUmE (Pages)t, i B{258IERK T (Authentication Success).

$IE3 /e B EX (Page Customizations) T, ff A& A ZA 1 (Optional Content 1) - Bl b} (17N ) g i 2 g NN 2
HTML Y54 .

$£1E 4 il HTML & (Toggle HTML Source).

FES AN,
filhn, BALE TSR %, EERER A 1 (Optional Content 1) i A LL R GRS

<style> .custom-greeting { display: none; } .guest-location-san-jose .custom-san-jose-greeting { display:
block; } .guest-location-boston .custom-boston-greeting { display: block; } </style> <div
class="custom-greeting custom-san-jose-greeting">WIMKE| &M ! </div> <div class="custom-greeting
custom-boston-greeting">¥IR B M ! </div>

VIR IRYE SR AR, AR SRR e B BN A I 1) A

R#EH Pig & L8 B EXEIE
LRSS P i 2 288 (B3 i & BUR TR H o XAEH 7 8 5 AT Cisco ISE 54 H J* Web I']
FUOIE S RIBARIRA) 25 0 R I ) % 15 .
{2 R (Toggle Full Screen) & 1 ] 7 A FH 7 B I 45 K/

TR PHEUT):

S TUIRTTS, iz (Menu) Blbr (=), R JaERE T4EH L (Work Centers) > i3 & 718 (Guest Access) >
ITA#N4E 14 (Portals & Components) > if7% 17 (Guest Portals) > 4848 (Edit) > TR T B E X (Portal Page
Customization).

« XTTAREATTF, ALZEE (Menu) Bir (=), RJE1EPE T4 (Work Centers) > 35 & /7 i8] (Guest Access) >
ITA#n4B 14 (Portals & Components) > % #2 A1 (Sponsor Portals) > #7248 (Edit) > [T HEX (Portal
Page Customization),

TSI, 3R (Menu) By (=), ARJEEH &1 (Administration) > & &7 &2 (Device Portal
Management) > ({EZITF) > 448 (Edit) > [T TIE B E X (Portal Page Customization).

P2 {ETUE (Pages) I, 1EHRAREE SR DU .

$IE3 /LT B E X (Page Customizations) , i/ A[1EAZA 1 (Optional Content 1) 7~ Btfii fft (1) /N R gm i 2 iy N AN &5
HTML YRS .

$£IE 4 il HTML & (Toggle HTML Source).

PSS AN,
flhn, AL AUP JURI_ B4 3 T3 2R W ) 515, 1576 AUP % LRI A 1 (Optional Content 1) 5B i
AL A

<style> .custom-greeting { display: none; } .cisco-ise-desktop .custom-desktop-greeting { display: block;
} .cisco-ise-mobile .custom-mobile-greeting { display: block; } </style> <div class="custom-greeting
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custom-mobile-greeting">%— NIRATHIPHEREHIMEE ! 523EFE & ! </div> <div class="custom-greeting
custom-desktop-greeting">IMW=H IG5 JIIFENHT ! FRANEAL S — TR </div>

P A5 AE AUP DU B USR] 8, AL~ P TR E R 48 s 1 7 Bl PR (1 e 46 28 A i 2

EiTRPTIENE

A CABRAE DU R AR AR B, R LKA SN S AUP Ui, ASR AR R A B

P KELUE CSS ARG I v RN 11 1) B € X theme.css SCIFIRHER . X 25502 AUP LA R . ATIEMA)
7 1 (Optional Content 1) 7 Bt 7r 5 [ A 2l v+ 15 S 7s A= .

#page-aup .cisco-ise-optional-content-1 { margin-bottom: 5px; } @media all and ( min-width: 60em ) {
#page-aup .cisco-ise-optional-content-1 { float: left; margin-right: 5px; width: 150px; } #page-aup
.cisco-ise-main-content { float: left; width: 800px; } #page-aup .cisco-ise-main-content hl, #page-aup
.cisco-ise-main-content p { margin-right: auto; margin-left: -200px; } }

ZJ5, AILMEZTTH) AUP % I ETE R A 1 (Optional Content 1) “FEH# ] HTML 4SS 7R I £% .
B2 PR

KTV, MR (Menu) Bk (=), SRJE1EF TIEH L (Work Centers) > 15 %1/ ia] (Guest Access) >
TP Fn2H44 (Portal & Components) > %171 (Guest Portals) > 4w (Edit) > TP TAHE EH (Portal Page
Customization).

s XMTAREANTTF, mdiZE (Menu) B (=), RJEIEPE TYEFL (Work Centers) > 7 &7 a1 4XBR (Guest
Access) > [ TP #0¢H44 (Portal & Components) > % #2 A1 (Sponsor Portals) > 4&%E (Edit) > 1P 51 E &l
(Portal Page Customization).

« XTRATTST, MR E (Menu) Blir (=), ARGk B (Administration) > &1 &2 (Device Portal
Management) > ({EEITF) > 448 (Edit) > TP TIEEHI (Portal Page Customization).
WIE3 1r Pages T, MEFREAE Horb L Era = () il
R4 {TUEES] (Page Customizations) I, i AJiER A 1 (Optional Content 1) 7 B Bt 1) /] 214 i 45 2 g AN 7 7
MR
$IB5 il HTML J& (Toggle HTML Source).
W6 FANE WA,
iy, %k AUP & HSMMIAS, 154 AUP % H_ERTIIZA A 1 (Optional Content 1) 7 Bt 4 A AR -

<ul data-role="listview"> <1i>fl% (Rent a Car) </1i> <1i>HAH[THMELE (Top 10 Hotels) </1i> <1li>ffifE
(Free Massage) </1i> <1i>E M (zumba Classes)</li> </ul>

BT midiRTE (Save).

T—5 M4
Al LB ERTE A (Optional Content) 7Bt H 4 A AN [A] i SCA B HTML AR K5k w2 il HoAth 5T 1

B &% 2 WiFi



| wEfRs Wi
sraexipzmcssxt i

ENBENXITRER CSS X4
1Al DL AR ST ATAT H 5 X theme.css SCAF G HE N H FATA S 2 117 o X EE T SO v 1
BHEE XTI

AR I i 4 H € X theme.css SCIFIFHE I 2 AB 2 Cisco ISE H I, 1 e AT AE A I 56 LA T Fy [l —
TRAFR . ToiERE AN ) 3244 B T ) — > theme.css 30T

T FHEUR):

 TUIRTT, iR (Menu) Er (=), RJEES TEH L (Work Centers) > 17 &7 i8] (Guest Access) >
TP FN4H 4 (Portals & Components) > Bt & (Configure) > 7% 117 (Guest Portals) > %48 (Edit) > TR TAEH
TE X (Portal Page Customization).

« XFTAGEANTTST, middise 8 (Menu) Blbx (=), ARGk TEH L (Work Centers) > /7 & 377 8] (Guest Access) >
TP #0444 (Portal & Components) > & #2 A7 (Sponsor Portals) > 4&4g (Edit) > (TP TIE B EX (Portal
Page Customization).

« XTI, TSR (Menu) Blir (=), AJGEF: B2 (Administration) > 1% %71 &2 (Device Portal
Management) > (EEITF) > w8 (Edit) > TR TUE B E X (Portal Page Customization).

P2 NESHBEX (Advanced Customization) My E, iEHSH/SNER (Export/Import Themes).

FI3 EBEXER (Custom Theming) XTEHER, fiiliisl 3T (Browse) A48T theme.css U1
A F N H S EBZFR (Theme Name).
YIRS Rt fRTF (Save).

T—% Mt 4

FET LUK G 1 e TP N T2 8 e LT

1. MITPRERR (Portal Themes) 47412 H1 165 08 B (1) 32 80K Y H T 24N T
2. EHRTE (Save).

MR B EX TR ERM

AT LAIBR £ 5 A Cisco ISE H FAEAAT F & ST TP 8, BRAEFAT TP IEAMEH 1Z 8. ASFeMFRCisco
ISE $24 (ATA] BRON 1

FiaZ |l
RECEMER 0 T1 7 A N AR ST T T A

T SMEUR):

wxmze Wik i
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B zzzmazx

 SWTUIRTTT, SRR (Menu) Elbr (=), RJEES TEH L (Work Centers) > 7% if71a) (Guest Access)
> TP #1444 (Portals & Components) > %15 (Guest Portals) > #&4g (Edit) > (TP TE B E X (Portal
Page Customization),

« XPFREANTTF, HEZEEE (Menu) Ebr (=), RJEESE TIEHL (Work Centers) > 7% 1if71a) (Guest Access)
> [T #0¢E 44 (Portals & Components) > & AT (Sponsor Portals) > #&%E (Edit) > TRTREEEX
(Portal Page Customization).

S TRAATTT, AR (Menu) Blir (=), RJ5ER: B2 (Administration) > 1&&17F &2 (Device Portal
Management) > (EEITF) > 48 (Edit) > TP TIEEEX (Portal Page Customization).

£ 2 NEHKEEX (Advanced Customization) F$741 &%k #¢ MIfk £ 5 (Delete Themes).
$IB3 NEBTRZFR (Theme Name) N7 41 21 FAEE M BR 11T 7 08
L4 SRR (Delete), A5 5 R TE (Save).

EFEHBEEX

T LLEE A R EE SR (5%, OB NS T #8775 5.

1 Hili Portal test URL 207 %5 H 1) 5 04
P2 (L) rGEFYE (Preview) LAz P 8 oot th AL - J88a be
« BBhik 4 - fEFRYE (Preview) N7 S L.
o WA - ST (Preview) Jf Al R E T (Desktop Preview).
?i?ﬁﬁﬁ%ﬁd&, i miili Refresh Preview. Jtos (1171 (U T 206 BB (158 o5 50030 s i 2 i

et 23 R P ASCE: RADIUS &1, HIEE TCEERIE T 50T P ifE. BYOD A% b A dc 2 I
YeF RADIUS 251G P IoRBl. G134 Z 4 PSN, Cisco ISE 2 &£ 55— NG5l PSN,

S e e S
| j PI1gs5 E EX
VRTI RENTT Y IR R sm e ] A b o4 T 52 SO RE = AIX S 3 A
XAFEAR, b2, HE . PRI . 2 i il U 2815 SR A L 31 Cisco ISE H [k
BRI A v, ) P A SRR S s 2

AT, T DA R RS S MBSO T U5 T RGE NI MBI e 117 (K7
B, JFHATLGRSINE 2065 . 41T, 800k A R i il ] X Ls 7 BL.

BOANEOLUR, BRG] P AR FE 1S FhE S . AT LAZET A T B E X (Portal Page Customization)
PSR P E S, T DUERESEZE 5 U AN A . W E, R S b —Fhid

B &% 2 WiFi
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npEzasyx ]

AR S, WXL T ORI E . R HIE S SO, S BN ATTEAEX
(Portal Page Customization) % Il FF T A5 ) 56 242

SRS N
 3C (ifAO
s 3r CEAED
- i
o A
. Bl
* ki
© fETE
o SR
© BKAE
s Hik
. Hhif
.« Wik
© HIE AT
o ik
YL

wIEITPIEMAIES
1 JTIF RGBT

2. {EI'TRTIEEEX (Portal Page Customization) JETi -~ &, MWEF (view in) FH512 hit B 4
HIES

3. MR E SN AR TA
4. RAFZIIRCE, JEXTEE ORI LA TE 5 R IR .

EREES XN

MR TUHE B E X (Portal Page Customization) & R — AN . 155 SO @ PR SCF)
ZIP 304, T B SUER T S bR R SCA, BN HIRAETT R TUE B E X (Portal
Page Customization) % 191 H i Y.

T SR R E D RS X I BB T, DURZIE S NN BT AT B R

wxmze Wik i
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wEfRS WiFi |

Vi% 1 1) 4 French.properties 3] Yo7 X 35k 15 B\ fr, fr-fir, fr-ca BEC5CH fr, fr-fr, DU BE G500 25 W T 3R 1)
BT
TEn] DU R 4 5 SO IR AT SO0, IS IR BB A R A E
A U BEHTE S SO, T2
s FHEFCMH, 112 1T
o I E SRR InEMIERTE =, 5 112 1T

« FANEPIE S, 113

SHEE 4

FT LA AT HEREAS 1717 S BUAR P (0 55 50, 0 DA AR AT (952 SCHE PR (LA, R8I0 sl R

rE=1

pEL

W BSOS RS (SO HEH] HTML.

TE1 FMELR I
« ITUIRTTT, miliRE (Menu) Elbr (=), ARJEEF T/EH O (Work Centers) > 15 & i8] (Guest Access) >
TR F14E 4 (Portals & Components) > 4&48 (Edit).
« XTTAREATTF, AEZEE (Menu) s (=), REEE TIEH L (Work Centers) > B2 & (Configure) > [T
FLA 4 (Portals & Components) > % #2 A i1 (Sponsor Portals) > 4#4§ (Edit).
o MFAITS, Sl E (Menu) Blbr (=), ARGk EI2 (Administration) > % &7 A &8 (Device Portal
Management) > (FE(TF) > %wig (Edit).

HI12 HHHIES XM (Language File), K5 W Fugi ik S H (Export).
W3 (I B AR R4 IR S S0

MEE X HRMEBRIES

URAS T T B 5 %0 5 SR AR, AT LLEIE BT (0 5 SO rF, IR IR I 2
Refih 5 3CErb e R AT EERIE S, A] DU R FGE 5w S

FHIa Z |l
LIRS R 5 RSO, TS Al TN T SR R i 5 ST

PR AL SR UTF-8 gmfds (9140 Notepad ++) , G RRELAIN BN BR1E 55 1011 BT il sE SGE 5 3T

B &% 2 WiFi
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sxgmmasxst I

WA Z AN R BRI 05 5, W T & S i P S S
W2 BRIGHINES, S IUEE S B SO A B R M SO, S RARTE T SO b B A SO AR I ) i 44
. an, ZEVERT H TR S E SO, WS 347 R Japanese.properties (LanguageName.properties) .
SB3 EPES B SRS —AT e e N RS AR, KNG S S O A X s B OB K . I, LocaleKeys=ja,ja-jip
(LocaleKeys=browser locale value) >4 Japanese.properties SCAF 155 —17 .
LA THOEE S B S A B A
JGiE R e e . HORE SR A .
iR IG5 P M SRR (A ] HTML.

T—F Mt 4
L IREPTA RSO GBI S, BUEESH AR08 5 S0F . A B AR SO H 5k

N

E ] Mac I, fi# I zip SCPEREZERG DS AEAHIX o AEGmERTE 5 SO R R BEAT IR 4N, 75204
B zip TUH DS fPRAIX . BT ARAREL DS TRt X 0T, 15

https://superuser.com/questions/198569/compressing-folders-on-a-mac-without-the-ds-store.

2. B4 SO AU A AR s L IR 44 8K
3. R E A R AL T R E T .

SAEFHBNES XH

A DA N JEL IS SN B3k v 5 DR 1 SO e e SR BT s R SO R A SO REAT [ X DR
3

N

HERE A\ Word SCPFSTRUATRNS 15 X2, k¥, JEFESTHE (File) > B2 (Save As) JF4 Word
PPIRAE S HIML H5t. SR, 457 LI HTML SCPFS SRR F 5 3P %

B SRR

s SEFREANITT, AdiEE (Menu) Kbk (=), ARG TEH L (Work Centers) > 17 &7 i8] (Guest Access) >
TR FA£A 44 (Portals & Components) > & #2 A1 (Sponsor Portals) > 4x%8 (Edit).

* XFWRETTT, SidiSRE (Menu) Blir (=), AREER B2 (Administration) > 1% %1 &2 (Device Portal
Management) > (EEITF) > 4wig (Edit).

$IB2 5B S X (Language File), 2R Ja M T IR P IELESN (Import).,

wxmze Wik i
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WEMRS WiFi |
B ccvrzam. snmsizns

PUR3 WU LLAE ST b A OB I R i i 5 ST
PR A Kl 5 SO E P R AN G SRR 17 282

T—F Mt 4
B B SOR BN INPRN G 5 TN View In R8I FPIEHFFE T 5

= \\) St g s — £ 30
HBENMIAZIBH. FitFEiR 58
FEARANT R, el Pl B e i gpoasnn A28, v DU iR, SMS AT BRIFTEN A 20, f#
X BT DA A . SUAS RGBSR AR UF BT BN & s AR F
o MU EAT I BIEM U 1) BRI T B A
o MR NGV T HEE R U AR AL G B e A NS, BT DU S 2 AL
K NALH SMS B 40, n Sax s i n F, &R AR w] DU P WA A 3% 4T B 40 .

ROE T LA A RE SCRIRE RO NI MBPEE AN, T ke AHEHE SR SRAT U5 17 I 25 BURR IR B B U5 2
Ko BEAh, BB R LA E e S Vs 2 AR AR 7R I ERA RS R

B TE SCHB 1438 &N

RILA A R SCE L WIS A8 25 U 2 1 4R 6 o

FHia Z |l

o ¥ SMTP IR 5523 lic & 4 Ji MR CF 40 . 78 BAISEGUIH, filisEE (Menu) Blitr (=), Rk
& B2 (Administration) > &4t (System) > & & (Settings) > SMTP B %5288 (SMTP Server).

o BB DR R RIS AN A YRR . #EERNISEGUI Y, fiidiskE (Menu) Kb (=), Rk

T &0 (Work Centers) > if7 & 7 i8] (Guest Access) > & & (Settings) > i/7 % L FHR 4% & (Guest
Email Settings). 1% %41 % /& AR 4@ #1 (Enable email notifications to guests).

s FELU R 42, #RERUS BB HTML 1A B E X (Enable portal customization with HTML):

=12 (Administration) > &4t (System) > &2 5iifia) (Admin Access) > & & (Settings) > TR H
7E X (Portal Customization).

TR XN THEMNAGENTTT, /i (Menu) ElF (=), )51+ T4EH L (Work Centers) > i & 718 (Guest
Access) > [ 1A F1¢E 4 (Portals & Components) > % #2 A [ (Sponsor Portals) > #&4& (Edit) > [T 51 E B E X (Portal
Page Customization) > i@ %1i57% (Notify Guests) > B FHBi® %A (Email Notification).

$12B2 WU NALBTREBEX (Global Page Customizations) |45 & (K ##R (Logo [Email]) BRiAME

PR3 F5E £/ (Subject) MR E & (Email body). i TE AR FE45 & M L5 IR U5 2k P 45 R e A /N 2 g 4 2%
HATHTML #rid H g OUA

B &% 2 WiFi



| n&inks WiFi
arxsms xagadm |

$IB4 76K E (Settings) ~, #LL:

o P4 B % 1% P P Z 12545 (Send username and password separately), f AN 7] (9 HE 4 S 2 36 P 70 44
o W HIEREMEEIT, PIAS BRI~ 23 SR 7R DL E B ZE X (Page Customizations) ', H T HE X AP %
B84 (Username Email) F1ZZa3#B44 (Password Email) 1 %1,

o PR IEMXERE (Send Test Email), KA A i BIMBAR HuhE,  DAAEPTAT Be& LT A € LueE, A
RS SR 2o

$IEE fdRTE (Save), X5 i H (Close).

B ENX SMS 3T E B i@ A
fnl DL & SGEN SMS SCARH B IR IELS VI TIE B

FHIa Z Al

* BCE TR0 E % 5] SMS M SELAEIA SMS SUATH B SMTP 45 4% . 7684} ISE GUIT H1,
M (Menu) Ebr (=), SRS &I (Administration) > Z& % (System) > & & (Settings) >
SMTP BR%528 (SMTP Server).

o RO NALICE A SCFF SMS SCATH AN o

o BB AT =7 SMS MMk . ZERENISE GUI 1, Hd3EE (Menu) EFr (=), RJGiE#
&12 (Administration) > &4 (Systems) > 1& & (Settings) > SMS M 3% (SMS Gateway). Cisco ISE
B SCATH EAE IR AL B G, %M OCTE I SMS 125wl S Ren e e - o

FELL N2, #RER 8 B R HTML 1P B ZE X (Enable portal customization with HTML):
E12 (Administration) > &%t (System) > &2 5 if5 18] (Admin Access) > & (Settings) > TP B
E X (Portal Customization).

PN T HEMESAEANTTT, i3 (Menu) B (=), RJEEE TIEH O (Work Centers) > /7 & i/ 8] (Guest
Access) > [ JPFALAH (Portals & Components) > i &3k & & Al7F (Guest or Sponsor Portals) > w4 (Edit) > [7]
P TiHE EE X (Portal Page Customization) > SMS [E|#5¢ SMS &% (SMS Receipt or SMS Notification).
S 2 i R OR G4 2 1 HTML FR25 A 52 SGE B XA (Message Text). i FH e X A8 B4 52 EAE SMS SCAW B b5 1)
ES JREEYSH
$®3 (Fi&E (Settings) F, ALL:
o P4 B % 1% P P Z F1 2545 (Send username and password separately), LA# FH AN [] SC A B8 Ak 26 T 44
MRS, WP, WAETIE B E X (Page Customizations) 4 H B AN S ) 35+, T B 2 X
A %&;4 8 (Username Message) 1725534 B (Password Message) i %1
« EFERIEMIRE S (Send Test Message), i FHLARIE AT R, LA H & X, SORME RIS R SCFF
RG-SR LR . +1 4 HH . TR (FHEH) 1 T HHRHERREER . | 25

$B 4 S IRTE (Save), R i H (Close).

wxmze Wik i
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| EERGEE

B EXFTEN@EEN
65T B 5 SR VT BT R L
A\

IR AT, FTERIE AR A bR

FHIa Z |l

ELL kAR, #RERA S B A HTML TP B E X (Enable portal customization with HTML):
E18 (Administration) > Z& %t (System) > & I# R i8] (Admin Access) > & & (Settings) > |1 E#|
(Portal Customization).

L T BATEMUTERREANTTF, SdEE (Menu) Kbs (=), RJEIEE TEFL (Work Centers) > i &7 1]
(Guest Access) > |1 A #A2H 44 (Portals & Components) > i & &2 AT (Guest or Sponsor Portals) > #x48 (Edit)
> TR TTEZEH (Portal Page Customization) > ¥TED [E|#43#TEN& %N (Print Receipt or Print Notification).

PR 2 RCFTENRAEASCA (Print Introduction Text). A FH ¥l A w7 e MAF P A B U5 2 ik A5 S e AEHT /N B G 4 24
HHTML #5d H € LA

HIR 3 LRSS E R A Lk FTENFREE (Print Preview). &Gk e 4ang B & 5T/ HTML H € X
WA FEFTENFR T (Print Preview) EX0, U2 oG H, A AT BAFT ERR P PEGIAE ER A CR (5 B2 P R

$£ 4 fRTE (Save), K5 il H] (Close).

B T S HE 15 K ER 14 & &h

T DB E e FATE M Vi %, A RERIEE V&I B 2 A T LSRR SR Rk
LA S B AOR AN, TR AOGE NSHERE B . AR O E ] Self-Registered Guest
U1 B EAT A 0V 0 DR T A A RE SR AT R 2 U5 IR AL PRS00 s A o il g

FiaZ |l

* Kt SMTP JIR 25 S5 Hc & 4 Ji F RS-l A . A6 LR ISE GUI H, i3 (Menu) Blbx (=), RJEik
# 12 (Administration) > &4t (Systems) > 1% & (Settings) > SMTP fR5588 (SMTP Server).

o BB DT R IE M AN A SRR . A EARNISEGUI P, fidiskE (Menu) Kk (=), RJGk#E
T &0 (Work Centers) > if7 & i3 i8] (Guest Access) > & & (Settings) > i/7 % L FH 4% & (Guest
Email Settings). 1% %11 % /5 AR 418 #1 (Enable email notifications to guests).

o AR BRGE ANAHE bk SR, TEAETT) P AT A FRIRIZ E (Portal Behavior and Flow Settings)
VIR i B E AR TR & (Self-Registration Page Settings) T i E 2 B E A S (Require
self-registered guests to be approved) & ikHz. X< HIT A TIE B ZEX (Portal Page
Customization) G{[fi i@ %1 (Notifications) T J7 [1)1& 3K k4 B8 F B4 (Approval Request Email)
IR, A AT LD H E SURIE S KRNI Ao

B &% 2 WiFi



| n&inks WiFi
mgmzne |

L1 ENEHSE GUIL H, SR8 (Menu) Etr (=), AJFIER TIEH L (Work Centers) > 5 & if 8] (Guest Access) >
ITP AR 14 (Portals & Components) > EC & (Configure) > BiEMiA &1 (Self-Registered Guest Portals) > w48
(Edit) > (TP T B E X (Portal Page Customization) > iF >kt BB F#E 4 (Approval Request Email). 7Eit, ]
L
LIR2 PATLL MR
a) {E Global Page Customizations |5 7E Logo H 485 (BRI bR &
b) #5:E Subject Fl Email body. 5 il XA &4 S A4 h A8 & U &k P A5 5. AT /N g 245 A1 HTML 45 id
B XA i, EEAEE R AHE i rh A S s m AR T T e, T sl 6 B 953 (Create a Link) %
B, SRJ5F FQDN M ImEI &N T/ .
c) (EFTH W% LA Send Test Email U H 2 S, MR ILEoRTFAS T
d) AiTHRTE (Save), #RJG Aith %M (Close).
WIEI HE SR RIE I - IR A P 25
a) 1P TEH L (Work Centers) > 5%/ 18) (Guest Access) > | P F1ZA 44 (Portals & Components) > &4 A7 F
(Sponsor Portals).
b) AiiITATE B EX (Portal Page Customization).
) i BT HREEEN (Email Notification) %1 40 A BT IVELN {5 B -

mEEEIRIEHE
ATRLSEA H o AV R ARG T B RAE “#bs” (Failure) DU P A RIS S . BT & H
Web |1 # B A5 “HfE” (Failure) G, {H 4 BATT R0

TR PATEL M AEZ

 MTVIEITS, MidisEsE (Menu) EBlir (=), RfE1EE T4EHL (Work Centers) > {7 &/ ia] (Guest Access) >
TR FN¢H44 (Portals & Components) > i/7% 1 (Guest Portals) > #&48 (Edit) > [T TimE B E X (Portal Page
Customization) > ;& & (Messages) > $%i% ;4 2 (Error Messages).

o MFREAITT, HidiZE (Menu) Bitx (=), RJEEFE TEH L (Work Centers) > 5% i/ 8] (Guest Access)
> [JRFN4A 44 (Portals & Components) > %4 #2 A (1P (Sponsor Portals) > #4748 (Edit) > TP TUE B E X (Portal
Page Customization) > ;& 2 (Messages) > $&i%jH 2 (Error Messages).

o SFFEAATT, ATSRE (Menu) Kbk (), ARGk &I (Administration) > & &1 A &IE (Device Portal
Management) > ({Efa]{7 [any Portals]) > 4s48 (Edit) > [P TTHE B E X (Portal Page Customization) > ;8
& (Messages) > $8i%iH /2 (Error Messages).

FR2 NEFIES (View In) ISR APLLFAE FE U RIN A SR 2 IE 5
NP RALE SR E T RIS F SO BT E o B ORRE B ST B THD N AR AR S B T B SRR
W JE SR

PR3 R RI A SR ATBUE B aup S50 ORI R EHT IR R, DUEA R AUP HIOCIUHT IR E -

wxmze Wik i



B rrEkE. nsnrznsER

$I 4 SR TE (Save), K5 i H] (Close).

TP UEARRR . A2 FO4R 25 B =1 BR

AJ LLZE Portal Page Customization 3263~ I 7 %
B RN 1) B R R g /N AR S R PR A1 o

I P T EFRRL

R A FFR 22 Y =7 155 BR 1)

XL L UL TR S AR T

M TUIRITT, MESEE (Menu) Bliir (=), R)5EH TEH L (Work Centers) > i & i8]
(Guest Access) > I #04A 44 (Portals & Components) > 7% (1 (Guest Portals) > 4&%E (Edit)

> TR TUE B E X (Portal Page Customization) > T1H (Pages).

wEfRS WiFi |

SCAHE. UL T BOHZ L FRAE LU LA 3 7T

s XTI, sidiskE (Menu) ElR (=), ARGk TIEH O (Work Centers) > & i718]
(Guest Access) > | TP F14H % (Portals & Components) > %4 #2 A (17 (Sponsor Portals) > 4#48
(Edit) > TP HE B EX (Portal Page Customization) > T1[H (Pages).

o XTHAATTS, s E (Menu) B (=), ARJE1EF B2 (Administration) > & &1 A B
(Device Portal Management) > ({EE[T1F) > 4wig (Edit) > TR TIE B E X (Portal Page

Customization) > Ti T (Pages).

FERREL, SCAKE, W)L FBUSHRHIRAE,

T AR R . X8 R DOE 118 B E SRR SE LT -

\}

LR A B € SCIFEAL ] SO AT R Te 3 A A A

P i

SN 7 R o

HRERAN LT TLR L2 PR, ERSHARBRMA TBHE MR/ 270 P RA

FREN |FH FERE: B |FEFRE: & |FERENME: |FEREAE:
INFRFE RFFH BNFHHE | BRRFHH
LI TG | Bl AR 256
ES
Vv S 0 2000
U2 Db 0 256
YISO 0 2000
P A b 0 256
ALIENA 1 0 2000

B &% 2 WiFi




| mEfze Wik

NpnErg. namssnzsrs |

FEREN |FEB FERE: & |FTERE: 5 |FTEREAANME: |FBREAE:
INFRFEL KFFHFE RNFHFE RAFHEH
AIEA A 2 0 2000
TR 0 64
SIEAERRZE 0 64
IR FR%E 0 64
HERERR 0 256
AUP AUP A 0 50000
HEICA [THESCAR CBIR7ER 0 2000
[N}
RSO Clzsfrs 0 256
H D
FBIRE | B 0 256
FREA | FBEmA GEZ 0 256
CHERD ] T PR AR R AR )
TR | “UinAE” (Access 1 20
CREERTE | Code) F-B
L)
TR 1 20
7 (Registration
Code) “#B
(‘)EHF 1 64
%7 (Username) 7Bt
“h” (Password) 1 256
TR
“HiE54” (Phone 0 64
Number) 7B
“¥% %% ID” (Device 12 17
ID) Bk

wxmze Wik i




B rexx

TRFEEX

wEfRS WiFi |

BRI DL E & SR Web [ ANV AR o WS4 R PR 203K (CSS) 1 5 Javascript,
&0 L A jQuery Mobile ThemeRoller M F, #5821 /7 DI A =i ok H s L1 8

fnr LUE R A 11 BT 1 CSS Tdlslih 5 e M & E T 7B AIRVEAMfER, WS Tl

FURIERIN T8 CSS 3,

&M AP E % R CSS HKF1i5% i
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cisco-ise-banner
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ERGENTT P IR &P B, RS nl G N 3
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ERNAE DL T A28 AT LA I SCAS . B4 LA N HTML Al
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cisco-ise-main-content

BET) IR EZENA, B ISR Bk

cisco-ise-footer X #5 o

cisco-ise-optional-content-2
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JavaScript fUH5 .
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BRONIEOL N A o B B )P DI B0 S s [P A ] Py 25
G R S BE B BT 75 1D 19 2 477

TRES XXHEY HTML 5

BEASTT B s 41 5 SO

(TP 25 (1) - L

TP IERNE 5 R PE S RS PSS T 1 B

L e T EBORISOAR, A5 BESCA (Instructional Text). % (Content). A[IERZE 1
(Optional Content 1) FI1A[i% A % 2 (Optional Content 2) FE PN 2. Hirp— 387 B B IR
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BZBEPIES XY HTML 23

HEEMWAEE I, D3R8 (Menu) Kix (=), R)aiksE 1 (Administration) > & &[TPEE
(Device Portal Management) > Z& 8T/ (Blacklist Portals) > #4&48 (Edit) > TPAREEEX
(Portal Page Customization) > Tim (Pages). &I LUE /N gu’itds th I EF HTML JREKES (View
HTML Source) ¥, FHAEREMI A0 HTML 1R85,

1 R RS e 6 DL SIS A T HTML
\)

AR ORI LR A SR

* key.blacklist.ui_reject message

+H- ML . R S|
B & 1 PIES XY HTML X #F
FAFMAE O, 15N 5RE (Menu) Bir (=), Rk I8 (Administration) > & &[T IR
(Device Portal Management) > BYOD []F (BYOD Portals) > 448 (Edit) > TR TIHEH B EX (Portal
Page Customization) > T (Pages). % n] LAi /N gi4E 2% 1 EFE HTML IRKES (View HTML
Source) Elbx, FFAEREH AT I HTML 1084,

[P S R R SCAE A (1 BLR 7 B SR AR SO 1] HTML .
A\

AR XS T RR A SEEEAR

* key.guest.ui_contact_instruction message

* key.guest.ui_byod welcome optional content 1

* key.guest.ui_byod welcome_optional content 2

* key.guest.ui_byod reg limit message

* key.guest.ui_byod reg content message

* key.guest.ui_byod success_manual reconnect message
* key.guest.ui_byod install winmac_instruction_message
* key.guest.ui_byod install optional content 1

* key.guest.ui_byod reg optional content 2

* key.guest.ui_byod install optional content 2

* key.guest.ui_byod reg optional content 1

* key.guest.ui_byod reg_instruction message
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* key.guest.ui_byod welcome aup_text

* key.guest.ui_contact_optional content 2

* key.guest.ui_contact optional content 1

* key.guest.ui_byod install ios_instruction message

* key.guest.ui_byod welcome_instruction_message

* key.guest.ui_error_optional content 2

* key.guest.ui_error_optional content 1

* key.guest.ui_byod welcome renew_cert message

* key.guest.ui_byod install android_instruction message
* key.guest.ui_byod install instruction _message

* key.guest.ui_byod welcome config_device message

* key.guest.ui_byod success_message

* key.guest.ui_byod success_unsupported device message
* key.guest.ui_byod success_optional content 1

* key.guest.ui_byod success_optional content 2

* key.guest.ui_error_instruction_message

WEFRIFEC) PIiE S 3R HTML 3255

WAFIANE L, A 3E (Menu) Elbr (=), ARG EIE (Administration) > R&[AEIE
(Device Portal Management) > iE$ J8ELI] A (Certificate Provisioning Portal) > 4548 (Edit) > [/
TUE ZE# (Portal Page Customization) > T1TH (Pages). #5n] LI Fl/NH gt et b & FH HTML B
3 (View HTML Source) FlFr, FHAEE RN A HTML A5,

[P S R PR SCE A (0 BLR 7 LB SRR SO ] HTML .
A\

AR DUN R S A e R SR

* key.manualcertprov.ui_login_instruction message

* key.manualcertprov.ui_aup_instruction message

* key.manualcertprov.ui_changepwd instruction message
* key.manualcertprov.ui_post_access_instruction message

* key.manualcertprov.ui_status_csv_invalid_instruction_message
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* key.manualcertprov.ui_login_optional content 1

* key.manualcertprov.ui_login_optional content 2

* key.manualcertprov.ui_aup optional content 1

* key.manualcertprov.ui_aup optional content 2

* key.manualcertprov.ui_changepwd optional content 1

* key.manualcertprov.ui_changepwd optional content 2

* key.manualcertprov.ui_post_access_optional content 1

* key.manualcertprov.ui_post_access_optional content 2

* key.manualcertprov.ui_landing_instruction message

* key.manualcertprov.ui_status_page single generated content

* key.manualcertprov.ui_status_generated content

& PimiABECI] 5 S 3 HTML 328
FEAENAE O, AR E (Menu) Bir (=), RJ5%H B3 (Administration) > & &1TFAEIE
(Device Portal Management) > % Fimi8ECI T (Client Provisioning Portals) > 4&%8 (Edit) > TR
E ZEF (Portal Page Customization) > B1[H (Pages). #nl LIS &3 P 1 EH HTML IR
(View HTML Source) [&l45, FFAEG A AN HTML 4085 .

I 2B SO o B S S A SO T A P HTML
A\

B LR RO R I R a2

* key.guest.ui_client provision agent installed instructions without java message

* key.guest.ui_contact_instruction_message

* key.guest.ui_success_message

* key.guest.ui_client provision _unable to detect message

* key.guest.ui_client provision_instruction message

* key.guest.ui_client provision_agent installation_message

* key.guest.ui_client_provision_posture agent check message

* key.guest.ui_vlan_instruction_message

* key.guest.ui_client provision agent installation_instructions_with no_java message

* key.guest.ui_success_instruction_message
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* key.guest.ui_vlan_optional content 1

* key.guest.ui_vlan_optional content 2

* key.guest.ui_contact optional content 2

* key.guest.ui_contact_optional content 1

* key.guest.ui_contact_optional content 1

* key.guest.ui_client provision _posture _check compliant message
* key.guest.ui_client provision_optional content 2

* key.guest.ui_client_provision_optional content 1

* key.guest.ui_error_optional content 2

* key.guest.ui_error_optional content 1

* key.guest.ui_client provision posture _check non_compliant_message
* key.guest.ui_vlan_install message

* key.guest.ui_success_optional content 1

* key.guest.ui_success_optional content 2

* key.guest.ui_client provision posture agent scan message

AN A A LS N i— LY
TR &1 FE S XA HTML 328
FEAENAE D, W ALREE (Menu) BFs (=), RJE%EH T4EHD (Work Centers) > 5 & 78]
(Guest Access) > [ 1A #0¢E 44 (Portals & Components) > 5% 171 (Guest Portals) > 4g48 (Edit) > |7
P T1HE B E X (Portal Page Customization) > T1E (Pages). 1] LM /N gu4E 48 h I EFE HTML
IRAXAD (View HTML Source) B4R, FEAESHI A 258 I HTML AR5

17 & JE PSR A LAR 5 LB S RFAE L SOR A8 ] HTML

AR DUN R R I A e R R

* key.guest.ui_contact instruction message

* key.guest.ui_login_optional content 1

* key.guest.ui_login_optional content 2

* key.guest.ui_client provision unable to detect message
* key.guest.ui_client provision_instruction_message

* key.guest.ui_device reg_optional content 2
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* key.guest.ui_device reg optional content 1

* key.guest.ui_byod success _manual reconnect message

* key.guest.ui_byod reg optional content 2

* key.guest.ui_byod reg optional content 1

* key.guest.ui_client provision _agent_installation_instructions_with no_java message
* key.guest.ui_success_instruction_message

* key.guest.ui_max_devices_instruction_message

* key.guest.ui_max_devices_optional content 1

* key.guest.ui_self reg results_instruction message

* key.guest.notification_credentials_email body

* key.guest.ui_max_devices_optional content 2

* key.guest.ui_contact_optional content 2

* key.guest.ui_contact_optional content 1

* key.guest.ui_byod install ios_instruction message

* key.guest.ui_changepwd_instruction_message

* key.guest.ui_client provision posture _check compliant message
* key.guest.ui_aup_instruction_message

* key.guest.ui_changepwd_optional content 2

* key.guest.ui_changepwd_optional content 1

* key.guest.ui_self reg results optional content 2

* key.guest.ui_self reg results optional content 1

* key.guest.ui_device reg_instruction_message

* key.guest.ui_byod welcome renew_cert message

* key.guest.ui_vlan_execute_message

* key.guest.ui_byod install android_instruction message

* key.guest.ui_client provision_posture check non compliant message
* key.guest.ui_byod install instruction message

* key.guest.ui_device reg _max_reached message

* key.guest.ui_byod success_message
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* key.guest.ui_byod success_unsupported device message
* key.guest.ui_byod success_optional content 1

* key.guest.ui_byod success_optional content 2

* key.guest.ui_aup_employee_text

* key.guest.ui_client provision agent installed instructions without java message
* key.guest.ui_success_message

* key.guest.ui_byod welcome_optional content 1

* key.guest.ui_byod welcome optional content 2

* key.guest.ui_self reg optional content 2

* key.guest.ui_self reg optional content 1

* key.guest.ui_byod reg limit message

* key.guest.notification credentials_print body

* key.guest.ui_byod reg content message

* key.guest.ui_client provision_agent installation _message
* key.guest.ui_post _access message

* key.guest.ui_vlan_instruction_message

* key.guest.ui_byod install winmac_instruction_message
* key.guest.ui_aup guest text

* key.guest.ui_byod install optional content 1

* key.guest.ui_byod install optional content 2

* key.guest.ui_byod reg instruction message

* key.guest.ui_aup_optional content 1

* key.guest.ui_aup_optional content 2

* key.guest.ui_self reg aup text

* key.guest.ui_login_instruction_message

* key.guest.ui_vlan_optional content 1

* key.guest.ui_vlan_optional content 2

* key.guest.ui_self reg results aup text

* key.guest.ui_device reg_register message

B &% 2 WiFi



| n&inks WiFi
menzpEs e Mz [

* key.guest.ui_byod welcome_instruction_message

* key.guest.ui_client_provision_optional content 2

* key.guest.ui_self reg instruction message

* key.guest.ui_vlan_install _message

* key.guest.ui_success_optional content 1

* key.guest.ui_success_optional content 2

* key.guest.ui_post_access_instruction_message

* key.guest.ui_post_access_optional content 2

* key.guest.ui_post access optional content 1

* key.guest.ui_byod welcome config_device message

* key.guest.ui_client provision posture agent scan_message

REIFEITFIES XHE HTML 5

EAFEMAAE L, 155 HRE (Menu) Blir (=), RJEEPE T{EH L (Work Centers) > 5 & i 4]
(Guest Access) > '] A #04A 44 (Portals & Components) > 7% 1] P (Guest Portals) > 4548 (Edit) > [7]
P TUEEH| (Portal Page Customization) > T1E (Pages). ] LU FH /N gtk as h i EFH HTML &
K53 (View HTML Source) Elbr, FFAESEII A A8 HTML {884 .

I 2B SO o B S S A SO T A P HTML
A\

B LR RO R I R a2

* key.guest.ui_contact_instruction message

* key.guest.ui_success_message

* key.guest.ui_post _access_message

* key.guest.ui_vlan_instruction_message

* key.guest.ui_success_instruction_message

* key.guest.ui_aup_optional content 1

* key.guest.ui_aup optional content 2

* key.guest.ui_vlan_unsupported error message
* key.guest.ui_vlan_optional content 1

* key.guest.ui_vlan_optional content 2
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* key.guest.ui_contact_optional content 2

* key.guest.ui_contact_optional content 1

* key.guest.ui_aup_instruction_message

* key.guest.ui_aup_hotspot_text

* key.guest.ui_vlan_execute_message

* key.guest.ui_vlan_install message

* key.guest.ui_success_optional content 1

* key.guest.ui_success_optional content 2

* key.guest.ui_post access_instruction_message
* key.guest.ui_post_access_optional content 2

* key.guest.ui_post_access_optional content 1

NEINEEEIRTFPIES SCHEHA HTML X2 3F

EAFMWAAE L, 155 EHRE (Menu) Btz (=), RJEEPE S (Administration) > & &R ERE
(Device Portal Management) > MDM |7 (MDM Portals) > 4#48 (Edit) > [JA T E E & (Portal Page
Customization) > 1M (Pages). & n] LMEH /N gdi 4% h 1 & FH HTML IR X3 (View HTML Source)
KIbR, FFAEEI AR I HTML 48R .

1P JE SO B LUR 7 SRR SOR A ] HTML .
* key.mdm.ui_contact_instruction_message
* key.mdm.ui_mdm_enrollment after message
* key.mdm.ui_error_optional content 2
* key.mdm.ui_error_optional content 1
* keymdm.ui_ mdm_enroll_optional content 1
* key.mdm.ui_mdm_enroll optional content 1
* key.mdm.ui_mdm_enroll optional content 2
* key.mdm.ui_mdm_enroll instruction message
* key.mdm.ui_error_instruction_message
* keymdm.ui mdm_enrollment link message
* keymdm.ui_ mdm_not reachable message

* key.mdm.ui_contact optional content 2
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* keymdm.ui_ mdm_continue_message

* key.mdm.ui_contact optional content 1

AR F )P IES 3R HTML 325

)

BAEIAE I, EmERE (Menu) Blir (=), RGEH B2 (Administration) > & &[T P EE
(Device Portal Management) > # B9 &7 F (My Devices Portals) > 44§ (Edit) > TP RE B EX
(Portal Page Customization) > T1H (Pages). %5 n] LM H /M gmiEge b & EH HTML RS (View
HTML Source) E¥5, F7EN 2 HTML 4G5 .

17 5 s PSR B LUK 5 LB SR SO A HTML .

a4

PR 2 SO 7 B AN e B3

* key.mydevices.ui_add_optional content 1

* key.mydevices.ui_add optional content 2

* key.mydevices.ui_post_access_instruction _message
* key.mydevices.ui_edit_instruction_message

* key.mydevices.ui_contact optional content 2

* key.mydevices.ui_contact optional content 1

* key.mydevices.ui_changepwd optional content 1
* key.mydevices.ui_changepwd optional content 2
* key.mydevices.ui_post_access_message

* key.mydevices.ui_home_instruction_message

* key.mydevices.ui_edit optional content 1

* key.mydevices.ui_edit_optional content 2

* key.mydevices.ui_add_instruction_message

* key.mydevices.ui_post_access_optional content 2
* key.mydevices.ui_post_access_optional content 1
* key.mydevices.ui_error_instruction_message

* key.mydevices.ui_actions_instruction_message

* key.mydevices.ui_home optional content 2

* key.mydevices.ui_aup_optional content 1
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* key.mydevices.ui_aup optional content 2

* key.mydevices.ui_home optional content 1

* key.mydevices.ui_changepwd instruction message
* key.mydevices.ui_contact_instruction_message

* key.mydevices.ui_aup employee text

* key.mydevices.ui_login optional content 2

* key.mydevices.ui_login_optional content 1

* key.mydevices.ui_login_instruction_message

* key.mydevices.ui_error_optional content 1

* key.mydevices.ui_error_optional content 2

* key.mydevices.ui_aup_instruction_message

AZFEANTTFIES SR HTML 3235

EAFMWAE L, 158 HRE (Menu) Blir (=), RJEEPE TEH L (Work Centers) > 7 & i8]
(Guest Access) > [T #1¢H44 (Portals & Components) > & &2 A1 (Sponsor Portals) > 48 (Edit)
> ["JATIE B ZE X (Portal Page Customization) > T (Pages). % nl LM Fl /N gnikas H I EE
HTML R85 (View HTML Source) Elb%, FFEREM A7 HTML 188,

I 2B SO B S S A SO T A HTML.
A\

B LR RO R IR R 2

* key.sponsor.ui_aup_instruction message

* key.sponsor.ui_create_random_instruction_message

* key.sponsor.ui_home_instruction_message

* key.sponsor.ui_post_access_instruction_message

* key.sponsor.notification_credentials print_body

* key.sponsor.ui_aup _sponsor_text

* key.sponsor.ui_create_accounts_access_info_instruction message
* key.sponsor.ui_login_instruction_message

* key.sponsor.notification_credentials email body

* key.sponsor.ui_create_known_instruction_message
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* key.sponsor.ui_create_import_instruction_message

* key.sponsor.ui_suspend_account_instruction_message

* key.sponsor.ui_post_access_message

* key.sponsor.ui_login_optional content 2

* key.sponsor.ui_login_optional content 1

* key.sponsor.notification_credentials _email password body
* key.sponsor.ui_contact_optional content 2

* key.sponsor.ui_contact_optional content 1

* key.sponsor.ui_login_aup_text

* key.sponsor.ui_changepwd _instruction_message

* key.sponsor.ui_create_accounts_guest type instruction_message
* key.sponsor.ui_changepwd _optional content 1

* key.sponsor.ui_changepwd optional content 2

* key.sponsor.notification_credentials email username body
* key.sponsor.ui_aup optional content 1

* key.sponsor.ui_aup optional content 2

* key.sponsor.ui_post_access_optional content 1

* key.sponsor.ui_post access_optional content 2

* key.sponsor.ui_contact_instruction_message
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