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VAL 2 JCTIR . 8 TCTHE .
JNFE) 16 16,000 32 32
i 24 24,000 96 96
N 24 24,000 256 256

SRZE SRR CPU MR A7 % U5 AVC G VR B . 75 W) nf Be < ™ F 520 ISE 1Pk Reffe e k.
R BRSNS B4 = Mo MG B, 155 0 B R A W IR 7= i Tt
TR T VMware ERIPLEENR .

3= 5: VMware [E AR E K

EP i M3E
CPU * Evaluation

o [T 2.0 GHz B HE
o DR 24 CPU KD

< HE
o BRI E: 2.0 GHz B R
* B R
*+ SNS 3600 R FIi& &
o /N 16
e thil. 24
« KA. 24

iR B, OB T R A W4 i
4545 3600 R4 FAZ OER IO PI . BN, T
NI 25, ST 16 A vCPU %00 A
AEW /2 SNS 3615 (475 8 4~ CPU #%/L2EX 16 4
RFE) ) CPU Jk .
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B vvware Einzss

BRI 2 W AR %S 28 3500/3600 RFUig £HELMEKR |

e T

4=

e

WAF

* il 16GB

< HEFE
« /N 32 GB (SNS 3615)
« . 96 GB (SNS 3655)

« KA. 256 GB

* iTfh: 200 GB
< HE
200 GB % 2.4 TB Bi#tA7ft CR/NEE T-HEE TS o
THELL N REBE AR VM IR IR A 10 R TR 5K
VA AR REAUNL T LR 25 2 0 H BpeAIRF 3 h 10,000 RPM. AR

ER YR ISE B BN, 15 18T SN MR AU REA A AL A1
FOR o UIARAE ] 220 B PR SR AL R TR R, 23R
J ] BETCTR U T AT WA 2 ] o

BRSO RS

JARFISE M3 45 A4 RGBSR I 5 N RE AR A BEFP SOMB, B2 B fig
AR BERD 300 MB. HE 170t 22 G0 N s AL X SE 1 g 4 2F 9152 VMware il
G I E R

JORHNSE 23 2 iy AR DL 282 i, SRR 2 5 ok I UF RS 1)
{14 R G A DA DR ER . RIS R, 15 S0 B SN YA B
Krdr, 35 Ui,

BAVEAZH VMFS U2 %, PRt T ZihEk, At
S RGeS ARG A IR ESR, AT L

AL R LSI 3845 34T

KT R EAEERER U A, Ul FH 2% 47 RAID #5445 RAID 10 (BFR K

140) ZEP gk L RAID 5 253 TR AL A AR S APERERIU A B s, b

Ah, A A EIB R 2R 2 A7 ] LUKIE R i 5 AN PERE .

P 23 4 ISE VM [WRESL SCSI #3125 M LA SR A T8 4 VMware
Paravirtual 7] fg <> SR TIEG] S,

B ERSMBEsIFREES, RA26
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tinxkvm =% ]

BEoka HSE
BB T TASNIC #2110 GBS PN ECE 2 NIC; SCFF7S/ N NIC) o CiscoISE

7 #E E1000 1 VMXNET3 JEHfSe,

pat 21 FATEIIE LS E1000 DU PRAEZR UV B0 T A5 E A A E IC 230
Fo WIRIESEVMXNET3, 1 G i Brie s ESXi & ic s, LU
H. 5 ISE &l s 2 [F] 25

VMware REPUELER | ESXi5.x (Jflk5.1U02) F6.x ) VMware REIHLAELEIAS 8 B A
ENGE DY ISR Ay sad

Linux KVM ZEk
3 6 Linux KVM 3N ZE K
BEORER RIREK
CPU * Evaluation

o INERIERE: 2.0 GHz By 5 B

s ZOHE: 24 CPU L

< HFE
o I BPEEE : 2.0 GHz B HR
c BOHE:
* SNS 3600 & 51i%&%&:
« /N 16
. thl; 24
o K. 24

iR TR, 20
HAH YT R4
284525 3600 41
R OV (I A
foltun, xp /N R 2
TE, IS
16 4~ vCPU B0 A fie
i /& SNS 3615 (11,
% 8 N CPU #%/Lhil
16 NkFE) 1 CPU
FIHE o
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- L ESS

BRI 2 W AR %S 28 3500/3600 RFUig £HELMEKR |

RIREXK

* ifh: 16GB

s
« /NEL. 32 GB (SNS 3615)
« hif#; 96 GB (SNS 3655)

« KA. 256 GB

« #E{&: 200 GB
o HpE

200 GB % 2.4 TB At COR/NILHRT-355
FERAUTSE)

THIELL AR VM IR B W) 1

AR

FEVUE I REFANL WU S #5%Ai FH SeI A% d
10,000 RPM [¥Jfilids .

ER N EBHISE QU RN, AT
FAAN REAURE SR A it 2K
AL 2 BE ARG R e At
ALK, 2Ry vl RETJCIE U e
A AL

KVM Hi# % %

R 2k - virtio, ZRAFAEI - TG, 1O BE - AHL
A4 543 BE ) RAW 26tk 2o

RS

T AN NIC 2 10 CEUd AN B BE 22 NIC;
FTESNANIC) o Al ISE S Virtlo IXEhF
o AT VirtlO UK EhFE I LAEE ik g

REAHLE PR

RHEL 7.1. 7.3 f17.5 Ei KVM
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| BRiZ=2M%ARS S 3500/3600 R & BRI EKR
Microsoft Hyper-V E3k .

Microsoft Hyper-V 2k

3 7: Microsoft Hyper-V [ #1 &K

EoRER RIKEXR

CPU * Evaluation
o BPAPIRE: 2.0 GHz 8RR

B HE: 24 CPU %L

< EE
o IFBRIEIE: 2.0 GHz PR
cLHE:
*+ SNS 3600 &5Ii%%&:
< N 16
o thitd, 24
o KH. 24

iR TR, OB Y T R 2 4 4 I 254
3600 R A AL O EE AT . B, 0T/ R £
B IS 16 4> vCPU 00 A T & SNS 3615
(B8 8 A~ CPU K0l 16 MRS 1 CPU ¥k .

AT * iffl: 16 GB

< HFE
« /N 32 GB (SNS 3615)
« 7. 96 GB (SNS 3655)

« K. 256 GB
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BRI 2 W AR %S 28 3500/3600 RFUig £HELMEKR |
B =onzexney

ERER RIREXK

(DS * #44: 200 GB

<

200 GB % 2.4 TB it Ar it RN T-EEBEFESS «

VL) MR AT R VM I DR 5 ) A 2 1A R

R VLI 1R REFUNL AU 25 288 T B IR 3800 10,000 RPM RT3«

ER OWJUBLISE QUEREIILING, A S AN R SURE AR A A R . iR
A5 P 20 A R FOURE A A0 AL WA 2 TRV SR, 222y T RETCE R I A

B
Mk HEL LA NIC 20 GEBUERI A EE 2 NIC; SCFFAAS NIO)
BRI EsFE | Hyper-V (Microsoft)

Fy

FEFHLIL & KNV

FIT 455 KA VM 7ESRHISE 2.4 I\ 78RBS VM B W g5 £ I 3 ool sk H 8 A
VR T 58 A i N T SE S AT EACE P E

\}

AR ANERRACTERRCA 2.4 BOE s RO AR VM, FFf R VM PR AT

REFUAL (VM) BEA5 RS Y i) 55 A2 P2 IR iz A T i B £ AH 24
NIRRT, AF AT PL R AR
o KA TR E R e S B E Re PR al IR 45 . s P ISR B 5 ) VM %, ANBEAE
LAY VM Z AL =mi @80T & U . /] OVF Ak k2 B R ISE BRI 245 rlffa i &0 VM
LB BHR . AT OVEF Bk, TEHIARAEAE ] 1SO LG T3y 2 2% FA R} ISE B 43 fic ] &5
B IR TR o
~

A WURIE PR T B R ISE A Ay EOA UK TR, I
B ASTm I A I AR, AR T S e, DA
ORI ISE #35 1EH 1817 .

B ERSMBEsIFREES, RA26



| BRiZ=2M%ARS S 3500/3600 R & BRI EKR
wa=Enzx [

A\

i OVF B AEH T Linux KVM. OVFE B (GEH T VMware
B .

A OVA BBRIEAT 2%, 7R e e UG I 2 LA N e
© WA BCTRIR TR, T RS AE VMware RERIBLEK , 55 13 B0 (1 CPU/W A7 TR EE
(Reservation) 7B (4RiBIRE (Edit Settings) % I (IR (Virtual Hardware) 2T
) fmsE, DAL IEEL ISE IR IBAT .

* fif* CPU BRI (CPU Limit) 7B (4miBI&E (Edit Settings) % M 1 ERIEE 4 (Virtual
Hardware) 30K ) Fff) “CPU ] ” (CPU usage) & '& 4 LR % (Unlimited). & CPU
A5 FH PR (B ks CPU A B A3 B4 12000 MHz) 43 5% R Ge M RE . T iR L & BRI,
WRAZI I VM 27 v, IERBR L, SRS T8 3 VM ) i o

* MR ARSI (Memory Limit) 7B (4wiEi%E (Edit Settings) % ¥ EHURE 4 (Virtual
Hardware) Z£IK ) i) “WNAAE 7 (memory usage) ¥ & N FEBR&] (Unlimited). ¥ &
PIAEAE R A A8 s BRI 52 A 12000 MBD - 25 5% 1 R 40 1 fg

* H{R7ERER (Hard Disk) X3l 3= (Shares) it Ik & o4& (High) (4RiEIRE (Edit
Settings) % 1 ERIEEM (Virtual Hardware) R T) .

PR MNT 5 SR KCREE A B A T 5 . il S = W B A7 A VMware A3 AT fE 23 5417
WL VERE . AZRUIE o IO s T s MRS L 240, A Re gt i S v RE

* 75 VM _EARE SRS IR S5 1 i, A s ) m] DA B A Y s AR 2 BB ISE 1
(1 de /Mg A =3 1) 0 200 GB o A %25 R ISE 15 /UM (0 5 (R A S RN PRI L, 12
iR SR, 5 21 UL

* VM A[ECEA 12 6 S NIC. @i 2 N 2 NIC. HAphE: a3 SCRp s R g5, i
TS Vi% 455 RADIUS.

N

R VM B[ RAM Fil CPU AN 75 B2 T 37 i

LY '_|_| A Y -E < >
WL TS B2k
RIS A B TP IEAT R ) R ISE B A A% ] 43I o
Y

ER M VM R E S SR R AR BIOSTE S EFL, A fE5| S 2 TB 8l KA GPT 73X .
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Bl % & MR % 55 3500/3600 RIIIE HFERMEKR |
B wa=aen

R 8 E WA E BN R 8

ERIISERE BATitEss | BTErmfs | BTEENE N | KM ES
fit B2 = |g] Wi TS (g fgel ] i8]
JA7 ISE 200 GB 600 GB 600GB#24TB |241B
s i R ISE, VA 200 GB 600 GB 600 GB 24TB
AR ISE, A% 200 GB 600 GB 600GB £ 24TB |24TB
43T ERNISE, AV 45m4 R 2% | 200 GB 200 GB 200 GB 24TB
Sy A 2B R ISE, X pxGrid 200 GB 200 GB 200 GB 24TB
A sUERHSE, SRR | 200 GB 600 GB 600GB & 24TB |24TB
(AR T IE ) pxGrid)
A RHISE, B, s | 200 GB 600 GB 600GB £ 24TB |24TB
SR AR SS (LA B T3k 1K)
pxGrid)

AR YA BV AT I RO M RO, AN R A R A A A B AR SO R AE T
TR b B H R s

2 51 A
il £ % (8] T
FEYRFE Cisco ISE [RAAE A A, 15 i £ LA T HEN:
* SARHISE AL AT REAUNL I FA L I

o WA ECARIE H S IE S PR R . AE O 8 IR A O RTT Y A, 30% A BRI A 2
)23l 1 H S TE6E . BAT 25,000 > 1 5B RF R4 B K2y 1 GB i H &

Bltn, B EE A 600 GB VM fibf 2 [a) i W57 4, W 360 GB ¥ 2rid A+ H & k. W
AR 100,000 NEIIERZE R ML, AR R KL 4GB M H & AR, @] LI
WY S At 76 RITH &, S 22006 H B 5 4% B A7 6 1 A 42 B0 e b o H

TR H SR, BT BAMEOR VM B W) . BEHE N 100 GB fZ#E5),  RIVAT 4R 3k13 60 GB
T H Sk

U RAEMT UG 222 I M UMLK/, WA 2R RE UL EPRAT JBR) ISE 4o 2c2ke,  LAIE Ak I A
I FH 56 BT AL 70 o

AR 0 T R B 2 T LSO R 2R M 2% K 280 . AU T RADIUS T BAAE 215 i _E AR B 11
REe REGETOUMEBE: A H &b, AR um R BT HIXECE 2 S B

B ERSMBEsIFREES, RA26



| BRiZ=2M%ARS S 3500/3600 R & BRI EKR

% 9: i5im T = B E7FERE - RADIUS IR ER (RO

maz=en [

R 200 GB 600 GB 1024 GB 2048 GB
5,000 504 1510 2577 5154
10,000 252 755 1289 2577
25,000 101 302 516 1031
50,000 51 151 258 516
100,000 26 76 129 258
150,000 17 51 86 172
200000 13 38 65 129
250,000 11 31 52 104
500,000 6 16 26 52

AR I R B 2 T LR R 2R M 2% K 28 i, S T TACACS+ H s m] AAE 4271 s IR B
MRS RESET UL BS: AT NAD 1817, ®RIZIT 4 Maif, BANSI5ELT S A

4

& 10: 554575 = HEFHE - TACACS+ REH (XD

Tt 200 GB 600 GB 1024 GB 2048 GB
100 12,583 37,749 64,425 128,850
500 2,517 7,550 12,885 25,770
1,000 1,259 3,775 6,443 12,885
5,000 252 755 1,289 2,577
10,000 126 378 645 1,289
25,000 51 151 258 516
50,000 26 76 129 258
75,000 17 51 86 172
100,000 13 38 65 129
N A K

LB Y @3/ =g =S R U 55 - o < o 1 S (| s 37 L U 2 v el LTI
LB H B, RN 100 GB #2510, #iA7 60 GB W T H & A7 ik

BRENRESIEeticnm mx26 i



BRI 2 W AR %S 28 3500/3600 RFUig £HELMEKR |
B wa=aen

Bl ISE A AR Bridi i e, S A M A, BOE VM WE, ARG FEBT %% ISE. —Fl
DT VRS AE R 5 e 35 ISE, R b5 s /e T S I 2 b . S RE S, B VM
BEE N E VM, FFIEE M RE VM.
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it BRL |SE

o ffi ] CIMC 225 8B ISE , 2 25 1L
 BATW BRI, 27 1
o IOUFZEBE AR, S 30T

{£F CIMC =22 2%} ISE

ARGy B fi] 2 220 TR By s s 2 S} TSE:

FHIa Z Bl
o BRI L ATE F AR E IR A RSB # 205K

o Cafigs AAERRIINL B2 SR ISE Il B AL L 2RO il R4 CIERG B SRS L. A7 X R4
fE &, WEHSLLT 1.

* fi'E VMware lR554% , 55 37 )T
* /£ KVM b2 R ISE , 5 47 1T
* {f Hyper-V b AR ISE UL, 25 49 7T
o (fE; ANAE SNS R % [ R ISE I T3 ZE0 AL bR ) # PR 22 1 SEVRM A 1A i 2z 1
(CIMC) Jiit B SRR LU B 45 RIS BIOS. 3 XTEANMEE, WS LL T S0ky:
* 15K SNS 3500 RF B 4%, 1ES A Cisco SNS-3500 F 41 & filifF 2246/ -
* /5% SNS-3600 4Bt 4, 155 A SNS-3600 F 41 B A1 22k F7 F

PR WREAE LR et B2 R ISE:
o JOR} SNS #est - hetlifb st . WA CIMC 47 IR 55 4345 B
* RERAL - #ifR VM CIERICE .
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https://www.cisco.com/c/en/us/td/docs/security/ise/sns3500hig/b_ise_SNS3500HIG/b_ise_SNS3500HardwareInstallationGuide22_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/security/ise/sns3600hig/b_sns_3600_install.html

ﬂ&"‘aal' |SE I

oy
i
cH

B =5 ome seemnse

PR 2 TEJUFISE ISO .
a) %% http://www.cisco.com/go/ise. RN LA BAH RN Cisco.com kA UEA GE VS 1] B+ o
b) iii Download Software for this Product .

JBFISE BUg b L2 24 90 RIGVHASVFTTIE, PRULTESE e B ARG &, T LA BT A7 SR ISE JR&53E4T
IIEEW
PR3 BB BRI
« R} SNS B
1. EHF] CIMC JHAE CIMC FEIEE 5%
2. JAs KVM 14,
3. #%#% Virtual Media > Activate Virtual Devices.
1%#% Virtual Media > Map CD/DVD, Jfi4% ISE ISO %, #AJ5 miidi Map Device.
1%4% Macros > Static Macros > Ctrl-Alt-Del LA ] ISE ISO Wef% i 5 ¥ %
i F6 LV IR JH B3 U ™ (1 bR R 25 R

[&] 6: Boot Device Selection

o a &

Please select boot devi

Identity Service Engine
Built-in EFI Shell
IP4 0100 Intel(R)
IP4 0101 Intel(R)
IP4 0400 Intel(R)
IP4 0401 Intel(R)

0 Gigabit Network Connection
Network Connection
Network Connection
Network Connection

it Network Connection
Network Connection

L L o O

IP4 0402 Intel(R)
IP4 0403 Intel(R)
Cisco vKVM-Mapped v
Setup

o O o R L R L R N

7 ]

ER R SNS WAL TIEBCA BT BT AR FIZ AL B Gy, JF AT 2 MOEFE
S AT CIMC 2%, W23 e BRI 1A) o i IUAOKE 1SO SCAF SIS USB Yishds, JRAE
AL EAL S LR 22 e 7

B ERSMBEsIFREES, RA26


http://www.cisco.com/go/ise

4

H

1%} ISE

s
i
rE

I

© JERIHL:
1. % CD/DVD Wi 2 ISO M. REREHI & BRI T LUR 5% LU A 2R il R 2 B

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.6.0.xxx

Available boot options:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

BB 4 HBORRTIE, % 1 Enter AIE AR AT HIG 22k UR ISE.

TR A B R R s, T T Sk B R Cisco I SE Installation (Keyboard/Monitor) #£30. ZRG:RfEN 2 B
LA B

R R R R R R R R R R R R R R

Please type 'setup' to configure the appliance
R R R R R R R R R R R R R R

PBS EIR T, B setup UG HZNBCERT . HXRRERTFSHNTEANGE R, WSHsirwEfiy , §27
PI6 AR ERA MAMSIESH)G, WS HERE 3R B BS R R .

PR WIeitniizR . WIS IEwEEIT.

FIB8 RLLPATIAUR R FE , 2 30 1L,

,=— ML
EITRERERF
AR E ISE IRSS 8 i3 B e .

BEE MRS R AL A 24T S (CLD, 3R 3R LT 24, 4 B 5 n] LU T P2 65 B 248 g
BB M BEE, I W BRI  ISE e ds SeiR alin s B 63 AEIE . IR B i — IR PR G
155

fEn

ER W ZLY Active Directory (AD) $ERK,  fe i FH 171 4 ISE QA 1 4 3l x5 1) TP FNF- P Mtk . 7622
FSFIRLE 20T, WS WA ZIh 55T AD AL, FEELE ISE 15 AURARSC TP FO7 R ik
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mii
3
&
g
Ho
J

4

oy
M
cH

TES NTP RS ERL . HERERFESBRRTEER,

PRIk S 2. BB TS NTP R4 FHD.
HWAEIZAT R A 5 NTP JIRSS 43 H1 DNS JIR 45 %8 2 37 W 48 %% .

W IEA AR 2 AR ISE, VR T RESERAARE . (LR LI21T IR} ISE 24 AC IR

BERHHENRE. Retry? /8

LHEATROERT, THPATEL A

R
2 BIRUUT R R
[Z]:

o7 S IEIPIEGHIRIE S il 8

N

]
N

ARGRERN 22 s LUF i R R

Please type ‘setup’
localhost login:

to configure the appliance

TEG KGR T, H setup JF4% Enter .

R G = Bon— S48 BLAUEIRN L R A S 4.

pE c

E11:BRISERBREFSH

AR TR INEAA 1Pve Huhb ik 4% IR 55 238 NTP fIR55-2%, ISE [ ethO 4% 0 AIERASHEC A A IPvo Hilik.

2 IPv4 84 J5) IPv6 Hbiik.

7N 15 AR w151
Hostname AFEE 19 NFRF. ARG | isebetal
FREET (A-Z. a-z. 0-9) FliE
FHE (o BAFHLILTF
iR BA I BT H NG FRE,
PLAfE{# Cisco ISE A [{13E 45
SO IUEASZ I TUE 156
UEH AR S B . ANRE
1 “localhost” YE N7 /A&
WA
(eth0) Ethernet interface address W T IR LK 0 (eth0) 2 14 | 10.12.13.14/

2001:420:541t:4::458:121:119

Netmask

AT AR TPv4 BY TPv6 48 HE

fitho

255.255.255.0/
2001:420:541f:4::458:121:119/122

Default gateway

DAZIAE BRI G AT R TPv4 B4 )R
IPv6 ik

10.12.13.1/2001:420:541t:4::458:1

B ERSMBEsIFREES, RA26
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A

H

BRLISE

s
8
rHH

R

152 AR

ot

DNS domain name

ANRe e IP bt BT AT ASCIH
TR REBUE . ETER () )
()o

example.com

Primary name server

AT B3R 4 AR 45 2R B 2L IPv4 B,
4 5 TPv6 Hudil .

10.15.20.25 / 2001:420:541f:4::458:118

Add/Edit another name server

AZF B0 4 IR B 04 20 TPy R
4= 5 1Pv6 Hubik,

CHTHE) foVFIIL T 2N A TR 4
W EHTILERAE, TR y 4k4E.

Primary NTP server

DAGAE A 25 15F T IS (NTP) R4S 2 1)
3% IPv4 54 J5) IPv6 Hidik el AL
4.

iR i3 NTP 45481
518

clock.nist.gov /10.15.20.25 /
2001:420:5411:4::458:117

Add/Edit another NTP server

N R NTP 35

(%) RVFENCE £ NTP k55
P WPATILERE, THEIA y4ket,

System Time Zone

WAITURA RN X o N, X TP
FrfER] ] (PST), System Time Zone
4 PST8PDT (akihiffttt 5ty (UTC)
Ik 8 NI o

P 22 PR RS TR T X 5
CIMC BUERINL I IFE) 7 3
HUERAE R Guit a) A X T
fice AT IX 2 [ A AT AR
AL, RGPEREnTRES %

Hl e =5
FI5EM .

PRI RE X  se a3, fgn
PALMEE} ISE CLI i24T show
timezones iy % o

P = ERUEKE P AT JRFISE 9 5
HRUEE A UTC WX, B
X BB AR H A T )
B RIT AR . HEARR
AR H SRR T8O
G 2R

UTC (ERAED
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H
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4

B o

W}
Rl
[

ﬂ&"‘%ﬂ' |SE I

oy
M
cH

R

15t A ot

Username TR ERHSE RGEHEHT CLIVI R B | admin CERIAED

S 4. W RS H 2R
NE (admin), WDAZEIEHFH 44
P A A 2000 = 2 )\ T4,
HH ARSI TR 4 (A - Zs
a-zm0-9) Ak,

Password PO B ISE RGEHEAT CLI Y ) Jit | MylseY Pass2

MRS, BT 3A BRINER,
TG A A ek . B
A el VAN e o P 1 o = et )
GAMNNGTFEE@-2). —AAKRET
B (A - Z2) Fl—DEF (0-9).

a2

fE CLI AT 222 sl e e 38 5, Mo HE DL QI nt, WEEEM PR § 755 (BRIEEEEL/E
RE RGN PR o WURZESR M LB Al IR, REBRRSEZIEN, (BIET0kAd
L% 5 5% CLI

WA TR B T B, U S SRk AR I 6 IR CLI iy sl 1] ISE CD 5 ISO U R B % . A
KT 1SO SCAFEE UL, wITECLUF SR 4R 3] hitps://www.cisco.com/c/en/us/support/docs/

security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

BATREM R, RS HIEHTF.

DUAE, T DU B R v C 35 A P P A4 M b 65 s 21 JEURE ISE

E %R IR

TGS CIEMSE R RE, AT EL R #AE:

BB ZGEYG P, EBFLIR RS/ E WA E M 4, SRI5H Enter.
2 MWD
HI 3 i\ show application fir 4 W iiF 7 HI 75 O IE R 4e%, SRS Enter .

i h=d 1 B TN

ise/admin# show application

<name>

ise

pEd E

<Description>
Cisco Identity Services Engine

PR AT (AN TR RSCAS (R RRCAS T 39T AT e 25 DURRCASAR 7] 1 25 AN AR ]

FHIB 4 i\ show application statusise iy 216 #r ISE EFEHPIRAS, SR 544 Enter .
P G BRI 4 BoR:
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o)
¥

4

H
¢

%L ISE

=3

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 14890
Database Server running 70 PROCESSES
Application Server running 19158
Profiler Database running 16293
ISE Indexing Engine running 20773
AD Connector running 22466
M&T Session Database running 16195
M&T Log Collector running 19294
M&T Log Processor running 19207
Certificate Authority Service running 22237
EST Service running 29847
SXP Engine Service disabled

Docker Daemon running 21197
TC-NAC Service disabled

Wifi Setup Helper Container not running

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ise/admin#
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SNS 1

/\1& ’H: El-l%\

* SNS WHZ%, 533 1T

* VMware EH#IHL, 583570

* Linux KVM , 47 11

* Microsoft Hyper-V , i 49 1T

&S %

EIE—1 A 5| 5 USB iz & A== B Rl ISE

1§ FH| Fedora Media Writer I H M\ JEURI ISE 23 1SO 0N A] 5] USB #45 .

FHia Z |l

o MELFALE ¥ Fedora Media Writer N ZIA M R4::  https:/github.com/Imacken/liveusb-creator/
releases/tag/3.12.0

A

E At USB T HAB AT REAT 2L, (HE W& H Fedora Media Writer
B 3120, ke Cm i EAISE M.

« ¥Rl ISE 223 1SO U FEE A R 55
« ffif] 8 GB (E{HI &) USB W45,

{8 1] FAT16 B¢ FAT32 F2#% N4 USB B¢ LLRE IO A7 %] o

¥ USB W&l ANAH RS, JF53) FedoraMedia Writer .

MIERIMA Live CD (Useexisting Live CD X/ y5 53 5% (Browse), F1iEF: B A} ISE 1SO 1.
M BRI & (Target Device) 7 41& ik USB % #%

WRAM R G HIERL T4 USB B4, 2 AhIEFzBi%.
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https://github.com/lmacken/liveusb-creator/releases/tag/3.12.0
https://github.com/lmacken/liveusb-creator/releases/tag/3.12.0

sthzeEe |

B =z 5 sNs 35003600 R34

LIRS

$IE9

#5.ili Create Live USB.
WS s 4R7R ] 5145 USB B MRERE . Se ittt B )5, RPW/EH T84T USB L H AL R 4E Vi ] USB BRZ) 4%
I 2R . WBIIAET-B)) SHT AN SCA SO Jim 4 g 222k R ISE.
M USB BKEh &, 75 SCA G AT I LUR SRS
* isolinux/isolinux.cfg or syslinux/syslinux.cfg
* EFI/BOOT/grub.cfg
B A SO P RE “cdrom”
* WERMEA SNS 3515, 3595, 3615, 36551K3695 ¥4, I SCA P AIARIE “cdrom” il “hd:sdbl” .
BAR S, Wit “cdrom” P47 P4 S Bt s
ks=cdrom/ks.cfg
B
ks=hd:sdbl:/ks.cfg

DRAFSCIEIFIR
A ZR G 22 A M R USB 4

FE0 ERSIRLISE, WK 515 USB i i A IR ISE B, ke, M USB JKaas5]F.

EFak 1% Bl SNS 3500/3600 22 71i% &

[0} SNS 3500/3600 R AN BB N E DVD Wiahas. Kk, ZAEH R ISE #4458 m g 8 R ISE
T &, WTUABAT L I EEZ —

\}

ER SNS 3500 13600 R B 44 G — 4 e[ fF 4 11 (UEFD) (4451 2 Thig. shIhagnlafff 8
R4 10 ISE WG A BE 25 7E SNS 3500 1 3600 R 41 7% L, I H o] LA 1E 22 AT ] R 3REE 44 1)
EZRSE, RIS B B U7 B R AT . 250K 30, W MHE RS (Red Hat Enterprise Linux
Bl Microsoft Windows) JGiEfEML K4 5] %

SNS 3515 Fl1 SNS 3595 ¥ £ 2 R ISE 2.0.1 8 milA . ANAELE SNS 3515 B SNS 3595 7% I
wHE2.0.1 Z AT IFIRRA .

o i FERME BB BRI 2% (CIMC) FRITTE 203 iso SCAEm i £ 0 DVD ¥4 . 5 1EE A,
WS CIMC 23 RHISE , 55 25 1.

o {223 iso UG e DVD, FE¥HAE A USB 41 DVD K528, 4R J5 M DVD BK5) 2% 5]
S

o fifi FH 28 iso SCAFANE—AN AT 515 USB 4%, JEM USB Uizh3s5| S ¥4, ACEGE R, 1H
Z e A 5] 5 USB %4 DL e R ISE , 58 33 TUAiiFH CIMC %35 8B ISE, % 25
il

N ©
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vmware 21541 [l

VMware £ 141
A

IR OARSCRYIRAEY VMware ZME RS U I RE H 12225 SR Hyperflex ¥ ISE.

RN ZIRFIME R E
QRN 1S RHISE 2 B, 4RO 2o HBALBL AR P A R AT O,
IR SR 1.

PAT VM B A ), 2R AR A A S A . 04y VM (K] CPU &0, CPU I #hid &
PLE AL VM I RAM. 413 VM IR ANE C ARV IRYE, 223601 bk, B s AS A S H
TIET 1SO e,

BT REMRTI, RESPIT VM PR, e r 2R At VO MvkRe. WA 1O
PEREAN I SR WIRTE, WA b R — 48, A2 vr gk selt T 238

RGioe il CR/NED AT VM PERER Y, TR0 — RIGEIREAT . WEREEAE VO PEREATT & 2
WS, RS AR

VM P AER 2t m] DU 75 22 M LR} ISE CLI A i 1] show tech-support i 458 .

VM BEHEAMERERY 7T LAE AT Cisco ISE 24O AT o« BEATLLM Cisco ISE JH =2 Hi4h
A7

(£ 1S0 TE7E VMware [ERIH_E 222 BE] ISE

AEBI AT 4d F 1SO SCA-4E VMware REFUNL I 2235 R} ISE.

fic & VMware ESXi AR5 22 BSR4
L E VMWare ESXi RS54 Z 0, 17 A A7 o 41t AR 4 T G B 2 41
S ELLHATE BRI S GRITTD %% BSXi Jedsa% .
o JWRHISE & 6417 R %H 64 (i RB LTI, WAL ESXi lgs#% L a H T ERIMLEL A (VT).

* HIPRAE VMware FEFUNL o0 FC ARSI RERE 25 1F) & o T 230 WEBE A TR 2R, 55 21 0T 300 DASKER
HZEE,

o AR AR B VMware ERIHL I R S8 (VMES), 2061 3 12% S0 1 2 48 LA S 4 Cisco ISE J
A% . RGia N VMware EHLEACE M REMAES R E VMFS. X T VMFSS, 1 MB H A/
WH B 1.999 TB RIS KN,
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ERLRAREE

AR A% T BSXi IS4, ATLUR Az s a LG CURH VT, EHREHTI SRS Mk, iF
i H] esxcfg-info fir 4. LAR hyf th <4«

~ # esxcfg-info |grep "HV Support"
[ === =HV SUPPOT et v ittt it et et et et ettt e e e 3
|=—=-World Command Line......c.uouiuiiuiiinneenennennenns grep HV Support

W HV SCRFME R 3, WFE ESXi RS a LR T VT, el Lgkszze s,
R HV SRR 2, W) VT 234, (HARAE ESXi RS LR . B aA7iignts BIOS % & 4
ESXi JlR55%% LR VT.

7£ ESXi BR%5 25 B R ERIL AR

feon] LU A 4B LLATRRCAS (1) Cisco ISE RESUN LA [RIREAT: o (EAE 2 doe T ARAS 2 i, 4620
£ ESXi 55 L UL BOR (V).

P EHEL) KA.

LIE2 f& F2 LA RE.

$IE3 % S (Advanced) > AIEEEELE (Processor Configuration).
HBA P Intel(R) VT IFKH .

P 4% F10 URAEHHORRH .

A BEISE 722 RSECE VMware AR5 2230

Hie & VMware JIr 55 &4 1 LASCRPREAS e 1173 A1 (SPAN) BB 450 F s 8 2] Cisco ISE Profiler Service
(1L Rz

$IE1 EPEE (Configuration) > M 4% (Networking) > &% (Properties) > VMNetwork (VMware JIl 45 %% 52451 (1) 42 FK )
VMswitchO (3Lr—A VMware ESXi k554544 11) JB1% (Properties) &£ (Security).

IR 2 7E Security IR _E[¥) Policy Exceptions %A%+, &+ Promiscuous Mode &% HE
$I8 3 1t Promiscuous Mode FHz4lKH, 1EF: Accept, X5 middi OK.

X FRIEAT SPAN BT A5 i 1 70 A i Bl A 1 55— A VMware ESXGi [l g% a4 1 A AR A 20 3R

£ RITIEH| &1EEE VMware AR 5585

P XHFEE VMware g5 #% (Bl ISE-120) [ Y5 .
TSI 2 A A VMware IRS52%, SR )5 1EFE Edit.
L3 S “BEfE” (Hardware) ¥E50R_LAORAR (Add).
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it & VMware AR 5558 .

HIE 4 LPEEITiRO (Serial Port), K55 ii F—4 (Next).

WIS & “ AT 4”7 (Serial Port Output) XA, ridh ZEEH EERAYEHITIRO (Use physical serial port on the
host) 253 4% % $E (Connect via Network) 83k 4%4, K5 Aidi T—3 (Next).

o« WARIERE O N4 IER:” (Connect via Network) 10, U 04208 it BSXi k45 #5471 FFB7 Ktk 11«
o WIRAELE B ML IEPE Use physical serial port, i IERE 1. 0] LLUEPELL RN IEDZ —:
* /dev/ttySO ({t DOS £ Windows 1 R 4iH, X4 W COMD) .

* /dev/ttyS1 (f£ DOS & Windows #1E R4 H, X¥ Rk COM2) .

S 6 il Next.
BT 7F Device Status X34, &AM R EHE. ERIAME A Connected.
SR8 fith OK LUEHE:R] VMware IR %5 %% .

fii & VMware BR % 28

FHia Z |l
FPRIE C PR E VMware ESXi g5 831050 k55, 28 35 DU O TR L

P Tk ESXi kg5t

2 {E VMware vSphere /i (20 G, A7 BN o LA, AR5 IEPE New Virtual Machine.
S %3  {F Configuration X TFAEF, %%} VMware it & 1E#: Custom, 2R 5 5l Next.

$E®A A VMware REMIAK, K5 midi Next,

RN R WEHEN T VMware EHLE N4

TS EFEFEEUUN A AR ER datastore, 2R 5 M Next.

S (k) WR VM ENLEEERESC R L S VMware ERIPURCAS, 1S — N EIPURA (BB RIHRA 7) , 2R
J5i i Next.

ST MERA (Version) TRz HIEFE Linux, 85 EFSZEF Red Hat Enterprise Linux BRA
128 )\ Number of virtual sockets 1 Number of cores per virtual socket F$7 51 ik FE—AME . O BN Ky -

SNS 3600 & 51i& % :
« 16
s il - 24
« KM -24

T ABZERE, OBURA Y T R 224 I 28 IR 45 28 3600 251 R O BCR I A% . B, ST /N B0 ) 2% 350 22,
AL 16 > vCPU %00 A BEI & SNS 3615 (347 8 A CPU H0haR 16 MEFD) [ CPU ¥k .
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it SR FVE B OR B CPU M AEBE U AV RC PR RC B . 15 00 Wl fe2x ™ F5% M ISE PR REANASE 1 o

W9 EPFEWNAFEL, AR5 sl Nexto
$£IB10 I\ Adapter FF741) R Hik$E E1000 NIC ISR, R)5 A Next.

iR BATH S IE RS E1000 DL PR AEBR S DL I AEH IEAREFC 20U o Wi VMXNET3, W] fgLsil
TS BSXi iGhc ey, LAMEILS ISE i Ac 23 [l 2 .

$IB1 % $E Paravirtual /£ 4 SCSI #5751 8%, 4R A Next.

$£1812 %+ Createanew virtual disk, #XJ5 Al Next.

HIE3 7F “HEAHMAC” (Disk Provisioning) X i HE, i 8 ED (Thick Provision) ki l, U5 Hidi T—3 (Next)
Cisco ISE [A] i SZFFRE AN AURS i IC o« AH 2, FRATT A IS0 e £ 35 A2 R e Dol U 28 DUSRECRE Sp i Pk e, TR TR
SNSRIk, WUREIE PR TRIRNC, MEWF . A AR, DL H 0 S A T R 2 A A TR
VELEVIUARERL D e FH TR v] B2 52 520

$£IB 14 BUHEH Support clustering features such as Fault Tolerance & 4% .

SIS EFEPED, R JE A Next.

P16 WUFFETEAE R, BIasHr el r VMware 248K Name. Guest OS. CPUs. Memory il Disk Size.

ST Ak Finish,

Ao C % EE VMware 255 .

T—%#Mita
FLHOTE R O VMware 245, AT HE ST VMware 25 7 i P SR 26 B4 P VML, SRS

Power > Power On.

B EHE 5 FEREE

1 VMware JEUALE, 5IFERERNBCE A 0. BAT LUl 3 oot 5 |5 GER K W) 8k £ 5| 3 35
il 4o B B DR .

HIE1 M VSphere % )iy, A VM JRIE$E Edit Settings.

£ 2 il Options &1

#1123 4% Advanced > Boot Options.

$IE 4 M\ Power on Boot Delay Xk, JEREALIR G| FEAEMIIF ] CLAFb N By
HIE6 i Force BIOS Setup Xk IEHE, DIFE VM Rk FiEEA BIOS % & hi 4.
$B6 PHHE, R EN.
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7 WMware %4 2 mR IsE %t I

7£ VMware &% &%= B ISE &4

LB
TIE2
$IE3

TIE4

B3| VMware %77 i o

L VM HEA BIOS WER, AR L VM, ARGk RERE.

#ithi Options XTI+ .

175 85I (Boot Options), 4R JhfEsRHE BIOSIEE (Force BIOS Setup) Xk o BIOS Hi%HE, LAHLE VM
51 I EEN BIOS & i 4.

AR BOE VM I E G SRR A BIOS B0k EFI, ARES|S 2 TB 8 K484 GPT 4r X .

MHRE .

T fRAE BIOS Hh ¥ & iR H LI ) (UTC) AN IERGI 5 S0«
a) WHR VM COIFHE, EXHRS.

b) FIFF RN,

ZE N BIOS % EHR R,

¢) £ BIOSZHLA, i #H7 k5 5% B #AFNATE (Dateand Time) 7B, #RJ51% Enter.
d) AN UTCAS MBI bRAERT ] (GMT) I X

LN D B PR DR B P R R AR T RO T« SRR ACRE H A SO AE I TR By T 26 24 F) 25

e) Ik S HH Boot 25, J£1% Enter.

) A FELEIEPE CD-ROM, 4% + ¥4 CD-ROM I35 413 s 1) FRE) .
g) I L P ATH Exit 2., JFIEFE Exit Saving Changes.

h) JEFE Yes RAFHE TR H

¥ BB ISE #A4F DVD #fi A VMware ESXi 4L CD/DVD Uiz5h#%, 3T I REIUML.
2 DVD JAahi, G2 ERPL N N%:

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

A FH 7 Sk Bt 16 ¢ Cisco | SE Installation (Serial Console) % Cisco | SE Installation (Keyboard/Monitor), 4% Enter .
WAL R R AT I G, N AE RS UL E R E AT G . AT O G IE R, 12 VMware
vSphere Y.

LHREITAE VMware 2240 [JH 3] Cisco ISE 223, WP 20 3-8 [k 58 e deid fE . e et #E 76 iy
JERNLL B EHEZ) . 9 VM BT A, 5664 SR BU R 2

Type 'setup' to configure your appliance
localhost:

TERGRE TR, H setup JF4% Enter .
ARGBEE 2 Bs e 17 B I 51 1SS AT AR I .
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. VMware T 2% 3E105F

VMware T B 2505 UF

{5 3 vSphere & F i H1 B9 Summary 3%£107 £ 38 3F VMWare T H %%

3 vShpere & /7w PR A VMware AL Summary #£Ti+<. VMware Tools B 47 FIME MY 1%4&
JEH o

7: 7€ vSphere % P i P ISHE VMware TR

File Edll View Inventary Administration Plug-ins Help
Q [ =+ | £y Home b g8 Inventory D!‘Eﬂ Invvanitory
®hjr00aGDRekRP

= [ mhest1o
gy vm33 sl = - - sng g i
£ vm34 Resource Alocation ' Performance - Events-. Conscle ' Permissions
£y vm3s r 1
£ vm3s IEm:,rd | I%emurm
Guest 05 Red Hat Enterprise Linx: 5 (32-bith Consumed Harst CPU:
¥l ersion: 7 Consumed Host Memory:
CPLL: 1wP Actrve Guest Memary:
Moy : 4096 MB
Memory Overhead: 126,83 MB Provisioned Storage:
oy kAT ot shared Storags:
1P Addresses! 10.10.10.10 wiewal | | Used Storage:
DNS Name: Rl Datastore =
Stabe: Powered On @ dskt
Host: winhi, CsC0.C. GsCo.com F ||.I
Aictive Tasks:
- Network b
Commands | W b
& 1| £ v™Networ =2
[l Shut Dowven Guest
W3 Restart Guest g
& Edk Settings Q

{$£F CLI 3&3F VMWare T B3t

fE ] LS show inventory iy &5 4iE VMware | H 215 O 2238 . iy 441 H NIC KSR 715 A .
e T VMware T EA RN, VMware 40, LLK R 3K 5 F2 7> %441 T Driver Descr F-BH .

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: A0 , SN: FCH184X9XXX
Total RAM Memory: 65700380 kB

CPU Core Count: 16

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 4: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 5: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 6: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 7: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 8: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 9: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 10: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 11: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 12: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 13: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 14: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz
CPU 15: Model Info: Intel(R) Xeon(R) CPU E5-2640 v3 @ 2.60GHz

Hard Disk Count(*): 1
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3478 vMware TE# %35 [

Disk 0: Device Name: /xxx/abc
Disk 0: Capacity: 1198.00 GB
NIC Count: 6

NIC O: Device Name: ethO:

NIC O: HW Address: XX:XX:XX:XX:XX:XX

NIC O: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 1: Device Name: ethl:

NIC 1: HW Address: xXX:XX:XX:XX:XX:XX

NIC 1: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 2: Device Name: eth2:

NIC 2: HW Address: XX:XX:XX:XX:XX:XX

NIC 2: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 3: Device Name: eth3:

NIC 3: HW Address: XX:XX:XX:XX:XX:XX

NIC 3: Driver Descr: Intel(R) Gigabit Ethernet Network Driver
NIC 4: Device Name: ethi4:

NIC 4: HW Address: XX:XX:XX:XX:XX:XX

NIC 4: Driver Descr: Intel (R) Gigabit Ethernet Network Driver
NIC 5: Device Name: ethb5:

NIC 5: HW Address: xXX:XX:XX:XX:XX:XX

NIC 5: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical.

4% VMware T B9 3%

Cisco ISEISO Mg CH L. TFREAh 1) B &2 SZFFH VMware T .. Cisco ISE A SZHFilik VMware
B SR VMware T H o QSR EDE AT VMware T H T35 S hRAS, D75 220 it 58 5
WA Cisco ISE CHy R FRRalth T A $RBE3CHKF .

sepE B R ISE EHIAN

T LLSE[%E Cisco ISE VMware JERIHL (VM) Kl i 5 Cisco ISE 7 s sg AR R I EIA . i, fERA
2 FEWE IR SS T i (PSN) B Ar AT G B, VM b B A7 B TR PR 280 8 PSN. AN b F 22
HEFICE PSN

& m] LU AR 52 % Cisco ISE VM,
A

ER BT, WA VMware vCentero 5 BE A LIS AT 2 RERE T Z WY TE K

FHIa Z |l

o AR P B v [ (1 SR ISE FEAUAL. 7 vSphere 25/ 3, A ook BIDEE v [ 1) JEURF ISE i
TP, ARGk EIR (Power) > %Hi%& (Shut Down Guest).

* BAERAETT IR S0 B SR L4 A4 21 ) 2 2 iy S0 5 TP kA L4

S DLEAEHARMH P S0 R B3 BESXi k%45
AT DI FE 22 VMware vCenter o
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HhziEs |
B smmimsseasise 2um

SR 2 A ST Cisco ISE, K5 st Clone.
1% 3 1F Name and Location X U HE g N \EZEQIZE PV MWL 2 FK, AR )5 s Next.
XA EAE BN IHT Cisco ISE VM I M4, MRS % R TELFR.

IR 4 PP EISATH Cisco ISE VM () EHLE SERE, SR)5 At Next,
HEG S IELEA)EET Cisco ISE VM ik F% datastore, X5 At Next.

I datastore 7] LA ESXi s #s LA H datastore, 1] LR IZFEAEMG . i1 datastore ELAG 08 HIEHL 25 1A] o
$IB 6 il Disk Format %HHEH ) Same format as source ik %4, 4R 5 il Next.
e T 25 52 I AE ML S B T STV Cisco ISE VM A il FH 1 [R] — 4% =X

HIB T 55 Guest Customization XJ i HEH ) Do not customize HLik %4, #RJ5 st Next.
IR 8 riili Finish.

T—% it a
* TR EIALET TP kb A K14
o K T B (1 KR R FOLAL I 42 21 A 2%

{5 F 15 4R 52 b2 B 7 ISE FE U
b A5 A P /2 vCenter, AT LLSEF] VMware B0 5% Cisco ISE HESLEL (VM) 45T L Cisco ISE
15 e SRS AFH 1EAR 08 % /M TR0 Cisco ISE 11 1. TR 50 B A DL — A PIAS5 2R
KL fE:
T4 Z A

\}

R OHMT R, 20T VMware vCenter. 53[5 A SRR IS AT SRR 2 BT 5E Ao

TR QRN , 25 42 5
PUR2 AE RN , 25 43 5
EE ISR

FHiaZ |l

o MR PR B i R ISE JEHIML. 7E vSphere 75 7 i, Ao B S o B 5 B (1) B R ISE A&
WAL, RJ51EFE Power > Shut Down Guest.
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o AT BUIE NI 2222 B A AT I EFE 7 (10 JUF ISE BANLEIEER . A5, & A7E Caldm
BEAS AR JERE ISE Y ri BISATREE ALY, JF Hp e E 1P kA L4

PR URAEHEARKH S S0 R sk ESXi k%5 4% .

AT I BT 2 VMware vCenter.
PR 2 LR PR R ISE VM, R )51+ 5ebE (Clone) > E 5z b2 AJ4E4R (Cloneto Template).
L3 AR A PR, 7 Name and Location X 1% HE P IE £ H T ORIERAR 1475, AR5 miidi Next.
LI 4 EPIEEAE I FAAERAR BSXi 1ML, AR5 A T —23 (Next).
LEBS ERE TAAERIRIY datastore, 285 st Next.

LRI datastore F A BT 75 BG5S 25 [A) & o

$HIB6 i Disk Format %5 HE+ () Same format as source #3401, 4R 5 i Next.
Z 0% 7R Ready to Complete X 15 HE

ERE E RN
QU AU i, 8577 LOR SRR B A LA R AL (VM) Es

S A8 OB Cisco ISE VM B, #& 51 $¢ Deploy Virtual Machine from thistemplate.
HIE 2 % B Cisco ISE i 4 FK, #F Name and Location X} 15 HE & £% 15 s 47 &, 485 5t Next.
IR 3 IEPEIEEAE I A FT AR ISE Y A1) ESXi ML, ARJF M T —3 (Next).

LB EPEEH T8 Cisco ISE 17 11 datastore, 2R & rith Next.

WifR I datastore FLAG AT 75 ARG AL 25 0] 5

$IB 5 il Disk Format %HGHE F 1Y) Same format as source Bk, R )5 &l Next.
S 6 s Guest Customization X i HE ] Do not customize FiE 44 .

Z 506 7R Ready to Complete X 15 HE
FT &P Edit Virtual Hardware 5E4HE, 485 25ifi Continue.
A Y% W7~ Virtual Machine Properties L[

1= 8 ik Network adapter, HujiikH Connected Al Connect at power on EiEHE, X5 il OK.
9 i Finish,

TEHLAETT AT IT I Cisco ISE 19 s (LY, BCHE TP HUUEAT LRI, AR5 K HOE R DM 2%
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T—%#ita
* ST EIALET TP Huhk A K14
o K T B (1 KR R FOLAL I 42 21 R 2%

B EERIALAY IP HehtF0 £ M2
{E# 7B Cisco ISE FEFIML (VM) Ji7, DAZ0F] I B YR IF 3 24 TP Mk RI FEHLAZ

FaZ B
* #fifR Cisco ISE 9 b TSRS .

o WRARAEST TSI UGN, i vl 1 Cisco ISE VM. L1 90 2% i 10 2% A% . B %6 Connected
Fil Connect at power on SiEHE. I, AU SR, kS0 AT e B IR LR AT
FAEN ) TP bk

[E] 8: b FF P 4385 B 35 i 1

) clone - Virtual Machine Properties ‘ 1 s (= g

Hardware ]0phons ] Resources 1 Profiles 1
-Device Status -
™ show All Devices Add... Remove Eo
T T Summary ™ Connect at power on
Wl Memory 4036 MEB e e
[ crus (edited) 4 e s
[ video card Video card et di
@ sCslcontrollerd LSI LogicParallel o A
= Hard disk1 Virtual Disk
£ g 00:50:56:24: 5e:eb
By co/ovD drive 1 Client Device
| B3 Network adapter 1 (edite... VM Network | {* Automatic £ Manual
& Floppydrive1 Client Device
= VMCIdevice Restricted ~DirectPath 1/0
Status: o
—Network Connection
Network label:
M Network ~|

303624

o BORIES BATFT TV SN L H IR AR DA Bl se B () VML IBC B2 A0 TP MR L4 o 86 TP Hudi A=
P44 2% H WAL fE DNS g5 &b o AREMEHT “localhost” A1 0415 ¥ M4

o WRORIE HLAG L T8 IP Hohik sk =LA ) Cisco ISE 5 AL FFJE T
BAEL R

W AR e B R ISE VM, SRSk FREIR (Power) > FF /S HIE (Power On).
$IB2 VEPiT vaE K Cisco ISE VM, 4R Mt Console i& 1 F .

B ERSMBEsIFREES, RA26



wrrnspEunEzamng ]

$18 3 {F Cisco ISE CLI F#ALL N4

configure terminal
hostname hostname

THLA SO SR B OB A4 . RSB 8 Cisco ISE k55 .

B4 WALl N

interface gigabit 0
ip address ip_address netmask

ip_address XNV T EAE DR 3 N EHLA G HbE, netmask 4 ip_address [F 7 MY . RIS R E T B G
3] Cisco ISE Jl%% . X ip address #1 hostname @14, 1520 (RG0S 5% CLI Z %8R .

SIS MY EHiA 3 Cisco ISE Ik% .

1 e b B B R EE P E IR B W 4%
(ERSAT TP S8 IP MHE RN BB I, 5% Cisco ISE 4 AUEHE SN2

HIE A4S R T Y Cisco ISE REFUNL (VM), #RJ5 i Edit Settings.
IR 2 piili Virtual Machine Properties XJ 15 HE 91 [1) Network adapter .

1% 3 1 Device Status X iH', #H Connected Fil Connect at power on & IEHE .
PB4 SETE.

1% BEISEVM MiT NS TR EAE FZINE

PPA Cisco ISE AR, 0T LUAPEAL REUTAS R 58 VAT K4 RSt

FHIa Z Bl
* K& VMware 558588 28 S5 2 AT U A PRI, 15 550K SO R} ISE 20T HT NG B0 121X
Rt MERE DN ECE AR (R ZIAFI RV R AE 24 TB) .

s W, TEEEEARE IO A A3 18/ T 200 GB [ VM AT R £ 477 VM. HBEEEARE DT
G HA 200 GB B 2 A2 A H) VM I8 24723035 .

TR S0 PP RA I RCE.

FE2 RGN VM BA P i =S i
PRI A B VAL

PR KICE KRB RS
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B /7 show tech-support B 1R BB EHM 1A

{$ F show tech-support i S¥2 E 0 E E I 14 &E

Hith

TEBER AT LU CLI 1247 show tech-support fir& Kkt VM PERE. i 4 i 2R R -

ise-vml23/admin# show tech | begin "disk IO perf"

Measuring disk IO performance

R IR IR I Ik b b b b b b b b b b b b 2k b b b b b b b b b b b kb b b b b 2

Average I/0 bandwidth writing to disk device: 48 MB/second
Average I/0 bandwidth reading from disk device: 193 MB/second
WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk

WARNING: performance issue is addressed.
Disk I/O bandwidth filesystem test, writing 300 MB to /opt:
314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/O bandwidth filesystem read test, reading 300 MB from /opt:

314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

MR ISE B3 B0 E E I FZIR

TET AAEAHRE T JERE ISE 2236 1T B0 T AR Bl per & R FUATL B2 U o

CLI sk R R

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

o)
¥

H

4
<

f

ik

2 |
8

1 FH 7 Sk B B¢ System Utilities (Serial Console) ok System Utilities (Keyboard/Monitor), X5 i%

Enter. LR BEHEBERD R :

Available System Utilities:

Recover administrator password
Virtual Machine Resource Check
Perform System Erase

Quit and reload

1]
2]
3]
ql

Enter option [l - 3] g to Quit

B 2 LIk VM BH . R R T

Kk Kk ok Kk

*x**x*x Virtual Machine host detected- -

**x** Hard disk(s) total size detected: 600 Gigabyte
*x***x Physical RAM size detected: 16267516 Kbytes
*x*x*xx Number of network interfaces detected: 6

*x*x %% Number of CPU cores: 12

***%* CPU Mhz: 2300.00

**x*%* Verifying CPU requirement-:*

**x*+*x Verifying RAM requirement-:

*x*x%x% Writing disk partition table--

B ERSMBEsIFREES, RA26
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Linuxkvm ]

Linux KVM
KVM E#l LT

KVM RMERAL T B R PEES PR AL P S s B4 Intel APRES (1) Intel VT-x FIT AMD AbPRZS (1)
AMD-V., 7EENL AT —AD s 1, SRJ5EHI cat [proc/cpuinfo iy 4. &4 # vmx 5{ svm Fx

/DN o

o X1 Intel VT-x:

# cat /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx

pdpelgb rdtscp lm constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf eagerfpu pni pclmulgdg dtes64 monitor

ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca sse4 1 ssed4 2 x2apic popcnt
tsc_deadline_timer aes xsave avx lahf Ilm arat epb xsaveopt

pln pts dtherm tpr shadow vnmi flexpriority ept vpid

X7 AMD-V:

# cat /proc/cpuinfo

flags: fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush mmx fxsr sse sse2
ht syscall nx mmxext fxsr opt rdtscp lm 3dnowext 3dnow

pni cx16 lahf Im cmp legacy svm cr8 legacy

£ KVM %= EEISE

IR U #E RHEL A KVM, FHAE A ERINLAE LSS (virt-manager) 72 KVM - 2¢ 3¢ AR}
ISE.

ARk PRI CLI 2238 0 R ISE, Wi AR AL R it 4

#virt-install --name=kvm-isel -—arch=x86_64 --cpu=host --vcpus=2 --ram=4096

--os-type=linux --os-variant=rhel6é --hvm --virt-type=kvm
--cdrom=/home/admin/Desktop/ise-2.6.0.x.SPA.x86 64.iso
--disk=/home/libvirt-images/kvm-isel.img,size=100

--network type=direct, model=virtio,source=eth2,source_mode=bridge

H:rp ise-2.6.0.x.SPA.X86_64.is0 4 LR} ISE 1SO ML (K 44 75 .
FriaZ /i

¥ BB ISE ISO WHUE ST F B A RS .

$HIE1 I\ virt-manager " 15 i New.

Create a new virtual machine & H R 4s BoR .

$1E2 il Local install media (1SO mediaor CDROM), #XJi fiddi Forward.
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B =xm ezemnse

wIES

g

xg g
N o

Ml Use1SO image ik #¢4H, i Browse, SRJ5 MASHL R G5 rh i+ 1SO Wef%

a) HUNEhEFLENREHNENIRIERS (Automatically detect oper ating system based on install media) & i%
HE, WEFE “Linux” 754 “HAERGRA” (OS type), W LFFH) Red Hat Enterprise Linux A, K5 mihidk
% (Forward).

RHEL 7.1. 7.3 1 7.5 FZE1 KVM.

%P RAM I CPU W, 4R sl Forward.

#%th Enable storage for thisvirtual machine 5 EHE, FEIEEAEE E

a)  Aith Select managed or other existing storage #.iE %4 .

b)  Atili Browse.

¢)  MZEMY Storage Pools ‘FAi A k& Y, siili disk FileSystem Directory.
d) i New Volume.

Create storage volume 7 1 FEHIE 7R .

e)  NIHEGHINLFR.

f) M Format T4 ikF raws

g) i Maximum Capacity.

h)  xiili Finish,

) EEEEIERE, S5 s Choose Volume.
j) Al Forward.

Ready to begin the installation 5 HEpE HI 4> o o

1 Customize configuration before install & EHE.
{E Advanced I F, 2EF macvtap /E4# Y, £ Source mode | 47413 1% £ Bridge, #RJ s5ili Finish.
a) (k) fidi Add Hardware nf s in Hith NIC.

1EHF macvtap /£ 4 Network source, 1E#F virtio /£ 4 Device model.
b) i Finish.

1F Virtual Machine Jf &, EHFRERLWEF, JTAE Advanced Fll Performance JEII R, EFELLFIEIN, 4R)5ad:
Apply.

FE (1
Disk bus VirtIO
Cache mode none
10 mode native

miifi Begin Installation 7£ KVM _E %26 0k} ISE.
SR ISE Z23¢ 3 3 b Rl <3 s o
ERGHRTTE, AN LR DRan s i 11, B 2 R fldsum 1, IF% Enter.

LR VM IR 2 IR ISE Bt e B im, #Eil SRRl & o

B ERSMBEsIFREES, RA26



| gtezses
Microsoft Hyper-V .

Type 'setup' to configure your appliance
localhost:

FBN ERGPRATG, A setup JF4% Enter
AGURI RN 2 s 22 1 31 51 S 5E AR &

Microsoft Hyper-V
7t Hyper-V L EIZ B %} ISE EHIH

AEBIT A AT G2 B AUAL . K 1SO WG A M A i %2 fR Ul CD/DVD UK3h 2% . 4w CPU ¥
B LK AE Hyper-V 2235 0 F} ISE.

)

AR DR ISE ANSZRHMEH 2 842 /0 (MPIO). K, S0 VM A T MPIO, U235 2R ML

FFaZ B
¥ S8 A} ISE ISO A% S04 M Cisco.com FEEAH RS,

W1 1EZSCRF Windows k4545 )5 5l Hyper-V Manager.

BRENRESIEeticnm mx26 i
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. £ Hyper-V €32 BRL ISE [EHIH]

9: Hyper-V E1R8i5H &

File Action
4|

Ha WIN-NGAETKSBQUR —l WIN-NGAETKSSQUR
Virtual Machines |

New 4

-

MName State CPU Usage Assigned Memory Uptime

Impert Virtual Machine...
No virtual machines were found on this server. Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...

<| [

Checkpoints Inspect Disk...

Stop Service
No virtual machine selected
Remove Server
Refresh

View »

B 2X0bBRbEEDE

Help

No item selected

< [T | [>]

$B2 LSS VM EHL, SR )5 A New > Virtual Machine.

B ERSMBEsIFREES, RA26
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£ Hyper-V €32 BRL ISE FEHIH .

10: B3R ET B9 EE UM

File Action View Help
e | -
e | WNNGAETKSaaUR
[ New »| Virual Machine... | 1
Import Virtual Machine... Hard Disl-:... rertgnes Mooy | Uptime || - Mew . 4
Hyper-V Settings... Floppy Disk... E@ Import Virtual Machine...
Virtual Switch Manager... NG vitual machines were found on this server. Hyper-V Settings...
Virtual SAN Manager... I Virtual Switch Manager..
Edit Disk... ‘l Virtual SAN Manager...
Inspect Disk.. L A Edit Disk..
Stop Service E Inspect Disk...
Remove Server @ Stop Service
Refresh Na virtual machine selected x Remove Server
View 3 T3 Refresh
Help View 3
| H Hep
Details
No item selected.
< m | [>]
Displays the Mew Virtual Machine Wizard,

$E3 A Next LHEX VM L E
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HhziEs |
B = vyperv Eozmanise Eim
11: New Virtual Machine Wizard
a New Virtual Machine Wizard =

K [ Before You Begin
| e

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Specty Generation
pedify To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

| Mext = || Finish || Cancel

PERA REMPIARRR (AR , JFIERE S HAbEARRAAE VM, AR5 il Next.

B ERSMBEsIFREES, RA26



| stzems
# Hyper-v Eeimanse Eul ]

12: 35 EBIRFMLE

e New Virtual Machine Wizard -
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Mame: |ise4vm 1|

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [] store the virtual machine in a different location
Summary C:\ProgramData\Microsoft\Windows\Hyper-Vy
1
< Previous | | Mext = | | Finish | | Cancel

$1B5 il Generation 1 fuikiicst, KRG s Next.
WL RO SE 2 4R ISE VM, EMIIRAE VM B 4 H % £ 5|5 (Secure Boot).
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B %= vyperv EouEERISE SR

13: R ERE

LS Mew Virtual Machine Wizard
[ I Specify Generation
Before You Begin Choose the generation of this virtual machine.
Specify Name and Location ® Generation 1

cify Generation This virtual machine generation provides the same virtual hardware to the virtual machine as in

previous versions of Hyper-V,

Assign Memory

Configure Networking () Generation 2

Connect Virtual Hard Disk

This virtual machine generation provides support for features such as Secure Boot, SCSI boot, and
PXE boot using & standard network adapter. Guest operating systems must be running at least

Installation Options Windows Server 2012 or 64-bit versions of Windows 8.
Summary /1, Once a virtual machine has been created, you cannot change its generation.
| < Previous | | Mext = | | Finish | | Cancel

SIE6  FRESHA I VM NAE R (Bl 16000 MB) , 4R Al Next.

B ERSMBEsIFREES, RA26
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| stzems
# Hyper-v Eeimanse Eul ]

& 14: S EEATF

~ New Virtual Machine Wizard x|

[ F Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
ME through 23266 MB. To improve performance, specfy more than the minimum amount recommended
for the operating system.

Specify Generation Startup memory: ME

Configure Metworking

Specify Mame and Location

[] Use Dynamic Memary for this virtual machine.

. ) .ﬁ. When you decide how much memory to assign to & virtual machine, consider how you intend to
e ~  use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous | | Next = | | Finish | | Cancel

PRT  EFEMKIERCAS, A5 A Next.
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B = yperv EoiEabisE S

15: Fo B W 4%

Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
ify Name and Location virtual switch, or it can remain disconnected.
Spedfy Generation Connection: | Cisco 1GigE 1350 LOM - Virtual Switch v
. Mot Connected
Assign Memory Cisco 1GigE 1350 LOM - Virtual Switch

Configure Networking
Connect Wirtual Hard Disk
Installation Options

Summary

| <Previous | | mext> || Fnsh || cancel

S8  fiili Createavirtual hard disk Sk, #RJ5 il Next.

B ERSMBEsIFREES, RA26



| stzems
# Hyper-v Eeimanse Eul ]

16: FEHEEHIE 2

e Mew Virtual Machine Wizard -
*’ Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

e ®) Create a virtual hard disk

Assion Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Metworking Name: |ise4\tm 1.vhdx |

Connect Virtual Hard Disk Location: |C:'n,UsersHPuinc'n,Documents'n,l—!yper-l-"n,l-'irb_lal Hard Disks), | | Browse...
Installation Options
Size: GB (Maximum: 64 TB)

Summary

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.

C:'Users\Public\Documents\Hyper -v\yirtual Hard Disks),

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

| < Previous | | Next = | | Finish | | Cancel

$£189  fidi Install an operating system from a bootable CD/DVD-ROM Hik #4H .
a) M Media X3, 5l Imagefile (.iso) Hik 24 .
b) riili Browse LI MASHE R GE1EHE ISE I1SO W, #AJ5 £k Next.
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. £ Hyper-V €12 2%} ISE FEHIHL

Installation Options
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.
Specify Name and Location a
P () Install an operating system later
Assign Memory (®) Install an operating system from a bootable CO/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive: I:l
Installation Options ® Image file (iso): [ \IS0Vse-2.2.0.320.NOT_FOR_RELEASE.x86_€| | Bromse...
Summary
() Install an operating system from a bootable floppy disk
Media
Virtual floppy disk (. vfd): | | Browse...

() Install an operating system from a network-based installation server

$EB10 HieRK.

B ERSMBEsIFREES, RA26



# typer-v EolizEaiise mnil [l

18: 52 B E KR AL 8]

- New Virtual Machine Wizard x|
[ JI Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location L e

Specify Generation PETEEE
Assign Memory MName: ise-vm1
Configure Networking Generation: Generation 1
Memory: 4095 MB
SRR s Netwark: Cisco 1GIgE 1350 LOM - Virtual Switch
Installation Options Hard Disk: C:\Users\Public\Documents\Hyper-v\Wirtual Hard Disks\ise-vm 1.vhdx (VHDX, dyn

Operating System: Will be installed from C:\ISOYjse-2.2.0.320.MOT_FOR_RELEASE.x86_64.is0

< 1] >

To create the virtual machine and dose the wizard, dick Finish.

] [

EHISE VM CUE Hyper-V A2 58 1o
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19: B2 BYFTE M

Hyper-V Manager
53 Hyp q
[ WIN-NGAETKSSQUR

TiF

'WIN-NGAETKSS8QUR |.An:lmns

Virtual Machines

New »

Name -

E ise-vm1

State CPU Usage Assigned Memory

Uptime

L= Import Virtual Machine...
¥ Hyper-V Settings...
F1 virtual Switch Manager...

) Virtual SAN Manager...

<]

o Edit Disk..

Checkpoints

€ E Inspect Disk...

The selected virtual machine has no checkpoints.

@ Stop Service
7% Remove Server
4 Refresh
Wiew 4

H Help

ise-vm1

Startup Memory:
Dynamic Memory:

4036 MB Assigned Memory:
Disabled Memory Status:

=4 Settings...
Start

Checkpoint

Export...

Summary‘ Memory ‘ Networking I Replication ‘

Rename...

<l

o

B

2 Moven
=l

=F

El

B

Delete... A

SEBN EFERNIE g BRI E .
a) 1%&FF Processor. i AMEUMLHIZRFIEE (B0 6) , #RJE A OK.

B ERSMBEsIFREES, RA26



7€ Hyper-V _E€I32 B} ISE I .

& 20: w58 VMR E
| ise-vm1 v | 4 F |G
% Hardware ~ | [} Processor
#ﬂ Add Hardware
& BIOS ';::u can madify the number of virtual processors based on the number of processors on
Boot from €O e physical computer. You can also modify other resource control settings.
[ [Mermory Number of virtual processors: ‘E
4096 MB
[ R Processor Resource control
2 Virtual processors ‘fou can use resource controls to balance resources among virtual machines.

= Eif IDE Controller 0
[# =& Hard Drive

Virtual machine reserve (percentage):

ise-ym1,vhdx Percent of total system resources:
= it IDE Controller 1
t’ VD Drive Virtual machine limit (percentage):

ise-2,2.0,320,NOT_FOR_R....
® SCSI Controller
[+ [H] Metwork Adapter
Cisco 1GigE 1350 LOM - Virtual ...

7 com1

Mone

T comz

Mone
Diskette Drive
Mone

Percent of total system resources:

] o 5] L]

Relative weight:

# Management
\I] Name
ise-vm1l
|*2] Integration Services
Some services offered
%3 | Checkpaint File Location
C:'ProgramData\Microsoft\Win. ..
é,é Smart Paging File Location
C:'\ProgramData\Microsoft\Win... —
¥ Automatic Start Action
Restart if previously running -

Lo || camel [ aeny |

$B12 % VM, X5 Al Connect 53 VM #5816 . siidi 3 834 LT TR ISE VM.
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B = vyperv Eoizmaise Enin

21: B BEL ISEVM

0% ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection [= | B -
File Action Media View Help
© b

The virtual machine 'ise-vm1’ is turned off

To start the virtual machine, select 'Start’ from the Action menu

Status: Off

SR ISE 223 sl 25 B .

B ERSMBEsIFREES, RA26



| stzems
# Hyper-v Eeimanse Eul ]

& 22: B} ISER¥ERE

o ise-vm1 on WIN-NGAETKS8QUR - Virtual Machine Connection | = | B -
File Action Media Clipboard View Help

S O0O@O@O0 NIk ks

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 2.2.0.320

vailable boot options:

[1] Cisco ISE Installation (Keyboard- Monitor)
[2] Cisco ISE Installation (Serial Comsole)
[3]1 System Utilities (Keyboard- Monitor)

[4]1 System Utilities (Serial Console)

{Enter> Boot existing 0S5 from hard disk.

Enter boot option and press <{Enter>.

Status: Running _

SIE13 FN 1 AR s 28 2k DR ISE.
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SIEM R R RES

o %5k LR} ISE Web FLi . 45 65 71
. “Jﬂ ISE Bl EHAF , %5 67 W
GEEJEARA AR, 69 L

xR ISEWeb 52 m
B8 Sk 3 Cisco ISE T Web [ SIS, 80K A8 Pl 22 2& 1 PPAL VR AT IE
A
ER RS Cisco ISE H F Fi 1 e 3 B 9 B O3 B o 0
AN

AR T, BATEUUEAE S BT IR . WEREANERS, W Cisco ISE A& T Web F J 1
SAEKE TARTE SRS 30 208l R ks, JF BAVRAFAT AT AR SR AT R B 4k

JE

Fr & Z A

XFFEET, SR ISE B EE T SCRFLL I VA
* Moxzilla Firefox 72 & B R AS
* Mozilla Firefox ESR 60.9 A HEAGARA
* Google Chrome 80 }% FEAG il A

* Microsoft Internet Explorer 11.x

U1 7E Cisco ISE WA T HT AN 5E G, A shHid—FaZ SCHET Web 31l Y25
IR 2 F Address 7B, AT CL R # A Cisco ISE 1244110 1P Mtk (&I*ﬂﬁ%) , SRJE 1% Enter .

https://<IP address or host name>/admin/
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H

4

SEERD % |

o)
¥

o)
b
m

B cuemsnsrwenegrrnmresss

SIE3 WA BCE R L H AR,
B4 L5 Login.

CLEERMET Web WEERHARAESES

i Cisco ISE 15 & 2 7 N 15 ' (1 HH /7 44 R 45 5 7E T X Cisco ISE CLI # Cisco ISE Web S IHIEAT
B . HAT Cisco ISE CLI vy i) B PR (P4 # 53 FK A CLI A EL G H ;e BROIATE O R, CLI A HE i1 H
P 440 admin, S0 26 B R P e RS . P BRI .

8t )] LA 12 e R v e SR CLI & B 63 H P B P 44 Fssd ok i 1) Cisco ISE Web St . 3
T Web 1078 B 03 %A BRI 7 44 Fss

CLI & i P &9 E 2] Cisco ISE £+ Web & 5 H F &l fFE. REE— CLI & H# 5L H
S HIVE N FET Web B BB . BNV CLI B3 5 H Y EE 5 LT Web R B3 FH P EEAR 45 [
25, DAE ] LUK YRR B 53 A Co Al 1R)— F P 4 RV,

Cisco ISE CLI &P 51 Ff )" HAT 55 Cisco ISE %51 Web (K45 51 SRR PR AT g, 3 HonJ LAFR,
AT HA A FAT 45

R 12 CLEERFET Web WEERFAPHITHES

EERA LR 1%
CLI & PG FIHE T Web R4 B 04 * %1} Cisco ISE I 45 .
17K Cisco ISE %45 LINFTA &g, NI
ZWH &
* % Cisco ISE AN T+ e iRASFI T4 o
* WH NTP RS ARACHE -
B CLI % #EL5 * JE BRI IE Cisco ISE N HI# At
o HUBT N2 ECH] Cisco ISE o
. E%ﬁ%ﬂ‘]‘%%?ﬁﬁ%? Web (1) 21 51
Fo
* Pila] ISE CLI,
tli CLI BB R

AR ISE,  fn] LG E Bk 2 ke i R 9 18] @) ) CLL /s BE B3 T ik 7 LAAR R oA CLIL A5 B 63 T
o AR CLLA BB SEUE, 15 QU V5 7] [0 A} ISE CLI Brits (5 MG (1 CLL A BT

AT AAEBC BT A LT iy kAN CLIL A B B3R 7
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| =ERIIMRERES
o1 2T web 55 |

username <username> password [plain/hash] <password> role admin

B ETF Web IEER

H O Cisco ISE RGLREATHET Web (K17 Iy, A5 2 O3] - 44 A 8 5 B A v i A9 T CLI
(K30 ) AR T o

AL D

1. EFEIR (Administration) > 24t (System) > &1 5 i/ i8] (Admin Access) > &2 5 (Administrators)
> EERAP (Admin Users).

2. EFEARIN (Add) > EIZEE R AP (Createan Admin User).
3. NGB, M, R A R AT I IS B
4. SRR

REEAHEMEEZARE

B P A N AN TE A () 35 R 0K B 0 OB R IR o e D RER N 2 IO 5

J IR Ix e 4, i R ISE CLI H (1) application reset-passwd ise fir4 55 & & 1L 53 7 i 0
EAS WU CLI %45, A hHE B H iV )5, SSiE B AER, JF BT ig s, i
ALEHRNRG. -

JERLISE 7 &8 R % 5 (Administrator Loging) & L hasin T —4cHES H . B D1 Sk a2
11 (Operations) > R &5 (Reports) > 3k & (Reports) > B (Audit) > EIE 5 & F (Administrator
Logins). ULAEHEL ID PAEIEHE 1S, H2EEE S D CHHE.

TR Vi EEEH S CLLFRmA

application reset-passwd ise administrator ID
WIR2 FRETFHIA S HT I B 01 ID (12 00 AN R AN [ (18 26 -

Enter new password:
Confirm new password:

Password reset successfully

ll_,\a:fl- ISE EEE%J -ﬁE

FEPRIGIE 7, TAT14 B I Web 3 U 28 F0 CLIAS FH— 40 AN [RI R P2 42 FR 38 R AR E SR G IE Cisco
ISE Ml .
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EWIFNRERES |

o)
¥

o)
b
m

B sawebnsznirns

\}

IR CLIAE B H P RIET Web 47 B 53 FH 7 AR UELE Cisco ISE HHANIA]

1 F Web il 5 23 3w iEAC &

PR 1L Cisco ISE WA H RSN 5E MG, a3 ah A M5z 347 Web 3% 28
HIB2 1F Address B, HLL IR Cisco ISE #4411 TP itk (BENLA) , SRJ51% Enter .
I8 3 1E Cisco ISE Login TLIfIH, N CE® BRI R e G -~ 2 fsshs, SR )5 i Logine

40, %N https://10.10.10.10/admin/ 43 2.7~ Cisco ISE Login VL[ .

https://<IP address or host name>/admin/

iR XA Cisco ISE REEHEATHE T Web (115 [ I, A5 BE 53 1T 44 A A5 B v B A v G A AR 2 1 CLI 1
i) A 7] o

B4 {fH Cisco ISE %l IS UE 5 22 /5 1EH TAE.

T—% it 4

TE I 1# H Cisco ISE FEF Web FH] /7 S S AL, 188 0) PAFE & Cisco ISE £ 48 LA AL s IR
H B E Cisco ISE FITEANME B, 120 (BRSO IRS 51 S 1 R/

£/ CLI I8 iEBL &

FHiaZ |l

SRR DR SE A T IR KFF BN ISE A S iioAs, 187 EL R 3k https:/software.cisco.com/
download/home/283801620/type

1 {E CiscoISE RATHHANTENSG, B3R (FIW PuTTY) , LU 3 Cisco ISE &4 I % 4241 5¢ (SSH)

E¥.
1% 2 {f Host Name (& IP Address) 7B, HiATHL4 (& Cisco ISE B ) 4+l 0 IP b)) , X5 sy
Open.

FIB3 NG SR, MBS AP R CLI & B 4 CBRAE N admin) , #RJ5 1% Enter .

W4 (IR R, BN B I R A ) CLUE 3 R 260 (U 2 P e SO, A BRAED , SR )5 1% Enter
{8

$BS EHRTT G, i\ show application version ise 4% Enter .

HIE 6 R HUR ISE JEFLHPIRA, iE KA show application statusise Jf1% Enter 4.

Pl B R
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zerEsiE [

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 4930
Database Server running 66 PROCESSES
Application Server running 8231
Profiler Database running 6022
ISE Indexing Engine running 8634
AD Connector running 9485
M&T Session Database running 3059
M&T Log Collector running 9271
M&T Log Processor running 9129
Certificate Authority Service running 8968
EST Service running 18887
SXP Engine Service disabled

TC-NAC Docker Service disabled

TC-NAC MongoDB Container disabled

TC-NAC RabbitMQ Container disabled

TC-NAC Core Engine Container disabled

VA Database disabled

VA Service disabled

pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

RERREEFIER

AR ISE J5, BAHAT LAR DSBS

F 13 EHRERES

x5 EEIE R P RIBEER

I BORTAN T CAERAT) ZRRATAN T

LAEVF AR ARG, WS URFISE IR -
AR AR S, ES (PR
M) .

LRUES ARFEMEE, WS SR ISE B HfEr) +
A I — %

B O A7 it 122 ARG R, W2 CGURFISE & RifiER)
R B A A 1

P &  vRil ARWAER, WS GBFFISE EBIER)
vl — 1

BRSHRSS EREER, Mk 26
|


https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_0100.html#ID262
http://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_0110.html#task_67E1EAD0C3BF4BA1A9104F8547541AB2
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_0110.html#task_67E1EAD0C3BF4BA1A9104F8547541AB2
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_0111.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_01100.html#ID51
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b_ise_admin_guide_26/b_ise_admin_guide_26_chapter_01100.html#ID207

REBEMRERES |
B ==rsasz0x

EIRIE R PRY R

W ERL ISE fafh Z:w) (JOFFISE B EFRrE Y HIAE A A

EP&’H'WMSE i,
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o AR LUK D LSl s el e, 71 i

« ] DVD EE EK. SidBitRK#m , 5 76 1T
o DRI O e T T AR T Y, B 77 T

< BIRVFR], 77 I

o BSUEELISE B 1) 1P ik, ZF 78 1L

o BEWRHNTEP L, 579 1L

s PUTRGUER . 879 0T

GR7E LA K M3% O AL IS AT A S

JORISE SCRPEB WA IR M2 114852 — AN e 11, DO et T Pk . SEThRERR M M
253 K (NIC) 482 5 NIC 434H.. PIANFEO48EE—EN, B NIC LIF2E BEF B MAC Huhkfy

B

JBLSE 7 [ NIC 4652 DhReAS L I A3 o fir a5 BV B8 ohfig . R} ISE AN 32 FF NIC 485 1 i o] F
k.

B 985 v LA R ISE BRZSAE R AR 0L R ANSZ 5% i«
o W EEAE b
o AZH L W T IR (S B H I D
o« ATHALLL Rt
PN R AE ey, o ANEIR RO B0, S AMNEO A D . AN O

R, EFEROR, AR SRS TN WA AR DR R S, e
PIAESS, JFCBLT AR . F0E KR B8 1 TP Ml A MAC Hihik.

A E NIC g8E hRent, JUREISE 255 [ € (B NIC Fex), LUERRER NIC. F&SIH T W
48 NIC W] AR E AE— L T G0 € 4% 1
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R EgEgrEs |
B osnze

R 14: BEFE—EFRIZEORHIE NIC

B ISE 477 NIC ZFR | Linux 932 NIC ZFR | 45EBINIC Fevfae | 45%EH) NIC ZFR
TIELLRH 0 Eth0 F g5 s #hiE 0
TIELLKM 1 Ethl &4y

TIELLRK 2 Eth2 ERiE e 1
TIELLKIM 3 Eth3 &4y

TIELLK I 4 Eth4 ERiE gLE 2
TIREAKM 5 EthS #H

RS

NIC 052 hREAE AT A3 2SRRI S F S 6 A2 S0k . 23R P &5 B 45
* SNS 3500 113600 R4 T H - 4552 0. 1 12
« VMware ERINL - 4552 0. 1 F1 2 Cln S A NIC 7] H Ty

* Linux KVM 5 5 - 4558 0. 1 802 Cans A NIC 7] TRy

HE UKW IZEO 5=
- TR ISE e TR LKL, AT =, BIBE O, B | RGN 2.

o TARE R T I E 3 L, AR S e h O E. ES ER, T A Ok
NIC AJ LGRS AE — i S JLAESR & T A (O£

* BthO £ LB I/EE R 0, WARISAT IR 1. JUAt R L A RIsAT I 1

o TEEANER— AR 20T, S EBO (ENIC) 40 IP Huhlk. A0 E 0 Z 0, 24404 EthO
B0 1Pv4 itk o SR, ZEQNERGEE 1 F1 2 287, D454 Eth2 Fl Ethd 3 1014 B4 IPv4
gl IPv6 Hihk.

o TEAIE—ANYLEZ AT, R IO (Ethl. Eth3 i Eths) ZMEC T IP Hulik, i5Fi% IP i
HE A AL VIR o ASNAZ S % P32 20 I TP Mt

o T LR BB —ANEEe (JFE 0) , JFIERIRE I REEAA . ZEXFIEOT, 482 01E N
EHEZOMBITN D, #aE O AEiTrREA.

o QAT DL BB e P R TP ik o 4R e IR LURR R 20 OB TP Mk, DRUAZ bR AR
B2 1P Mk,

o MR AN D 2 T GRE I, A GRE (K4 1 23 B TP bk g 7r o gs 14 .

B ERSMBEsIFREES, RA26
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CERT . |

o NI JE T HA IR E I ERE ISE 35 5 FRCE NIC 48 E Thhe, DA 8B A BN 1 HZ T
A, MCE NIC 485, ARERZ S E T RIS .

© WRAE N FGEE T A8 (EthO. Eth2 B¢ Ethd) [ BIE: DICE T EaS st i, WX seiias g
HOR ST, DAAESRE i L AR B 1 RisT.

fcE NIC 48 &
AT LU EEL ISE CLI Bt 'E NIC gh52 .. LA FREFA4 T WA 4E Etho F1 Eth1 #2111 2 [A]fC & 4652 0,

FHiaZ |l

TR A —AN 782G 3 D EE 82 10 (5901 Ethl. Eth3, Eth54%00) BB T 1P Hukilk, )220 D&
e OBRZ 1P Huhl . AN k& 32 0 40 fid 1P Mk .

LR AR B D1k S & s R} ISE CLI.
$HIE 2 i\ configureterminal HEA R BRI,
$HIE 3 4 interface GigabitEthernet 0 iy 4.

1B 4 i)\ backup interface GigabitEthernet 1 iy 4.
iR PN T A7

o

% Warning: IP address of interface ethl will be removed once NIC bonding is enabled. Are you sure you
want to proceed? Y/N [N]:

SIS M\ Y J{¥% Enter.

g 0 MORCE . MFHISESHBET . S0 —Bnal, DU R IT A IS5 38 Tl 8 sh figAT. M CLI HiA
show application statusise 4, A& 25 IrE R #EISTT .

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface gigabitEthernet 0
ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database.

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...
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Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

10k NIC 3 EBLE

R EgEgrEs |

pz

SEIGSIF NIC 482 Thfe &5 O E, i MRl ISE CLI iZ4T show running-config #ir 4. %84 31254

LT AR A Y«

interface GigabitEthernet 0
ipv6 address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

fE B R, R R T IRLURRK 17 R AETIELURK 0 _ERCE T NIC 485, HTIkLL
R0 AER T, TICLLRM 1A HIH . Bbdh, RV A28 URIg 43 1 S b b BT A 9] 11

IP bk, {H ADE-OS MCEASAEBITRCE F Y& A0 L ER 1P Mk,

AT LLiZ 4T show interface i & & & CL 482 135 11,

ise/admin# show interface

bond0: flags=5187<UP,BROADCAST, RUNNING,MASTER, MULTICAST> mtu 1500

inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255

inet6 fe80::8ab5a:92ff:fe88:4aea prefixlen 64 scopeid 0x20<link>

ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns O frame O

TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

GigabitEthernet 0

flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500

ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)

RX errors 0 dropped 844 overruns O frame O

TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0O collisions 0

device memory 0xfab00000-fabfffff

GigabitEthernet 1

flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST> mtu 1500

ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0O <collisions 0
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device memory 0xfaa00000-faafffff

IB% NIC 43

{1 no T3\ backup interface iy &M% NIC 455 »

FHia Z |l

A A B 5Lk 8 sk IR ISE CLI.
£ 2 i\ configureterminal HEAFRC & .
I3 i interface GigabitEthernet 0 iy 4

S 4 %\ no backup interface GigabitEthernet 1 fiy

o

% Notice: Bonded Interface bond 0 has been removed.

FIRS5 A Y Jf4% Enter §.

L |

g€ 0 LEMIER. ERHSE & HEH T . &t BUNTE], DU ORITA IR 553 C R s fniedr. f€ CLI A

show application statusise ir%, & &G T RS ER7EET .

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin(config)# interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# no backup interface gigabitEthernet 1

Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...
Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'’

CLI to verify all processes are in running state.
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ise/admin (config-GigabitEthernet) #

EHDVD EEEX. widauttimaIZeg

FHIa Z |l
ORI Tl AE 20 Cisco ISE %t DVD Ji ) Cisco ISE B4 I ] e T S5 ¥ LA R IEHAH OGS
Dl

o R o5 4 S BEEN exec [ Cisco ISE BE# I HATHEHI G IEHAN G THRL A5 ¥ E N no
exec, W] LUAE A MR 75 # 3E 4 LA R ER AT ) 65 0148 4%

1 LA 2 ERHSE & VB AN Bondsidise Cen] LUg e R B AR 0 /s 2 e el VMware
vSphere % sl G IEED

* T HAT R A ISE et (1 83 AT F il 5 1%

S iR ISE W& CBa0m .
LB 2 fHNEFEISE #A4F DVD,

Bltn, JEFISE 3515 #=HEa S Bl iR

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

FEI AIF LB TR, W A A R AT G i R, 1R System Utilities (Serial Console), i i gt
BRI s AR A W F, 15 E % System Utilities (Keyboard/Monitor), #KJ5#% Enter .

RG4S BoN IS0 SEHAMRFRY, W FiR.

Available System Utilities:
[1] Recover Administrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase
[g] Quit and reload

Enter option [l - 3] g to Quit:

A A l:l,—,-—-
T4 FN 1 LIRS B O
FEblA &
Admin Password Recovery
This utility will reset the password for the specified ADE-0OS administrator.
At most the first five administrators will be listed. To abort without

saving changes, enter [g] to Quit and return to the utilities menu.

[1] :admin
[2] :admin2

B ERSMBEsIFREES, RA26
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rRugcmEszAnzs [

[3] :admin3
[4] :admind

Enter choice between [1 - 4] or g to Quit: 2

Password:
Verify password:

Save change and reboot? [Y/N]:

25 AN T A A B T
FIE6 I TR
ST BN Y IR

REEAPEMEEZHNED

TR DY ANAN I B (105 B 212 0 BT S BRI o B D AR 2l ECh 5

Y RIX e 4, ] R ISE CLI #11) application reﬁet-pa&aNd ise iy 4 5 E A O3 P S
EASEWE G CLI %0, 7R ShE & B 0V 5, STiE ARG, I HIEmT LGS, i
NN S EIE .

JUAL ISE - B TR & % (Administrator Logins) & FHRIN T —4&HESH. i DStk a L
##1E (Operations) > g5 (Reports) > 3k & (Reports) > B (Audit) > EIE R & F (Administrator
Logins). UL ID PATIERHE1E, HREEE S5 ID R,

LB Ui HERES CLI A

application reset-passwd ise administrator 1D

P2 F5E NS T A B 51 1D IR I P AN A AN [ FR) 3

Enter new password:
Confirm new password:

Password reset successfully

R 53 1F A]

/

X FIR T A (RMA), G R E 07 e SNS IS o L AL, TS U CE G k4%, F ol R
ISE. tnF3#8), %5 Cisco TAC FER .
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B =xcenseigsm e

BEMUERLISE i &/ IP it

FiaZ |l

* FESECIP Ml 2 i, TR OR Cisco ISE 1 )AL T ARG o WARAZY RS 70 A SUEEE (1 — B2
TR NGB P T MY RO A O Y R

o BB ISE B84 1P Huhiki, 1520481 noip address fiy4

PR 1 FxH| Cisco ISE CLI,
P2 AL T @2
a) configureterminal
b) interface GigabitEthernet O
¢) ip addressnew_ip_address new_subnet_mask

RALPORIEEN P bk, WA Y. RO SR T LU RIS
ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0

% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

BESE SR B E R R 5.

FB3 WA Y EH RS
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BEREMARRIBE
Cisco ISE $¢flt—/Mir 447 FHH (CLI) fir &K &7 Cisco ISE MUAFIRN I 1224, THERIE B A (H
K. show version history iy 2424t LU E401E S -
* Date - P47 22 R SUHI 1) H AN 1]
* Application - Cisco ISE W f]
* Version - T %22 5l IHBR (1) il A
* Action - %¢%¢. FIE. AN T LeREEURN T EIEK
* Bundle Filename - %22 ¢ B4 FR-4H 26 €2 1) 44
* Repository - %% Cisco ISE N FHHRGR LI /7 it 1R . ANiE T8k

IR 1 ¥k F Cisco ISE CLL
FE2 HALL Far4: show version history.

ARG R LN i .

ise/admin# show version history

Install Date: Fri Nov 30 21:48:58 UTC 2018
Application: ise

Version: 2.6.0.xxx

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

ise/admin#

PATR SRR

$5 0] LT RG0S I8 DL 2 e s B R ISE #4588 VM AR I BT 5 8 o XA T HUT RE0E 0k
T nT A PR BB ISE 7574 NIST ¥ 71) H W4 800-88 s i St br vk o

FFiaZ wi
AR T fiAE 5238 ] Cisco ISE #4: DVD J& ) Cisco ISE 4% I8 1] g S350 jn) {0 ) LA R B AH S
e

o TR 2 I 55 419 BB exec 1) Cisco ISE B4 HRATHR M G A RIC . TR ILBCE ) no
exec, MERTLMEH KVM BRI AT & 148
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R EgEgrEs |

o I HA 2 BHRHSE W& R A MR R as (KVM) &8 CE T LU ZEFE KVM 8 VMware vSphere

B SR .
* BRATRIISA} ISE B 1 AT HEH 65 18 5K

S # IR ISE W& e .

S 2 G NEFHSE # A DVD.
wltn, JEFRFISE 3515 £l 62 Bon L R A

Cisco ISE Installation (Serial Console)
Cisco ISE Installation (Keyboard/Monitor)
System Utilities (Serial Console)

System Utilities (Keyboard/Monitor)

HIB 3 LBk R System Utilities (Serial Console), Ff-4% Enter.
RGN 2 W 1SO SRS, Wi R o

Available System Utilities:

1] Recover administrator password
2] Virtual Machine Resource Check
3] System Erase

gq] Quit and reload

Enter option [1 - 3] g to Quit:

P4 A 3 IPIT RSEEER .
PG 2 B
kK Kk kKKK KKk WARNTING KKKk kKKK KKk

THIS UTILITY WILL PERFORM A SYSTEM ERASE ON THE DISK DEVICE(S).

COMPLETE. THE RESULT WILL BE COMPLETE

THIS PROCESS CAN TAKE UP TO 5 HOURS TO

DATA LOSS OF THE HARD DISK. THE SYSTEM WILL NO LONGER BOOT AND WILL REQUIRE A RE-IMAGE FROM INSTALL MEDIA

TO RESTORE TO FACTORY DEFAULT STATE.

ARE YOU SURE YOU WANT TO CONTINUE? [Y/N] Y
A A
TS A Y.

PG 2B NE S BT IR

THIS IS YOUR LAST CHANGE TO ABORT. PROCEED WITH SYSTEM ERASE?

PER6 A Y DIPIT RS ER .
bl B2 R

Deleting system disk, please wait--

Writing random data to all sectors of disk device (/dev/sda):*

Writing zeros to all sectors of disk device (/dev/sda)-

B ERSMBEsIFREES, RA26
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Completed! System is now erased.
Press <Enter> to reboot.

PAT RS A, WAR R A e, WAAZIAE ] Cisco ISE DVD JA 8 R GE I MR Bl e b 5 22 B 1
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