{5 F &3 fp oL BB B B 18]

AEXEERG?

AT LR AT S A P B o T 2 B A e 1 e o BERE vl MR AR R, 1 S
% (Firepower & H UL E TR .
FERBIM S (AR D, BB e 2 AR . AN KA, MM,
SR A IR A PR S o AR LA Web SR AEE A BRI G, TTEBAT P SR
ITEEL, P HTRIAR AT S5, ARSI R At g 4%
SRS AR A B D RO . R SR 2 A A (i B E L) RS, & T LU
FIAE R BEA AP BB . AfT] BEA AP BI RS JLT Web FRIUE 4% 2222 1) S i) T B /N5 0 44 38 85 JTD f B A
BAFThEE.
BRFAUEE A BR - Firepower 9300 AN EER kT A AEAN N B B . Ak, & nl LAZec s h A A A &
MBS BIHA TR 4. EXFEOLN, S E AT E B SNMP I ] g2 & 25 2

C FEFFURZHT 1T

* U FRET 2 0

« DR HRDS: W Br g &, 3 0t

C BSREHApL, BTH

o SREUE LA ATE , 558 T

o BRI MR A, 5 10 T

 FUE LA ARG, H 13 T

© Uil @i CLI. , 25 25 10t

* JG8P 3R, on page 27

o AT B L 1 BB AR T s, B 27 T

EFIaZ A

BT RAT EHPLIMIAECE . ES I (EF Firepower B HE 10 1600, 2600 Fl1 4600 Al 2224
$5®I) Bl Cisco Secure Firewall Management Center Virtual FRIE A [ JH5F

| ERgEhomERmyE [
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B sases

Register the 6
mgmnt center

with the Smart —p
Licensing

Server

A

.‘_lJ.l Y
ity 2 I £
W2 R LA AT DATEN AR L5038 e & g o 1 .
Chassis @Add the threat
Manager defense
logical device
Management 2 )Logiin to the
Center management
center
Cisco @ Buy feature
Commerce licenses
Workspace

!

EREEH SR

Register the 7 Configure a
threat defense basic security
with the —» policy
management

center

Smart @Generate a
Software license token
Manager for the
management
center
TAE= (8] B
(q)| U RS BURRS BRES: VRIS A, 3 10,
N
2 )| BRPD BRETLL 57 T

| Workspace

(3) Cisco Commerce SRBUE RO PIVFRTE , 558 .

3K g

VRO,

()| BRERAFE RS | JHUF RO VAR, 2 8 T

A B AR RVFATIE 2 W

5 | L I I VFTE , 958 0T: I BT ASVRRTIE IR 45 BV A H e
o | LM, 55 10 .
o [ RLRIEA A , 13 .
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HFAEIESR: RIMEMEZE RS

BT LW Firepower 930045 UMY ) 58 AHE ST 28 B 5C . 6T B A4 e i e 23
B EBSED], FULREE A ABLB . ARSI, SR
BEHIREFP Gl ARsA L, PTUAYERESORO | (P AHUSEl, 2 SCAR B LA 2800

BRSNS B, 1S (Firepower B HHULELE TR ) .
fn] DUIE ik R e I 2 R e R, S N AR A 5 | R AR PR

FHia Z |l

o BCES EUET A A B s TSN . R RN E 6.7 A R
Arf, AT DOR e MBSO 1 R A B, (EL 0K i PR L ) e g i AR e e, B R AT S
Jo B R A i 1o TRV, B ERE 5 UM AU BB LR A Bl 1 OOF HLi%
B AERE QUETR I TR B 0 MGMT) AN

R B DWE — N

o RFTRGIG], AUREARER AL D BRI BOARC B, e TR RE > ZREEXH
Mat/Ay A/ S i O

o KT AEAS I, AEMSE— IR ARG RS LB AT, A RETT B EHW AL i, DRI RS H
HIEFRRE N BN ase I e, GO A RAr S E %, SR eEl, R SGEN
WIEt bR (&) .

* WELLUMME R
* W IFL N ID
o EHE TP HLhE A 2 HE
* M OC TP Hiuhil:
o SSIEFRIET LA TP HuhEA/BE NAT ID
* DNS fik 554+ IP Mtk

RS

FE AL U LG, EHBEIRE.
P2 fGRIN > Mg E, JPREL TS

| ERgEhomERmyE [
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Add Standalone L
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) RALHEE RN,
B AR B AT UAR S 2 | 5 1 I A B B RN A B 5 e AN R AE Y I A 1 e % 4 R
b) X F#E4R, iEiE$E Cisco Firepower BLBHBATE .

¢) ILEFERRIGRRA .
d) EPELHIAR. FHFoAU.

A b SIS 2 AR 5 VR 0 T AT P8R (CPUS RAM ARERE S () ,  DRRAN ] 222 — N A b st
Blo FEas SEBIAE A8 23 2 A/ 5 | BB, DRI nT L2k 22 A 3l Sl o

e) MiiHARE (OK).

s BRI - WA AR H .

FIR3 EITEIREIR O (Data Ports) Xk, R )m o B0 o gy s RN

Overview Interfaces JLLITEINANTSER Security Modules  Platform Settings

Provisioning - FTD_Instance2
| Cisco Firep Threat D | 6.4.0.42 » v

Ethernet1/2 <
- Ethernet1/3

Ethernet1/3.2

Ethernet1/6

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/5

Ethernet2/7

Ethernet2/8

Ethernetl/2
LJ — [ =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
]
Ethernet2/3

AT 73 P S i O TR _E R P PR et R A S s e 11 o R R A A B P RIS B
SeRE ), QRRBUE 1P il

B EREEOEE M
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AT [ — N RSB L 2 10 MR IE R 0. sbah, LB RN LR O R R 14
AR, ORISR O LR bR () FoR.

B 5% M ThAE (3 D LA R Blbs Bor: @@, i FaEssh Oiil, ] B TR O
55 4 Thee CHRNBERGE, 12 (Firepower BEL AL E TR ) ) o WESATHILR =
7 W7 I () g S e 2 O 2 )98l o AR BOE A A A BB i, e D REmT T4 e et .
AR RN 23 e — AN 57 B R AN R 1T, S 3] — 425 B, BA S ORUIX AR i
AT EA 555 Thet, FUban RIS EE, o mdse N Eza.

PR A mih RO R RS EAE
RGN BIRXTEHE, 0] DATE 2O TEAE P AL SR LGS | SR RS . 1K BB B T U 50 8 B K e
WAL o AT SRBLIERIEAT, F)anT LASE SN CLT fd & ok 2 40 .

$IE5 {F—fg{S 8 (General Information) HilG I, 58 NHIERE:

Cisco Firepower Threat Defense - Bootstrap B
Configuration

General Information 5Settings Agreement

Security Module(SM) and Resource Profile Selection

| SM 1 -0k | SM 2 - Dk SM 3 - Empty
SM 1 - 40 Cores Available

Resource Profile: Default-Small -

Interface Information

Management Interface: Ethernetl/4 R
Management

Address Type: IPv4 only £
IPva

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

MNetwork Gateway: 10.89.5.1

a) (EREMPUEEFE T, sG] T B R K 2 k.
b) XFTAEIHl, fREFRIREEXH.

AR A o Be AR B BRI E SCE, WISk OB gk, X RT RE T ERL) 5 20 Bl I ] o
[LERE S8 =N o ¥ VAL P DS R 0 P S LV N T P N i L L Y S T B RSN VS
T B RN —E

c) EFFEIBEDO.
R O T S A £ . e OO TR AR A B 1
d) PR MHEZERY. X IPv4. {X IPV6 B¢ IPv4 F1 1PV6.

ERgEhomERmyE [
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e) MiEEIRIP L,

T T L g E— 1P bl

f) i\ R e AT A .
g) I AL M K.
PIR6 MIRBILEIR L, SE N A#EAE:

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

b)

¢)

d)
e)

Management type of FMC v
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed hd
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: | eess
Password:

Confirm Password:

Eventing Interface: v

XA, (ERN RSB ERER FsEF, EHF FMC.

A H S S WA B RS VR RS . SR, IO U B AR,

B NG EL A FL LD 1Y) Firepower EIEAL IP BLENA . WERAIE EBIFL TP Hikl, 54
WTB R4S, JEAE Firepower B NAT ID 7B HA 114

ST RG], R E LI FTD SSH SiEE RIEX (Permit Expert mode from FTD SSH
sessions): 72 (Yes) EiA (No). L SAHR A Bt 413 v i) ARG £ S0 v 4 e o HE o
FF IR, RS (Yes), AT ELREA SSH 2 i1 1) 2% 28 S (LB (14 1 7 vl LA N
LR I REEEES (No), HAHIH M FXOS CLI i n) 78 2% Sl (R B (1 FH 7 vl LU N
FAEa. FATEEBGESEE (No) LLInsm sz 2 18] i b B .

SO TR 748 H L 250 B SRR AR SR O BR A L A, Al & 5. ik
ANBEAECR, 1HTE b8 CLI R expert 4o

NS AR LA M R .

HREBAEER: BB N.

FE EAR A, M AR A A A 19X 8% v R 5 PR B R o LR LRI o RN LA AN [T

TR L. S3— Uy, IEWIRE K AN 2 JRBT K, e g B B Bk B K
B, AN N L B PR B (1 e 1h AR

B EREEOEE M
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2
h)

)
)

k)

sxgadn ]

RGENAEHILHTE I BCE Py KB, RS BN 5 SRR, WA R E.
M ANIZ 5 3k R LK) DNS AR S5 2% -

fltr, aniR4RE R EHA, W) EEBfE {5 DNS.

N BUmBE e 2 REEN A .

o N S S ) S A B PO R £ 2 S R AR A

AL B IR T 1 2 37 DN FARF LA P SOR AT s S B B RS, /5 S
Hha BRI AAH A %

T A AR RN ST A B O3 R FH T CLT U ) 1Y) 25 A8

RNV RIEFANEGIED. WR AT, RSN,

e 1A Z0E N Firepower S8,

X TAEARS, EHREEmERE A SBRNEER.

VeV E AR R TLS I, JHgm e R A s ke, A XIENER, ESH

(Firepower &L HLOALEFEF ) o« ANHUSEBIASCREM IR . ZEAF 0 BL g 12 S48 A fin 2%
PR T4 b, 1%\ show hw-crypto fiv 4.

LT UL TR b, PSR EZ R A PYFRTEMYL (EULA).
I8 LHHAE (OK) RFIBLE X THFHE,
PRI mRTF (Save).

WU L 8RR, IR | R P C P B B 11 W Ak s I ) S0 R s 2B B %
1E1Z581% % (L ogical Devices) Uil , AF BB RS . M@ HR AR IR B &N,
R LATTAa 7 N o i 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

EEREEAQ

o H] 7 BB A BB AR

ERgEhomERmyE [
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EREEROBERMBE |
B smemsowirTi

FIAZ Al
A RZSCFR ARG R, WES S ITHRAI ZAT Y] (2 https://www.cisco.com/go/

firepower-notes)

UK

PR AL SCHRFH B 284 A LR URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

RENEIE O BNFRTE
P VERTUEAS A SO R B4 BB A, AT LU SR ZVF AT IE :
* IPS-2c 4=t diAn AU IPS
o RERY BRE-EE AR B
* URL - URL i i
* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2¥ Secure Client VPN Only
* JEET - Diameter. GTP/GPRS. M3UA. SCTP

AR BRI I VELIEA , 1515 1) cisco.com/go/licensingguide

FHiaZ |l
T RREATE B AR K
WERAEE AT, UF mcy R DABCEDFTIR ™ o TR B BEE T LIV 2B
A
o ST BRIR VPRI P 2T G RN 2 (3DES/AES) VR AT TR R, A REAE I HteThae (CAf
M ERERR SR D .

UK

SR OO VT 2T 6 T PP T

B EREEOEE M
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

| EREERLEHE R
sz oairaiE

0 SR ER A A 7 S HL S A i, RS PR Y 1% O R B R RE ARV TR . (HZ,
DR T SNV A IE,  JUE 4 Cisco Commerce Workspace_ 1) Find Products and Solutions
R T B RN ATHIE PID:

1 AHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WMAARFLF) PID, £ 0] LT3 PID SN E T #rp
* IPS. GECKAE BifE Al URL Vo UFZH 4

* L-FPR9K-40T-TMC=

* L-FPR9K-48T-TMC=

* L-FPRIK-56T-TMC=

LUK L3R PID 22— NSNS 5, AT BLE R LUR PID 22— X . ) 5E 19T H -

* L-FPR9K-40T-TMC-1Y
* L-FPROK-40T-TMC-3Y
* L-FPROK-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
* L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y

* L-FPROK-56T-TMC-5Y
* Cisco Secure % ) Uip-15 2 4 B2 A% 7 v 1] TR 7

° Z@,ﬁ ﬁﬁ ltF T
* L-FPRO9K-FTD-CAR=

B2 WUREARPAT IR AR, 15 ) 3 REVF P IR S5 S M B

| ERgEhomERmyE [
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

EREEROBERMBE |
| B

VM A AT RE A BEAR P AR B E M AR . A OCTEAN U, 152 (Cisco Secure Firewall
Management Center & HLIEFT)

(5 R o AR R B 1)

AR B2 73 e B A A L.

FriE Z 8l
o HfOR HIAHE BRAS 1B 4818 & (Logical Devices) B fii b Jgl B {8l 1B 451 % RS (Status) S fEZk
(online).

o WCERIEAE B A A0 40 5 1 SRR E B E R AT E R GES RN B ASinsis b g
BB, B30

o BT PR IP ke L4, LA NAT ID
o EHPOVENEA

o E 6.7 FHEE S RRA Y, G SR R 42 e T A B, 1SR PB4 CLI EATH] configure
network management-data-interface 4. A XI5 R, 124 Cisco Secure Firewall Threat
Defense 14 5%,

UK

FIE A HHAPD B, EFEE (Devices) > & &I (Device Management).
PR 2 R HIE D, EHRRmiEE.

B EREEOEE M
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http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

 E# (Host) - BN ZEGR I BOVHS 4 i 1P sl sl EHLA . a0 SAE B A R8G5 | S AL
R T BB TP kR NAT ID, o] LUK Z B 45 .

iR 16 HA BB, YA B0 EB A T NAT 2 5 IsF, DA DALE 32 48 2 ebo o by s
s AT E T AL TP 8RR HAE, EAEHR) A B0 rhyE M OBt a2
AL BB (1) 1P Huhik e EHL4 .
« BIRZAFR (Display Name) - 4ir A\ A5 #0057 10 g B B 481 ) 42 R o
* SEAE4A (Registration Key) - S NS5 BT 46 5 | 5 FE P B B b 4 e v & .
* i3 (Domain) - WIHRAT ZIRIAEE, 5K &AL s 7 .
* 4B (Group) - W RAEAT AL, PR IL o> B2 e 4 4o

* 74 HI Sk RE (Access Control Policy) - IEFEHIUR TS . BRIEC LA MG B O FEM M A
A SUSRES 7 0 i P 2 (Createnew policy), $X/5ikFBRIEFTE 78 (Block all traffic).
ZJaEnl DUE St B DL R VR R s TS R VR R SR BIANEE 5 22 1L,

| ERgEhomERmyE [
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L

2: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EEEIF AT (Smart Licensing) - 4 2350 5 I Sh e o Be BT 75 AT BEVF AT HE: Malware (UG 47 5 4
FEREBAERA) | Threat (WEREHTHATTIAZBIE) « URL  Cln SR S szt he 128011
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - $5 & & 7E BB #1465 A ECE 45 2 1 NAT 1D,

* HRBIHIEE (Transfer Packets) - Al kB &K Kl (R4 2 BB o WIARAE 3 B 00 I figh Y
TIPS 5 Snort FFHF, Bt ok SRS SR At Bl AOs 21 A B AL RE TR .
R LT, A FHE R ki) B L, et Akit.

WIE3 AUlEM (Register), BUEWERZLRINA —H W&, i EMIFRMEAM (Register and Add
Another), FFAIAEM I,

WAREM ), AR MEBISER T . SRR, BB B WA . W Bl A
JWe, ERIE LT 0
* Ping - Vi il BB AICLL (V5 i) BB A CLL. 26 25 70), ARJE I LL R4 ping & BEA L
IP ikt
ping system ip_address
i ping AR, ] show network iy 445 2 0 2% B B o 0 SR 7 2 58 o B B A1 5 BE TP Hh
bk, & M#H configure network {ipv4 | ipv6} manual #ir4 . 1% 4 BB AL Vi Bl E T B
1, %1l configure network management-data-interface iy % .

* NTP - fffif& Firepower 9300 NTP /x4 4% 5 &%t > B & > BB E S vl B 4 B0 R4 1% e
—H,

B EREEOEE M
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magrzezn JJj

WA D], NAT ID RV BEAO TP HiUAE - B OR A5 P A e g AT AR [] 73 3 PR NAT ID - (2t

AR LA R, 3

Ao EE AR 2 RS

AR A A G A P LA 18 L A o 4 S
* BRI 1 - S R 11 73 LS TP dudik, JF¥s DHCP FIAESMBEE 1.
* DHCP fiR45#5 - £ N4 1 E 2% P i F DHCP IR 45445
o BRIARK - 380 AR AR IS I ER U 1
* NAT - 7EAMTHE O AT 1 PAT,
o Vil - Fo VR A P A S SR
TR EIEAR ARG, SR TS

2[5 https://cisco.com/go/fme-reg-error.

HAEHD o nJLAZEE B b EAEH] configure manager add fir 4 ¥ & IS 4R NAT ID.

BOEBEL, 13 0L,

) |MUFE DHCP 554 » 5 17 UL

ININERIAS 56 18 1L,

N [BCE NAT, 3519 7L,

FOVFUL AN R AR BISNEE . 26 22 T,

HREICE . B 23 T,

o P A 1, A e A X R B TP b . B, SRR ERANE O A R RS
FRIE AT TR SR W, SRR T 1) L b A El R IR Y A 1, DA R AL SR 4% ) — AN R
ZAWEED . Hrh—S Ol L “FRES X7 (DMZ), #a] LUZE b JgcsE nf A JF07 il (% 72, 4
1 Web 45 %% .

ST PR G PR L

Sk DHCP M\ ISP $REX A4 bl  [RIREAE P3R4 11 b e A il

ERgEhomERmyE [
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EREEROBERMBE |
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LA F/R 4 DHCP {45 W HBREES T — M B CArifpalhl) o SF2Es I SMpRLE Tt
L.

$IE1 %458 % (Devices) > iR & E I (Device Management), R )5 sk kb iidmeE ( £ .
$&2 5H4EO (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

SE3 AHEHTAMNEANSRE (£ .
EIHE i — A (General) JETHF

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) K E RN 48 N FFRFK) Name.
B, KO 4k insides
b) % Enabled 5 IEHE

B EREEOEE M
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c) # Mode{# 4 None.
d) N\ZR£X1F (Security Zone) FHFIERFIEFE—MIRNA RN 2K, B33 SHHE (New) iR
AN 1 22 4= X 4

i, A4 % inside_zone MBI, A ALK REANEE 11 4MiL4 2 X SR/l 20, AN
AR T A2 AR, (E T AR R T2 /M2 L. 07 DU X SRol ] I 22 4 ek . 91
11, T LK R AR P PREC R, TSN 1 A R SUSN DI 4 LAl )
W, SRR M AL BN, (ER ACVE SN A 3. K% B (S P 2 A s ]
LI7E NAT S0 T A8 S50 FI QoS W tp Af 1 K sk 11 41

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ FHHE TP kB E FEE7S |P (Use Static I P), SR )5 ARMT - iE4m A TP bk A -1~ k4
HErL

W, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - TR A B L E ik B 3hEC & (Autoconfiguration) 52 1EHE .

f) i zE (OK).
FEA SLENTAMBME O wiE () .
IR R — A% (General) IE3 K.

ERgEhomERmyE [
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Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
ST S M TR T AR, W C A A R Tk, AR

FEAT IR LA BEE,, RO Ales 7 A PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) MAKJERAH 48 N FHH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode &% None.

d) MZRLX1H (Security Zone) My PiksE —MNIA MAIMT 22X, B dEE (New)
T—N 81 22 A X

Blhn, a-—44 A outside_zone X ..
e) it IPv4 Fil/ok 1Pv6 i1 .
* |Pv4 - % DHCP (Use DHCP), #RJ5lic & LA Ntz 5.

« {¥F§ DHCP FXEXEAIA# R (Obtain default route using DHCP) - )\ DHCP filz45 £ 3k B 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 14 BREE Y, AT 1 F1 255
Z [l SRR HI BN EE 20 1.

B EREEOEE M
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H Bl Bk B E1BELE (Autoconfiguration) & iEHE .,

f) M E (OK).
HIEBS SRR

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
$IE1 PRI E (Devices) > % Z &I (Device Management), SR sl & 4ReE ( #) .

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* #0 (Interface) - W Fhz g Rk HHE M.

* b1kt (Address Pool) - DHCP AR 45254 F i 1P ik iva Bl (AR S i) o TP Hiuhik Y il
Gk e AL TR E, HASBEM G 0 E 5 1) 1P Hulilk.

* [2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L3 | DHCP 45 2% .

HIE 4 SE (OK).
HIES R TE.
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B =i

A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 8 . WK DHCP FAEANE3E 1T, WA IR 15 2% )
RECLAUCEN T BOIABE o W SRR EF-I Nk i, WL FE P 3T an 025k 11 DHCP IR %545
MIERIA M, o R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&E (1Pv4 Routes) 5k IPv6 #H (IPv6 Routes) % 1.

UK

HIE1 PRI & (Devices) > % & &I (Device Management), SR i & (K4REE ( #) .
$182 A (Route) > 33758 H (Static Route), iR EH (Add Route), #RJ5 BEE LL R I:

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

FA (Intrusion) - HRHEZLAS INEASEE HIK2EAY, 58 1Pv4 5 IPv6 HLiE T4l .
« ##0 (Interface) - W 1, WH MR,

* Available Network - >4 IPv4 BRil % ik $% any-ipv4, 4 IPv6 ZRIAEE ik FE any-ipv6, AR5 i
Add #H:% £ Selected Network 413 .

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — MR 9394 X 8 o
Bo ST LU 1P At 4%/ LN 4

* 3B (Metric) - BN ZI H AR 2 (R ER i B AEVEEDY 151 255, BRAMEDY 1.

PR3 RE (OK).
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e rh B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
0SPF © Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

Bc & NAT

BB () NAT B0 20 P9 2 M4 3 kg A2 11 TP Mol b (o 11, 33626 NAT KUK A8 113 11 ik
i (PAT).

UK

HIE1 PRI & (Devices) > NAT, K5 fidi#iskE& (New Policy) > BRG] NAT (Threat Defense NAT).
PR 2 NEME a4, LRI RS %, ARG At Save.
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MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.

B EREEOEE M




| EREEhCEHERME
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).
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PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

UK
FIE1 LSRRG (Policy) > 7151 % & (Access Policy) > 37 18] % B& (Access Policy), 4R sl Zh o2 i

7 I PSRN I 4R (4D
TIR2 LUl (Add Rule) JFi%E LR S

Add Rule

Mame inside_te_outside Enabled Insert |into Mandatory
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes

Inspection  Logging  Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name s /b inside_zone ]

san /4 outside_zone jw]

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M A] F X 18 (Available Zones) FR ke A #E X B, SR 5 sk hn 23R (Add
to Source).
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okl

RZ Be

IR 4

R

werz ]

+ B#r[X15 (Destination Zones) - M\ AT X 18 (Available Zones) ik FAMEIX L, R sdiam
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LERN (Add).
FUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S SO 8 B I AR PR E T, P S SR A S AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 3: 582

Q ¢ # @ adminv Wl secuRe

M2 ERERE (Deploy All) LLERE 2T A5 %, Bl mRERE (Advanced Deploy) L& S 1EFE 1
e

ERgmtoBEEmyE i
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B s=m=

B 4: £3BERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
[ 5: SREBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

TR 3 MORIE . sl T ERE (Deploy) HEHLA K E T LA R RS

[ 6: EEIRTS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications

0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

B EREEOEE M



| EREERLEHE R
gy, [l

AV Y A Y A A ,

7 18] B B B 4l CLI
ST LA B i C LT B i B O S 4O A T s HE R . 2205 1) CLI, ] DM R A Bz 0 B
SSH, tn]LAM FXOS CLI 4%,

g2

PR GENT 1D L SSH RS JUbh oy P 7 1P k.

FERREIE R VAN, S SR P TP bk A admin 19K ™ RIAT A 48285 SU0 1) 02 1R85 B0 68 S B
s A o

AR AL E S, AT L g i LA B s AR A v e ok B R Y
HIR2 (LT 2) A FXOS CLI, Al i & 45 Telnet 2 #2 LLEH BB CLL
a) IEZR| ek,
connect module slot_number {console| telnet}
{8 H] Telnet EFEME e T, B AT AR A BERTIT & 2 AN 451E, I FoOGE R B s

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) R BB EE SIS .
connect ftd name
IR AT AN RAR IS, W E i S 012 FR . BAR KB ARR, ARG AR MR 4

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
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Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) AN exit fi N R EH 4 iR B 2] FXOS #ith CLI.
IR XF 6.3 ZRIHIRRA, FiA Ctrl-a, d.

d) R[Fl FXOS CLIfKE B |2,

ERHEFA:
1 HA~

¥ A Telnet N .
2. FEH Telnet N, 1EHIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

Gt
PAR /s 1 1 22 2 e LR i 0, SR%)5 IR B3] FXOS CLI A BES %)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#
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BIRALPCE BB, S S TS R AR SR s AU} Firepower SCRY
HRATH AL AER, WES0 (Firepower FEHLECETR M) -

EARETRAR OB BI85

TIRERFR FRZAR | ThEE(R B

SCRFAE [ Firepower | 6.4 TEIRAE AT LAAE[R]—A Firepower 9300 =[] I 3028 ASA Fl gl B 11 3248 4

9300 A AL

ASA FH g Joip B 10 55 bR

Firepower 4100/9300 - [6.3.0 | & HLAE AT LLAE AN 22 45 | /B B8 2 M2 e %, N6 @M & bt 2

JBUPMYTAE 1) 22 S5 D) i RSl LART, AN TS B A N S

PR RS E A HEEZ 11, 1T LAYE FXOS H % VLAN FH2 11, i n] LIYE 2 AN 5241 2 8]

HER O WY AV e AN P R

TERT LMEFHAE 2 MBIV AT — AR L i e aT R . ANSCHREERE .

pE JUESZIL T AR TR, (HZ 2Bl hfe S5 ASA 215 SRS l. BBt 1%
T S AA T H

IlIII‘

TR T2 FX0S 2.6.1.

ST I MG R A B L S BT

IR E > IREEIE > RERS BEOED
PG ) HUAR S HE 3% 5

« WA > g%

* 0 (Interfaces) > B0 (All Interfaces) > #i1# (Add New) F 732 > TN
(Subinterface)

<O > RO > X8
 BEEIRE > RmRE

* FHIRE >Macitt
cTRRE > RREEXH
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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