{8 g & & IE 25 80 & B By i

AEXIREHG?

AREEAGR AT FEAE FEAS B A ST S B  HE AR  A% . B EE T AN, S
{Cisco Secure Firewall %45 & FHESHLEIERE ) -

A T HR A% T DATC B /N X 28 s 5 FH AR IR BE AR T RE o ™ i B N B — B 8L & e A& 1 45 1
T EIXF LR, EFAEH SR L % &S AR T2 WS B BRI M 4%
R EAE R A BB BB DA SRR B E AT REAIAC R, WSO A B L,
PR FAULEE 7 R - Firepower 9300 ANER 5 EahIEEN NG5 E . Aid, ] LIERS & P EHAN NS
5 E, BIWH TR 4. EXPES T, & R AERATEC E B AT SNMP I ] fe & F A & .

o ui B AL, A1 L

o HUAEEHLES: WIngU B & ik s , 2 0

o BRI AEHAS, el

o BUEVFRT, 6 L

o it EFEAL AT, 512 T

o Ui i) @B CLL, 26 25 10

s Joeb IR, H27 10

o R A BRES IO U B A DT Sl %, 2R 28 T

TSI LU MES5 LAAENURG _E A5 ARG A B B
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Chassis @Add the threat
Manager defense
logical device
Device 2 JLog into the S5 ) Register the 6 ) Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
for the threat
Mandosn defense
TE=08) $iE
OO WU R WU B VS IEI D S AR 4% . 55 2 T,
W,
o | BLEE LA BRI AR, 6 T,

(= | Cisco Commerce BCEVFRT , 55 6 0. JESKED)REVFATIE.
/| Workspace

()| HRERAFE R | RCEVERT, 56 UL O WA ELAY AERUIF NI

Nati

5 | B B AR BCEVFRT , 55 6 0l: [ R REVF AT RSS as T M B & FLEs , IR R I
VFATIE

6 | BT RO LA S A 0, 55 12 T

HASSTRE. RN EIB R

Al LA Firepower 9300 K Jg il Bl 6 558 0 A HO S . ANSCREZ AR 541
HEnE el S, 1520 (Cisco Secure Firewall %455 BLASHLEIRFT) -
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FHia Z |l

 BOES BB RO B s WS RO E R . R R TR, MR
F 5 U AU B B DU Bl 1 OF FAiZdn D /e QIESTR TR B MGMT) AN
[l

s BRI A/ DBCE AN .
s WEELLME R
o PEBEK I ID
o EELEE T TP kbR 2 HE R
G TP Mkl
* DNS Iz g5 IP bk
© JBUBITAE R4 R 4

UK

TR L P E BT, R
P2 gl > Wik, HFREUTSH

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b
QK Cancel

a) PR ERR.
SEAA BR LR 7 B0 5 | 3 O B PR B BN O 5 e AN AR N HTIC L P A8 10 e 46 44 Bk

b) X T#EHR, %1k Cisco Firepower BLBMBATED .
c) ILPFRRIGRRA .
d) GEPFILBIZEARL. Kith,

WA PR AN SRR A8 52451
e) MiiHBRE (OK),
B WoR A - WA R 1.

SIB 3 JEFEEER O (Data Ports) X1k, SR 5 A B AL & & ANz 1.
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Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Data Ports =

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7

Port-channel3

Ethernet1/8 || }I
Ethernet2/1 |
FTD - 6.5.0.1159
Port-channal3 Click to configure
Ethemnet2/2 | |

AT 7 BCSE R /ERE O (I nter faces) Ui b i HY A2 11 o e 5 4 e i B v et AT 25
XU, QAR BCE IP Mk,

SRR A pili RO KB B
RGUR WO AE, ] DLEIZN R HE T IO E AR G SR RCE . IR SR E AT TR 2 B I A
W o A T SEBIENEAT, A n] LU SN ) CLI Bl K 2 41l

$IE5 {F—g{5 8 (General Information) Tl I, 58 FHIERAE:
| Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| sM1-ok | SM 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Interface Information

Management Interface: Ethernetl/4 hd
Management

Address Type: 1Pv4 only bl
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) (AT Firepower 9300) {EZ £ARRESE T, sl AT T H RIS A 2 i,

B ERgEEEENE M
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b) EFEEIEZA.
s O TR S A A . I VBT TR AR A B s 1

naems. snapmezaes ]

o) EFEEHLE: HHERAL (R 1Pv4, {R IPV6 5k IPv4 F IPV6.
d) FUEETE P,

R T A 10— TP Mkl

O PNZES IR GIE 32
VI NCETZESIETE

FER6 MIREILETR L, S oA

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

Management type of
application instance:

Search domains:
Firewall Mode:

DNS Servers:

Fully Qualified Hostname:

Password:

Confirm Password:

LOCALLY_MANAGED v

cisco.com
Routed =

10.8.9.6

ftd.example.cisco.com

QK

a) TERFAEFIBERAER My T, 1%EH LOCALLY_MANAGED.
A Hb S I S A B L VRN AR . WA R A S O BERY, W R AT RIS
BeHE, FFEHPIMHL S,
b) HINE S RRIRIE MR
o) BFAIEER LA

d) HAIZ5rasRIE A DNS AR S5 25 -

e) MBI EREENS.

) i N B AR B 53 P T CLI V5 1) K 2585 .
FIBT EMBGETIR b, BRI R 4 VA Hi (EULA).

$IE il E (OK) M & X 1 HE .
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FIE9 HHRTE (Save).
PURTE L R AR 2 EROAS 0K 5 | R e I R4S B2 11 U 5 306 4 o Y S 91 e 8 i A 1 4 o
1r1Z2451% % (Logical Devices) UL, A FEMNEH A IPRE . MR K TR R A &N,
AT ATFRA 7 I FH o 222 A s

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline @:‘ .*t (455

BRIXE IR
R T DL

FriE Z 8l
* {fi{[f] Firefox. Chrome. Safari. Edge Z¥ Internet Explorer [ 47 iAo

* PR HLAR RS 1248IR % (Logical Devices) Btfii L gl 1245 ¥ 25 AR ZS (Status) Lk
(online).

UK

T AN LU URL.
« B - https.//management_ip. FIAEES | SREPECE N 1310 TP Mk,

52 (T 4 admin RITEE BRMNBTH I 6B R .
H|I RALHRIEEZ 90 RPAVFTIE,

BCEIFA]

JEYM S AP A BE ARV AT, XA A A mT A P g S AN BV R U

B ERgEEEENE M
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FENIHLAGIS B RERIHE BSOS AR BE AR B 2 ) (R AR AUA IDAEH o eI 2N 7
Pc 21 SV ) R AU ) o

B I SURHF A O E VEANMEIR , 157511 cisco.com/go/licensingguide

ﬁWWWTE HEIEAEN . B REVF Pl AN B A FH R oA D S 1 7 S T R Rg@ﬁ%by#
BHASIAT TN, BRI SR AGAE R T e, IR DUR W Sz al il . XA KR
e, JEEBEG T RIWTT B b iR o 15 21 LA R VAT

* | PSHHp- 2 A fE A1~ —A4X IPS
o TREI BRE-RE A B
* URL - URL 1§

o
@
o8 -
e
>4
=
=
H %
\S‘-

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

Fri&Z 8l
o P R S K .
WA EAMR S, T SRR A BRI . IR R R B, T LU A —
AT

o VEIR R RERRAEE AT DK P A ZRST & d N5 (3DES/AES) Y rl MK, A Refli I FE L ThRE (A
S BEMsrERID .

UK

R BV RTKT 75 H TFVFTE

I R ERZERY 1 0 FLI LR A N, IRV T UE I % DU B IR B R AR VR TR e FE,
WU T 2 A SR InVEATIE, Ui%aﬁﬁﬁClsco Commerce Workspace_I-#] Find Products and Solutions
HWRF B WRLUNVFAE PID:

1 FRHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R R AT PID, &0 LLFE04 PID S8 nEiT s,

« IPS. SEEKAT BiEA URL 4 AT UEZL A e
* L-FPR9K-40T-TMC=

* L-FPROK-48T-TMC=
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https://apps.cisco.com/Commerce/home

ERgEEEENERMEH |
B ==4v

* L-FPR9K-56T-TMC=
45 13k PID 2V EVSIIIT i, 7T LLYEHE 15 BUF PID 25 0T

* L-FPRO9K-40T-TMC-1Y
* L-FPRO9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPROK-48T-TMC-1Y
* L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y

* L-FPR9K-56T-TMC-5Y
* Cisco Secure % /' i1 2 [ JRL 2 4% ) i 1T A 17 o

WIR2 /e BRI A b, ORI B VS 0 2 1) 0K 7 3 K O S R 4 h
a) it Inventory.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General LUk I, xiidi New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: Mo

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t CreateRegistration Token X[ ifHEH, HALL N E, #R)5 it Create Token:

B ERgEEEENE M


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

| ERigEEmEnERmnE
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Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN R 30 K.

s EERARSEIMAESRE RIFS HIESIBITIEE (Allow export-controlled functionaility on
the products registered with this token — 7& & Jr 7 1) 5 /0 X A VFgEAT 3 in s (1 15 o~ A
A ErR S WERFTHAEH b hRE, WIZZ R ERZIE . QSRR 5 e FH b shag,
T B BT i B B A R R E R N R . WA B BT, R AN
SRR LR RE

ARG A I BN 5877

d) e RAT O R 3 Sk R T AT T Token XTRHE, T LA HRE4 h 1D BB BTNGRR . 75 205
BRI, TS G SRR, AR IR i A

B 2EELHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]INWIZGQ4OSDOYJKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions -
. Py
B 3 E5<he
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

| ERgggEsnsamnyE 1



FEREEEEENERMEE |

B ==4v

Vi

e WA AT, i &, RAE BREVFRNE i, sl EFEE.
A 3B BEVF AT IE UL .

Register Device.

Device Summary

Smart License

o

LICENSE ISSUE
EVALUATION PERIOD
You are in Evaluation mode now.

REGISTER DEVICE
69/90....

IRV, LR REVE RIUESE AT TEHE AR 5 DR DU 4 it -

Smart License Registration

.:: ..4._
l_.

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL

REGISTER DEVICE

$IE5 il Register Device.

[ EREERE AR T
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IR

/)

raiT [

(iR M 2V BEVFRIIE DU o AEBCR TN, BB RILLURHE:

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEB A RINEM I RDET TS, A BILUT A7

Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

R 2,

‘SUBSCRIPTION LIGENSES INGLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

* B - RV RN R 0 R e B AR

P 2B IV P E 2 1R R S T

Last sync: 10 Jul 2019 11:39 AM
Next sync: 10 Jul 2019 11:49 AM

RS AT VE RTUE K B RIS R E AT

o

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Uy File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

BAsikT, IR RIS, BUAE, ST DIRE

© B - BOHVFAIE R SR RERC S PSS IR IR, DR AR IR EhRE . BT SRS JCTARC

IXLEThfE, WANRE AR E AL I D RE R s .

« WAL HH T CiscoSecureZ& P VF T UF, iHEREAE HMVF T uF2E%:  Advantage. Premier .

VPN Onlyik, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

JERIDIRE NG AR AT VR RATE, WIERDE i S, A B A G I E
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Device Summary
Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance

GO TO LICENSE MANAGER Need help?

$ﬁ7M ?T?ﬂ%*ﬂ?meCmmmm(ﬁﬂb S, RV eTIEE B AR R R A B s [

Go to Cloud Services

Resync connection

\F

Unregister Device

BEEREART KR

LCEIEA AN, e MRS

(1) |BEED, 413 5

TR DM A TP Huk, 369 DHCP T4 e

OO | He B OB 2 A, 5 15 T

5 P RS RSB 11 I 37 042 AT 75 14 PO B RS0 22 4 X I

(3) [HEmBRiAR 5517 5L

HUEBEATICE] K 1 4R DHCP JR 4538 BRI M 1, MRS TFaR e

(4) | BCE NAT, %19 TL,

s - D PAT.

(5) |RVFIRE AR BIEEISNG . 521 5.
FEVFTLE AP E RIS

6| (Arde) ML DHCP % . 522 7T,

| R L % S DHCP 74558

(7| (AT PR EL It VRO O BT, 4 23 T
A TR X R/ eV BB R A T4 PR

/8> HENCE , 225 uL.
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JE L JEUMBITAE #5 AL IR i o R, A2 /D IE B MR I A R LR R SR A T R
H, EORHAT TH 1) _E e oh 2R B R R AN R 1, DR AR R (A A N L
TR OATREE “REX” (DMZ), 0T RSP RCE W] A TF UG R A9, Bl Web ARk 5545 -

ST PR IL Zx i R D0 A I DHCP A ISP SRHAM £ 1 il [ I A e 11 B SO s b
PUR7RfIRCE 1 RAT S )y i 1, B Ml DHCP (42

UK

ST EEE, RGO R

REIRIAEFIED (Interfaces) TUiMT. £ 11518 s il FAWELE: (1. MIRRE: 140K, ok LR .
S 2 AL T AR O g e s ().
S8 3 HATULF

Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask
10.99.10.1 { 2a
r 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

10.99.10.2 /
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a) WHEEORAMR.

BELDA, W2 48N T4F. TREFARRAUN /NS . il inside 5% outside. 41 R KA A4 FK,
PRI R ORCE . BRARRCE T30, 5 W N A 44K

b) KERKE NIEH.

WMREAF A B0, 1§25 (Cisco Secure Firewall ¥ £ & B2 AL B 55 )
o) ¥k E o e (@D,

BEEEI EWIE FXOS )8 D .

d)  (Ak) BEEIERE.
AT 2 A 200 MR CNVEFERIZERD
e) 1E IPv4dbhb i b, BlEFRE P il
f) (k) sl IPv6 tehk, JHRCE TPv6.,
PB4 Sdimi.

SIS Sl T T AN O i b (@), FERESE T AR B T, 1 IPv4
Hki%EFEDHCP .
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wrosmazexs ]

Port-channell

Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this interface will be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

TR AL A TP Hb bk AR H DHCP (R A S i, W75 2 Fahk BBt 1S
% {Cisco Secure Firewall %75 5 B2 B 55 ) -

BHEORINE = £ X5

LA AR T DXICRE W24l 7 B B, 7 B J e B B A SO R REA T 0 2. JEaT Do X2
AP, H A e R DR A X

WEFE P A 28 A0 AT R 42 IR I LA S0 ) DX
* inside_zone - JE X3k TR IR PRI 25
* outside_zone - M X S FH TR AR A T2 A 4%, 9 T FLER Y
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TR EFRR, RENHRPIEFREX.
$82 il inside_zone [rigie E by ().

Edit Security Zone -

MName

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

diagnostic (Ethernet1/4) -
@ (&) inside (Ethemet1/2) o

(@] outside (Port-channel1)

-
(Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

FI3 AFEOSIERS, Al T OIRERRE IR DXk PR
R4 piihi /BE, RAFHE N
IR S HA XD IR PUR ML 114 N E] outside_zone .

[ EREERE AR T
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Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

nside (Ethermetl/2)

‘ (@) outside me‘t channell)

1 item(s) selected

Create new Subinterface

o - .

wmzings ]

INTNERIA S

BRUAES H 38 545 1) o] AN 15 ) ) B s o S RO DHCP HIEAMBEE 1, A i e 6l
RECZM R TECAR Hr o WERTEET- st WIREIRBERE AT . W RISk 3 DHCP Ak 45 #s

MER A, A

iz

ERF IR E > BRI U

TR R, We AR P I

N R SR TN Foi-d: D

P2 piili T GRIMESERA.
SR 3 A EEA R h R
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Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor v

a) FIANBWR, Hilw, BIAME.
b) Aiili IPv4 5 1Pv6 HLik 44 .
THE A IPv4 FI IPv6 G173 PR i BRI % i .
c) MM, ARG B FTR L LK N ¢ TP Hihk s i b EHLA S .

[ EREERE AR T
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Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) EFEMOCHEEDO, FlasMER.
e) miiMg * bR, b IPv4 BRI tHiE ¥ any-ipv4, iy TPv6 ERIAEE thik ¥ any-ipv6.
$IE4 SHE.

Bc & NAT

SRR NAT 2085 A S ik 5 el AR 11 TP ik b (i 1o 328 NAT B IUIFR by % 11 5 11 sl
el (PAT). TEANRENGHZ T PAT HT- IPv6.

UK

P RULERE, 5 sl NAT.

HIR2 il T OEIE NAT 0.
IR 3 e E FE AL I -
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Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trans e e or destination are: f
packet. These
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipvd v Any ~ Interface v Any b

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) WHEIRE,
b) EFEIEMN AT > B3 NAT,
c) IEFREAE > TS,
S A Fo'E DL B ek i
a) XMTREEIEE, HHREHIE % E TR ipvd.

SR U e R A AT 42 1 A P TP it B RO BRI T st i, ] ARG PR S8 (R4 D,
JoN IR E IR E TP Hudik.

b) X TEREREIEE, TR BARE O R E SN
BRAEOLT, $e0 1P Huhl T4 s it -

FE]S (L) il BIRESR DL AE MUK E S R

[ EREERE AR T
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sirmEmnmezsns ]
$IE6 LE.

SV E MR BRI 2 SR

NN oI NP 55 o P ol 1 S W = R ey b 42 L R DR 2 e 0 N R R P

UK

PR EFEREE > i)l
T2 gl oaeZmEmn.
FIR 3 HE AL i .

Add Access Rule X

Order Title o Action
1 v inside_to_outside B Allow

5 - Li} Li] . i} r . .
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones e + Metworks + Ports + Zones o + Networks + Forts/Protocols +
B inside_zone AR A a outside_zone AR Al

Show Diagram e

SOURCE DESTINATION

Users m Applications m
Networks m > . O @ O . > URLs m

Geolocations ZONES 1 ALLOW ZONES 1 Networks m
Geolocations m

Por: —
il V.. EH. E‘» Ports/Protocols ()

a) WHEFRE,
b) XFTR, W XA F bR, RS IR IX

| ERgggEsnsamnyE 1
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o) XTBHR, WA XE TR, REEEINTIX .
d) (k) Ak RRERCAE MNP EN R R,
e) MHARE.

(AJi) ECE DHCP AR 5528
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Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address
Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address
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Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unigue Gateways for the Management Interface.
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Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

puzE WA R ER IS
connect ftd name
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Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
>
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Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#
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