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A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
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Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

a) HALRE/EBIEFET, S AT TR S I e,
b) EHEEEEQO.

P O T S A £ . s OB TR AR A5 B 1 o
c) EFEFROMAER. (X IPv4A. X IPv6 5 |Pv4 F0 I PV6,
d) FlE IR P bk,

BEE T e 11 [ — 1P Huhl.

e) AP ATRACE .
I AN TP SRR

FIR6 EIREFILIR L, 58P AIRAF:

I £/ CDO EBE A



| 153 cDO EE AR
naems. snapmezaes ]

108 &

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |CDO b
Search domains: cisco.com
Firewall Mode: Routed i
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None »

OK Cancel

a) (R FSEfIRYEIEZEA (Management type of application instance) R4z, %+ CDO.

b) HANZ SRR E U R
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$IB1 %458 %& (Devices) > iR & E 1 (Device Management), R J5 il kb iidmeg ( 4 .
$1E2 L3N (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
B8 Ethernet1/3 Sublnterface [E] &
Ethernet1/4 diagnostic Pysical B P
Ethernetl/s Physical & Y
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B R —#% (General) TR .
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Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration

a)

b)

d)

Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

B NKE RN 48 S TAFH) Names
Blhn, Kk D4k insides

% Enabled 5 i%EHE .

¥ Mode f ¥4 None.

Mz &R (Security Zone) R F Pk FE—ANTLAT I S A, Bl S BT (New) V5
IN—ASBT I 22 A X ko

fldn, n—A~%4 % inside_zone [1X 3. AU RENE 1 40 FL4h 22 A X IBORI/ ke 1 4. A2
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£l 1Pv4 F1/a 1Pv6 3T .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| ‘igif‘;'?',‘3'51"'255'255'255'_‘28 o
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« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) MEHE (OK),
M T ANER R ) REE ()
IEISEE 7R —f% (General) 23

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - S000)

K Cancel

iR WER G I AL S A BRRS U ), Wz O e g m . BT AN
Fmiz%ﬁzlsixﬁ IR A S REAR 2 v i 7 B Aoy R A K%%TMT%EEL%E
TH AL B SR T 2 s X A
a) HAKJER AN 48 NFEFFIH Name.
Bihn, B4 4k outside.

b) & Enabled & A

c) ¥ Mode & % None.

d) MZRERXiH (Security Zone) FHFI R P EFE—ANIAWAMB 2 Xk, 8 it #iiE (New) i
I—N 22 A X 8

i, hn—A~4 4 outside_zone [¥)[X 3
e) iy IPv4 F1/8k |Pv6 LI .
* IPv4 - %#%{EFH DHCP (Use DHCP), RJGICHE LL Nk 4.

« {#F DHCP FREXEXIA R H (Obtain default route using DHCP) - )\ DHCP K45 %5 3k B2k
N
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Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - A IR ABNACE L B 3hBLE (Autoconfiguration) & ikAE.

f) H#E (OK).
TS R

fic 2 DHCP PR 5538
WA v Al ] DHCP M\ BB AL SR TP Mk, 375 )5 H DHCP A4 45
UK
$IE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HgwmeE ( £ .

$I® 2 %+ DHCP > DHCP BR %528 (DHCP Server).
P 3 (RS AR (Server) TUII b AU N (Add), ARJEHCE LR ED:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R FIRPIERH .

* Hifibith (Address Pool) - DHCP JIR 45 284 ) TP Huhil (976l (OB ) o TP bk [
MG E B FAIE M 7R E, HABEIRREEIT A 511 1P Huht.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 1%+ 11 I 3 il DHCP /IR 45 2% -

FIE4 HHRE (OK).
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FES MR

NINERIA RS HH

BRI H I 45 1) ] AR U5 i (1) B3 B8 . Wi AEf DHCP FIEANSREE T, A IR 15 2% )
RECLAWCE T BN o W SR THEFUR N b, WD R R P AT . a2k 1§ DHCP IR 4545
MIERINE 1, Ho¥ BoR7E i & (Devices) > i &R (Device Management) > B (Routing) > B# 7S B
i (Static Route) T _F 1 1Pv4 B (1Pv4 Routes) 1k | Pv6 #H (IPv6 Routes) £ .

UK

FIE1 LRI (Devices) > % Z &R (Device Management), SR sili & (4meE ( #) .
$1B 2 EFEE (Route) > B375 85 H (Static Route), i iRNEEH (Add Route), 4R J5 5 & LA T I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| 4 Search | = any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

28 (Intrusion) - MU ZLAS I AR G2, 23l 1PV 51 1 PV6 HLiddicsl
* #0 (Interface) - EFEH N M W H LM

* Available Network - 4y IPv4 BRI\ 1% any-ipv4, & IPv6 BRINEK ik +¢ any-ipv6, 2R )5 i
Add ¥ H % & Selected Network 414 .

* X (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE Ay UK b R —ANER AU 199 58 6 1
%o BT AR 1P Mook Bl ) 28/ =L % .
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* $5#F (Metric) - AN F H RIS R S 5. AREE RN 1 3 255; BRIAEN 1.

FE3 ALE (0OK).

Bic & NAT

e R B S N A A i A

Deploy ,, System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

RAHRTF

HIR ) NAT FU 20 N 8 Hb b 3 46 S AR08 11 TP bkl B (3 110 328 NAT FUFR A4 11355 11 bl
A (PAT).

B2

LI LR E (Devices) > NAT, A5 A i #ikE% (New Policy) > EifiBA#E NAT (Threat Defense NAT).
WIR2 N4, IR RIS 4, SRS it Save.
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New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,

1/ coo i
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).
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PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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okl

HERE

RZ Be

$TIE4

R

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LR (Add).
FEUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
[ 11: 588

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk
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werz ]
B 12: £EBERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 13: 5 REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (]  1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

& 14: BB IR

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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i3 o] B B B {E1 0 FXOS CLI

Sl LU b B I CLL B 5 B4 O S BB T M HE B . B0 1) CLI, n] DM A B4 0
SSH, WA LIM FXOS CLI i#E#:.

g2

PR GENT 1D L SSH RS b oy P 7 1P k.

FERREIE R VAN, S SR P TP Mk o A admin 19K ™ RIAT A 48280 JU0 1) B0 1R85 B0 68 S B
s A o

WUR RGNS, A LUE I gndE DUAR T BEAS wP 038 B 45 R B s 1
HIB2 (I 2) M FXOS CLI, i 41 & 80K Telnet 52 LUZE B2 BIMIER CLIL

a)

b)

HERER] AR,
connect module slot_number {console| telnet}
{8 H] Telnet EFEME e T, B AT LARII A BEERTIT & 2 AN 431, I FoOGE b B .

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ERER) BB E S
connect ftd name
R ZA N R, WLZie e B A FR. EAELH A, HIAN T AR 2.

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
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Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) A\ exit fi N R H 4 iR B F] FXOS #ith CLI.
IR XF 6.3 ZRIMIRRA, FiA Ctrl-a, do

d) R[Fl FXOS CLIfKE B %2,
EREEH A
1 fA~
KR H & Telnet N o
2. FLEH Telnet N, 1E%HIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

Gt
PAR /s 1 1 22 2 Wb LR i 0, SR%)5 IR B3] FXOS CLI A BES %)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#

| 1/ coo i
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