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---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access 1is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com
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Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
[...]

firepower-chassis#
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.
S
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https://chassis mgmt_ip_address

* chassis mgmt_ip_address - F5 TR T LA TC 9 ) N PR LAR 5 B0 117 TP kB3 HL 4 o
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S5H
Set Time Source
SNMP

HTTPS Set Time Manually

o Date: 03/07/2019 9 (mm/dd/yyyy)
Syslog Time: 12 ~ |32 ~ | |PM ~  (hh:mm)
DNS
FIPS and Common Criteria Get System Time
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MAC Paol NTP Server Authentication: Enable
Resource Profiles
@ Ak
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Add NTP Server
NTP Server *
Authentication Key

Authentication Value
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Add
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Overview Interfaces Logical Devices Security Modules JgEL{:Id] Settingsl

= NTP
S5H
SNMP
HTTPS
AAS
Syslog
DNS
FIPS and Commaon Criteria
Access List
MAC Pool
Resource Profiles

Chassis URL

PR 8 miliRTF (Save).

[ Firepower 9300 HlFE XA T B

Time Synchronization m

Current Time

Device Date:

Device Time:

NTP Status:

| Save | | Cancel

1:32:05 PM

03/07/2019

America/Belize
America/Blanc-Sablon
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago
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wmexos Ar ]

pE s IR RGN MBSO 10 7381, RGELREIER, Wn, B EHIOF R IURE PSS

hn FX0S B~

S HUAEE TS 1 FXOS CLI B N+t /= .

UK

FIB1 MKIRIEHE System > User Management
P2 pUhAAR.
T3 LUHRMAR (Add User), n[TIFRMA A (Add User) XHEAE.

User Management

Configuration

Licensing

System RIH

Updates

Add User

User Name *
First Mame

Last Name

Email

Phone Mumber
Password

Confirm Password
Account Status

User Role

Account Expires

Expiry Date:

admin2

John

Crichton

admin2@example.com

SR AT MLIE R, 315 T 7B

+ 000000000

O Active

Operations
AAA

Inactive

All the user roles have read only role by default

5 (mmy/dd/yyyy)

Add Cancel
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If HLUE A RO IERE . B BCAFK A @, A D s A e AR MR ok, &
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o S - 0 RGACE AT HEUi ), HERUE S R GRS
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AT DU R 230 H IR H

FES rllnim.

kk
L]

AL & 1%

BAIAEO T, PR DA TAAARE . AEFXOSH, BErl LU A0, SmLLURMIERE . 781 VLAN
TFROMg RO EME . BERHE O, WIYE FXOS U 7 =08 e, JEE R b LLZ
A E.

WL 4y O T, TE S FXOS fid B e o
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woxn i

obF

PiN

= =

=0
RRAME O B F 2

o Bl - I ROAEE . AREAEE RIS LIRS O, OB e i 1 AR S oAb
BBl s . M AEER O B E, Pra i eaie MR 0 IRMBUE, JFHES RN
EIRBIRARTE 5y AN B

o B I - TR o AR S SRR e B 1, n] AN AN IR A A S
CAC R 77 - A - B vt > SR RS20 S A A o A g 3 e 1 1 By A
SBEAR . LR VAT RE 2 M T LR 2 Se il A e . sl AR SR - AR 4L
SN (R fR D IR, Bshik i, e sl s U1 e ik o

o B - TR BN IR S X O] DLl A e AN e S, AT IR AR AL
WA B OISR 1 I D A A B RS . R RN R I
Bl MUHR G AN HURVE BRGS  fnT LAR S Mt 422 118 AR B, (LA 250K o Bl 1 0 il 4 38
roieg, BMEEANTS A A s BUE A %80

N

AR RO N R EOE R TR S, BIICR A B N e1/1 SECh
el/2 2 3 BULHR B2 FH A 3 LN HDB A B 1

o JHE - AR BU B f-using- 5 B0 Bea (AT B 1 BT 11, A 2L DT 48
CLI LR & 1P Mk ASLAR 2K, B, fn] LUK BRI IS B (BT 28 353D v 0 H
Ko FARVEMER, WSH CFEALEESRM) « FHROTUH - PRZ RS,
PG RIS SEALs A4 B ool 1 st 1 5 30 2 I i S A A e sl s . WR A e o
Mo B R O, WIETRAR ] g AR O

N

AR RSB, SR BRI . RN A S
e, WURE U4 LR A T4 B B R PAPIRAS

Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5

o ST - VESEREIZ AR W & AR T RE S . BROIANIE DU T, RS 1I0IE 48 & A Zh 4R
Pk . “AERE” JOMNAE EtherChannel 3 10 B2 30 # . 0 T2 904 RE, TR &2 IH)
JLEARRERINE . T LUK VLAN 142 118 I 2454 EtherChannel, DU MR L
PR BIRE RS o W ) EANEREE LRI T 0, WA RER 28 L T AR HAERE . Wi
FHE FII CDO AN AERE

FEFRE IR Y2 1, AL 0GB B 2D AN (st #20.
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BeEIERO

Ty Lo g U8 AR I 11, JF VOB B FO AN . S S0, 20 FXOS
LRy SR e, REN R BLZEE T R e

FHia Z |l

ANRE BAUE 2 L 48 2 EtherChannel B% 52 (F2 1o 45 706542 18 N 3] EtherChannel 2 17 4 FLHC

HIE1 Al Interfaces.
B 45 O 01 0B s 2400 © 2 iR L B R ], 7 R PRt Oz iy 3.

T2 U EGEIE T RE (4D LETITHREE DN IRAE.
SR kB R RIEE.
SRR A EPR IR MR, BURHE. Bl Firepower H14

Edit Interface - Ethernetl/1 2 |
s Ethernet1/1 Enable
Type: data »
Admin Speed: data
mgmt

Auto Negotiation: .
firepower-eventing
Admin Duplex: data-sharing

OK Cancel

R A B L = R Vi AT — SE PR AOCTEANE R, 152 FXOS BCE R
X} Firepower i}, 152 W (Firepower HEIH.LECEIEF)
SIES (W) BEFEEONRE.
L6 (iR wWRENEOZEEHmE, AR RIER.

ST () EEEOWI.
LIRS LRE.

77 EtherChannel Cim[iEiE)
EtherChannel (12F34 3 FUIE) BT LA 4 16 i/ BRI RO ABE L1, JF AT

AR RN EE RN TR . A TR DLJE RI-45 5L SFP; 1] LIRS A AR CHRZ5F1640)
(] SFP. AR I AE R A f e I s B e B N (BRI G 5 & (B IGB AT10GB 211D
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510 Etherchannel (ix0iEiE) ]

\)

R HUA G4 EtherChannel i, EtherChannel 4t THERIRA G T8 LACP Bix0) sic@ikEs O
FTHIF LACP #:0) , HEPKIELAMLIZE RS, BRI e S Em A .

UK

£ fidi Interfaces.

BT 42 O G T30 s 2 i e e M K BV R I, AE R Rt D edke e M 313 .

SW2 Al > HOBE.

Add Port Channel 7X
Port Channel ID: |2 Enable

| Type: Data v
Admin Speed: 10gbps ~

| Mode: Active w

I Admin Duplex: Full Duplex ~

Auto Negotiation: () Yes @ No

Available Interface Member ID

| s Search [Z3 Ethernet2/1 @

[E3 Ethernet1/s [Z3 Ethernet2/2 |
Ethernet2/1 [Z3 Ethernet2/5 il
Ethermet2/2
Ethermet2/5

- Add Interface
[E3] Ethernet2/7

|___| Ethernet2/8

T3 AT 1R 47 28 )im O i8iE 1D
L®4 EhRARIEHE.
SIS EPHEORA.

© HiE
© BRAE - QUN TR L
- B

* Firepower =44 - (WA T @B
* Cluster - {WH T4EH#.
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iR A7 P B JL R LN AT — LB AT OCTR4E(E R, 1204 FXOS ICE R

X Firepower Zi, 1520 (Firepower & HULACE IR ) ©
RPN BEE B D1 L B ERIRE
ST RO B IR = 1, e LACP i I HERER: £ A oRE.
T AR S e s = e 1, BEIR 2 IR, BRAFIS TR L R IR i /> LACP Jits, &0
IYAS ] 2 B
MR F R I EEN T .

FOR AN D IR TR TE, AR RO E TIESED, R AdRmEO LG LB R R
ID %1% .

RZATLLRIN 16 M

g TIRATISIMZ AR O AEFAT Crl A RN i Prfi i 0 B MR DVEE, ik
PO A O, RS, {ERetE Shift SRR, SR b S A
Ho

TS R R O, SRR 1D Sk A e MR W)
M E .

AR EZL 5700 VLAN Fiz

TR

Rt 2 T LUK 500 712 FER RN . DCRSSEPISCR M ARTEAE R, IS EHE
BN RS A, 28 3 0.

X2 SRR, RAER TR DB 1 AR O B R .

RO K VLAN ID #b 2 HAME—1E, I HAERZRSEFIN, VLAN ID 76 O fio e 1 bt
EAMW—, HERSH VLANID 7R AR AL, @utn] DUE S iz O L FE e
file SR, BRAEAEAS T3 D AR ID, X283 DR vk AR

RGBT AAE R s I8 1o A AT FH FXOS 14 115 W PR 445 B, 12 FXOS
BB 7 o

UK

i Interfaces.
FRE 0O T T o 400 O 2238 8 D B R R B, E R R R C 23 5% .

R 2 SdnRAnEr > FHEEOFRRIFE O,

SR LRI SEE.
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| Add Subinterface 7% |
Type: Data b
Interface: Data
Data-sharing
Subinterface ID: 100
VLAN ID: 100
oK Cancel
* BUE

c HIEHE
o SR - W M EAER ORI A O, WIERR bR O T ARAERE.
TR B L 0 R T AR I 2R, i, fas ] DL B S A B RV BLH 12
1,
B e = B VA — SEBR s A ORI B, 15 S FXOS BCE TR
4 NNy ERREIED.
A RO IN RS 1T O 0 I S8R A B . W RGO A D Hof e, B
BRI A O, sl LS I F .
HEEG Wy AN—MT 1 F 4294967295 2 (Al f1FHO ID.

I ID B N3 4242 1 ID, 154 interface id.subinterface id. #iltur, 4 %A% 18 NS ID 4 100
IR 1/1, WFE 0D DKM 1/1.100. /& T LU T 548 H (104 05 1D f1 VLAN
ID W & NAHUCHD, {HPE LR,

HIE6 BE AT 1 F 4095 2 Al VLANID .
$1BT LE (OK).

JEIT A A A/ R .

AR ARG LR RIS

BERE AR ane] _EAL ST FXOS FIN FHFEFPmefg, DLl 7H25% FXOS Wifg . an G iist 2 it
AEFTI A, 7] e 75 5 EAR B G
FaZ B

« FE FXOS A MI5E, TR FXOS. ASA Fl g Bif MRAS 2 8] (1 254

o BRORIE S FAR G AE AT AL BT . BRI Firepower 9300 1) FXOS FINY 2 7 844,
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L IRAE HTTPS il Ia] AL 2, BT RERR 2AE FXOS CLI E S sStZfond i o Zaxf i
60 73t (e RAED 5 R EALMIAAEOR, ATRER 2 60 23 BRIGIN R . ZEAE I 4axS HE I,

ILE

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer

UK

PR BEBHAR U, AT FXOS A,
LTV Interfaces  Logical Devices Security Modules Platform Settings

firepower-9300 10.89.5.14

Model: Cisco Firepower 9300 Security Appliance AC Version: 2.6(1.131)

AT DUAE N — R A A HURT b ] A ) N R e e fge
FIR2 KL RS (System) > BT (Updates).
A FEE# UL 1 s FXOS - 6 HHl 250 i GR N W% 41 35
P33 Al LR DU T _EARRRE X HE
PB4 SR (Browse), AR RERARE LA IS
WS pih bfE. FTEMUGKs HAEBINAE .
ARG R HE S R AN HERESS, R B AL SE RN 2 WO BTN TR HE o
WIE6 LTI FXOS Wefh:

a) R ETHEF K FXOS SF &Mt B T bs (B .
b) iR LN Bk S 2k

HUR 2 FOB A THOREIE ) 5 22 20 21 30 735
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2 TERATH 6.3 BT A RRCA IR P 1
TG B S S AT
0 (Interfaces) > AN (All Interfaces) > #1% (Add New) R34 > F4E0
(Subinterface)
PTG TR A T 0 S BT
W& > REEHE > HiE Kir> &0
@;ﬁ%%%mﬁ%%ZAl TR AR TEA B 1, T AR 2 A S 2 S
=

ph s LERAGT 6.3 m T v R AS 14 Jal 75 A8 o
BTSSR
#0O>raEd > L8

SCRPORAT AR 0 cdhs

Etherchannel

24.1

IRAE AT LUK R £ HL =2 Btherchannel % &0 “ 3”7 LACP BixUak “fREE” Bixl,
HAth27 Etherchannel ¥ 374 “FH” B,

B G R S LI
#0O > TEEO > HiBin O 8iE > EK

SCRE BB NEBCEE | 2.1 BAE T DA B AR A BCAE ) EtherChannel..
H1 1) Etherchannel
BB SR AR | 2.0.1 | AR AE BB A Y PR Y IR O S P IR S AR TR, UM B R 43 ) FXOS HLAE

BEERIRE AL

RIBWIEN R S0y . BEEORSEBRERAE, GWNBEER— AN O WIrR, P B 3)
5 P N B2 IR AR5 AN

P MU fr 4. show fault |grep link-down, show inter face detail

JEUY BT SCRF RS
A7 WY £ AT
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TR GEA T 1 DR A T PR IR AR AE 3 O Z RSN AERR AR B A P By, ol
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