{8 g & & IE 25 80 & B By i

AEXIREHG?

AREEAGR AT FEAE FEAS B A ST S B  HE AR  A% . B EE T AN, S
{Cisco Secure Firewall %45 & FHESHLEIERE ) -

TG PR T DABC BN X 48 d i AR IO FEAR T RE o B i B B dE — & 5L & 824 1 Y 2511 152
b, FEXFRRIZE R, TETAE R R 2 WS AR R SV S A FRAS WA IR T N 4%
G G B R % BB U A SRR R TR, WSO AR B L
PR FAULEE A BA - Firepower 4100 ANER 5 E A IEEN NG5 E . Aid, ] LIER & R EHAN NG
PMERE, BlanHFH P 4. EXP T, B AEPITHCEEH SNMP I T e F RIE & .

o U F|EG AT, 1T

o NUARE IS WS g B i 8 %, 55 2 0L

C BORWAAEHE, He

s BCEVFAT, 256 0L

o fUE A ARG, 55 13 0L

o Ui i) @B CLL, 26 25 10

s Joeb IR, H27 10

o B2 BB A U B AR ) Sl %, 56 28 T

TSI LU MES5 LAAENURG _E A5 ARG A B B
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Chassis @Add the threat
Manager defense
logical device
Device 2 JLog into the S5 ) Register the 6 ) Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
for the threat
Mandosn defense
TE=08) $iE
OO WU R WU B VS IEI D S AR 4% . 55 2 T,
W,
o | BLEE LA BRI AR, 6 T,

(= | Cisco Commerce BCEVFRT , 55 6 0. JESKED)REVFATIE.
/| Workspace

()| HRERAFE R | RCEVERT, 56 UL O WA ELAY AERUIF NI

Nati

5 | B A BCEVERT, 556 Ul R REVE AT IR S i M i A e B, IR A H Zh g
VFHTIE.

6 | B A Mo B REA L A5, 5 13 UL

HASSTRE. RN EIB R

Al LA Firepower 4100 ¥ Jg BBl 61 558 0 A HB S . ANSCRER AR 541
HEnE el S, 1520 (Cisco Secure Firewall %455 BLASHLEIRFT) -
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FHia Z |l

 BOES BB RO B s WS RO E R . R R TR, MR
F 5 U AU B B DU Bl 1 OF FAiZdn D /e QIESTR TR B MGMT) AN
[l

s BRI A/ DBCE AN .
s WEELLME R
o PEBEK I ID
o EELEE T TP kbR 2 HE R
G TP Mkl
* DNS Iz g5 IP bk
© JBUBITAE R4 R 4

UK

TR L P E BT, R
P2 gl > Wik, HFREUTSH

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b
QK Cancel

a) PR ERR.
SEAA BR LR 7 B0 5 | 3 O B PR B BN O 5 e AN AR N HTIC L P A8 10 e 46 44 Bk

b) X T#EHR, %1k Cisco Firepower BLBMBATED .
c) ILPFRRIGRRA .
d) GEPFILBIZEARL. Kith,

WA PR AN SRR A8 52451
e) MiiHBRE (OK),
B WoR A - WA R 1.

SIB 3 JEFEEER O (Data Ports) X1k, SR 5 A B AL & & ANz 1.
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Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7

Port-channel3

Ethernet1/8 || }I
Enemetz/1 ||
FTD - 6.5.0.1159
Port-channal3 Click to configure
Enemetzr2 ||

AT AR BCSE AT £E3Z O (Interfaces) TUIAT LA FH G #2 10 R o I8 75 24 W a8 i BEES HP et ARG &
IXUEFET, RS BCE TP Huhik,

7 L W e RN R g L
RAHG W UEAE, T AR IR HE R AL E WG 5 SR W R . X B A T 4h 2 B K
WS o N T SCBIERIEAT, M) nT LASE SO Y CLI B & K 25U

$IE5 {F—g{5 8 (General Information) Tl I, 58 FHIERAE:

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Interface Information

Management Interface: Ethernetl/4 7
Management

Address Type: 1Pv4 only st
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) WHFEEEREO.
B T8 B ARG o I ST T AR B S 1

b) MEFREHLE LI UEZERL. (R IPv4, {X IPV6 I IPv4 F IPV6.
o) MLEEEIPIbIL.

B ERgEEEENE M
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HAEEREE:

T T g E— 1P bk
d) A MR EATEKE .
e) I AL M K.
PER6 MIRBILEIR L, 58NS #EAE:

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) {ERFASEHIEIERER My, 1%F LOCALLY_MANAGED.

smaprmzEss ]

AHSEAIE SCRF B L PN B . IR RS B A w5 U B, ARSI TR RS

B, JFEBPIGHR & .

b) HINIES IR IEA g R .

o) BEAIEERA S H BN

d) HANIE S kRyIRIEA T DNS BRE2E.

e) HNEMBIETEEREENZ .

) O PR B 51 P AT CLL Vi I 2588
W1 EBUETR b, B ESZ w4 P VR (EULA).
$E8 SE (OK) X HIALE N EHE .

PR L RTF (Save).

HURFTE R R 3R AT RA, IR 51 3R P C B B 1] e A S 28 I SR B 28 i B %
fr12481% % (Logical Devices) Wi, EFFZHBA MRS, HEHBAR VRS B LN,

T LATT A6 P G B 2 4 SRS
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System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

ML Parlax o
SRR FEESR
B SR BCAS E BILAS DO U BT A
FIRZ Al
* {f{H] Firefox. Chrome. Safari. Edge ¥ Internet Explorer [ 47 Il A< o
o HfR MU EEAS 12481 % (Logical Devices) T[] - Ja b Bl 38 % 4% HUIRTS (Status) b #E 2k
(online).

UK

P AN TR A LU URL.
* I - https://management_ip. i AREAES | SR ECE A N L 1 1P Hiudik.

IR 2 T 44 admin FIE R B A A 150 L 0 250 6 k.
$IB 3 ARG SPRTEEAZ 90 RV VF AT IE,

e & 1F 7]
RS A R RS TT, IR AT DLAR Py SRS BR VAT IE I

FEMHLAGIN, R ReP P Has S U LR A BEARIH A BRAR 2 I R S AU IDAE . eI ML 70
P AR I 14 R AU

R BRI VEIEE , 1515 1) cisco.com/go/licensingguide
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Bentihi VERIUES HEN A EAEN o B REVF Il A SRR ] TR I SR 7= i D g . I A8 1) Y RE
ERLESEAT TN, BRTSZEN R IV RTIE,  FAE USSR IE . XA RS RE S 7B AN A ] 2
E, JFRES i TR A L e IE o WS [ LR VFATIE:

* | PSHp-2 4 A~ —4X IPS
o TEEIY BHE-E R B
* URL - URL if &

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only

FiaZ |l
o AT BREA S BEAS K S .
WERBEEAM 7, 35 S B DA BRI o R R R BESS, n DU AR A —
N EMK

o ST BRIV R P 2T SR N 25 (3DES/AES) VPl TEMEER, A REAE St ThEE (CAf
SRR SR HD .

UK

SRR AR REVE TR AL P KR T RTIE

A DR B2 8 R S BL S A I, S VE AT IE Y 1% OV B I R Be AV T EK e (HZ,
G AT NNV RE, DU Af B Cisco Commerce Workspace I (1) Find Products and Solutions
HWRTBL MR TVFATILE PID:

LFRHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

IR WA PID, 0] LLFFK PID ¥s N 23T #d .
* IPS. SEEAAF PIREAT URL ViR b4
* L-FPR4112T-TMC=
* L-FPR4115T-TMC=
* L-FPR4125T-TMC=

* L-FPR4145T-TMC=
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

B ==4v

T2 £

a)

b)

ERgEEEENERMEH |

LR L& PID 22—V NI o, ) DU BUR PID 2 5% W 0 5 J3T 11«

* L-FPR4112T-TMC-1Y
* L-FPR4112T-TMC-3Y
* L-FPR4112T-TMC-5Y
* L-FPR4115T-TMC-1Y
* L-FPR4115T-TMC-3Y
* L-FPR4115T-TMC-5Y
* L-FPR4125T-TMC-1Y
* L-FPR4125T-TMC-3Y
* L-FPR4125T-TMC-5Y
* L-FPR4145T-TMC-1Y
* L-FPR4145T-TMC-3Y

* L-FPR4145T-TMC-5Y

* Cisco Secure % /' Uii-15 2 1 R4 % P i 1] TR 7

FREPATAE BLES T, O BRGS0 1 PR R UL P 35 SR F SR 4 R

mili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

1F General &1 |, & New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

B ERgEEEENE M


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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c) 1t CreateRegistration Token X[ ifFHEH, A LLF#&E, #R)5 it Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @@

Create Token Cancel

* Description
* Expire After - JUBHEUGZIN R4 30 K.
 FEEA S EEME M 21 S HIEFI BTN EE (Allow export-controlled functionaility on
the products registered with this token — 75 I 75 (1) 5 5¢/10 X o VAT 28 035 (1 15 00 F
M-S HARIERRE . WA R D68, W27 RIE Pz I, an R i e ohse, i
i LAY ot A B O MR A I R A et . W AR BRI, R Rk AN
SCRFH PRI g

RYK A WS I B gt

d) i WA DU 7 Sk AR AT LASTJT Token XS IEAE, AT UM HFRE&- i ID 52030 BT I B . 2475 20
BT, VS HE R L A T, DATEARAR S TR A
2EFLH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M\M3ZithYTIIZGGAOSDOY\k2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +

| ERgggEsnsamnyE 1
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Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 4 WAEHES T, mdR&, RS BEIFRNE M, Sl EEERE.
BB RIS eI RNE LI .
$I% 4 il Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

IRJ, 4 RER REVF RIS ARG T AE HH ) 5 R U5 4 het -

[ EREERE AR T
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

| ERgggEsnsamnyE 1
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‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTA BE AR (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ"]ﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RECIFET BEER IR, JF R R DRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

[ EREERE AR T
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Go to Cloud Services

Resync connection

Unregister Device

LB E AL EREE

LMCEIEA AN, e P RS

(1) |MeE#D, 513 5.

| P A TP, JE4% DHCP FI AR

() | HH S 22 4 bk, 35 16 WL
RN T A R A P SRS A I

(3) | BN, 56 17 T

| WA CEIK B 5 DHCP 4 BB, T AN

(a) | & NAT , 55 19 T,

FEANERBE I A H 2 11 PAT.

(o) | AVERE AR EBEEESN G . % 21 0

| v B,

()| (WiE) Wi DHCP %54 » 4 22 L.
I % AT DHCP 5.

()| > R R X AV O TR, % 23 L.
| g R VBB

(g) | BRI, 525 7.

JE S BITAE 45 O B EL TP btk o R, BSA 20 A D E AN D A RELE R SR O
HH, EORHAT T _E  oh 2R R R AN L, DR S AN A R .
LR OATREE “RREX (DMZ), AT LIRS ARRCE A A T U R BB, Bl Web IR 5545 o

LAY )30 25 %t 15 0 2 Tl L DHCP M ISP SRR AMGR 4z bt  [RIIAE 4 10 s SCER A bk .
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DL ORBIRCE T — A AT E A M Pz 11, DU —AME ] DHCP (4S8

g2

BN SRS, ST A O R
RAEBEHHED (Interfaces) TUT. B2 1152 Rl BRG], MBI 47K, MUk RLR A .

ST 2 SGEEAT A D g (@),

S8 3 HATULT B

Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.99.10.1 { 2a

g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

10.99.10.2 /

a) WHEEORAMR.
WEENAK, &2 AN/ FREFRRACH/INE . filllinsde 5t outside. U1 R ¥AT 44K,
H 2 AR O E . BRARRCE 0, AR N AT 24K

b) KR BE AERE.
W BT shE: 1, 15201 (Cisco Secure Firewall % #455 EEAR AL E 4R ) o

[ EREERE AR T


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| ERigEEmEnERmnE

maz0 ||

o HasmiE oy oa s (@),
BEEEN  LWIILE FXOS F Rz,

d)  (Afk) BEEIEAA.
—AT IR T 200 MFERF CREFEFRIZERD .
e) 1E IPvAtBHETIm b, ACEFRAS IP Hilils
f) (AfEk) AN IPv6 ek, JFRCE IPv6.
PB4 Sidisid.

HX
R
SIS S T AN B O g bR (@), IFREESE T WS R B Tk 0, i IPva Hh
Hk%EFEDHCP .

N

N

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this interface will be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

TR Qo A A TP Mk s TR OK B DHCP RIERA M, WIFREFah ik @3N d; F
[%] (Cisco Secure Firewall %755 B Al B 50 )

W
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BEORNE % £ X5

AR IR DR R 2R o R B, A A B R DL RO R A T 2. AT LUE X2
A, AH AN ER DR AL T A X

IR A 2 AR 2 8 ) LA P g DX
* inside_zone - It X S H TR oR N EB I 2%
* outside_zone - I S5k - K on fE S 3 ) 2 AN %, 45 a0 HLIBE R

UK

ST EHMR, RENHRPERRER.
H12 il inside_zone (gt ks (@),

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

diagnostic (Ethernetl/4) -
e ol o

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

W3 eEOsIR T, sl T O REREER N BN D N
TE4 LGERE, A EN.
YIRS B IXLPIRPG ML 7R N F] outside_zone 1.

[ EREERE AR T
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Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

nside (Ethermetl/2)

‘ (@) outside me‘t channell)

1 item(s) selected

Create new Subinterface

o - .

wmzings ]

INTNERIA S

BRUAES H 38 545 1) o] AN 15 ) ) B s o S RO DHCP HIEAMBEE 1, A i e 6l
RECZM R TECAR Hr o WERTEET- st WIREIRBERE AT . W RISk 3 DHCP Ak 45 #s

MER A, A

iz

ERF IR E > BRI U

TR R, We AR P I

N R SR TN Foi-d: D

P2 piili T GRIMESERA.
SR 3 A EEA R h R
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Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor v

a) FIANBWR, Hilw, BIAME.
b) Aiili IPv4 5 1Pv6 HLik 44 .
THE A IPv4 FI IPv6 G173 PR i BRI % i .
c) MM, ARG B FTR L LK N ¢ TP Hihk s i b EHLA S .

[ EREERE AR T
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Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) EFEMOCHEEDO, FlasMER.
e) miiMg * bR, b IPv4 BRI tHiE ¥ any-ipv4, iy TPv6 ERIAEE thik ¥ any-ipv6.
$IE4 SHE.

Bc & NAT

SRR NAT 2085 A S ik 5 el AR 11 TP ik b (i 1o 328 NAT B IUIFR by % 11 5 11 sl
el (PAT). TEANRENGHZ T PAT HT- IPv6.

UK

P RULERE, 5 sl NAT.

HIR2 il T OEIE NAT 0.
IR 3 e E FE AL I -
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Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trans e e or destination are: f
packet. These
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipvd v Any ~ Interface v Any b

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) WHEIRE,
b) EFEIEMN AT > B3 NAT,
c) IEFREAE > TS,
S A Fo'E DL B ek i
a) XMTREEIEE, HHREHIE % E TR ipvd.

SR U e R A AT 42 1 A P TP it B RO BRI T st i, ] ARG PR S8 (R4 D,
JoN IR E IR E TP Hudik.

b) X TEREREIEE, TR BARE O R E SN
BRAEOLT, $e0 1P Huhl T4 s it -

FE]S (L) il BIRESR DL AE MUK E S R

[ EREERE AR T



| ERigEEmEnERmnE

sirmEmnmezsns ]
$IE6 LE.

SV E MR BRI 2 SR

NN oI NP 55 o P ol 1 S W = R ey b 42 L R DR 2 e 0 N R R P

UK

PR EFEREE > i)l
T2 gl oaeZmEmn.
FIR 3 HE AL i .

Add Access Rule X

Order Title o Action
1 v inside_to_outside B Allow

5 - Li} Li] . i} r . .
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones e + Metworks + Ports + Zones o + Networks + Forts/Protocols +
B inside_zone AR A a outside_zone AR Al

Show Diagram e

SOURCE DESTINATION

Users m Applications m
Networks m > . O @ O . > URLs m

Geolocations ZONES 1 ALLOW ZONES 1 Networks m
Geolocations m

Por: —
il V.. EH. E‘» Ports/Protocols ()

a) WHEFRE,
b) XFTR, W XA F bR, RS IR IX
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o) XTBHR, WA XE TR, REEEINTIX .
d) (k) Ak RRERCAE MNP EN R R,
e) MHARE.

(AJi) ECE DHCP AR 5528

U R A E ] DHCP M BB A AL Sk B 1P Hhhik, 175 3 F] DHCP Jk454% .
pUE ]
S g E, R A RYEE > DHCP IR 225 .

-
w
H1g2 il * olifliE DHCP RS 88.
$IB3 il RS B

Add Server

Enabled DHCP Server ()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) fiiiBE DHCP RS b, Mt isncamis (@D).
b) EFEAEIL R ] DHCP R45#5 3% 0.

e B A TP kb, R 1 Fi24T DHCP R4S 4%, WIANAESH ] DHCP 3RE4% o
c) At

2 IP HuhEE H 20 prd e VS 3 A — 3L, IF HANRE GRS AR S0 1P Hudiky Rk Mk el
T bl

d)y midismd.
$E4 (k) SEEDNE AR EN SRR E

[ EREERE AR T
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Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address
Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP H 3 & fif DHCP Ali45 #%fit ) DHCP %% /7 b2 M2 AT T 45 52 % 11 _L[¥) DHCP % /7 5 3k 15
DNS JR45#8 . 32 A WINS R45-28(5 8. BH, WRE L/ DHCP $puhil, W H H3hid
B, A DLk R L DHCP SRECEHbhE T e . RSy BaACE, T AF8he Ui
AR 326 301

a) MiEAEMEEN, sy nn ks @),

b) 7t From Interface (\$H1) THrsg s, GhHA 8% ) i gk Ak IR 45 48 BB IR 1

o) WHKRFEHAINRCE, W REESAM— N HBE RS, EE AR,
XL B % BI24T DHCP RS54 BT A $2 11 %) DHCP % F by -

d) SEHRE.

(AliE) ECEEEMXFAFEIERERD LHITERE
R OGO N, BLEL TR ML RSN RO, DL R, AT DL AR AL
P CTRRAFSERECD) (AL RS, (BRI, WURECT HAEE R A4 L,
W5 LB B NG, {15 T S 40 A R AR L1 2 M, T AR B8
BB 1.
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(M) BEEEEMXIATEREZEO L#HITER

UEAh, BOARELL T, Rl i Bk 1 (B i s s CLL 5] SRAS B il T LR AR
Fe, 38R AAE— A AN 1 B R AL B TR, R D M OGN S A ) R
ERLAS B AERXAEOUN, UMM A S A R

FHia Z |l
ARG E R L, 55 13 TR EHdR R .

g2

TR SVEINESE L D AT B
a) Riig&, REKRELTRGERE > BRI,
b) sili#EEEO.
o) wili F OHEEREEREEO, SRR O eI

Add Management Access 2

Interface

inside ke
Protocols
3

Allowed Networks

+

5 any-ipva

< O - PR ARVEE T R R .
© - SEPERUE A HTTPS G 11 443) « SSH (i 1 22) b /&2 3.
© RIFBIM L - R UV AZAETS VT 10 RGN IPv4 BR IPv6 4% sl EHLIK 460 % . TAGE “AT
a7 ik, EEFE any-ipv4 (0.0.0.0/0) 1 any-ipv6 (::/0).
d) MiifAzE.
SIR 2 KOG B A R

a) MR &E, WEKKEGRERE > EREOEL.
b) IEFHEREFEREOENMK.

[ EREERE AR T
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Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unigue Gateways for the Management Interface.

o milifRfE, HEL, Rasl#E.

okl

fEZEBCE

R C L B A B S BIAEs AEE T, T S SN AR B B AR

UK

SN AT L A %R E B (Deploy Changes) FlFz.
PATRIEIEN, ARG A B

“HPRREITE O R I B 5 A B K [ e T O AT T B,
TR  RSRGARIC K . A AR AR, W2 B b .

S 2 WA BT AROR E  be s =, AT DL AU SLENERE (Deploy Now) Sz HIE sh 7R .
T VR WoR i 8 IEAE T . T DA 1, oS RS e . WEREAE B W R rp o % 1, 1

WAL IR AT RS IR F % H P EELE R A& DREHTIPRE, 1§ AhERER
$1i2 3% (Deployment History) Hi4 i 45 5 .

AV Y A Y AJ A /

7 18] B B B 40 CLI
ST AT b B ARIC LT BT 5 B D SO AT WS bR . 2205 1) CLL,  n] DA BEE 1 10
SSH, tnLAA FXOS CLI %%,
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UK

W GEIT 1) Wit SSH HEER: R Bl Yy i #1411 1P Huhk.

FEMRE AR B A I, ST B B B TP kit o AT admin K 7RI A6 B 25 ST 1] 60 1) 2 8 68 Sl
s A o

WEREAC Y, AT LI I g 4 HURE 5 AT m IR a0 48 R B LA S
P2 (LW 2) M FXOS CLIL, A & 4 8 Telnet 312 LLERE FIBLR CLI.

a)

b)

e ilire o
connect module 1 {console | telnet}
fiH Telnet SEREMAL AL T, B8 AT ARSI R 2 AN 21, I HaGE B B i p

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

puzE WA R ER IS
connect ftd name
WRAEH ZA N RG], A2 e S A FK . A A SEHIARR, TEAA T BRI

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
>

N exit {1 R P 5 3R B3] FXOS Bk CLI.
R XF 6.3 ZHiHIhAS, fi Ctrl-a, d.
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d) R[] FXOS CLIF H |45 .
ERHEEH A
1 A~

TFE & Telnet I H

FEE H Telnet NI, I

telnet>quit

N

R Telnet £1F:
BN Ctrl-],o

w11
PUR 7B 28 2o e LB, SRJ5IE M3 FXOS CLI & #5352,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#

TRGCE BB, TS S TR SR S AUERE Firepower SCRS
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
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B s=resemsnammEneias

HIRAF A EHBRMEE, ES0H GEMT Firepower ¥ £ 15 # 23 11 AR} Firepower J& i B THITC &

far) .
(ERIREEIERAIBMBEH LIcE
TIRERFR FRAR | ThEE(R 2

SRR ARSI 3| 6.5.0 | IAE, WU R EAS S A H S
Lo A B

IBIBRE > FMRE

iR T2 FX0S 2.7.1,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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