=2 Firepower BB S FMC

AEXEERAG?

AT AT ARE A ] FMC 45 BRI 50 FTD BB . S8 T IR sl A, 152 5 FMC
BCE AR -

ERT ML (PR E T, 22 WA WIEM B L, IR D T o8, JF M oi g
FMCHR T, JE&A M Web AL (8 b U B &, T DUR HOoRPA TR . 8. A
AT

AL BN % B . BRI R RE 2 R g (I FMC) 1M 4%, #mT LU 4R
%) Firepower % 75 & H#L 4% (FDM). {i ] FDM JtT- Web [115 £ 1B [0 5 1 lC 8 /N Y 28350 28
(PIFEAIR AT fE -

a4

P FAYT EE 7 A - Firepower 4100 AN ZLRELEFIEEN NS5 B ik, &0 DIERE HEHAN AN S
EE, Pl TP % EXPEAN, B A EPATHCE A SNMP I 1 e F 2 I E

* KT Firepower BUFi 115 FMC , 552 1t

s LETFIRZ T, B2 0L

o ui BEALT , 582 0

* Firepower HLAHE HL45: ¥NI1 Firepower [P0 i@ #1524 , 25 4 01
* %33 Firepower & L0y , 25 8 1L

* BRI Firepower & FLHUO VR RTIE , 25 9 1T

* [1] Firepower & # A0 v E M Firepower JEUWMSHAE , 25 11 0T
o BoEILA A, 5 13 0

* Ui Firepower B JBY5fH CLI, 5 23 TT

s JREPER, 25T

* FTD 5 FMC R AP sl » 28 25 T
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R Firepower BB 5 FMC |
B Firepower miBbBS#EIS FMC

T Firepower BB A1l 5 FMC
FTD $2E5F R AR KIS, IR K. Bl RN RBIf RS (NGIPS). N R]
MAPES a1k (AVC). URL 1338, LRGS0 AR (AMP).

AT LU Firepower & B0 (FMC) &3 FTD, XA — MBS R4S S, T Hp
g5 b

FTD [ B4y FTD 2544 1057 84 1 LY FMC 35 2 alfs
SRR TR HERS, ST LU A B2 O B SSH U in] FTD CLI, 7] LAM FXOS CLI i3] FTD.

A ) S Y 28
EFFIE Z Fi
BRI PAT FMCIOVILATC & . 155 W FMCA I 1468/ .
A

R Firepower WM FMC HAT A ERIAE B 1P Hihl: 192.168.45.45. AH wa B S 10 W) U v 5 40 )
¥ I BB E A 1P Mk

BRI

THZ LA MES AEN A L& AL FTD.
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EBZE Firepower BB 5 FMC

Firepower
Chassis
Manager

Firepower
Management
Center

Cisco
Commerce
Workspace

Smart
Software
Manager

7 .
\1 JAdd an FTD
logical device

!

2 Login to the
FMC

!

./’- : \
'-\_:_5_/-' Buy feature
licenses

!

—
'\A_O Generate a
license token

HO
‘_T4|.
H

i 8 3

=l
El

5 Register the 6 Register the 7 Configure a

FMC with the FTD with the basic security
Smart —» FMC —p policy
Licensing

Server

A

for the FMC
T1E=IE 62

.-"-I | Firepower HLAR 2
— %ﬁ

Firepower WA BL4S: VSN Firepower @05 fHII2 4 2%, 25 4 Ui,

FMC

M

ok 3 Firepower BBy, 2 8 T,

(3)| R % AR

IRHX Firepower B HIHUOMIVFATUE , 25 9 Ul: WL DIREVFATIE

()| B

FREX Firepower B # UL VR ATIE , 559 U1: 2 FMC A2 i ik 4-hit

\/
5 |FMC FRIN Firepower B #LAUOMVF AT UE , 26 9 L [a) % BEI4F AT UL IR 55 283 1
FMC.
6 |FMC i) Firepower &5 #H0 3V E M Firepower JEUMBHAE , 25 11 UL,
2| FMC WO B AL A SR, 5 13 BT
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0 Firepower BAHEE15 FMC |
B Firepower t15%525. M Firepower BLANFHABER &

Firepower #l#8 &=122%: 70 Firepower B BF{EIZH 1% &

AT LU Firepower 4100:KF FTD #5329 A S s 4 S o S5 mT LU RS 22 e 5 | B 22 4 5 | B B 28
LRI, HRBERE —DAPEH . A7 RIS M KA SIS P25 v 0
REFFSE]: 2R BAS L o

BN e el S e B AE, TES I FMCIC & 51 .
& n] LR R e i I AR R R, BN R S SRR E

FHia Z |l

* BCE S FTD— & A A B s S RIC B 1 . PR LRI TR, BB D
5 I MRS BEROBUAR 7 Bl 1 O HL iz 73 QB IR (9 T s o MGMT) ANl

ik AR/ DECE N R .

o XTAEASEB, A R AR AL e D IR BB B SO, IR EIRE > BRREEXH
MY | L L

o XA, f”%*ﬁ@z%@%ﬁf@ﬂzw, I REF L E PR 2 T8, DURIERE AL H
AIERKAE . GRS RUILERAE, R A P % . PR 258, R pdiEn
VG (@) .

s WAL E R
WAL ID
o EELRE T TP Huhk A 45 HE AL
« WK IP Mkl
* FMCH#EFE 1P HutikF1/a8 NAT 1D
* DNS flleg5 4% IP Huhit

g2

S 1 {F Firepower NI EELZS P, HEPHBEIZE
L2 SR> Mg, HREU NS
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| %2 Firepower EifNEHHIS FMC
Firepower H/L 75 & 3228: /N Firepower ELRN BB EIE & .

Add Standalone L
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) ReftiREAR.
SEAABR UG & B 5 | 1 MO B BB BN O s AN AE N HTC L P 8 1 e 44 Pk

b) X T#E4R (Template), i EFBEl Firepower EAfBH1H (Cisco Firepower Threat Defense).
c) EPRRIGRRA
d) IEPESRBIAEB. FEFEAH,

ARl SIS 2 AR 5 VR R T AT 508 (CPU RAM FREREZS ], DRIAN ] 22— A b i
o s SBI T HR ) 2 AEE 5 | BB, DRI AT DL 22k 22 A 3l Sl

¢) MifhE.

Fraess BoRNC - WA B R (Provisioning - device name) i 11 .

SR 3 EITEIRIR O X, AR5 milh E A B & IR M

Overview Interfaces QCLIGEINVENTEER Security Modules Platform Settings System Tools Helg
Provisioning - FTD_Instance2 iy
| Cisco Firep Threat D | 6.4.0.42 o
Data Ports -
Ethernet1/2 <
- Ethemnet1/3

Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/2
] J =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
J
Ethernet2/3

REOCRT 23O SEHAEE B T R A B A S . RS R EAEFMC A i MG B L
M, AREBCE 1P
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. Firepower #/1

R Firepower BB 5 FMC |

FEETESE. 7N Firepower B ABA BRI &

BT ] — DN EEF LG iR 2 10 DEERIEER O BeAh, LSRN It O LR R 2 14
AP HAR LS O UL SRR () %R,

HATOESeAT DhRE Mo A DU R EIbR . @ o b1 sedie B, {0n] 8 F AT~ IR 11
WEPFo5 R D e CHRNERERIE R, TES W FMCRCESR M) o BECFSEAT A ORIt A W ri U (] 4K 2 7
BIX (s o AEPAT BRI A AR I, I RE R T 4R AR . WRER ]I Z e —
AMEPEGEAT R RPN E L, WS — 4B R, BA RO SRR PR BC . AN E A I R
SeATThEe, DA, TR RN

_u:qm4 o

sk B L R T IR

ARGUR B AE, T AFEIZ S AE T E BTG 5 3R B IR B AU T R4 8 B A
W D T SEBLERIEAT, W5 LU SO AT CLI BeE ok 2 B

PIS A—MIBER 00 L, FERCR AR

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

SM 1 - 22 Cores Available

Resource Profile: Default-Small -~

Interface Information

b)

<)
d)

Management Interface: Ethernet1/8 hd
Management

Address Type: IPv4 only £
IPva

Management IP: 10.83.58.239|

Network Mask: 255.255.252.0

Network Gateway: 10.83.56.1

XA, 1R C FRECE S

U AR A e AR BRI B SCPE, WISk SO g, X RT RE T KLY 5 20 BRI ) o
TR, T L AT PR AR, QRN AN R/ B BRI B SO, 5 55 A SRR O
A 1 5 KN 8

LHEERED.
B LR B ARG o IF ST T UAR A B S 1

TEFRAS PR 1 HE 2REY . (X IPv4. {X IPv6 5% IPv4 F0 IPv6.
Jic BB IR 1P Mtk

T T L g E— 1P bl

iy N 48388 (Network Mask) Sk ET234</E (Prefix Length).
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| %2 Firepower EifNEHHIS FMC

Firepower Hl7§ &858 7 Firepower gimbmziaies ]

) HAMEM X (Network Gateway) Ml .
SIR6 {Fi%E (Settings) LI+ I, 2 T HIHAE:

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

b)

<)

d)

Management type of FMC 7
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test
Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: | eess
Password:

Confirm Password:

Eventing Interface: v

ALY, RN ASRGIMERER T LT, % FMC.
AHSLGE SR FDM AF 0B B . S I8 Bt Ja, ovk U PR SR .

HiNEPFMCH) Firepower B2 IP. W AHIIE FMC IP ik, &R IbFBf =, JiHE
Firepower &2 /(> NAT ID FB A 14

X TS, EHERE RIF FTD SSH KIEEHREN: 2ald. L 5Bt FTDshell Vi)
SRR LA O S B iy i e

X T IIETH, WEREIE R, A ERN SSH 2157 i) 25 2% S48 (A PR 16 FH 2 0] LAT N % K
R WREBIERER, RAHE N FXOS CLI i ] 25 2% S8 (AR 14 A m] LT N & AR R
FATTR B BEE LUn o S5 2 TA] FRT B 25

YA TR 748 H 2 20U H B ﬂﬁi*fih%‘ID‘%ﬁiﬁm%%ﬁﬁﬁi AEH L RBEA . 2
AMEHECE, 17E FTDCLI i H] expert fiv 4>

NIE SRRy RS .
PR AR . ERR A

FE % A, FTDR A P 2% i) it i s SR e BEAE T TR] i et O N4 R T AN R 1 M
Fo SJri, BB K AN 2 R K, e A IR B Rk B K g
ANBEAN A 2 B P 9% TR A R

RGANAERTUR B 0 & By KA RS F N 5 SR s, WAk E .
HINIE S5 BR s R E K DNS BRS5 5.
B, e FMCENL4, W FTD {#] DNS.
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. % %2 Firepower T2

2
h)

)

k)

R Firepower BB 5 FMC |

HIAFTDIISEEREEN A

BN R AR FMC R 6 2 TR L2 K E RS 4R .

AR EIE BT 1 2 37 NP2 M AT SCAR 7 S INFTDIY, 75 ZA4EFMC L

N 4

Wy NBEFTDE HL 63 H 7 T CLI Vi 1) (1) &85 .

PRIV 1% K 1% Firepower S EHED . WA RIRE, REBMHEERED,

BEZ 1 AZ0E N Firepower FHA4% 11,

SRS, WEEEmERENCERNEEZR,

eV EAEREAE A TLS s ik, JF4e s R 2 PERE . A OCHENE R, WES0N
(FMC ECEIEF ) o AHSCHIA S F R Thfg . A E 4 EE L% S R E Inas 22 5 H 4t

1\ show hw-crypto 7% .

LB T LS (Agreement) IETR b, [l df42 m 4 P VR a0 (EULA).

PIR8 RihHE (FAE) X HIRC BRI

PR A RF.
MUARE I e e AR AR, oK 5 2 e T o T B 1 A 026 2 B ) S 91K 2B I AR e 45
TR F T, EEFERESIPRGS. L@ AR B A ELE N, v LUITRTENH
PP 2 A SR

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

& #* a

Status
@Dnline @:‘ .*t (455

% %2 Firepower EIE 10
fdiH] FMCHC & Jf i 4% FTD.

FiaZ |l

A RZSCFR AR S S, WSS IT I RCASI RZAT I (2 Fhttps://www.cisco.com/go/
firepower-notes)
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| %2 Firepower EifNEHHIS FMC
3XEX Firepower &2 F.0 B A HE .

UK

TR EHISCRF I A A LU R URL.
https://fimc_ip address

T2 MBI AR .

PR3 i Log In.

%% EX Firepower & I8 /(> 914 AT JiE
B VEATUERR 1 FMCER 4T FTD. 4 n] AP K LA D REVF T ik
© B - 2GRNSR Firepower ~—fX IPS
- BEEM -G T L BGOSR (AMP)
* URL - URL il 3§

* RA VPN - AnyConnect Plus. AnyConnect Apex 5%{X AnyConnect VPN,
bR FIRVFRIIESR, BT ZAT I C N A LASRI 1 4F 3 4R 8 5 AR 58T .

FHiaZ Al
* T AR BRI B R
WERBEEATIR T, VR R LR BRI . R R B, T DU LB
A EKS

o SRIK R REER AT VE AT P 2T 5 5N % (3DES/AES) Vi RIIEREK, A el I ELeThRe (&
SRS AD

i
SN (R REVE TP 602097 7 0 VR
4 AN SsSB4 B B AR T E R o (L2,

MBS EE 5 O INVETIE, W& B 45 L1/E2%6) LAY Find Products and Solutions 184
Bt. R LLFYFATE PID:
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R Firepower BB 5 FMC |
. $XEX Firepower 38 i B34 AT IIE

1 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA E PID, W] LAF-24s PID Vs 23T
o b R URL VFaJiEA A
* L-FPR4110T-TMC=
* L-FPR4120T-TMC=
* L-FPR4140T-TMC=
* L-FPR4150T-TMC=
o B SEECRAT R URL 1 I 4 5
* L-FPR4110T-TMC-1Y
* L-FPR4110T-TMC-3Y
* L-FPR4110T-TMC-5Y
* L-FPR4120T-TMC-1Y
* L-FPR4120T-TMC-3Y
* L-FPR4120T-TMC-5Y
* L-FPR4140T-TMC-1Y
* L-FPR4140T-TMC-3Y
* L-FPR4140T-TMC-5Y
* L-FPR4150T-TMC-1Y
* L-FPR4150T-TMC-3Y

* L-FPR4150T-TMC-5Y
* RA VPN - iiiZ: i) [l B} AnyConnect 1] 45 -

B2 WERMARIATBEERAT, 1 B REVF T IR 55 S E T FMC.
VN 5 SRR RE A PR h PR G M e AT RTPRASR R, TS FMCIC AR .
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| %2 Firepower EifNEHHIS FMC
f Firepower &3 e x5} Firepower giiBs e I}

= V,r .3 - s 3
[a] Firepower &1 #1:0: ;% fift Firepower B BB il
P REAN R B A o M 2 [ — > FMC.
FIAZ Al
* fi{R Firepower ML FL 2% logical device JUH [ FTD 24513 4% Status J online.

o WERIEAE FTD #I4A5 | SFEF R E H i B LA M5 S (2 Firepower HUAEE HLE8: N
Firepower B R4 , 565 4 10

* FTD% #1 1P #bhLA1/3, NAT ID

* FMC 1 &4
UL

W1 &£ FMCH', i£+¥ Devices > Device Management.
T2 ) Add FH 5 REH Add Device, SRJEHIALLF S

Add Device g &
Host:? 1592.168.101.10
Display Name: 192.168.101.10
Registration Key:* 1a2h3c4dse
Group: Mone e
Access Control Policy:* | initial ac 2

Smart Licensing

Malware:
Threat:
URL Filtering:
Advanced

Unique MAT ID:!

Transfer Packets:

@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
WPN licenses can be enabled from smart license page

Register Cancel

* Host - 1 ANZLVS 0 FTD (1) 1P #udik. anSAE FTD ¥WIUE 5| SAR PR B [H 45 2 T FMC IP Huhlk
FINATID, # LUK 7B 2.

* Display Name - i N 2 7E FMC #2781 FTD 145K

%R Firepower EiEBES FMC I}



R Firepower BB 5 FMC |
. i@ Firepower 32 f0 i A Firepower B A BA 1

* Registration Key - fii N 7E FTD #1465 52 7 HL & 45 5 i M 445
* Domain - WURA 2RSS, WG B BCL .
* Group - WIRAEAT A, WPKEILBogs &4l

* Access Control Policy - ZEFHI AN . BRAE O EENTE [ ORF AR 0 H e SRS, 750
&P Create new policy, #XJ5i%E+¢ Block all traffic. < J&5 &0 LU ot i & DA e Pt sl il
TS SOV N AL B AMER 25 21 L.

New Policy ? X
Name: ftd_ac p:licﬂ
Description:
Select Base Policy: None e
Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

Save Cancel

* Smart Licensing - 4 2555 1 Dy B 20 BC P 75 BT RE VP T E:  Malware (QURERFTHATH AMP %
RPATFRED) . Threat (WURBHT ST AMZEIED « URL (A SREHT S StihE 12811 URL
g .

* Unique NAT ID - $552 %75 FTD #1455 5727 Be & 58 2 1) NAT 1D,
* Transfer Packets - 7] iF A B M@ 0L 2 FMCo U 578 )5 A L TN fih & TIPS 8% Snort 25
H, WK oA B Y AL B FMCHA TR . an SR AR ek, N
PHE RS RIER FMC, BBl g%,
IR 3 Hili Register, JEHHUEM L) .
WA N, AR mEZIR s AR, S E B —ERRN S . W FTDIE R,

TR A LU I
* Ping - Vi) FTDCLI (V5 ] Firepower BB CLI, 55 23 11), #RJ5 48 LA fir4 ping FMC IP
Hodl:

ping system ip_address
Wik ping AR, A show network iy A H A 4% i B . Un A T £ 0 FTDIP Hiuhik, {4

configure network {ipv4 | ipv6! manual 7% .

* NTP - ffi{& Firepower 4100NTP fli45#% 55 System > Configuration > Time Synchronization 1 [fi |
(K] FMC JI 55 4% B € — 2o

s M E]. NAT ID F1 FMCIP #uhil - 6 OR A8 AN B 2% A8 FH A [R) B33 3 8 R NAT ID Can {8
D o W LIAE FTD LA H configure manager add iy 215 & i /M3 4H AT NAT ID. ] DA FH It
2 o FMCIP ik,
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i e = <

ASHR > S A3 QAT A LA e B e B A 2 4 SRS -

* WERRIAT R 1 - D PR 11 7 LS TP Mudik,  JFKF DHCP RSB E 1.

* DHCP JIR %54 - 7E 38 0 _E 2k % i {8 ] DHCP AR %5 2% -
o BRIARE - G A S R DA i

* NAT - fEAMHEE 1 B A2 11 PAT.

o ViR - SRV IR RSN

TPCE AL AN, el M TS .

magrzezn JJj

(1) [FEEEN, 213

(o) | BCH DHCP Jes54s » 26 16 UL

;:'/3\-, ‘fﬁéﬂuﬁi)\%ﬂﬂ ’ % 17 B’io

:,4: @Eﬁ NAT ’ /Eﬁ 19 ﬁo

(5) | SRVFIREE AN B AL 2SN 2 21 T

(o) |mEmE, %22 W,

=g

J& ] FTDH 11, /Jﬁ/\@ﬂﬁ/—r}l:ﬁﬂfﬂxﬁmf@ﬁt TH, AR E AN I A RELE R GAL
HREMXMTE. W, BRI m U has s A e 1, LM 28 1 — AN e 2 A
W, ;LEP—J%%DTEW “BREIX” (DMZ), 80T DAEE LA sCE n] A FF U7 W) 1% 7, 11 Web

M55 s -

WYL S it e 5 DL 8 1k DHCP A ISP ARHRAMI#E L ik, A7 Py il 11 B SO st
LUR7RBi48 /] DHCP 7E8Z LN BSICE. 1M Al CGisiasituiit) , JF/ER LAMICE TN i

i

UK

S 1 % F Devices > Device Management, R)5 ik FIgmigEbr (@)
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R Firepower BB 5 FMC |
B =s:0

HI% 2 {5 Interfaces.

Overview Analysis Policies eS8 Objects = AMP Intelligence Deploy , System Help v admin v

Device Management NAT WPN » QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel |

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :: i”: . Inline Sets DHCP

4, Search by name & Sync Device | | @) Add Interfaces +
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernet1/2 Physical [E
B® Ethernet1/3.1 Sublnterface & p
Ethernetl/4 diagnostic Physical [E] &
Ethernet1/5 Physical E 7
i > T > f — »
T3 Pl AT NI REE DR g RS (o)
General LI RK B R
Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only
Description:
Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 (64 - 3000)
QK Cancel

a) FIAKSERAHN 48 NFAFE Name.
Blan, ¥ D4 N inside.

b) % Enabled 5 1EHE

c) ¥ Mode £ % None.

d) M Security Zone 751K FIEFE—DNIA NI XIE, B #d New S In— A1 24X
1k,
BN, ¥Sin—A~4 4 inside_zone H[X 15k, WU AEANE D A3 liC s 22 4 DX 3o /al iz 2] . BSR4
R E T AN X, He] LRI R T2 A 0. ] DU DX a2 v FH 22 4 5 . 45l
n, AT LK YRR L BRI P X, T AL A R B AN X 8. AR5 AT DACE T ] 255

B Il #B= Firepower BRI S FMC



| %2 Firepower EifNEHHIS FMC
mazn i

g, SCVFRE NI BISNE, AHA SVE AN NN R . K2 BORIR DG R 22 4 X ]
PAFE NAT Sl FIUeL P84 S0 A QoS SR rh Y X I sl 12 1124

e) s IPv4 FI/EY IPv6 1ET .
* IPv4 - N 213 ik $¢ Use Static IP, SRJ5 LLRHT R miEHI A 1P Ml A1 R HEHS
Bltn, %N 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP A4

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPV6 - 4 TCIRA A & % T Autoconfiguration 5 EHE .

f) i OK.
HE A P E A TAMBE R SRR ¢

General T R¥ BoR,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) HA KRN 48 N FAFK Name
Bilhn, KO 40 outside.

b) & Enabled & %A,
c) % Mode {* 4 None.
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R Firepower BB 5 FMC |
B ==oncemss

d) M Security Zone i 513 I FE—ANBUA RSN 2 A X I, Bl ity New I —NH i) 2 421X
i

B, @IN—"~% 4 outside_zone [[X 15k
e) s IPv4 FI/E IPv6 LT .
* IPv4 - J5F% Use DHCP, ARJEMCHE L F IS 4L
* Obtain default route using DHCP - )\ DHCP Jlz45 25 SR HUCER A B FH o
* DHCP route metric - 73 iC 2| FTaR 2885 i (06 BEEE ), AT 1 A0 255 2 06)o 3R
U INERE Iy

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >
Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - AR A HB) L E %L Autoconfiguration & 1EAE .

f) midiHE.
TS R F.

fic & DHCP AR5
R EE S 5 DHCP M\ FTDARSREL TP Hudik, i%)5 ) DHCP 454 .

UK

L1 % F Devices > Device Management, X5 ik R gmERE (&)
F1® 2 7%$ DHCP > DHCP Server.
WIE 3 1f Server UL i Add, #RJEHCE LA NI

[l %52 Firepower B 115 FMC
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wmatinsren [l

Add Server ? X
Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* Interface -- )\ N5 F L0,

* Address Pool - DHCP i 452344 1 1) 1P Mtk (ya OB B Iy ) o TP kb yi [ 2 5 3% 5
PO FAIRE G 7 E, HOARREALFR 3210 B 5 1 1P ik .

* Enable DHCP Server - 7E/Ti%#: 0 )5 ] DHCP IR%5 %%

TR LLTHE.
FES MR

NIDERIAER H
BRI 3 i 7] A A A2 1007 o) 1) RO % Hh 2% . an R DHCP FIA/EAM L 1T, R B 45 m]
BECL R T B . WURFEFR MM, R PHAT. R Rk 5§ DHCP R4 %%

FIERIA M . HoKs 7R 7E Devices > Device Management > Routing > Static Route U [fij_I 1] TPv4
Routes % IPv6 Routes £ .

UK

$I8 1 £ F Devices > Device Management, & )5 i & Mg br (o) o
I 2 % F% Route > Static Route, F.ifi Add Route, 2X)5 i3 & DL FI:
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O

Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve

Interface™® outside w

Available Network (5 ] Selected Network

| 4, Search | == any-ipva @

5= IPv4-Benchmark-Tests
52 IPv4-Link-Local

5= IPv4-Multicast

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
=, IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway hal+ ]
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: w @

0K || Cancel

* Type - FR45 LA INFRASES 2R, Hdds 1Pv4 5 IPv6 Uik 44 .
* Interface - JEFEH OO, W EAMBED.

* Available Network - 4 IPv4 BRI\ (%% any-ipv4, 4 IPv6 BRIAMG ik $f any-ipve, SR )5 il
Add K5I % Selected Network 513 .

* Gateway ¥ IPv6 Gateway - it N BIEPEAE Ay LI B (10T —ANER AU YOG K 2% . #8mT LAFR AL TP
Hi IR 2%/ AL 5

* Metric - BN HER AR 2. B REIEEN 1 5] 255; BREN 1.

$IE3 il OK.
B E C s S A S R

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

10 . 89 . 5 , 20 Y¥ou have unsaved changes | B Save | \ 0 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

0SPF & Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
- (] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & » [j

> (] Multicast Routing
¥ IPv6 Routes
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CEIN |

TEA R EF.

fc & NAT
HIR ) NAT FU 220 N 8 b b 4 4 S AR 11 TP bkl BP9 110 33X 28 NAT F0FR A 42 11355 11 il
Y (PAT).

UK

WIB1 IEF Devices > NAT, #RJ5 R ili New Policy > Threat Defense NAT .
P2 NN A, EPEEATHISEMG B, AR5 Hli Save.

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

=192.168.0.16

24, Search by name or value |

| Add to Policy |

| Save | | Cancel

FEMEED L3I0 FMC o S8ATS AR 5 B ok SEm& 25 i )
I3 Hil; Add Rule.
Add NAT Rule $EHER SR,

TSI A FE A LI
© Add NAT Rule

NAT Rule: Auto NAT Rule hd
Type: Cynamic 7

Interface Objects it irl PATPool  Advanced

12 Firepower B 715 FMC ]
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B e=nar

* NAT Rule - #%£#% Auto NAT Rule.
* Type - 6# Dynamic.

125 7t Interface Objects UL [fi, i Available Interface Objects [X 15 1 [ 71 [X 18375 i £1] Destination

Interface Objects [X 1.

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | &outside zone ]
,,:—. /# inside_zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
0K || cancel
1= . Ny
512 6 1F Translation VL[ ¢ & DL R %50
Add NAT Rule ?
MAT Rule: Auto MAT Rule et
Type: Dynamic RV

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* Translated Source:

Qriginal Port: TCP B

* Original Source - LN NERE (@) AT [Pv4 FEER A4 4 (0.0.0.0/0).
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surrEsnmessns [l

New Network Object ? X
Nzma all-ipva
Description

Network ot Range FQDN
0.0.0.0/0

Allow Owverrides

Save I Cancel

R AR RGE XK any-ipv4 X%, DI B3 NAT B NAT 78 I 50 i)
By, VAR R GE XIS B

* Translated Source - 1% +% Destination Interface IP.

SI2 7 il Save LA IFELN .
FE B ELRAF 2 Rules K.

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence Deploy

), System Helpv admin
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT You have unsaved changes | [5 Save | [ @ cancal |
Enter Descript

8 Fiter by Device

©  AddRule
r P N1 ated \
# Direction  Type Source Destination original Original Original Transiated Transiated Transiated options
Interface Objects Interface Objects ‘Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
# - Dynamic @ any 2 outside_zone R al-ipva ) Interfoce @ Dnsifalse P §

IR 8 il NAT Uil L) Save LLORAE .

SFE N AEMEEI SR
SRS Y FMCHE B FTID IR T 46K 1 ST AU S0, U5 221 W

PASe VR R B o LA AR PSRN LSS VF AN P DB A A DX g f o 2 A X3,
T 55 WS TN SR VUL B 158 2 P 2% R

THZ I FMCRC B 9 AMC B 5 m ) 2 4 B E A o

UK

$IE1 JEF¥ Policy > Access Policy > Access Policy, #X)5 Hiifi /)iy FTD (K1 il 45 sk [ g Bl e (&)
$£182 Hdi Add Rule Jf% & LTS24k

%R Firepower EiEBES FMC I}
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B s=m=

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v i ﬁ |

Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | seu /iy inside_zone B seuloutside_zone ]

/4 inside_zona

)
Sua/4h Outside_zone

Add to

Source

Add to
Destination

* Name - HULELN 44, 140 inside_to_outside.
* Source Zones - M\ Available Zones F' £ FE A X Ik, SRJ5 #.H5 Add to Source.
* Destination Zones - M\ Available Zones /M IX Ik, SR )5 #.5 Add to Destination.

o e AR B JURE

PIE 3§ Add.
B EN S8 N4 Rules £ .

Overview Analysis JEUIEEEN Devices Objects | AMP Intelligence Deploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes | /A Show Warnings || analyze Hit counts | | [E Save |[ @ Cancel
Ente tion

Prefilter Policy: Default Prefilter Palicy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
" Show Rule Confiicts &) & Add Category © Add Rule | Search Rules

#h Filter by Device
v Mandatory - ftd_ac_policy (1-1)

o Allow

/A inside_to_outside = inside_zone % outside_zone An;
There are no rules in this section. Add Rule or Add Category
i o G

$®4 SRR

RGBS R B FTD; (EE 2T, SIS B A A B B2ERL

r‘—_:i
i

P11 i EJ7 1Y) Deploy.
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if7ia] Firepower BB R57E CLI .

Deploy y System Help ¥

|__6 Cancel |

FIR 2 JLFF Deploy Policies X TEHE %, R )5 Hiili Deploy.
? X

Deploy Policies version:2019-03-05 03:17 PM
Current Version o3

Device Inspect Interruption Type Group
Mo FTD 2019-02-28 07:11 AM

=#192.168.0.16

PIR3 MBI . kSR T Deploy 4% £ A4 UK RS AT LA AT SR B AS

& || System Help v

Deploy
Deployments O Health Tasks - ]
1 total 1 running 0 success O warnings O failures Show History
™t 192.168.0.16 Deployment - Collecting policies and objects. 10s
[ | 15%

if718) Firepower BB 1 CLI

$0T LI ] FTDCLI B S0 #4511 S50 T i HE R . 505 ) CLI,  mT DA 48 #4511 _F 7y SSH,
A LA FXOS CLI %,

UK

GEIT 1) L SSH B3] FTDAT #8111 1P Huhil.

T
FERE AR A I, T B B IP Mok, ] admin K P R U6 U TR) 4 5 (1) 250 6 5% FTD
WHR I EN, W LLgWAE Firepower ML BEAS P K32 45 0 £ DLUTHE 0% 0

$IE2 (GEIT2) M FXOS CLI, i ¥ & &5 Telnet 1EH: UE R RIBH: CLI,

a) R LT,
connect module 1 {console | telnet}

3T Telnet SERLMIML AL T, B0 LRI X I fE 2 A 200, JF HaE B stk
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B 59 Firepower misbEs cu

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) EHF| FTDEHIE .
connect ftd name
WA AR RS0, WSS LB 4K, BRI AR, WRARET LR

5l

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) Hi\ exit M N H R P & IR [0 £ FXOS #itk CLI.
P 24 X 6.3 ZHIMARA, #iA Ctrl-a, d.

d) iR[F FXOS CLIfKE B 5 %2,

ERHITH A
1. FA~

KB & Telnet N .
2. FBH Telnet N, i&HiA:

telnet>quit

ERH Telnet &1iF:
A Ctrl-], .
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A5l

PLUR 7R3 5 ek 1FTD, 45383 FXOS CLI (K8 #5412,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#

1L 1B

E é’ﬂ: w 0F
TARLNCE FTD, 1S IEH TR SR : TSR Firepower S0
HRATH FMC B{EE, S0 (Firepower & H# O ERFE) -

FTD 5 FMC ZEC{E A AY L R85

TIRE &R RRA | ThEEfR R

Y FF(ER]—A> Firepower | 6.4 TSI W] AAE [R]—> Firepower 9300 - [F] I 558 ASA F1 FTD iZ#5 44
9300 A AT
ASA Il FTD #ith

Pk 3 i 22 FXOS 2.6.1.
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R Firepower BB 5 FMC |

TIREAFR RRAR | ThEEGR R
Firepower 4100/9300 _I- |6.3.0 | fHLAE ] LATE AN 22 425 | /B 1728 2 MR H e, B 5 BB Firepower 3

Firepower B35 71 (1) %
S5 Dy R

PR A s S DR, AT FEE FA A Y ] S
LR R T Y 1, ATLAZE FXOS il VLAN T4, b n] BLYE 2S94 2 ()
SR R AV ) SUREA SEBI I R RE -
R LU HIAE 2 MSZAUAR B — AN as el i mm] k. ASCRERESE .
R RESIT AR, HE2AITRES ASA 215 R, Firepower BT
AR 2 A A
HrH/E ) Firepower A5 B H 0 S LI :
CRE > IREEE > wWER > FEORIR
W ME LY Firepower HLAE T HLA% 5% LI -
. b > % &
< O > FEED > R Mg > 70
<O > EEO> XKR
c BEIRE > KR E
« FEIRE > Mac it

- PRIRE > RREEXH
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