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--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [yl: n

Enter the password for "admin": Farscapeé&32

Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300

[ Firepower 4100 HlFE XA B



| Firepower 4100 H3E¥IE BB
mirmeniies ]

Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access 1s not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

firepower-chassis#
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PR 2 Hiti{EA NTP BR55 8% (Use NTP Server) ikl .
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SSH
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HTTPS Set Time Manually
AAA Date: 03/07/2019 9 (mm/ddfyyyy)
Syslog Time: 12 v 32 ~| 'pm ~ | (hhzmm)
DNS.
FIPS and Common Criteria Get System Time
Access List
MAC Pool NTP Server Authentication: Enable
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Overview Interfaces Logical Devices Security Modules JgEL{:Id] Settingsl
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S5H

Current Time
SNMP
HTTPS Device Date: 03/07/2019
AAL Device Time: 1:32:05 PM
Sislin —
DNS

L NTP Status:
FIPS and Commaon Criteria

America/Belize

Access List | save | | Cancel America/Blanc-Sablon

MAC Pool America/Boa_Vista

Resource Profiles America/Bogota

Chassis URL America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago

WIE 8 HLiRTE (Save).
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Configuration Licensing Updates User Management
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Add User Eallbs

User Name * admin2
First Name John
Last Name Crichtan
Email admin2@example.com
Phaone Number + X000
Password ~ sesssses
Confirm Password =000 sssssses
Account Status O Active Inactive
User Role Read-Only

Admin

Operations

AAA

All the user roles have read only role by default

Account Expires

Expiry Date: & (mmy/dd/yyyy)
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Edit Interface - Ethernetl/1 2 |
Name: Ethernet1/1 Enable
Type: data v
Admin Speed: data
mgmt
Auto Negotiation: .
firepower-eventing

Admin Duplex: data-sharing

OK Cancel
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Add Port Channel

Port Channel ID: |2

Type: Data
Admin Speed: 10gbps
| Mode: Active
| Admin Duplex: Full Duplex

| Auto Negotiation: () Yes (@ No

Enable
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Available Interface

I w Search
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Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer
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