£/ ASDM #BZE ASA

AEXEERG?

AN AU ASA BB, AR E R RV . AR MU, ESH
CASA TCE TR T ARAHIC N 25

- ¥ica
o W)
« CLI i ®

Vi

AR IS W] BE E A 22 A SR s R AT S i R 2K, TS I B AR

PR FAYTEE S B - Firepower 4100 AN ZRELEFIAE N NS 0MF B A, &nr DAERCE A A N5
HER, BIWmH TR 4. XSS, &R RTEPRATECE S H SNMP B r] g2 5 2I0AE & .

(I E=IbToPE S O U W

o NSRS BEAR: MVFnIE ARG S LA , 35 2 0L

s DUARAS IS : NI ASA WHRE &, SHT W

o %3k ASDM, 10 7T

* £ ASA FECEVFIERIBEL, 211 0T

* Ml E ASA, 12T

* Vi) ASA CLI, %5 13 7L

s JRELIE, B 14

« ASA i sidsk , 515 T

i £l i F2 7

ES R L MME S AAENUAR L3 B R & ASA.

{5/ ASDM ZBE ASA
|


https://www.cisco.com/go/asa-config

LG

LA

&/ ASDM %38 ASA |
1R EFAERRS B M

Cisco (1) obtain feature
Commerce licenses
Workspace

1

v
Smart 2 | Generate a
Software license token
Manager for the chassis
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A ) R BE A BRI SR ASA TRV AR, 5% HP R0 Itk S R E RO 7= @k R iF S IR B
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R T E S INYERTIE,  UiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
HRTB. MRLNYFAE PID:

1 RHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BERHVFATHE — L-FPR4100-ASA=. FEAfF Al G 9l (1, (H R SR 75 200 FLs I 2 S 1) 0 e

AT R
* 10 5541 ATHE - L-FPR4K-ASASC-10=. 1 St VP Al iESE B I s 18 W % 22 44w E DA A 5 1) 7
o,
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* J&7H 7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=
* SN (3DES/AES) Vf FJilk - FPRAK-ENC-K9 =. fUHIK F ASREAE H st i ] 5 22

* Cisco Secure )iy - iE S AR 4% ) im i WHETFE o« S ANRE ELEEAE ASA 3 b EmliiE.

I 2 7F Cisco Smart Software Manager H1, 4 ZLHF I B2 A48 I 21 19 R 0L P 17 SR 5 Sl 4 P«
a) miili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7F General iEJiF I, sitdi New Token.
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General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) 1r Create Registration Token X iHHEH, AL F&'E, 4R)5 siili Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN 2R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j3 H 5 H &
MPEAR&

RGO A A I BN 58

d) e BT O 0 3 Sk TR T AT OT Token SHIAE, R RAMHURE 43 ID SR BYGIR . 2if 2E
MEASAIY, THAER ISR, LAAE AR th i 8 2
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~

B 3 E5<he

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

HIE3 7 HURE TR b, RS (System) > ¥ 7] (Licensing) > & &1 AJE (Smart License).
$I 4 EBNFEREBIEM SRS (Enter Product Instance Registration Token) “7 B 4 A7 2 it o

> Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this product.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration

Enter Product Instance Registration Token:

ZGQyOWIIZmYtMTAWZCOOMMEILTKAZTUtNMM3ZidmM200NZZKLTEINTUYNjU3%0ANTQ40DREYVCITVNEKa0IIQ
MNPNTInMOSNOVR6SYEDRDQdChExyOFKUEVXMUISY%0AZFIMQTO%3D%0A

If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual account.

| Register |

RS il Register.

Firepower 4100 [ VF A UEMUR MU N o eDhid: vl G5 28 Lo BT 18] o Jl8r stk o i o] 2 R A
& 4: EFEEM

Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Mot Allowed

License Authorization:
Status: Mo Licenses in Use
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5: E MR TH
Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - reguest access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Confrolled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2015 CDT

Last Renewal Attempt: Mone

Next Renewal Attemnpt: Sep 11 13:16:34 2015 CDT

Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:
Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blmnok o s b e A b Arme 14 4134 £.730 9040 STNT

Unregister

VFEEIESR: &~/0ASA IZiEIR
&1 LA Firepower 4100 K ASA 55 b A< Hh S5
TN IR AR S BT, 1 200 ASA BT BRI S e
FET LUE I AR P R R AR, RN R A 5 S R PR E .

FHiaZ |l

« BB S ASA MBI D,; WSRRER D . EFHEIEEORAHN. EER, WEBERO
5 M HUR A BB 57 Bl 1 O FLizim /3R QTR (0 TR s MGMT) ANl

* WAL FER.:
* JLi A M4 D ID
o EPRIRE T TP Mokl TR 45 HE AL
* ¢ TP Hihl:
o P By A A

i

T AL BT LS, EEBEIRE.
P2 pGlRN > Mg, JFREN TS
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Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance v
Image Version: 9.13.0.6 b
Instance Type: Native A4

QK Cancel

a) RMLgEAR.
SR PR U 7 B2 5 |3 ] T C B BB N O 15 AN AE N HTIC B P A8 B B 44 P

b) X TR, EEFRE: BENREERE.
c) IEPRRIGARZAN
d) M E (OK).

o s R - B A ARE M

TR 3 JEITEIRIR O X, AR5 R 20 Ogh B & IR NME

Overview Interfaces KEIEIRHANLECE Security Modules  Platform Settings System  Tools|

Provisioning - asal » -
Standalone | Cisco: Adaptive Security Appliance | 9.12.0.59 pra
Data Ports -

Ethernet1/1

Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Ethemety/t ||

I @@
Ehemet2/a | | ASA - 9.12.0.59
I Click to configure
Ethemet2/6 “ ”

AT B AG HTAE 3R O U b JH R B B2 10 . RS 7 25 4E ASDM H A RN B de i 11, A dS i s
IP Huhit,

TR BRI B B b

RGUR B EAE, AR ZEHE T EAAG T | SRR . IR U T IR 8 A
WA o O T SeBLER AT, AT DUSE M CLI BC A (1K 2 i

$IE 5 {F—HR{S 8 (General Information) T E, S8 FAIEAE:
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Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information 5ettings

Interface Information

Management Interface: Ethernet1/8 w
DEFAULT

Address Type: IPv4 only S
IPv4

Management IP: 10.83.58.239

Network Mask: 255.255.252.0

Network Gateway: 10.83.56.1|

a) EFEEREO.
B PR B ARG o I3 ST TR A B S 1

b) PR HIE: b ZRAY . (X 1Pv4. {R IPV6 5 IPv4 1 IPV6,
o) RLEEIRIP ML,
BB TR e — TP Mk
d) HAREHEABATSIKE -
e) AWML ML,
BPER6 LHRE.
Cisco: Adaptive Security Appliance - Bootstrap

Configuration
General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) EPERIAIERN: AN LUER.

FEBR AT, ASA LN W8 P AN AR o BEAEL R i et AR VA T AN [ Y
T e F—J5mm, BYIPEEANR2 2P, e ARG B BRI KBS
AN Ay 2 38 T T VR FA B T R R A

RGANAEYI GG IR E N B B B KR RS E N 5 R i B, WA B A
b)  F AT HL O] RS R (1 B

THBCE ) ASA B B3] /7 P8 B AR 3 B AE AT BB I AR A7 s 2R AT FXOS Vs Il 42
B, 7R B ] A S RS, wf DO
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FIT HlE (OK) ML E X 1 HE .

$1B8 LHRTE (Save).
WU 808 2 RS, K5 e e B A B 2 1 8 8 0 B T S e 3 B R A 45
1£i12%81% & (Logical Devices) Ui, @A FZMBANPIRGS . L@ HEEK S HARTS Bon W &L,
AT AT U N T 22 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline @:‘ .*t (455

=% ASDM

Ja%)) ASDM LUF L & ASA.

FiaZ |l
* %% i Cisco.com [ff] ASDM K&AT¥i M T f#iz4T ASDM MR,
o WAR HLFEE FEAS 124818 & (L ogical Devices) T [ _I ASA iZH 3 45 1R 75 (Status) 72k (onling).

B2

LI RN AR PRI LT URL.
* https://management_ip - 755 3 F2 7 E P4 HE: 0 1P k.

itRdR € https/l, 1M AEYR € http:// BULFR 2 TP Hihk CERIAH HTTP) 5 ASA A& HB)

¥ HTTP ¥ K ¥4 & 2| HTTPS.

B H 57s Cisco ASDM M il B8 nT e B a2 22 4y, DA ASA A ek s bl

A 1 220 TR e 4 3 7 ] Y

pE

1B 2 S LUFATHEN 2 —: Install ASDM Launcher B Run ASDM .
SIB 3 R EERMED, %M L3 ) 5) ASDM.
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25504 B~ Cisco ASDM-IDM Launcher

B4 KL, BIALEEE ASA N E WS M, RE SHRE.
Y% 5o~ ASDM & .

£ ASA EECE IFRIIERL

1] ASA JPBCVFATIE . A28 /b ) BEARHEVE AT IIE o

FHIEZ Al
« PURE BEES 1MV RIEAR S5 2 MLA 5 26 2 0L

UK

FIE1 £ ASDM 1, #KIKiLF Configuration > Device Management > Licensing > Smart Licensing.
P2 WELU NS
~ ™ Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard H
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) %+ Enable Smart license configuration.
b) MINEER (FeatureTier) Mz, EFEEA (Essentials).

DAL Z AT H] o
c) (Wik) XfT1E% (Context) VFrlil, AR SINEH

18] IAES A VFAUE RS 0 R AEH 10 Rl . SO 5280k 2500 Billn, B AME, 1HN
15BN 240; SEAER S ERUE 10 470,

d (k) KEEEE.
FIE3 i Apply.
W A bR P e B AT A N VR TR, DGR R I R B

T4 SE THA T Save Er.
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FIBS B HIFE B A5 ASDM.
2 OV RTIER, 8T BT G 5 ASDM A BE B R BB B A

BcE ASA

FIFH ASDM, s m] LAAE A i) ok BB AL AT REM s I RE . JOE T AT-Zh AL E 17 3 R B R Th Rg

1 KL Wizards > Startup Wizard, 285 i Modify existing configuration %4 .

@& Launcher File View Tools m Window Help
Startup Wizard...
VPM Wizlirds

Cisco

ard‘ ? Help“l’we topi¢ Go

(’.! Configuration @ Monitor

High Availability and Scalability Wizard...
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

_ Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

. {7 ASDM #BE ASA
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$IE 2 Startup Wizard ¥ 5| 54858 BC &
* i
o« P, QFE SO ERI I IR Mkl U PR
* AR H
* DHCP JiR55#%
* Hfth...

$I®3 (k) 1F Wizards 32, 1347 HAb ) 5.
B4 BRLENCE ASA, ES W R ASA B A SRS T A S R R A RROAS 1R SCRY

i7718] ASA CLI

AT LA ASA CLI (IfjE ASDM) % ASA HEAT M HERR el it & . #& 0] LR FXOS CLI&E#: LAvi
M CLI. ZJa, %] AR T30 FRCE S ASA [ SSH il A E L EE, 550U ASA — %
PRERC B R

B2

IR 1 A FXOS CLI, i #5H] & 8 Telnet 3EH: LIER B CLI.
connect module 1 {console | telnet}
i Telnet BRI RAET, IO LRI RIAERTT Jig 2 AN 20, JF HOEE MR e

TP

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

$IB2 EHH) ASA G .
connect asa

T

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

{5/ ASDM ZBE ASA
|
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asa>

WIE3 KA Ctrl-a, d 73 AR P &R [0 2] FXOS 5t CLI,
$£18 4 R [0 FXOS CLI [ 35 |4 2,

REEHAE:
a) HiA -~
TRR H 2 Telnet N HI
b) LR Telnet N, iHHiA:

telnet>quit

B Tdnet &1
a) fwA Ctrl-],.

w51
PUR 7R3 T g 2 B ASA, SRJGIENF] FXOS CLI [ F 542,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

o BIRLENCE ASA, TSP R ASA FR A SCR P g A SRR RCAS IR SORY
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asammeics

ASA HY 7 Ei8 3K

bedis A [EFERER
1% 0T Firepower 9.12(1) | FAITHES T Firepower 4115, 4125 1 4145,
11812‘ 4125 A1 4145 1 iR 91 FX0S 2.6.1.
YRFAEA]—A> Firepower | 9-12(1) | #887F v] LAYE [H]—A™ Firepower 9300 - [7] I 3555 ASA F1 s fl 245 3 %
9300 A FH M7 1) o .
R TP FXO0S 2.6.1.
ASA Fl BB He = L
YEF ASA ERBEAG() | 9-10(1) | S BAE T LAAE BB 5 ASA I F5 & 1 WA Al i Bt
BB R FEF FXOS 2.4.1,
BT MG TR MUART S P 2% S PRI
BEEIRE > RINEE > RE > B AEER M hyk
BRI R E vie |96Q2) | BHACHI 1.1 UATFE R 1.6 fRA . BT S K AVE R TR, 7] S R o
AR5 H R R AR ¥ 5 N5 (3DES/AES) VF rl iE R A
BIEE B Y ATIE 9.5(2) | T #4845 1Y) GTP/GPRS VF aJ il (372 8 1 VF rlIE$E B 1) 0 55 SCTP F1 Diameter

Ky, %F T Firepower 9300 [ ASA, featuremobile-sp T4 A 31T # F featurecarrier

S A
4o

BT LR SR BLE > & T > 1A > HaeiFA
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