afran]n
CISCO.

Firepower 1100 EBHFAEINTT: TR ATRIBF AR E TR L
L& BER: 2025 4E 3 A 20 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883






1.
=5 =
\ LY
HEETIE
B kR, M 24 iEH (BLETFRA Cisco Defense Orchestrator) fE ARz 1 1% Hoadk
TEH,

)

P

H T SR R, T DA AN DA T AN, AR AR ARG, e 20 A A
Mo AYGFLTIMHINRE B, (B0 LLS AT AR A 38 b i) 2 A2 BB K Bk
P Cisco Secure Firewall Threat Defense , UL 7 fift anfal {5 A 45 B AL HEAT 457 B

o FTTFB KA , 56 1 0T

o RIS NIRRT s BB IR 2 ASA? , B2 T
Uil A CLL, 56 3 T

o KA RASFNE g, A4 T

« SRECVFATAE , 55 6 1T

o GBI SCHIBE KRS, 557 0

FTF B A IE EBIR

B G HUE HAL T By KBRS R AT VBT OCEE ) PEAT IR T P Gl S, SCRPP ARG R ¢
LA AR ZE A B Es 1R (0 AU

N

AR OB KSR, BB AT KA E 15 31 30 3B

FHiaZ |l

s KGR AT FE R HR (B, A HIAS T W Y (UPS)) ARH HE, RFSER MM i RE =
BUTERSE RGN 5 QB A VFZBEREAEIZAT, DI i 215 R G0 E G .

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

B =comrmmiEs: BBmas AsA?

UK

pZ A IR LN ES S bt D e P R p e S I R E G
P2 I T HUNT T 0 A 2k 55 14 R AT B I T 54T IT B YAt
1: iR

Power button

®
D)
o=
=
o=
AOAOAO~S

PRI AP KR HYE LED: Wi LED 240 (fde sold, LBk CBam s .
2 R FIAIR LED

| [T T | cemesomecons

299000000000 [ <1
= C00000DSEE00
" 1 000000EE000C

2 Dﬂn mmm SgPRsageEa0ee

System LED

TR A AP KBRS LED: RS ORERE G, R Ul Bz,

LR HIERF: BB {EILZE ASA?

B b SCRF U BT B B ASA PRRIN T o SRR G i 1, JFARE ) I 22 BT

UK

PR AR R AR R 6 i

[l Firepower 1100 BBBEBINIT: =324 ROBE ASER IR L

#ETE |



| E&IE
rammecy [l

3 4zHlGim A

e
OOOOOOOO E

ooy = E
W0E () 5

Mini USB console

RJ-45 console
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firepower login:

ASA
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ciscoasa>
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RJ-45 console
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$E2 HEHF FXOS. ] admin 1) R3S (CBRIAE D Admin123) &5 CLL, 5N R, RESPnET
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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: **xkki*x

Confirm new password: ***xkxix

Your password was updated successfully.

[...]

firepower#

D42 BuPrifE CLI,

Pk e

RS B A AT VI A0 B R B A RN, T ANEEYT A g A CLI, W2 A 8 CLI B8 .
connect ftd

T OCERES] BT CLI I, RESHRRETERWIIR R E .

i

firepower# connect ftd
>

LHRtH BB HFTD CLI, 5% exit B¢ logout fiz4 . Iin 223 8 HHT T 17 42 FXOS 71 .

T

> exit
firepower#
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Mini USB console

RJ-45 console

{E FXOS CLI ", BRIEABITRIRRA
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

WREE L BEFA, W HATIXEE PR
a) BRIAHOLT, B BE DR ] DHCP. 0 3 200 4 B T v ELf 4 1P ik, ISR A LA T a2
scope fabric-interconnect a
set out-of-band static ip ip netmask 2565 gw 9%
commit-buffer
TR
WARE R LU AR, DAES AT S B 45T DHCP. A1 AR fir & K45 H] DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer
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Mini USB console

RJ-45 console

i

B2 {r FXOS CLI "', i#4%#] local-mgmt £

firepower # connect local-mgmt

FE3 KHRS.
firepower(local-mgmt) # shutdown

Al

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

PR WP KRN RSN . KASERA, BORAE UL R .

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

RS EHAE T ASC AT RIS TS0 AL 00 2 I 45T P A Sk LA BE 5 3T T LA F) L

{EREE R LKA K IE

AT A B O IE A OGP R G

LI KK K.
a) W& >BREEE.
b) EEEHIASNMB AL, il R ().
¢) & & (Device) I .
d) 7ERLE (System) #5r bl MR & @).
e) HHILFIRIN, B R R
W2 WA ST KBS TG IER:, EED KON B R RS R . RHEE, BRE BN R.
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
IARBA R G IR, SR RY 3 LR R 2R M.
PR3 EHAETT LIS HL IS T SCIAED BN 45T F s Sk DA B s LA 0 e
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$B4  ERERAFYS (Use Serial Number) 75 k30 7772
E 9 ERFYS

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

Firewall Threat Defense A .. .
you must configure the policies from the corresponding manager.

=2 =2 (=) (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

PBS (iR FMC (Select FM C) i, MAIER PR Z 4T FMC (Cloud-Delivered FM C) > = 32 1+ FM C (Cloud-Delivered
FMC), G riili F—% (Next).
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[ 10:3%4% FMC

0 Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC
Cloud-Delivered FMC (Recommended)
e Connection On-Prem FMCs (7.4+) @

firepower_10.10.0.5

e Password Reset
+ Onboard On-Prem FMC

$IE6  {riE$E (Connection) X1, #i Ni&&F52S (Device Serial Number) F1i% & & %R (Device Name), RJ5 i T
—4 (Next).

& 11: 5%

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n hen ] m nn h
[JAD25330253 ] [fp-1010—1\ J o bloard.i en CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

RS EE (Password Reset) 1, i ... (Yes..) o MIA B IIPE M IFHAIE L, K5 fidi T—% (Next).
XTI, B AU 4B K B SRR

pE s

IR O gk TR PR E T, JF BT S i e (¢ 7 SO i, WML .. (No...) IE T
AV Z I E SR RAHECRES, IR R BOG R, BRARE T 20X, g T 505 .

%
g
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Please review all the prerequisites for onboarding with a serial
number. Learn more (&'

@ Password must:
- Be 8-128 characters
- Have at least one lower and one upper case letter

=

Is this a new device that has never been logged into or

- Have at least one digit
- Have at least one special character.

configured for a manager?
- Not contain consecutive repeated letters

@ Ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Impertant: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

sessnssnns

o)

o

o

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails.

FIR8 X T HREESEL (Policy Assignment), 151 1 3 F 00 LA EFE VT ) 2RI A0S o A RORCE SN, I FEEIATR

il 5l 5k B% (Default Access Control Policy).
& 13: kB 5B

o Policy Assignment

Access Control Palicy

[ Default Access Control Policy - ]

$H129 X TITHRIFAIIE (Subscription License),

& 14: 3T BT RIE

T R AN DBV IE. sl T —%.

e Subscription License @ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

Cd rri 3+
@ carrier (7.3+ FTDs only) e

1PS % Intrusion Policy
Malware Defense

B urL

Cy File Policy
URL Reputation

RA VPN

Firepower 1100 BEARAHINIT: = 3313 BOBA B ER L
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PRI (i) [ BRANINFRSE, RN =218 & (Security Devices) WUHEATHIF AL JE . FAbREE, SR IEFEIE

(EVIREET R ] () o PRBESAEWA BN LA A AN 2% .
[ 15: 5T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Go to Inventory

Add Labels @

T—F 4

1E&R 2% & (Security Devices) TUIH Y, JEPEIERINIEIE 0B 4, RIFIERN T4 MM &R
(Management) %t T 41 H IRAEAT L 10

1833 F 218 B NG NS

fEFH CLIVE M BB K s o

BB R SMEKT, fth RE1%& (Security Devices), 4R mi o i (N5 44l <> DT EN B4
$E2  piidi FTD RENG.
PR3 EEEXT, WL FTD
$IB4  EPER CLI SEMZEE (Use CLI Registration Key) /5 4 3% 77k .
16: & 8 CLI;E A2 5R
A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the Eolicies rom the corresponding manager.

Firewall Threat Defense

= = = =
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

HIES AR &EZIR (DeviceName), AR5 i T—# (Next).
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Device Name

[ far ]
=

PIR6 X TREESE (Policy Assignment), 1548 473 504 s e 607 ) 42 I g o A ARORTIC &SR, 1L FEBAIA T
ia] 7 #l 5 B& (Default Access Control Palicy).

18: iy B I SR e

@@ Po Assignment Access Control Policy

l Default Access Control Policy « ]

$£®B7 X TITHIFATIE (Subscription License), i Aidi4I2 FTD i%#& (Physical FTD Device) Huik 44, 4Rk b 3 i
F ATV E. S TT—%.

& 19: T AT RIE

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

LIS W T CLIGEMESA, 2 n Pl o AR A AL S HOR A idr & o 1 Z0U S 1 iy 2 A8 B D5 A8 11 9
SRmCE A e
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Y
'-\.l.)' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more [

':z_;l Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI2oaT@ewlJTpCOP2w3xEBnVVkFZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add ‘4>z 5 #l_hostname registration_key nat_id display_name
1. CLI 5 H B8 P 58 MW A6 L
s WIGATCE : CLI, %524 J-58ash A S, 75 BUblBis CLI th A2 hilt a4
s WILAHCE : WAEHEE , 18 T - KA1 scc_hostname. registration_key A1 nat_id #5435 i £ & TE F s/
RERIEE EHANP i, FEPO/RERTH EMER L NAT ID PP,
il
CLI B 1 iy 2 7~ B -

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

GUI B & (1 i & AL -
B 21: Be EE e R mar S A
scc_hostname registration_key
I |

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnjlV5ha2q5SRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

$IB R S AT —% (Next), LMETFLAEM B4
FEI0 (k) FRATRINARS, LI 28 & (Security Devices) W B THEE AT UE . MIAMRES, RISkl

s ¥4l (.) SRR AT LA P N )% 4 o
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Your device is now onboarding.
€ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
Go to Inventory

PATHIIRECE (FahiEE)

ST FENEAC, 354 Cisco Secure Firewall ¥ 45 & FEH% 8¢ CLI SRPATATHIZATL &

VIR E: REEIEES
XA, AR KRG, R B AN TR L R
« LK 1/1 - outside, TP Hihi->k H DHCP. IPv6 H sl &
« LK 1/2 - inside, 192.168.95.1/24
o BRIAER - 385 AR AR L) DHCP 3RIR
o FARRE T - AR AR EAE TP

ASORE AR E, iR DHCP IRS5#5 U 45 i SR mk i 22 A X 48
g2

B R ENUERESI N O (LUKK 12)
PR 2 TR E A

a) ¥ Z%https://192.168.95.1.

b) {EHH 4 admin FIERIN S Adminl23 &%,

¢) RASPOREIILIFERZ AT FEE U I SR
P3RS
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[ 238 &K E
1 Configure Configure Smart License
DeV|Ce Setup ° Internet Connection 2 Time Settings 3 Registration
: & Internet
L4
MGMT /1 13 15 1/7 /9 1/
Ga@m OO
U MME® 0
CONSOLE 12 14 1/6 1/8  1/10 112 spp ‘asce’” Smart Lice...
n
I ER
IEE$=F

FARI 5 1 B B e T S
a) MCEAMBER O BN,

24: B K IE SRR B ER

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

Don't have internet connection?
Skip device setup
1. SMERIEOME - W R RISEI S T P, T RS TP Mtk SO RE A CE M L E PPPOE; &1 LA

TE5E %A F JE I & PPPoE.

2. EEQO - AEESNEE D _EAEH R B RSV ), A B B BN, SR AR R AT AR B
P PR LA R 1 K S84 B 11 DNS g5 s, MIANE AP 1 DNS iRk 55453 % H1 FQDN
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DNS AR5 88 - R4 FEHbEfY) DNS R4 8% . BRIAE N OpenDNS 24 3L DNS fR45#% . IXSEfR %528 1R il g 5
TR G BB AN E: 1 DNS RS- 28—50, RS ATHR & WA U5 1 ) .

B X3 EH 2

b) A& AFEEE (NTP) (Time Setting [NTP]) I i ii F—# (Next).
& 25: Bt Ei& & (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC ™

NTP Time Server

Default NTP Servers N

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) LFEBEN 90 BiFEEAT AT

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEE )R REFCTE B ASE N BB BT VR IR AR BT
d) midiFERL.

Il Firepower 1100 ERABFEINIT: =R AT BB ASEE IR L
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& 26: f5 GLIR1E

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) Kk TR & (Standalone Device) Al BB (Got It).

IR 4 ) REECE AR O, iEERPHRE (Device), SRJG AidiiED (Interfaces) i 554z .

$B5 il kR & (Device) . > RGI&E (System Settings) . > &£ &I (Central Management) I i i 4% 4L (Proceed),
] Al i
fic & &8 i /SCCHELIE B (Management Center/SCC/Details).

iR
BRIRATT e s “CDO” TiAE “SCC” .

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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27: EBHL/SCCEMIFR

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
] > =D
10.89.5.4 10:89:5t35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10f8915:85

Management Center/SCC Registration Key

wase ®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit
o Before you to the r center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) X T EEMEEEAL/SCC EMADIP ik, WUREFTLE 1P bk sl BN VTR A By, 2
(Yes).

AR 224 configure manager add iy 4. WEZ il A HECEN DT K, 5 15 TV RS .

Il Firepower 1100 ERABFEINIT: =R AT BB ASEE IR L
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configure manager add _hostname registration_key nat_id display_name

=l
2 REEEZFMHSALE

cdo_hostname registration_key

| | Il | I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

b) #ir4 cdo_hostname. registration_keyAl nat_id {43 5 H1# LLF 7B
« EIRFIL/SCC EHLE/ Pttt
« HEFIL/SCC EMEA
* NAT ID

SIE6 IEEREILE.
a) fREBBFEENZ .
It FQDN ¥t H F4hH e,
b) f&5& DNS PR 284H.

WAL, B4l ERIL DNS 4144 CiscoUmbrellaDNSServer Group, A {U$% OpenDNS
2545 -

TEAEAESN G AR B A DNS IS5 #3108, S8 220 45 BLrhut h BT S DNS TR i E .
) AT M AL/SCCIiFEED, sl BBIENO, AR5k SMER.
BT (k) AdRNEI7S DNS (DDNS) 7574 (Add a Dynamic DNS [DDNS] method).
W BB A f) TP Huhk & A A5 4k, DDNS K f 25 B bty aT s 2L FQDN A Bk 5 1 o
IR 8 fiiER: (Connect).

EMHRZS (Registration Status) X i HERS 7 22 4 2 P VEMH AR Es -

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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29: TR

Registration Status

Successful Connection witl

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage

the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

TR ERE #%tmﬁiﬂ%ﬁéiﬂqhu/scc MG E PR G, HR 2w, R k. SR T8
PRCE NG KBS, 515 T,

#iaBCE: CLI
P CLI B B 5 L TP b . T RIS AT

S ERLEH G i U7 ) S5 B CLL. 1% 2 [ Vs i) Jg o5 #i CLI, 25 3 i

IR 2 SERE IS E Y CLI W A .
R
FRARERRICE, WA EE CLIERA (Fan, @t Eradrmig) o HiE, v LIRS S4E CLI H# ] configure
network 4 TG IX LW E . 52 [H Cisco Secure Firewall Threat Defense iy 4 2% .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Il Firepower 1100 ERABFEINIT: =R AT BB ASEE IR L
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f5E: R DHh MR Ay, BARATSA T B 1, (HA U E 1P ik, flin e bht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

e EREFED. MAHSMEE DU B IN, A SCEFDHCP. ORI E: O 5 B UG i DAL T A F M,
AR/ 1l HY B ) 7L

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

15E: K MOCBIEDY data-interfaces, BLUCE DR BT R BT L, AGEIE R AP 82 L AT o

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

¥ERE: VOB BT DNS JIRdsds . XRS5 SR nT BE B R o Y E RO SR ER 11 DNS kg5 ds— 50 B eAiI#s 2
WA T D o

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

FE/: F\ no LU B EEL.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementQ
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5/E: A routed. AT 1B KRS R AN BEER VT IR o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1°'

However, if the sensor and the Firepower Management Center are separated by a

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W3 WCE T EAR U I AN
configure networ k management-data-inter face
WG, RGP ANRIE OB AR MR R .
F o P thit

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

16E: EAEINLA PR B AN DNS Messds, 8 24E A B b0 AR EDHTIC S DNS P 5 ¥ .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

PR A A 2w AR configure manager add iy ff i KA B U (9 2 A Al WS R IE R T SR
WP KB, 15 TTLMVE G2,

[l Firepower 1100 BBBEBINIT: =324 ROBE ASER IR L
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T

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2gq5REf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

RS OCH] B, DUERHRE A8 R B FE 4 SN o
IEFOCH RA AR HE . AR IREE N TG e R BOUE R ERIN . WidfE, A2l —EAE
G BIBAT, P EOC A YRR IE K R G
a) i shutdown it 4.
b) MELHJE LED FURZ: LED USAEHUAR & Bl CR52) o
¢) TENUHI RIS H s S, 45 nT DAAE b B k1 5 Sk LA EE 5 5K T HLAR B FEL 5

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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=1

iz

[

fic B A ARG

A8 FH AT B0 I B A 2 4 g -
© WEBAAMREL 11 - O R D BORS S TP Hdik,  JRE DHCP JHAEAMR R
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o gl - SOV A AL A0
TEIE W LL A e 2 sng,  DLELEE S A A

s fERID, FE29T

* IiCE DHCP i %5#% » 25 34 0L

o lil'® NAT , 2535 0

o WCE VT MR, 5 38 it

o FEANEFEEI )R SSH, 55 41 1T
o MENCE , 42 00

] el A B 34 BEAs BT WA BB, R STIRCE DL FE
* LIKM 1/1 - outside, IP #b3k>k H DHCP. IPv6 H 3 E
* LUK 1/2 - inside, 192.168.95.1/24
o BROAESH - I AR 1 LY DHCP 3REL
WRAE ) A E L M 2 BUAE B B AT AR E TR ECE, WA R E .

LR s DHCP E8: TN EECE T — /N8 A (A tbtl) , JFER DM E T — N %
A EIb e N Web IRSS 2878 1—A> DMZ 1,

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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$IE1 LRI E (Devices) > iR ZEIE (Device Management), SR s iy kB4 4wig (£).

$1E2 AHidi#END (Interfaces).

& 30: %0

Device  Routing

Interface

® Management0/0
GigabitEthemet0/o
GigabitEtherneto/1
GigabitEtherneto/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthemnet0/s
GigabitEthernet0/6

GigabitEthernet0/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

T3 AHEH T AINE O HiEE ().

MAC Address (Active/Standby)

[l Firepower 1100 BBBEBINIT: =324 ROBE ASER IR L

Q_ Search by name

IP Address

Sync Device

Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

mEfAER |
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b)

c)
d)
e)

maz0 ||

31: “EM” ETF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

Name:

inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

Mz X1 (Security Zone) FuaIZR APk £E—DNIVA AN B AR, o i (New) s in— i 2 4
X3k

i, 40 inside_zone ({138, fnT DR DR 4L T 22 4 Sms o un, WO D7 In) i S, Al
Uit AT L PR DX st NSMERIX I,  AHANRE ANEERE A YRR X

AR TRC & T A B, IR T B T
BN 48 DS TAF B FR (Name).
B, K4k insides

Y B A (Enabled) & ikHE.
R (Mode) 454 4 T (None).
R 1Pv4 F1/E8 1PV6 £ T .

 IPv4 - I\ Rz ik g B E%7S |P (Use Static IP), R )5 AR E niH N 1P Hudik A7 o 6
Hltm, i\ 192.168.1.1/24

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPV6 - A TCIRA A SN Bk B 3hBE B (Autoconfiguration) 5 EHE .
[ 33: IPv6 £ T+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
FRA SE T AN O dEE (7).

[l Firepower 1100 BBBEBINIT: =324 ROBE ASER IR L
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HIE5

[ 34: “EM” EBF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

maz0 ||

a) MRZXIH (Security Zone) T Hr813 ks — NI IS 2 A X, B Rl (New) 8 In— il 224

XI5
fitn, dshn—/~4%4 outside_zone X 15,

AN B AT AR IEAC B, DD IRy rh 7 e B ot A5 P RZ

b) AlHARE (OK).
B, Bl'E DMZ #2110 LLFLE Web 4545
a) AL R Y R ().

b) MZ£ X (Security Zone) AL HIEH NIATH DMZ %4 D, 80 i3 (New) B SBri«

EoE D

Bilan, hn—/44 dmz_zone [ X 15
¢) MINKJERAN 48 N FIFRFR (Name).

filln, FEz Ok dmz,

d) ¥ /B (Enabled) ZiLHE.
e) K& (Mode) £ 4Tt (None).

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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) A 1Pv4 /s 1 Pv6 10 JF g & BT a5 1Y 1P bk,
g) R E (OK).

PI6 sifRTF (Save).

BcE DHCP AR 5585

G R A EE P DHCP MBG K B53RE 1P #btik, 175 53 F DHCP RS %%
UK

HIB1 %58 & (Devices) > & B (Device Management), R J5 Silik % H4eE (£).
$I%2 %P DHCP > DHCP fR% 28 (DHCP Server).
[&] 35: DHCP PR 55 2%

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ ] 5
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

$IB3 EBRSEE (Server) X4, sSdiifn (Add) Jffc & LA I .

[l Firepower 1100 BBBEBINIT: =324 ROBE ASER IR L
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Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ry ik £e8 A4 K.

* Hedkith (Address Pool) - B 1P Hdik Vi o 1P M 255 0k i # AL TAHIRI ) 19 E, - HANRE G #E 1 A
51 1P Hbhik.

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 JH] DHCP JIR45 %% .

FREA JFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT RN, DUERRE Py S h-6 4 0 S0 11 TP Mtk b 1. 3%
25 NAT FUFR 42 15 1 Huh- 3636 (PAT).

i

W1 EFIRE (Devices) > NAT, A5 rii BT 5 EE (New Policy).
W2 AW A4, EEEATH RIS, AR5 AR TE (Save).

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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37: iR KR

New Policy

Name:

[ FTD_policy

Description:

[

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

Selected Devices and Templates

[ Q. Search by name or value

] 192.168.0.124

192.168.0.124
192.168.0.155

192.168.0.155

Add to Policy

SRS R LS B AR Ly o
2] 38: NAT 558

FTD_Policy

Enter Description

TEATH AR e 0 SRS AL o

[ Show Warnings ] E [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Direction  Type g‘;?erﬁ:e Ig;?;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

PIE3 midiRInHN (Add Rule)

o

TRATHBEARIEEE L

Il Firepower 1100 ERABEHINIT:
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PR A T EIEA NI

(& 39: B AHR N 1T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #10 (NAT Rule) - % B 51 NAT #1 (Auto NAT Rule).
« 28 (Type) - EFBh7ZS (Dynamic).

$IE 6 7F Interface Objects TiTH, ¥ Available I nterface Objects [X 35 1 ) 414 X 3575 i 1] Destination | nterface Objects

& 40: FEOM KR
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] any outside o

. Add to Source
inside
Add to Destination

2

$IR6 {riE#He (Trandation) J I 1 fic & LA T 2ET0 -

& 41: %1%

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for

Original Port: Destination Interface Objects in

[ TCP v ] ‘Interface Objects' tab will be

used

Translated Port:

Firepower 1100 BB HIN ). ZXRFapsaoagEs L ]
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o BESE- S TR0 () T 1Pv4 Fi R N 25 %0 % (0.0.0.00).

42: FH M8 IT 5
New Network Object ®
Name
[ all-ipv4 ]
Description

Network

O Host O Range

D Allow Overrides

O FaDN

ER
EANBEAT H R G052 LI any-ipvd X%, A4 E 3 NAT BUZEST %0 SCEREH S I NAT,  JF H IS ik &
455 X%

* $53AYIR (Translated Source) - &+ B#r1% 0 | P (Destination Interface IP).

PR S RTF (Save) DL L.
B R4 2 Rules %
PIR8 il NAT Ui LR TF (Save) LARAF .

B & 17 [0) 32 i) 250

U RS AETE MBS N QU T A (B S PT B ATE U SRS, U ) SRS A IR L AE VR R
M e o D ) 47 T SRS T AL FEAZ MU DR A ) 22 A B

SRR B a7 Bl PSRRI, A SRR AN PA 1 X 1 A1 B X P e A 0 o

Il Firepower 1100 ERABFEINIT: =R AT BB ASEE IR L



| mEtign

CERAS T |

S ILHE RBE > i PR HI R > 7 EHEH, AR5 A M ECLS BEA U I 4 I S R SREE ().
B2 fUHRMMN (Add Rule) I E LU S48,
B 43: R X85

Add Rule

Name [inside»to-outside| ] Action | @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q_ Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

@ & inside  (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 e 4 44, 9140 inside-to-outside.
2. \IX15 (Zones) ik i 5 X &,

3. AR miR X8 (Add Source Zone).
4: BRI

. Add Rule

N soton (@ Aow T | @ tovong 5% | 8 Tnorne [iore 7] |
N T S ) R

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B :hinside (Routed Security Zone) Collapse All Remove All
m & outside  (Routed Security Zone) Z0NE | v 1Object
&l inside

Any

4. X35 (Zones) Hk FEAMIE X 4K o
5. fiidiin B#r X1 (Add Destination Zone).
FoABBEE R B It
B3 (AR s AR A AR P R A, DU H o A SR

Firepower 1100 BB HIN ). ZXRFapsaoagEs L ]
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PO IERS . AR AR REAN B0 SRS ALV PR BTN o AT 8 SOXSESRNE, (HAE T M2 AR
XSS AL P AR (SRR AR BRI LR DA B, TR 2 e
45: 7217 BRI Z 7T Bz A Bk

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* TS TERRAN - BOA PO JEAR SR Pr v i, DAEAB RIS AT AT (i) o SEmT LAOREERIA SRS EA T 1)
ME— S SCE PR FRE . I, T LGB P DE AR sk, DU W A (i) L PREgAE (48
B2 SN AN EST P H SR

T PR RE TR SRR BIE O 5 2 B, G A P B AR A B R, TSR PR RE . AR,
A AT LS I B 3 0 U0 P 08 e 0 o L BE RN, T DO IS (AR Bl BRI BEAT PRI R . PR
1B BREET 7 X o P P AU Pk A R iy e BH A TP Mk S VRS AR BRI U

Blhn, R ENE ERHAE 2% BRI BT FTP i, (EANPELE K B8 B 0 Pkl SSH it it, U] A In— S8
UL U A5 SRS o

© BB -BRATEOU AN Al . s R ik S s e S R PE R B i — PP v e KR EUS U0 T #AS EE I s AT
filgas, HAAERA AT T A REIXFE . A T R IR R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W B b, R SRS T R e — NI R R

ZEERE - (FEIPS YL BINB 2R 6. 2B eI 0B ERAL 8 35 0] 22 5 g 34 7k — B Ab B
R IR 5 T ) S R v S ) R B A . 24 e Al A 2 AR P 1 FERHE R R 412X Talos
PRALHY TP bk, URL FUek42 2 (o] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hhhk. URL s,

iR

W AT TIPS VEJIE, RIEUG [l 3 SRms b i i A . AN 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS ) I HEE AL PR T, AT DLESR A HEAT S SR

PR (AL IRINAEDT In) PRI 2 i I R N AR SRS o

MR HEME I — A 5 SRR BRI ARG R, TR A S T R e e .. RO G2 Rafe dtn
SR, AT LG SRR R T O SOX S5 . IR S AR GE SR AL I SR

a) Fi AR (Intrusion Policy) R4,
46: AR ERNR R

@ Intrusion Policy [|Nome '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity
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wmzEntamssh

b) MIR AL RGEFLAE N
PRSIk ASINAEYS )37 AR 2 J5 I ¥ ST A SRS o

a) KX HREE (File Policy) NHza1, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
I

47: LI SRS

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

ST B HNE, RGUE A RIS rh 4T T SRR (Policies) > BBERAFAH (Malware & File) Tk,

b) AHREERIERITELIE S, 155 (Cisco Secure Firewall 1% % & HLAS I EIEF ) »
¢) RERMFN (Add Rule) TUifI, M TFHFIE PS5 0 dE (1 5 o

L6 LA (Apply)o
FUUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 55 A0 B ) SSH i #z
BRGNS G mT DU AEA 465 098] O FLC B % A5 K admin HI

UK

BB R RE > FRRE , JOIEsgmi i sk
HIE2 HFF SSH ifia) (SSH Access).
HIE3 AR SVF SSH IEBE A LR 1P Mkl
a) AiiAan (Add) DO IET RN, 5 riiti gmiE (Edit) Lhgn e BA ).
b) PR e 1k
o |P #isib-F T HR IR SO VFEEST HTTPS M3 (0 BB 25 i 28 01 % 804l « AT g &bk — A4, 5
B Rl + LS I it I 40 52

AT A X13i/#% 0 (Available Zones/I nter faces) - ¥ N4 X 1k 5 4 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B B IMNER L 1 2K, AR )E AN in (Add).

Firepower 1100 BUHBFEINIT: ZXRfTaaprasgEEs [
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mEfAER |
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[ 48: ZE5MERIE O IR A SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) miiHE (OK).
R4 HHRTF (Save).
SRR, AT LA R AR E > ERE I A IS B A B A . B E G, A AR

Rl B O B e AERRE AT, AP E S S A B R

TR siditi EJ7ERE (Deploy).
49418

£

pepoy| @ & @ \

W2 BHSENE, TR R, AFATEE Deploy).
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[E 50: ZRE Frik

Q

Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2

(] 1120-3
i, nidi£#BERE (Deploy Al
& 51: £EEE

I Ready for Deployment

I Ready for Deployment

) DAHRE 2T B

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 120-4
D ftd-cluster1

(1) fta1

Ready for Deployment

Ready for Deployment

I
I
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

® 5 devices are available for deployment D

AR, A E I, T R
B 52 BREE

1 device selected

imRERE (Advanced Deploy).

werz ]

v Q, search using device hame, user name, type, group or statu:

s

Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
R Network Analysis Policy: Balanced Security and Connectivity 2 System
~ Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE ). KSR ERE (Deploy) 4244 M EIFR 1T LL A& 2R A

Firepower 1100 BEARBAHINIT: = 3315 BB MBI AL




MERE

53 HERS

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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