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« FTTFBH KA HLIE , 56 1 0T

o LAY L. B DI AIE /2 ASA? , 551 5L
« iln) CLI, %52 7L

o« SREUVFATE , B2

FTF B A IE IR

ARG AL TR ke e, PRGN, SORRP ARG P AR S8 LU AR SU AR A S B 4R
RS

Step 1 R PR I B BB Kt 5 v B LA

Step 2 AL T HURG 77 T LS 55 T 9T T L

Step 3 KA B K A T R LED; 40 2R 1% LED Sax (g il , RosBly K Ok i,
Stepd  fuEP KW ARS LED; HEGORE LA, ROl im gz,

LRI HIEF: BRI EILZ ASA?

M 5085 FTD 5 ASA RN, R BIPEG G om 1, JRE ] I 228 M

Step 1 HEHE R & i
Step 2 W2 CLLi7R, #iE R KESIZATH 2 FTD if2 ASA,
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FTD
184576 3| Firepower & 5% (FXOS) $E7R, 80 75 %60 SR BT 2 0 R m] W P 42,

firepower login:

ASA
BB E D] ASA 7,

ciscoasa>

Step 3 WER ST R RN, 152 # Cisco Secure Firewall ASA Fl Secure Firewall Threat Defense F T U4 45

7 18] CLI

TR BT BV i) CLI BEAT C B sl 1 R

HERE B 6 5

A Y A Y
X B4 A 1E
1 R R 20 e IR EEL M SE A A5 TN, AR T IE Y 1% B B S (R e A e P SR A
W B BE A TS, i R TR
L S THEE A SRR, A ERNE & TAES W I 18 R 2B (Search All) 7B,
1Al &=

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. #RLUFNAHE PID,

N

AR KT PID, &0 LATSE PID R INEIT b,
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| E&IE
sasmi ]

3. MR ikEPEF=mFNARS (Products & Services),

28R
e All Results
T Orders 6
[ Invoices 2
(&, Software Subsc... 1

© Products & Ser... 1
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FEFRF B A i

o ERPKERITHIEE , 55
s PATHIIARCE , 55 5 0T

EIZRA NIRRT B4
MITHIRECE

i [l Firepower £ FEAS BY CLI KRPUATAT VAR AL EL

MIEHELE: IXREIERS
AR, AR KRG, R R O AMEA TSR L R
« LXK 1/1 - outside, TP Hbtik>k § DHCP, IPv6 HZhHELE
- -inside, 192.168.95.1/24
o BRINES T -l A 1 B DHCP kX
o HAMEE T - {57 FDM HP AT 48 G

AR AR B E, QI HRIK DHCP JIRSS 25, U )42 ) SR s e 4 X

Step 1 BN UE BB N R O,
Step 2 B XFDM,
a) % https://192.168.95.1,
b) 4 admin FIERIA 56D Admin123 sk,
©) RASPUREII T2 MR I T O PR R R
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Step3  fIHBE M T,

a4
FLA s P B IR T R

a) MBS UM B
B 3 ¥ 05 A R H R

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address
Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

Don't have internet connection?
Skip device setup
1. ShEREO ML - WU RISEELE AT P, TE A ERS 1P ik, OAREAS R 5CE 10 2L E PPPOE; &
T LLLE 58 B 173 )i BiC . PPPOE,
2. HEEO
DNS BR88 - R Hithhl 1) DNS k%545, ERIME N OpenDNS 4L DNS Jlk %5+,
Bs X IEEHZ

b) Ml & BFE&EE (NTP) (Time Setting [NTP]) Jf s ii F—4 (Next),
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B 4: B ERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC M

NTP Time Server

Default NTP Servers 4

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFE3N 90 BitEAmAER.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

ANEL R B B FTD: BT VFl 3876 BT,
d) mdrsE.
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5: [R IR ME

Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) KIKIEFEIMIIIZF (Standalone Device) F1 BEE (Got It),

Step 4 R R HAb R T, L& (Device), ARG dHED (Interfaces) i % b 4R,

Step 5 W kPRI & (Device) . > RIFIRE (System Settings) . > EEHEIE (Central Management) Jf s il k45
(Proceed), [ yE/

L EEIE R H/CDO EAEE,
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[ 6: E3RHL/CDOEARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) M TREMEEEHL/CDO EHZE 1P bk, w3 EnT U 1P bt s EHL4 Ui FMC, i A2
(Yes),

Step 6 B EERE.
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a) TREBAHBHEEN R,
b) #5& DNSBR%#E4E,

WA, e A4, BRIl DNS 4144 CiscoUmbrellaDNSServer Group, JLH1{34f OpenDNS
%5 45

Step 7 RithiE$E (Connect),
SEMHIRZS (Registration Status) X1 AER: s v M 24 R &,
& 7: R Ih %

Registration Status ?

Successful Connection w

Management Cen
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

Step 8 ERFEREHRO/ICDO EMRE LT, #eB|, RIGampikEE, EZ0H.

#YABCE: CLI
Y CLI BB B 0 TP bl S RIL A A

Step 1 R G w65 ) FTD CLL, 52 P71 CLL, 5 2 Wi,
Step 2 SE R B B E ) CLI 3 B A,
paab
BRAEVEFRACE, SWICVEE S CLI W E A (Fan, sk Fgrdrmg) o (H)g, LR E7E CLI Hfi ]

configure network iy 4 B ST IX L% E, 1521 Cisco Secure Firewall Threat Defense iy 2 2%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
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Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

8RB AR Ay,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter a fully qualified hostname for this system [firepower]: 1010-3

memsE: cu ]

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

&/ A no LMEF FMC,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique

alphanumeric registration key is always required. In most cases, to register

a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a

Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters [Jj
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>
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fic B A ARG

AT LA B G B AR 2 4 SR
o NTIRIANER 11 - Sy A 1 20 BE i ass TP Mk, JFKs DHCP HIFEAMBEL I,
* DHCP JIug54% - 7EW il 1 o4 % 7 i ] DHCP il 5% 2.
o BROARS £ - G A0 Hz A InBR A 6 el
* NAT - 7EAMH# 1 EATH#2 1 PAT,
o Uyl i) - AoV it E A PSS AR B AME,
I T DA A 8 a4 ens,  DLELAE S i R
* L& DHCP 554 , 25 13 1L
o fil'E NAT , 55157

o WO DT RO, 518 T
« WREECE . 20 T

fi. & DHCP AR % %

W A% P v Ad ) DHCP M5 K S5 3RKE TP Huhik, 355 A DHCP k%545

Step 1 %1% % (Devices) > & E I (DeviceManagement), R )5 i k& 448 (£).
Step 2 1 F DHCP > DHCP g% &% (DHCP Server),
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[&] 8: DHCP AR 5% 8%

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

[:] Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server
[ o+ o =
Secondary DNS Server Secondary WINS Server

[ )+ v+

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

Step3  {ERARSSER (Server) XM, miidiiRAN (Add) FFHCE LL R EETL,
B 9: AR S5 88

Add Server ®

Interface*

(nsie )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)
Enable DHCP Server

Cancel u

« #%0 (Interface) - I FH7F1E PE£e8: 1 AR,

« ikt (Address Pool) - $¢E TP #uhk (3G Fil, TP Hbdik 0o 2 5 3k w2 3 1 7 MR 7 E,  HORBEALR2 1
H 517 IP Huhik,

+ [ DHCP BR %28 (Enable DHCP Server) - 7£frik4% 1 b J5 ] DHCP 45 2%,

Step 4 i E (OK),

. Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters



| mEtign

Step 5 RHRTF (Save),

Bic & NAT

CEIN |

DU IR g P ity B A — 4% NAT KR, USRS bk 5 40 ok b3z 10 1P ikl B 1, X
2K NAT IR g 322 135 1 bk e (PAT),

i

Step 1 P % (Devices) > NAT, SRJm s FTESKEE (New Policy).
Step2  AKMEd A, EEEEAAIRIE I, ARE SRR (Save),

10: Fr3E SR G

New Policy

Name:

[ FTD_policy

Description:

[

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates

[ Q. Search by name or value

] 192.168.0.124

192.168.0.124
192.168.0.155

192.168.0.155

Add to Policy

SR BN TSI FMC, T3 R 2k S8 i

Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters .
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& 11: NAT 5k B%

FTD_POIicy [ Show Warnings ] ﬁ [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination . . i
" " Original Original Original T T N
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

Step 3 mdiAsni N (Add Rule),
Step 4 L A D) T -
12: B 7K M) iE TR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT #| (NAT Rule) - B 31 NAT #0| (Auto NAT Rule),
« KA (Type) - EFEENZS (Dynamic),

Step5 7£ Interface Objects Ti i, # Availablelnterface Objects X 3, H1 1] 4[5 X 375 N 2] Destination | nterface Objects
X3,

1BEAMR

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] all outside o
— Add to Source I

Add to Destination

. Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters



| mEtign

CEIN |
Step 6 1554 (Trandation) Gl F7C & LA I :
& 14: 5%
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used
Translated Port:
< EHATE- il TRAN () W TAT IPva BRI 2444 (0.0.0.000),
& 15; 3789 M 4535 5
New Network Object ®
Name
[ all-ipv4 ]
Description
Network
O Host O Range O FQDN
C] Allow Overrides
Cancel m
R
TEARE ] R G552 U any-ipva X145, KA E 3 NAT SUULE 55 SCE R In NAT,  IF L IE i 4m
RGE XS

« ¥4 AYIR (Transated Source) - L $¢ B #r1Z 0 | P (Destination I nterface | P),

Step 7 MHRTE (Save) LS I,
FUIED R A7 2 Rules 4,

Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters .
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Step 8 A NAT 0T EFRTE (Save) LARAF B 2,

o s 3 8 -
Fic & 177 1a]4% i AL )
DR EAETE A B I QU T AR (1 S0 R A SR U I R R, DM S 1 SR S I U LA TS VR
TR e Vi I A SR et ] LA VP A 22 A R
VBRI AERE QAN U5 R N, LSRR AN P DX 3k 21 S 58 DX A 3

Step 1 PSR (Policy) > i/ i8) 55 B& (Access Policy) > i (8] 5£B& (Access Policy), 4R i miili 70 B 26 ¥ 45 (17 1) 42 s spe s
(¥ 4R48 (£).

Step 2 AR (Add Rule) % & LR35,
16: 5 X 13

Add Rule

Name [ inside-to-outside] ] Action fg’»‘v Allow L4 B Lc
Insert | into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ]

m s inside (Routed Security Zone)

(O s outside (Routed Security Zone)

Showing 2 out of 2 | Selected 1 Selected Sources: 0

Any

+ Create Security Zone Object 3 Add Source Zone

1. A BEREUAY 4%, %10 inside-to-outside,
2. X1l (Zones) H Ik 4 A #8 IX 45k
3. AR IniE X8 (Add Source Zone),

l Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters
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CERAS T |

17: BFR X

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All
Z0NE | v 10Object
il
+ Create Security Zone Object Add Source Zone

4. )\[X18 (Zones) F ik FEAM X 3,
5. fiidin B#RX 5 (Add Destination Zone),
oAb B R B SRR

Step 3 CRIED ek et QR Pl v AR S SR, AR 1 e SR DR SR

T pEds . MREE, AR REAN B0 SIS AE S I A IR 2 BTN, AN 2 58 SCIXEESRG, (EAE TR I 45 oK
Joi, IXEESENE w] I PO A AT A (Sed A FD R BH bR ARE St PR, AT s R 4
18: 7E 37 Bl Z BT 2 FA B3R

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

« TS TERR N - BROATIUL 08 & SRl prAy e, DUEIAB U T A (b)) o SmT RO BRIA SEms it
AT HNE— S SO BRI FEE . I, AT LR R PO e s, USRS mT AT (fRid) | PR
(ENC s untinayiZ o Ol RIRI P BEGE P H SN

Tty Ty B AR iU BIA I M 7 2 T, Gl AR R AR R AL B R, AT B RS, AR SR
L, SESET LS IR A U A T g s A, TR BRI, SR DO SC IR ) FLIE BTG IEA T PR %
1. B BREET X, T i s MU w] LA DR it ey LT TP bkt g AT B-SCR] F A BR TE I A

i, R AE EELE R 2% BRI FTP i, (HANRHLER B B O A PR SSH it AT L n—A4>
BT TIL 8 &5 SRS

R - BRINTS OU DAY IR AR iR R R R B ) P, K2 HUHOL R #AN R =
AT, RATEEHEAAVRIIG DU A BERFE. A T KRR R 2%, X T HITE SR 55 4 BOR B
AMEAER B, AR SRS T R — M R

c REEEE - HEPS Vb BOA L, LWL ERRERAL B 2IV) W H R T2
AL B2 T 5 — SRR R ST S O RYIR AE . 22 A RE A A S AR PR B L b 5 RO R 5 PR 4
2 Talos L1 1P Hulik, URL MU, 2 [IFR&ERE, R8T LU 5 2445 sl B oAt TP ik, URL s,
P
U SR BEAT TIPS VFRTIE, RIS il P2 Sems b W71z Sk R, AN iR B s,

« SR - BOATEOL AN G 3, AR SR VUG SRS AL BRI 2 T, T DLESR AL AT S e,
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Step 4 CRIE)  ASIAEDT Il IR 2 i 32 P RN AR SRS

MNAZ gt — 2 o N R A AT AL e, H TR &R E SIS R e E, FMC G722 R4t m
M, AT LA AR o Bk E e SO e SRng, AP IR AT H R G SR,
a) A NRHEBE (Intrusion Policy) FHz4l#%,

19: R R BRI NR RIS

@ Intrusion Policy [|Nome A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) MBIERHEESFE A RGP 5RNE,
Step 5 CRIIED NIV i 42 R U2 S I FH 4 SO SR

a) sulisCHFIRER (FilePolicy) FHioI#, ARGk Sng Bi0f i 1L PE3T FF SC4F 5k B 513k (Open File Policy
List) ¥ hn—">3k 05,

[ 20: TR

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

XTSRS RGURGE SRR TR AT IT 36 RE (Policies) > BRI (Malware & File) BT,

b) 13 RAIE I TENE ., S (&M T Firepower 451 Cisco Firepower Threat Defense it & {5 79) »
¢) RIERIEM (Add Rule) TUIf, M NHLFE ik FE5T B R S,

Step 6 s BZA (Apply).
FUED s % Rules %,

Step 7 MR TE (Save),

AELRE

FrC B S O B Ve s AEFE AT, T S SR SRR A

l Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters
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Step 2

miifi EJ7ERE (Deploy),
21: 58

pepioy| @ & @ \ v

ZEPOE I, EIEPREE R, KA R ERE (Deploy),
B 22 B i

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

i, A 2ERERE (Deploy All) LLESE A ¥ 45,
23 &ERERE

Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

R0, S0 T AR E R, 35 S S R ERE (Advanced Deploy),

werz ]

Firepower 1010 Threat Defense Getting Started: Management Center at a Central Headquarters [Jj



mEfAER |
B s=m=

24 SREE

1 device selected

Q search using

device name, user name, type, group or status ] Deploy time: Estimate I3V

g Changes Reports

D Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> () ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates

Rule Update: (Isp-rel-20240311-2013)

Step 3 FORESE D, s Rt ERE (Deploy) FflA O iy B br ] AAR RS
25: ZPEBARTS

Q_ search

H 1running 6 success 0 warnings O failures [ Q Filter ]

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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