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1: REEFNERIR LED

Power LED
System LED

Step 3 KB K BT T R 48 LED; R fag k2 Jn, RgCild iz,

LR HEF: BB ASA?

M b SCRF BB B ASA PIRF NI, JESBIPERI G i 1, 6 I 2R M A
iz

Step 1 AR I RAE R 2P 5 i 1

2 FamA

Mini USB console

RJ-45 console

Step 2 WS CLI 7R, WiE b KEGIsAT 102 BB i 2 ASA,
BN BEfE
18476 3| Firepower 3% (FXOS) $&7r, RToi: 5 s M i &t R nf Wi i 8z, Wik THE—EHE 3%, 1ESH
U ) BB AE CLL, 5 3 1L,

firepower login:

ASA
BE T ASA $15,
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ciscoasa>

Step 3 W RS IEAT IR HR N, 152 7 Cisco Secure Firewall ASA 1 Secure Firewall Threat Defense &5 4% 4574

177 (8] X B B 40 CLI

TR e 220U In) CLI MEAT TG & sl R bR
UK

Step1 AT MR AUE BRI P G 0w 1
B 3l a0

\_IJ

Mini USB console

RJ-45 console

Step 2 R F FXOS, {§H admin T/ %A CERIME Y Adminl23) &5 CLL, 5N SR, RESHR
T S A D

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkkkkk

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...1]

firepower#

Step 3 VI3 g8 CLI

GREAF ] R AT A TR E, EAEYIM BB CLI, 74 A3) CLI i HE,
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connect ftd
B GERR WA CLL I, RE SN SEVIE R E,
w15l

firepower# connect ftd
>

SR BT IETD CLI, &% exit 5% logout #iv4, M 220 8 F 8 510 & FXOS #2271,

IR

>

> exit
firepower#

¥ 25 Ry 2N A0 2B T AR &

UK

Step 1

Step 2

FATREBIEAENC BB I A2 AR, 8, R n] e RS FHetT e hdr T, BT (fR
FAMCED) W RE G 2 LU A2 R Py 46 98 SEA (1 I 1)

BEIZEITH AMA?

SURHEE BB AT FA T BT A RROCA 5 55 b A e (02 5 1 Gold Star JiAs, #IEFT LS 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743 178 htmlIH /- 44 1) K&

AT 1 SR AR B 65 3 1

4iEFama

ki

Mini USB console

RJ-45 console

fE FXOS CLI ", BonEAEBITIRA,
scope ssa

show app-instance
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Step 3

wmirTi i

TP

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

N REL RGO, T PATIX DI,
a) BRIEOLT, BRI LR ] DHCP, i SR 00 48 BEF I BB A 1P Mok, 5 A LU T dr 2,
scope fabric-interconnect a
set out-of-band staticip ip netmask % £5 65 gw % 2%
commit-buffer
Pk o
WERIB R VLN R, AIE SR A 2 TiTAEH] DHCP, f#HI LA fir &2k 4EH] DHCP,

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

b) HUT (FXOS MibsHEkriEmT) iy SRR 7.
148 T M AT T A B 17 ) 1R AR S 2% R AOH I A%,
By kB EB R shE, AT AR RGEREE] FXOS CLI,

c) FEFXOSCLI™, ARG E S L%,

2% B A] UE

P M SR A R A L SRR I, BB FIVF RTE Y 12 CUBE R B ) R B P VF T e 7 B R
B B AR PRI ™, 3 i R LR R

SR ARTE NS, T PR R BEASTE A B AR M B AR R RE P B P A I
W, AR UE, 15201 (Cisco Secure Firewall Management Center 5 # {5 /)

S BITAE A LR VR RTAIE
o FERIAR —
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« IPS

o B PATBIE

« URL i 3§

* Cisco Secure Client

1o QRS A QA INvE e, WA Rk 55 LAR R I R R 23 (Search All) “#EL
B 5 AR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. HRLUFYFAE PID,

N

ER B AR PID, &0 LLFSK PID A INEET

« IPS, HREAFBIHF URL 445
« L-FPR1010T-TMC=

s 1k PID 2 VR EVHTIT S, T LU 5 LR PID 22— Rf T 71
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

« Cisco Secure %% )" iii; — 1% 2 Cisco Secure %5 ) v ] W5 F o

3. MR PIEPESFRR S (Products & Services),

& 6: 45 R
e All Results
T Orders 6
(¥ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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(BT KHAIBE A= EIR

IEFRHRGAE R E L, A T RE & S EOUIF R g™ AR, AVFZ R HAE R BT,
Pt B AT FLYSAN RE LE 5 DR AT K Bk AR 4

Firepower 1010 HUARB AT ST IR I OC,

£ CLI XA B K I BRI

T L] FXOS CLI 243 5% AR GE T 9% 11 B Ak i L,

o
i

Step 1 A FH A g ) SR 2 1 5 i

74EE BimE

3

Mini USB console

RJ-45 console

Step 2 {t FXOS CLI ', %453 local-mgmt 1,

firepower # connect local-mgmt

Step 3 KRG,
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Step 4 B BT KRN I R G 8oR, RHSERUA, A 2ILL R iR,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network .



#ETE |
B snemoxmm s

Step 5 TEBILAE W] AAE 0 BT HRLUEA S AP BE D5 IR T HILARS 1) R JEL

{EREE RO RAR K IE

Al A B 0 IE A OC P R 4

Step 1 KA K Kk
a) EFEE>EREE.
b) EEFFEN RS, N W (D).
c) i (Device) i,
d) TERS (System) 4 il KR E (D).
e) HINFRIRI, BT ELH I,
Step 2 WARIE S B7 KB T H G158, WEER KBS B B RGP, RS, BRBE RN R,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MR EH G GERE, HER KA 3 e IR R4 0K,
Step 3 TEILAE T LLAE D IR W i Sk DL 7 Q0 TTHLAE 1
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Ethernet 1/2-1/8 switch ports Management 1/1
PoE+ on Ethernet 1/7 and 1/8 DHCP from mgmt nw

Ethernet 1/1

© B @ FPRI000 SERES
nﬂﬂﬂnﬂﬂﬂn
CISCO

Ta]=
\o)a]

<‘ Internet j

Management
computer

Management center

PATHIRECE
{diH Cisco Secure Firewall #5314} B CLI KA TATHIUE AL &
MISAELE : W& ETERE
Rk, (MR KA G, R LMK TAE B L R B
« IR 1/1 - outside, 1P Huhik>k |1 DHCP, IPv6 HZhALE
« VLANI - inside, 192.168.95.1/24
o BRI Hh - Al A 0 B % DHCP 3KHX
o JLARRE O - PR R VA A P RAT T

AR AIABBEE, WPy F DHCP R4, Uil 45 i e m ol e 4 X 8,
iz

Step 1 vk SN R A L (UK 172 82 1/8)
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Step 2 WA A

a) ¥ % https://192.168.95.1,

b) EHH 4 admin FIERINZ5S Admin123 %5k,

0) RASPEREI IS RS I S U B DU
Step 3 i & E S

mema. weges

Smart License
Registration

& Internet

= DNS Server
L

ISPIWAN,Gateway

Smart Lice...

8RERE
i Configure Configure
DEVICG Setup ° Internet Connection ? Time Settings
)|
1/1 1/3 1/5 1/7 PoE MGMT
giael @
==& =
1/2 1/4 1/6 1/8 PoE CONSOLE
n
iR

FAR S 1 0B R TR T

a) e E MR A BRI,
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9: 1455 KB E) B EX W

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
1. ShERREEOMBLE - QLT RIS R T F Ik, VA RS TP kb, AN REAE H 1 ) L& PPPOE; &
A LAESE ] 3 L PPPOE,

2. SO - WEEHED P AR R E R S, (ST LA E DR IEDL, AR TR RS
IP Huhik, 15SHBStep 4, 2 14 11,

DNS BR&8 - R4 Bl 1¥) DNS k%548, ERIMIE N OpenDNS A4k DNS Ik 554
B5AIEEM 2

b) A ERTEEE (NTP) (Time Setting [NTP]) Jf i F—# (Next),
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mere. geges

& 10: B3 B (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC M

NTP Time Server

Default NTP Servers 4

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) EFE3N 90 BitEAmAER.

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN ) B BT PGSR U A BT YRR A A B L BT,
d) mdrsE.
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11: FEEIR1E

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) MKIKiEFEIMIT %% (Standalone Device) F1 BER (Got 1t),

Step 4 CAT3E) (A TP HhhloR L& & HE: 1, 1ES & > #E0 LNE RN,

Step 5 R E A I, 15 RI&E (Device), X5 HiHED (Interfaces) 4% A (142,

Step 6 Wik R & (Device) . > RFIRE (System Settings) . > &P EIE (Central Management) Jf: f o 4k 45
(Proceed), [n) & B b0 70
fic & & 38 fh 0 /CDO FAE B,
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[ 12: E320/CD0 ¥ RIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDC

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
=] ' =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) M TREMEEEFO/CDO EH B IP ik, W& LI 1P bk sl =14 V5 ) B RO, i A
& (Yes), Ui A HFL 7T NAT Z )5 80k A A 36 1P #iulik s =14, i sl & (No).

b) WHIEFER (Yes), iHRMABEHL/CDO E£HLZ/P ik,

c) fREEIEHL/CDO SEMELH,

Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network .
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B ouzs o

I PR SR B — Ik M 380, T By KRS R B A Ry LR, MBS 37 AN

e HHAFORTF T (A-Z, a—z, 0-9) FUEFRF (), M ID a] H K 22 N0 k% i 3] 25 BE AR,
d) #&%E NATID,

I ID R ME—— M E PR, BOA T A PO BRe e, BIMEANIE PG WA 1P ik, Tk

ISR & NAT ID, NAT ID AL 37 N ERF, AR~ (A-Z, a—=z, 0-9) FIEY

5 (5)o M ID ANBEFH TRARAT HoAB B RS W3 45 B by, NATID 5 IP $uhk 4558, T30 iR R &

Tk A IERIIR A NN TP Hikik/NAT ID #HT S IE 5, A Sk 249,

Step 7 fo B EEEE,
a) THEBBREENZ,
b) fi& DNS PR #84H,
BARXCAWE: EHEMAY, siflgd— 94l Bk DNS 41444 CiscoUmbrellaDNSSer ver Group,
H: A 4345 OpenDNS i 4525,

c) X TEEHL/CDO FEIED, sliEEZEND (Management Interface),
Step 8 mitiiE# (Connect),

TEMHAZS (Registration Status) A G HER: 27 B B 3R HRIRES,

13: i

Registration Status

o

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge started guide (2,
management center configuration ¢ 2.or
CDO configuration guide [ to configure your device.

Step 9 ERGEEIESO/ICDOEMZE LB G, R EHA L, RGN KRS, 152 5 m) & H# b s kbl
18 i,

#ABCE: CLI
P CLI BB BB ML TP bl B SRR ,
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Step 1
Step 2

memsE: cu ]

A v I EV ) PR A CLL, 35 2B Uy 1) Wi 8 CLL, 58 3 L,

SO I B R E Y CLI 3 B AR,

pEsk E2

BRAFERRECE, SNIJCEES CLLUWRE A (i, @k s rmig) o Hid, nTLE7E CLI f
configure network it 4 B UITA IX L% B, 1S 1 Cisco Secure Firewall Threat Defense iy 2%,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

fem: AR hE R Y,
Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

fEE: HA no LM BB L,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network .
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B aemsoEmmaos

Step 3

[5]

Sk

=]

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

PO L,

configure manager add { #1144 | IPv4_address| IPv6_address| DONTRESOLVE! reg_key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - #& & & # #.0» f) FQDN 28 IP uhl, it &
WL JovkE SR, W DONTRESOLVE, {EXFHEAL T, B ka2 5 AT Al Ui il (1) 1Ptk el 3

4.

» reg_key- 1€ BB FER)— PRI MY BB, 0 0 A A A P L AR E . PSP A 37

NFRF AT AR TR (A-Z, az, 0-9) FIEFF ().

e nat_id - $5E T EIEFEMME——RIE PRI, BOAT EAE R L ERRE e, NAT ID Al 37 4~

o AT TR (A-Z, a—z, 0-9) RUETFHF (-)o M ID ANREH TRAAL AT A e 2 M 21 45 2

EP /D\O
Tl

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

B AL E AR B AR

K B K G T BhVE M 2 A B G

. Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network
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Step 2
Step 3

CEEETEIOPE T |

B,

a) HIALLF URL,
https://fmc_ip_address

b) HWASERI I A,

¢ MIIEXR,

TR E > REEE,

MFRINTF RS, R &,

Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network .
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.

Add Device ®

D CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect arecommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:t+

[ 31101 ]

Transfer Packets

BEE LN S AL

« EH (Host) - A ZASINII B KA 0 1P ks LA CRAT D o WiRANETHY, R 7 BUR =5
RAFR (Display Name) - S N 2475 4 F L o RoR BB KA A4 BRI Joid B iz 44 7K,
ERRE A (Registration Key) - i AN AE B K REAIUATC B P i 58 VE M3 B,
« 8 (Domain) - WUERAT Z 43R, 5K B2 B 2h 70 4k,

. Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network



| EEEmpAcE
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* 48 (Group) - W FAEAT AL, PR H A Fogh v & 4.

« 7182 SR B% (Access Control Policy) - EFAIAA MG, FRAEC A& B O Z 0 B e SRR,
5L FEFT 2 SR BE (Createnew policy), #RJEiEFEFEIEETE = (Block all traffic), 2 J& & nT LU otk i &
PLAVHREIEL; ESWECE ViR dn) , 25 35 11,

15: R SR BE

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s BEEIF AN BB I DhRe O TR REVEE, GEE: IR A)E, BTN B > 1FAHE > &
BEVFATIE TN HH Secure Client G247 o) VPN ¥ AJIE,

« fffE— NAT ID (Unique NAT ID) - 45 5& #8875 B KBS M UG HC & 5 2 1) NAT 1D,

o (EHIEIR A (Transfer Packets) - & & HiI#IB € (Transfer Packets) S EHE, LU TR MAEFLE, &
R AR B L TR,

BOESR, Em O, S TRANANRE, &S TG B A A S i S s 0% B A 0
BHTHR A, R BRI, W & & E L RIEFMER, mAS R EEE .,
Step 4 i Register,
S B AR A I, T AR AR T

« Ping - V1) BUMD A CLI G2 5 g b B8 CLL, 55 3 00 , SRS LU R4 ping B0 TP M
Hk:

ping system fmc_ip_address

W ping ANpI, A show networ k iy 2K 2 (9 24 BB, W 75 L o 5B KR 2T TP Hbhik, A
configure network {ipv4|ipv6} manual #i4,

< WS, NAT ID F S rb 1P ik - 5 ORAE IS AN v A8 FAH IR (073 25 5 R NAT 1D, ) BATE R K
5% 4# ] configure manager add iy 4 ¥ & 7 £ £ F1 NAT 1D,
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R 2 HERR (S B, 12 https://cisco.com/go/fme-reg-error,
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=,
B & A AR SRAG

A5 DA 50 R e AR 22 4 T
o PIRRIAMEHE 11 - O A R 11 23 IO S TP dtahik, JF4% DHCP HIFESMIER I,
« DHCP k%548 - 16 P9 i#% 1o % 7 oA DHCP iR %54
o BRIARK b - S A4 S BRI B
« NAT - 7E4h i 0 _EAHI #2100 PAT,
o Vi Il i) - Se VO i AN PR 35 B M
WIE T LA 52 S A Semg, LA B i A A

e fERL, E23 W

« iL & DHCP Jlx%5-#% , & 28 1L
o WNINERIARE B, 5 30 1T

o« it NAT , 532 1T

o WO VT MR, 5 35 0T
o WREMLE , 37

BcE#EO
il Voot P AN E CLI ZEATHIIR BN, RGPl E DL N
« LK 1/1 - outside, 1P Hbtik>k [ DHCP, IPv6 H )L
* VLANI - inside, 192.168.95.1/24
o BRIAEK - AR 1 L) DHCP 3R
U RAE ) BB VT ATAE WA A AT AR E T ORISR BRI E,
WAL CLY AT IR B, WG 75 X 15 46 A T L
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B =s:0
LEPRRG LR, S0 A M B4 Ja AT HoAth e S, BEUEAT CLI MIUA B &, b0k A AT 4t
ML I VLANT #2100, AR S0 FE AR P 77 ZOR A Wb Lty 36 0 B kR 0. B8 A icsy
A I LL R T B TP Bk,
PUR 7R BIEC & T — AN i A bk it e Q358582 11 (VLANT), A —/ME ] DHCP f i A s 4k
T (LUK 1/1) ' AW Web RS #8E5I—A~ DMZ #:11,

SUE ]

Step 1 %% (Devices) > & EIR (Device Management), R )5 fiidi X & HI4REE (),
Step 2 MO (Interfaces),

& 16: %0
Device Routing Interfaces Inline Sets DHCP VTEP SNMP
[ Q search by name ] [ Sync Device ] [ Add Interfaces v ]

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorini Port Mode ~ VLAN Usage SwitchPo Virtual Router

" Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.255192(...  Disabled B  Giobal o
Ethernet1/2 Physical Disabled Access 1 [ o] o
Ethernet1/3 Physical Disabled Access 1 [ o] 4
Ethernet1/4 Physical Disabled Access 1 [ o] o

Step 3 RAEH CLI BT & E, 158 HAZ AL 1,
a) AL ) 4R (),
B 17: BAXHANEO,

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O
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maz0 ||

b) EHBREIEMELLE H R,
c) (A[iE) Tk VLANID; BRIMERN 1, Bk, SHERIN—A VLAN £ LR ILEL 1D,
d) AEHRE (OK),

Stepd VNI (ZRgifH) PIEB VLAN £,
@) AlFRIED (Add Interfaces) > VLAN #H (VLAN Interface): Wkt 1 CAF(E, 1 il 111 it
©).
[ 18: %0 VLAN #%00

Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
Description:

None v ]

ecurity Zone:

inside_zone ¥ I
|

MTU:
| [ 1500 ]

(64 - 9198)
| Priority:

(0 - 65535)

VLAN ID *:

| Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) MZRE X (Security Zone) s HELFE—NIVA RN MBI, B0 i@ (New) A — ¥
LA,

B, hn—A~% 2 inside_zone (X 3k, #8RT DU DX 45 i 2 Y H ‘22 4 5,
R VLANI O &, WHAFByE,
¢) MNKFER AN 48 NFRHZFR (Name),
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i, Kk 4 inside,

d) % B (Enabled) & 1EHE,
e) K= (Mode) /¥ 47t (None),
f) K VLANID 8N 1,

mEfAER |

&

BROATHOLT . P sg il A BEE ) VLAN 1; WERAEBAREFEANF ) VLAN ID, 38 7 B4 SRR A0 i

WL 11, A A7 T8 VLAN ID 6t [ VLAN |

PRAFHE )5, oV VLAN ID; VLAN ID B2 F Y VLAN Aric, 2% i e - id$z 1 1D,

g) riii IPv4 Fll/ak 1Pv6 i T4,

o IPv4 - R R4 R Pk PHE R ERRS IP (Use Static IP), AR )5 LLRHMT FoRiki A\ TP Huhk A1 9 HERY,

Wi, i\ 192.168.1.56/24
19: 1% & HNER IP ik

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25
< IPV6 - A TCIRAS BB E L B shELE (Autoconfiguration) & IEHE,

h) AEE (OK),
Step 5 B BEHFINERRI LUK 1/1 W) 4858 ().

2GR Bon—M#k (General) T #%,
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EI

b)

<)
d)
e)

maz0 ||

20: #Eik

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

| |

Mode:

(ens 5

ecurity Zone:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

(1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

MR £ X (Security Zone) NS £E—NIVA RIAMB X I, B0 midiEiE (New) dIn—HT
iﬂ‘égfﬁo

B, Fhn—AN4k outside_zone [ X 1,
WA VLANT CFRCE, WIHARFBOY ik,
BN B 48 N4 Name,

filtn, ¥4 64 N outside,

¥Erh B (Enabled) & 1EHE,
K48 (Mode) 1+ 4 T (None),
R 1PvA FI/8R | Pv6 IR T,

« IPv4 - % {FFH DHCP (Use DHCP), SR E LA FikiES 5.
« {£ ) DHCP 3%BYEXIA % H (Obtain default route using DHCP) - A\ DHCP JI% 2% % 5 BUER A % 1.
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» DHCP & H$5#x (DHCP route metric) - 4> fic 2 A 3R & &7 BERE 25, A1 1 A1 255 28], k&
A% ) BRER FREE E  1,

21:i& B HMED IP Hbtit

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

L )

« IPV6 - HTCIRA Aol E ik BEECE (Autoconfiguration) & IEHE,

f HEBE (OK),

Step 6 filhn, FeE DMZ 2 1 LTS Web Iigs 5.

a) fiii SwitchPort #Il i iEEe, ZEFEH] T DMZ (IAS L I AS B Lo AR (ao)

b) AT &RE (2).

c) MRERX1H (Security Zone) NHFIEPIERE—NIA ) DMZ 24X 5, 80 f#iE (New) W il—AS8r
(122 4 X ik,
filan, ¥hn-—"~4%4 dmz_zone [ X 15,

d) AR KR 48 MAFFAFR (Name),
i, a4k dmz,

e) %R (Enabled) & IEHE,

f) KR (Mode) £ 4 Ft (None),

g) i IPv4 RI/EY I Pv6 326 - I C & AT A (1) 1P bk,
h) rit#E (OK),

Step 7 MR TF (Save),

Bc & DHCP Ak 55 =%

L A% a4 DHCP MBI KBSk E TP Huhik, 35 /3 Fl DHCP R4 2%,
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i oHce k5 [

Step 1 P& & (Devices) > R & &I (Device Management), R )5 fidi & 448 (2),
Step 2 1% 4% DHCP > DHCP PR %% 8% (DHCP Server),
22: DHCP BR % 8

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ V) +
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

Step 3 TERRSS S (Server) X3, fidiifvn (Add) HAd & LR IE,
23: RInBR 55 8%

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

« 0 (Interface) - I\ N 7413 ik P4z D455,
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« b3kt (AddressPool) - & E IP Hihk S HL, 1P Mk o200 5 0k s e AL TAHIRI G 11 1, HANRR AR

H 51 1P ik,

« JAF DHCP BR %88 (Enable DHCP Server) - 7Tk 4% 1 i ] DHCP JI45 28,

Step 4
Step 5

R E (OK),
RMHRTF (Save),

s INER A 2%

BRUAS Fh I8 W45 1) 7T A SRR U5 ) ) B b g an RN DHCP SREXAh sl )3 %6 7T g
2l TR . R E T EhEi Iy, R R AT

Step 1
Step 2 W BEE > BRTSEHE.
24: 8750

Device Routing Interfaces

Manage Virtual Routers

Global

I

Virtual Router Properties
ECMP
BFD
OSPF
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
IPv4

1Pv6

I Static Route |

Vv Multicast Routing

Inline Sets DHCP VTEP

Network « Interface

%8 & (Devices) > i & &1 (Device Management), R J5 M & 45 (£).

Leaked from

Virtual Router Tunneled Metric

Gateway

+ Add Route

Tracked

“ IPv4 Routes

 IPv6 Routes

WA\ DHCP IRk 5 a3 BB ER 1, e WonfE kgt

Step 3

MR A (Add Route), 4R )5 & LA LI,
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wmzings ]

[E 25: FIngs S i E

Add Static Route Configuration ®
|

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network * - Selected Network

(6 o | ﬂ
any-ipv4

qateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[owa ] )+

Metric:
L ]
(1-254)

Tunneled: D (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

« KA (Intrusion) - A4 ZAS INFRAS G IR, il 1Pv4 B 1Pv6 HLik 4,
« 30 (Interface) - EHH P20, W EANTRO,

« AT 4% (Available Network) - 4y 1Pv4 BRIA S FHIEFE any-ipv4, & IPv6e ERINEE H1IEF: any-ipv6, 2R )5 A
RN (Add) ¥ I 42 1% E M 4% (Selected Network) 715,

* WX (Gateway) 5% | Pv6 [ 3X (1Pv6 Gateway) - i A\ s FEAF b L R KR — AR R W DG e 2 S8mT L
Fe it 1P il s 2%/ LA B

Step 4 MiHZE (OK),
% B S I R A I R

Step 5 RHRTF (Save),
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Bc & NAT

AP IRANE Jh N R i — 4% NAT KU, LSRRG Py b 46 o A2 1 1P Mhk b o 1, 3
28 NAT HUIUFR h$2 1 o 1 Huhlk- 2 46 (PAT),

UK

Step 1 L% & (Devices) > NAT, AR5 siidi#iZ 5K Bg (New Policy).
Step 2 H MG g, PR SRS %, RS SR TE (Save),
[&] 26: FiE KRR

New Policy ®

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

SRS R LN A B AR, TSR N SRS IR,
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CEIN |
[&] 27: NAT 5k B%
FTD_POIicy [ Show Warnings ] ﬁ [ Cancel ]
Enter Description
Rules NAT Exemptions Policy Assignments (1)
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination . . i
" " Original Original Original T T N
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

Step 3 mdiAsnE N (Add Rule),
Step 4 5 A A D) T -
28: E AR IR

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT #| (NAT Rule) - B 31 NAT 0| (Auto NAT Rule),
« KA (Type) - EFEENZS (Dynamic),

Step 5 7£ Interface Objects Ti i, # Availablelnterface Objects X 3, 71 1] 4[5 X 3875 N 2] Destination | nterface Objects
X3,

29 FEOM R
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] L outside o
— Add to Source I

Add to Destination
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B e=nar

Step 6 1554 (Trandation) Gl F7C & LA I :

[ 30: 3%
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet

Original Port:

Destination Interface Objects in
'Interface Objects' tab will be
used

Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
@ The values selected for

[ TCP v

Translated Port:

o BETE- S R0 () T IPv4 WS INIM 4544 (0.0.0.0/0),
& 31: F MG 5

New Network Object ®
[ all-ipv4 ]

Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

iR
TEA R H R G0 LW any-ipv4 145, K4 B 3l NAT BN ER o SO R a I NAT, I H A TE g
R GE XX A,

« #3AYIRE (Translated Source) - %+ B#x#% O | P (Destination Interface | P),

Step 7 R TE (Save) LA g,
B BN E R4 3 Rules 3£,
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Step 8

st NAT 5T ERMRTF (Save) DAORAE B K

o s 3 8 -
Fic & 177 1a]4% i AL )
DR EAETE A B I QU T AR (1 S0 R A AR U I R R, DM S 1 SR S I LA TS VR
SLibUR> & M Lkt DIR R L e IR A R U E 2ghe s/ VIS
VBRI AERE Qs AN U5 R N, LSRR AN P DX 3k 21 S 58 XSS ) A 3 A

Step 1

Step 2

CERAS T |

YEFE SRR (Policy) > /7 18] 5k B& (Access Policy) > 7 (8] 5k B& (Access Policy), SR el 40Tt 45 v £ Ul ) 47 1) S

) 458 (2).

MR (Add Rule) 1% & LT 24,

32: R X

Add Rule

Name [ inside-to-outside]

Insert |into Mandatory v

Q Zones (1) Networks Ports

Applications

A Users URLs Dynamic Attributes

Clear Selections [ Q Search Security Zone Objects

)

s inside (Routed Security Zone)

(O swoutside (Routed Security Zone)

+ Create Security Zone Object

1 A ldr 4, 40 inside-to-outside,

2. X1 (Zones) H ik £ A 8 X 4k

3. AR niR X8 (Add Source Zone),

Showing 2 out of 2 | Selected 1

@ Intrusion Policy | None

VLAN Tags

Selected Sources: 0

Any

3 Add Source Zone
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33: BirXig

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
on: Applications A Users URLs Dynamic Attributes VLAN Tags
Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All
Z0NE | v 10Object
id
+ Create Security Zone Object Add Source Zone

4. )\[X18 (Zones) F ik FEAM X 3,
5. fiidin B#RX 8 (Add Destination Zone),
A R R B SRR

Step 3 CRIED ki et QR Pl v R S SR, AR 1 SR DR SR

T pEds . MREE, AR REAN B0 SIS AE DS I A AN 2 BTN, AN 2 3 8 SCIXEESRNS, (EAE TR 4 oK
Joi, IXEESENE AT I PO B AR AT A (Sed A HD R BH bR ARE St AR, AN s R 4
34; eV BRI Z B R PR

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

« TS IERR N - BROATIUL 98 & SRl prAy e, DUEIAB U T A (b)) o SmT RO BRIA w2t
AT HNE— S SO BRI FEE . I, AT LR R PO e s, UE S mT AT (fRid) | PR
(ENC s untinyiZ oo T RIR P BEGE P H SRS

Tt P Ty B AR iR 2K I 3 7 2 T, Gl AR R AR R AL B R, AT B RS, AR T SR
SR LS IR AU A L g s A, TR BRI, RRT DO SC IR ) LI BTG IEA T PR %
8N NTRNE = s N S TS u o5 S TR A SV S Uy =TS I AL EMTRR B U 1oL | W /R QS E | B SR T

i, R AE EELE R 2% BRI FTP i, (HANBHLER B B DL A PR SSH it AT L In—A4>
BT TIL 8 &5 SRS

< R - BUATSOU M AN IR AR iR R R R B 1) P 5. K2 EUFOL R #AN XA =
AT, RATEEHAAVRIONG DU N A BERFE. A T KRR R 2%, X T HITE S B 55 4 BOR B
AMEAER B, AR SRS T R — M R

c REEEE - HEIPS Vb BOAE L i, LWL ERRERAL B 2T W HRng A T2
AL B2 T 5 — SRR R ST S O IR A . 22 A RE A A S AR PR B L b 5 RO R 5 P 4
2 Talos L1 1P Hulik, URL MU, 2 [IFRER:, R8T LU 5 2445 i sl B oAt TP ik, URL =i,
P
U SR BEAT TIPS VFRTIE, RIS il 2 Sems b sz Sk R, AN iR B s,

« B - BOATEOL T AN G 3, AR SR VFVS SRS AL BRI 2 T, T DLESR AL AT S e,
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Step 4 CRIE)  ASIAEDT Il BRI 2 i 132 P RN AR SRS

N TS E — 2 EE SN RIS e S, TR ERE R Al R e E, B O 52 Rgi it
(ISR, AT DA% SRR IS B B S Se s, PSRl e T R e st semg,

a) At NRHBE (Intrusion Policy) FHz4l#%,
35: AR ERINR IR

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jong | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) MFIER LR RGN Fns,
Step 5 CATIE) VR INAE V7 I 45 R0 2 5 I FH (R SO S s
a) sulisCHFIRER (FilePolicy) FHioI#, ARGk EEIIA Sng B0E i 1L PE3T FF SC4F 5k B 513k (Open File Policy
List) ¥ hn—>3k 05,
& 36: ST SRR

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

XTSRS RGURGE SRR R AT IT 56 RE (Policies) > BRI (Malware & File) BT,

b) AR ENSKTEAIE S, 150 (Cisco Secure Firewall $4% 5 FLAHAC B AR TT) o
) RIFERAAM (Add Rule) TUIHT, ARz 514 i FEHT Gt 1 S,

Step 6 s BZA (Apply).
FUED TR N % Rules %,

Step 7 MR TE (Save),

AELRE

FrC B S OB B e s AEFE AT, T S SR SRR A
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Step 1 it EJ7EBE (Deploy),
37:EE

peploy | @ C’C)\ v

Step2  BIPURHECE, WEPHRET S, A5 AGTERE (Deploy),
[ 38: S i

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

i, A 2ERERE (Deploy All) LLESE 2 ¥ 45,
39: £EVERE

Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

R0, S0 T AR BRI, 35 S S R ERE (Advanced Deploy),

. Firepower 1010 Threat Defense Getting Started: Management Center on a Local Management Network
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werz ]

40: SREE

1 device selected

[ Q search using

Pending Changes Reports

ce name, user nam

] Deploy time: Estimate I3V

D Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> () ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates

Rule Update: (Isp-rel-20240311-2013)

Step 3 FORESE D, s Rt ERZ (Deploy) FflA O iy B bl AR 8RS
M ABRTS

Q_ search

H 1running 6 success 0 warnings O failures [ Q Filter ]

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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