i

{8 F i 2% 5 T2 2 AR & BB By i

AREXHEE L ?
BEAE A ] EAE RGN LS, iES WP E RS A E G2 o AEEH T BB
(IR & =S
AR AU HIET Web BI85 B E 7T, 58 BRI 1 R 46 1 B ARG E
A B HRAE ] DATC B /N X 2 S5 5 FH AR IR S AR T RE o b i B N B G — B 8L & e a8 1 25 1 ¢
T, EIXF LR, EFRAEH SR L & &SRR T2 WS B B R M 44,
KFBh NI
] LLEAT O B AR A 5 ASA BAF . 76 MBI AT ASA 2 Ta) U1 4 75 B0 v 26 AT J ik
1% RS TFEAR T YA7 23R, SR FE g . 15 FoH g BB ASA 5§ Firepower
JB U 5 A £
7 Kk 5 251817 WEFR M Secure Firewall eXtensible ££1F R4t (FXOS) [M)E)ZE1E RS B KREA S Fr
FXOS Cisco Secure Firewall LA A - TaBEHERR H 1, SCZRFZIRM CLI. A %1415 &,
W i T H 4% Firepower BB () Firepower 1000/2100 Al Cisco Secure Firewall 3100 [/ 8%}
FXOS # b SR TR F o
FRRAUEE AR AR - B KA EER B SN AN S 005 5o (H2, AT DAZERCE R AN A B 015 8.
B ;44 FEIXME O T, B AEPAT L B0 SNMP i i) e & 25 B .

o U EE A, 52 0L

o A MW EFEOANE , 53 00

o ERWAAHEL, e

o FITFB KRR , 7 0T

o (AR KRR IF LB , 5 8 1L

o (FIE) 1 CLI MU B MR , 56 9 L

o BoRWAEEAY, A1

o SEIRAIGRICE , 55 12 TT

s iLEVF, 13 1L

o W AE IS RECER K, 19 1L

* Ui I @ WA FXOS CLI, 55 22 T

s BEMIEE ., 524 00

I

ERgggEsnsamnyE 1


firepower-1010-gsg_chapter1.pdf#nameddest=unique_1
http://www.cisco.com/go/asa-ftd-reimage
http://www.cisco.com/go/asa-ftd-reimage
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

B :aes

© KPR KEGHIYR . 55 25 T
s JREPER L M 26 0

=|-

iz 7

=I-

i 213

TS LRSS DAFENUAT A2 S By AT e 64 RS o

Pre-

Configuration

CLI

Device
Manager

Cisco
Commerce
Workspace

Smart
Software
Manager

ERgEEEENERMEH |

Install a new Change Mgmt
software —» Nelwork
version Settings at the
CLI
|
- v - -
N ¥ o\ AN
\7 JLog into the (8 ) complete the (11)Register the
device initial firewall with
manager —» configuration the Smart
Software
Manager
‘ A
a) v
\ 9 ) (optionai)
Obtain feature
licenses

|

.10 Generate a
license token

£ N A N ¥
(1 )install the (2 )Review the (3 ) cable the (4 JPower on the
~ firewall ~ network and ~ firewall ~ firewall
—p default —» —»
configuration
v
5 ) (optional) 6 ) (optional)

S
(12)configure the
firewall in the
—» device
manager

| A A

LRI KA WS BB R R

oL e T

R ML EENBOABCE , 28 3 I,

I_EMEW@%LW

AR, B 6 T,

(2| BB R T A

FIIT Bl K i L

CLI

CRIIED R A AT IR 2 REFRA 28 8 T

B ERgEEEENE M


https://cisco.com/go/firepower1010-install
firepower-1010-gsg_chapter2.pdf#nameddest=unique_16

| ERREEEEBERME
samensnnileEs [

6 )| CL! CRIE) {E CLI TS BRI A 5, 4 9 L.
(7)| By GRBAHIE 811

OkiLe SERVIBRLTL . 3 12 7T
@@mﬂﬁ%z%%m CAJie) WCEVFA] . 5 13 00 SRIRTIBEVFATiE.

(o) BRERAFEELES | BOEVEA, 513 00 AR TIE S M

(17)| B T OB VERT , 5513 TTe R8RSR T IR 4% S M 4
(12)| BAE A T VLR PSP E K 55 19 T,

EEMEHMEMIANLE

AT LUMAE B 1/1 43¢ 1) B Ff5 4 1 o Y e 2R B A B B . L A B L2 —F BT B 20
W 25 B0 AT R 1

RS THERE T RS A R AR SR 1 BB R ) i 2 R U U 25 B DS A 1 2
FATAE DA VR i R 4% B IR, LAAE Bl A DA J5 00 P9 AR I 25 S0 T I A it A NAT .
RIETRE N IR LS PPPoE USRI ISP, W LAE WA BEAS 58 BV Uh 6 B I AT I 45
(=

\)
AR WURGOCIEME AT B IP bl (i, B P M 2N EE DHCP RS 48) ol OSSR BIEH &
S I JFAE CLI FP AT HIAGBEE, AR BEE B IP Hudik . I SCMIHLAd R A R 26 B0

A T B N TP Mk, RTDAAE AL R e OGBS BT IR . BN, fELUT
U, BT BEFT B O S TP Mk
o (7.0 MW ERA) PIERIP Mkl 192.168.95.1. (6.7 S RLEA) P IP Hihik > 192.168.1.1,
TR AN 1 243K 192.168.1.0 M 4% GXE— Ml EAMES) B 1P Hiuhik, DHCP FH
R, AN ARG TP Huhik o HA I 1) RSP D DRAE T S B 41 A [ — 48 EANRE AT A
P, fERXPMEOLY, 250K PN TP Mk B R I 4% E

o T SRA U BITAE SN BB NI ES TR, SR A TP ik BRI 2%

N EER T AEAEAIERABC B Y B RS (10 U B A BROA 2%

| ERgggEsnsamnyE 1



B =m=

B 1: 32 B MR ERE

{

Internet

outside
Etherneti/1
(DHCP and IPv6 autoconfig)

Threat
Defense

Management mn H

(DHCP)

| ———— |
(Optional)
Management Computer

(switch ports)
192.168.95.1
Ethernet1/2 - 1/8

Management
Computer (DHCP)

\}

ERgEEEENERMEH |

AR T 6.7 LERRA, W IP Hibkh 192.168.1.1,
W 6.5 M B E A, FEE 1/1 BRIA TP Hikikh 192.168.45.45,

FOAECE

VIR BCE R, B KEERCE AR LT WA

o NER - IP Hbibl (7.0 2 EIA) 192.168.95.1; (7.0 ZHIfRA) 192.168.1.1.

o (6.5 MHEERA) IR - LK 1/2 2 1/8 J&T VLAN 1

 (6.4) TR G AR - LR 172 £ 1/8 J& THr41# 0 (BVI) 1

o AMER - DIKM 1/1, TP Hbdik>k H 1Pv4 DHCP Al IPv6 H &I &

* REB—SMER UL

B ERgEEEENE M



| ERREEEEBERME

giiE ]

o BB OGP 11 R

N

o (6.6 M ERA) IP Huli->k H DHCP
o (6.5 FHEERAA) IP Hulik 192.168.45.45

a4

LU R TR O R R 1, T R REVE T R
FEsE B, MR S AN D Gl ) L, silre —MgdE
e, (B FIARRE ER R CRIER &R B¥RE) » BlUlsyslog
g SNMP. AT IZWE . ACEAE R, 12 (Cisco Secure
Firewall % % & PLESIC E /)

* E1BE) DNS R 38 - OpenDNS: (IPv4) 208.67.222.222, 208.67.220.220; (IPv6) 2620:119:35::35
oA BRI AR PR IR 4 . RGEMANET A DHCP 3R DNS IRk 5545 -

* NTP- AR} NTP JlR4%%: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org
IR B A R P R E IR 55

* EUARSH

 BiEHED - WO DHCP 3RHL,  slAEBCE IR TP R E 1 K TP MLk
« EEEO- (6.6 MIE mhiA) WE P DHCP 3RH. WRBATWCEI I, TIERIA RS t /57 B

PIFE R L. (6.5 K RRA) FET I Hd ik 1

TERD R H SRR IR, DAAE TS AR s ] S ) I I DG SR VR R RIEA T
BB iR, R AR OB EA R, S, B DR AV AR S i
YN =1t ARETHRER

* DHCP BR5588 - fTENEBE R (IR 6.5 RITERARAY) A BEF: 10 LA H
BB FIE) - EHAN D EARER TS L.
* NAT- $20 PAT H T BT M 38 B 2358 i

ERgggEsnsamnyE 1


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

FEREEEEENERMEE |

| e

TR L

[&] 2: Firepower 1010 8977 %%

Ethernet 1/2-1/8 Switch Ports
inside, 192.168.95.1

. Ethernet 11 poe, on Ethernet 1/7 and 1/8
outside, DHCP and IPv6 autoconfig
from Modem (Alternative) Management 1/1

management,
DHCP from management nw

otnatfoe
CIZED

g8

Modem or Router

Management Computer
DHCP from inside: 192.168.95.x

\}

AR T 6.7 I RLRA, PN IP ikt 192.168.1.1,
T 6.5 RFEERRA, 4 1/1 BN 1P Hihl A 192.168.45.45,

\ )

B F 6.5 NIEERAT, Ethernetl/2 & 1/8 it B AMEFAZ #ALEG 10 ; PoE+ {E Ethernet1/7 Al 1/8 L]
Mo 7€ 6.4 ixH, Ethernetl/2 3= 1/8 B & A MMl CRAAZHMLEG D 3 PoB+ ANrl . PR
A HIHTUEAT LA o

N

8 Firepower 1010E A3 #F PoE.

FER B 1/1 8RR 1/2 52 1/8 A5 Firepower 10100 BRINAC B 1B 204 LUK 1/1 BE & A ShEB% 10 .

UK

SRR AT 2R B REA T 2RI B S B

[ EREERE AR T |


https://cisco.com/go/firepower1010-install

| ERREEEEBERME
DELPOT N |

T2 K ENEHEHER S DM

© DUKIM 172 22 1/8 - B S A BN L B R B30 rh— AN Py ac b Lo 11 (LUK 172 52 1/8)

P8 D 4 R RO TP ik (192.168.95.1), FFiz4T DHCP lk45-#s LA 25 iy CELE S BEVHEEHLD
PRALIP kb, DRUGIE i DRX BB S A 2 AT W 2 i B R GESTIBOARCE , 5
47510 .

B 1/1 (BRidh MGMT) - B85 BE 1/1 32 E R B B 2%, TR0 AR BEVHEEALAL T-45 BE X 4%
b, AT A B AS . B 1/1 B O N B 2% O DHCP IR 2523 3K B IP Huhik; A
FHUEEE O, D)6 25000 2 A B0 2e UMD 78 (70 TP Hbchl, DAGE ] LN BV RE 2) 1P Huhl .

TR T EOE P 1/1 TP Huhik BRI TE S5O G B R A TP bk, B A0Ks B PR S LA R B
B, EEW (A[ik) 7F CLI P FE M RS, %5 9 1L,
LB 3 BAIMNBM A EE 2 LK 1/1 #:1.
BN OL R, i IPv4 DHCP A1 1Pv6 H BC B3R HCIP Huhik, AR A DAE AT 46 I B 0 R) 1 B i S Hu ik

IR 4 RPN IR A BB AT e L 1 CRAKI 172 32 1/8)
A 1/7 F1 1/8 42 PoE+ ¥ 1 o

FIFFB KIS FIR
ARG R B L

\}

AR OO S BTN, IR KT 15 2 30 0.

FHIa Z Al

BRI I (B, A AR (UPS)) ARFEE R, ARISE KM T 2 32
PEERSAERGR . B IRAAVFZAIEAEIZTT, PUILK iS5 RETCVE IR KA.

iz
B7- 3 R S R/ S a3 G £l o RS R 25 £ ERVAE L8

i B ARSI, A ShiIE Y.
PR 2 W AR TS K B IE LED;  WRi% LED B4t esol, Foniis Campik.

| ERgggEsnsamnyE 1



ERgEEEENERMEH |
) BERHHFREHIA

Power LED
| l—Sta‘[us LED

WE @ rrmommm & 4
sofnenfua =]
CI3ED
u
i
(=] =]
2

LI 3 R AR T I E T KPRES LED: HESERE R G, R Cildam iz .

) MERHHREHRAR

S A AT IA T AL ZEI LA R A, WEHATEL D IR B T BUE AL L Bl K 3 iy 2%
HARRA . o, W nT LIRS FsT R AT T, (HTH (REFICED W RE 22 Hu i LR
TR A (R

HIZIE I T ARRA?

BB BGEATHAF R80T A 5 55 05 £ (U5 511 Gold Star JRA . BRIk n] L2
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 .html "+ ik ¥) &
g B, A SHREIRAS S (S UI6e) « KIFRAS S CRHKI ] 1 4Ey R4
AIAN T BEAMC IR A G S (eI BRI 4EP FROA R T, T BURNE)

i

S EHR CLL. AOCVEAE B, WS BU5 I b b5 A FXOS CLI, % 22 . Ry ol &
g, E& WA PR SSH.

1# FH H P 42 admin FIERA 0 Adminl23 &3¢,

IBEH ) FXOS CLI. 55— IKE NG, RESHRNEE S, W H T SSH ) Jdi il

iR W S, EEAIE, WL AT ) B DO S O, O
EEEFREE, 20 FXOS MiEHERR IR -

w15

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkkkk*
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Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

$HIB2 4 FXOS CLL F, BoRIEAEIBITHIRAS .
scope ssa

show app-instance

T

Firepower# scope ssa
Firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: ***x*x%x

Your password was updated successfully.

[...1]

firepower#

IR 2 ERR| Y CLI,
connect ftd

i

firepower# connect ftd
>
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T

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>
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WERGIA KA M, i R A S 0K o IR BRI LAY, T DU LR A —
A ENK .

o SEIOR BRIR PRV R 2T B SR N2 (3DES/AES) VPl TEMEER, A REAE St ThEE (CAf
A RS HD .

UK

SRR AR REVE I G P (KR T RTIE

24445 M SERF R 20 7 I8 B S A I, A (R R RIE Y 3% A2 B 8 (K B R TR VP RTIE R . H,
RIS TR | SN AT IE,  WEAE A Rk 45 CAE=S ] B Find Products and Solutions ## &
Br. R LU N4 ]IE PID:

3 FRHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

IR WA PID, 0] LLFFK PID ¥s N 23T #d .

« IPS. SHEAKATF B AT URL Y UE4L A
* L-FPR1010T-TMC=

MK EIR PID 22— IR NSV T U, W] DA #ES LU PID 22— 3% B R 3930 -
* L-FPR1010T-TMC-1Y

* L-FPR1010T-TMC-3Y

B ERgEEEENE M


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home
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* L-FPR1010T-TMC-5Y
* Cisco Secure % FUii-15 2 1 JRF 2 4% P i 1] WA F5 7

W2 E BRRRATE RIS b, D BRI AN I 3 1) R FOUDK P 3 SR I S AR
a) i Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7 General LI~ I, siili New Token.

General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) ff CreateRegistration Token X[ iEHEH, AL N & E, #RJ5 i Create Token:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JUBHEUGZIN R 30 K.

« FE{EA IS EEME R ERIFSHIEFI BT EE (Allow export-controlled functionaility on

the products registered with this token — 7 I 75 1) 5 58/ X VAT 38 5 (15 00 B A

M ARG WRATSAE e ThRe, WIZGLRIE R, dn R e m sk hfe,

ERgggEsnsamnyE 1


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

FEREEEEENERMEE |

B ==4v

it SR A P B B S T B I B A W RSB BT,

SO R I TR .

RGURE A A I BN 587

Kk o AN

d) sl A A O AR Sk BB RT AFT T Token XFGEAE, T LU HCRE-& 4 ID S B3I . 45 2%

BRI, TS G AR, DAAE AR i i (1 8 A
B 4EESH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled
MJM3Z]II’1YTIIZGOAOS{]0YJK2L@ 2017-Aug-16 19:41:53 (in 30 days) ASBAFP 21101 Allowed
2 . Py
5: EHIShE
Token 9 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 7 WAEES T, At R&, R BEEIFRNE M, Sl EEERE.
T 2B BRI RTE DU
$12 4 5l Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90...
days left.

IRV, R REVE RIS AROS TEHE F AR 50 R UG 4 et -

Created By

Actions

Actions +

[ EREERE AR T
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

| ERgggEsnsamnyE 1
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BLEFA

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTAE BEARIK P (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ’ﬂﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RERIFET BRI, JF R I DhRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

[ EREERE AR T
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Go to Cloud Services

Resync connection

Unregister Device

S Ay Kb gy +
E ISR E P A
DU D IRMEIAR T n) e 75 B0 E AL Th RE o 38 i T RO B AL (), FREUCE BN D IR 1R
f5 B

g2

TR WERAEEFE A B 1 (6.4) B0 AU SR A L VR0 B K s 1 (6.5 MR flRAS) ik
FRE, 5 R O 2P I
SR i B b (D), DABEERER I TP Mkl RO A

DU 7k — N G E o AE “BRsg X7 (DMZ), o] LR ] 2 FF 55 [l %8 7 (540 Web JIR %545
AR . SERUE SRR (Save).

& 6: frigIEO
Interface Name Status
on ®©
Description

IPv4 Address IPv6 Address Advanced Options

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

HIE2 IR COECE R, EEFITR (Objects), RJ5 M H bk £ X8 (Security Zones).

| ERgggEsnsamnyE 1
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7 Q& E TR BB RS A

R i 2 20 4 B BT DAk RN I AR 28 TS, DR AR AR 2 4 DTy AN 4 11 oK
PO W o IO BB VN AN BE FUBE X I, DRI 2 Gl e B SO B DG 2 5,
AT R DI R

LUR 7= B s i i DMZ 4 LB — Bk DMZ [X 35
B 722 RExg

Add Security Zone

Name

dmz-zone

Description

Interfaces

(@) dmz

HIB3 MR TP il H DHCP M B4 3 TP Hhlik, ik #i& & (Device) > RAIRE (System
Settings) > DHCP R $5 8% (DHCP Server), #XJ5ik+¥DHCP BR$52% (DHCP Server) iEJi .

P TR T DHCP IRgs#%, HA] LG bbb it 5L o JOMIR . G i & 7 JoAth 4 11,
WUFERX L4 11 E YA DHCP g5 g R0 IR ik miili +, DB PR LG B0 25 s A ik
it

Ak, AT LLZEELE (Configuration) B35 otk 2% F o4 41E () WINS F1 DNS %1% HE1 7R 40 14
# DU R oI £F inside2 211 (Huhilit k) 192.168.4.50-192.168.4.240) % DHCP It % %%

8 DHCP FR %5 2%

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

FIB 4 k3R & (Device), #RJ5 & H (Routing) 41 (M EEEE (View Configuration) (i gEE—4
#7508 A (Create First Static Route)) , Ft & 2R\ .

B ERgEEEENE M
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BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4

(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR

DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

iR T b ORI i AUE A T8 1, A SR B . R & > RARE > E
O RRCEE MG,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
CUZBM ISP kI lE) o nTLLIE I 255 P % (Gateway) v S5 1 B B # M 4% (Create New
Network), >KOIHIZT% .

[ 9: BRIARE

Add Static Route

Protocol

IPvd ) IPve
®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

HIR 5 EPEREG (Policies), J£4 WL & 20 4> 5 o

B 2 () T B E SR VE N AR IX S AR XS TR AR R i), IR T AT 5 3 g 0 B4 1 R
SR T I e (NAT) . RIAERCE T8 O, SRR LA 21 P A Do e ey, Dy ) 42 iR )
B BB I .

HOE, WERAT 2 AN PRREE O, DI 2 25 U7 1) 22 AR UK SC VA B X S ) (R 3 o A 228 i oAt
AR, DURE AN R SR VIR S X (A AR o KA 5 o B EA T 1) i I B R 1 B

PEAb, S v A SN DAS AL IR S5, I NAT R [ LW BEAT RS 40 4, DLSEIl A 245 2
I3 T ARG E LR S .

* SSL f#% (SSL Decryption) - 4n JEEAG A % & H: (FIWIHTTPS) R B FAENR . BRI,
T DA 20 fif s B2 o A SSL i3 SR W A o 75 BEAR A MR . R EOERL S, KL EHT N

IrRe
.

* 517 (Identity) - WA LR 285 BN 15 25N TP A ORI, R 49 FH ™ s 4Lk g 5 473 47 1 ) 245
Vi, TEEH] B SRS A 0 L 2 2 U TP Ml SRR AT

ERgggEsnsamnyE 1
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B 55 im0 exos cu

« 22153k (Security Intelligence) - fif FH 22 415 SR PR 5 773k F1 N B2 44 PR TP Mk B URL
P&, B CAPE RS AN )G, FET7 45 ) S B o] o /525 e 2l . SRR At
SE AT DA R M AT URL Y8, nI e 5 R 2 s s & 8. (EA IR, LR E
To Gt R SR S RS I A Bk R 4 PR R I

* NAT (Network Address Translation) - i F} NAT 50K Py 55 TP btk 445 g #0358 ] i e Hohik .

* if7lal4s ) (Access Control) - i FH U [l 2 5 Shems ff 2 X 4% b AR VFIIERE . ] DAJs 22 =X 4, TP
Hobk. B, B, N URL. P sl A 7 b AT il 9 o i vl DA F U ) 2 30 000 ok v FH
MNRIRIE RSO OB SRS . SLS3enE S URL i 3E.

* A& (Intrusion) - 1 12 SR I s br o BPASE A FH 7 el 42 00 U] 2 N AR S, a7y ]
PGB NAZ S, DL R J ) sl 4 Y R 2 T N AR 0

DL R 78] S8 /s ] 76 U 1] 428 1 SR VPR X 3k S DMZ X3k 2 [ )it . ZEdbon i rh, RT3
fle T EI AR B EATAET, BRERIERE (Logaing) K4t, Hob#EiE$ELE R AT (At End of Connection)
I .

10: 5 18]z 5l SR B

Add Access Rule

Order Title Agtion
2 b Inside_DMZ
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones Ly Metworlks + Ports + Zones
@ inside_zone B dmez-zone

$IB6 PR E (Device), RJn A E# (Updates) 4l EFELE (View Configuration), kRS HiEE
[N TR7 S
WA IR S, WA RN R0 “VDB” Edls PR E e R, W R A e AR, W M
W7 F“VDB” BEEERCE IR . WA AR AR e A SR AT M AT BN UL LA, E O R
> F1“VDB” Fdhi e e 5 R

v )\

ey [

BIET A ((ERE (Deploy) Hil, SRR ek S BT (), DR B T L
RABFE BT R %, BilA Sk,

5 18] B R BA %0 FXO0S CLI
1 F A 247 FHH (CLI) 7 W RS DL KRG HATRAS P e . ol CLI &b fie & SR
] DL R 5 6w 1 AT 1] CLI.

B ERgEEEENE M
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AT LLYT M FXOS CLIVAHEAT i HE

\}

AR T LB SSH RS BB YA A B . HEHIA 1A, SSH 2 R BRI T B
B4 CLI, 1t ml 1] connect fxos i 4445 5] FXOS CLI. W1 %k SSH EREAT TF AN B 11,
i Ja nT LG 28 0 Bl . BOAEOU R, A5H SSH Bz i) . BRFEP A 44 6 i 1)
Yy CBRIAMEH] FXOS CLD

i

W1 TG CLL i LSRRI H] S5 . Firepower 1000 B T —H USB A %% B Hi47H145 .
IR A S B RG22 e L ZE 1 USB B AT ISR/ (12217 Firepower 1010 S fFFEFT). #4541 £ 3
BRIN K FXOS CLI. LA R H AT :

* 9600 HRFH

* 8 ML

* Torr i

© 1AME A
TSR3 FXOS CLL, AfH admin F = 4 R 46 v & I BB K 2505 CBRIME ) Admin123) %3k CLI.
EUE

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil WPt CLIL.
connect ftd

Tl

firepower# connect ftd
>

Tok)a, W THECLI EPT?H i TS B, R hdp k2. XA S K, 1525 Cisco Secure
Firewall Threat Defense fiy 25,

$1E3 BHEH W EFTD CLI, %A exit 5 logout #74>
WA A B B ER S M £ FXOS CLI 78 . £ 2% FXOS CLI /] i dr 2 A A5 B, IHHIA 2.
w15l
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https://www.cisco.com/c/en/us/td/docs/security/firepower/1010/hw/guide/hw-install-1010/console.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

B zzsues

> exit
firepower#

EEEHRER

ERgEEEENERMEH |

iy 47 St (CLY) AR AT 3%@1%’]1;,%, BIRHBER S . AR FA S PR AN (R

LA o T DU e 3 12 2147 il
, #2270
UL

B K V7 ) CLI; 152 5 U ) @i 95 i A1 FXOS CLI

LB BRI S, 154 show model 4.

> show model

TP

> show model
Cisco Firepower 1010 Threat Defense

PIg2 BERRHHTYS, G show serial-number 4.

> show serial-number

Tl

> show serial-number
JMX1943408S

A B R 7E show version system.,  show running-config 1 show inventory %t .

L3 G RE R LA &P IR E T e bs i

HAF (PID) WRASHR T (VID) RS (SN) () BLR

PR ITAAE R, WM EXEC BB EXEC X M i show inventory T 4.

> show inventory
a) M BB CLI:
il

> show inventory

Name: "module 0", DESCR:
PID: FPR-1010 , VID: V0O
M FXOS CLI:

i

b)

firepower /chassis # show inventory
Chassis PID Vendor

B ERgEEEENE M

"Firepower 1010 Appliance,

Desktop, 8 1 MGMT"

, SN: JMX1943408S

GE,

Serial (SN) HW Revision
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1 FPR-1010 Cisco Systems, In JMX1943408S 0.3

A Y A Y LY zIZ :

XA PG N IS IR
W RS R B, (AR fes S8 KRG ERIR. idE, A2 dtE - EH5E )G
BIaAT, RPEES A YR ANBE 1 W I B kRS R S8
Firepower 1010 LA A M I TT o< 80T DU 5t 4% 45 B 28 O A ke B, m) L FHFXOS CLI

FERIREEIERR XA AR
FEFTRA Wi P8 (ERC R,

UK

W A WA AR IR K.
iR YT 6.4 O RIRA, 1ETE W& ELEY CLI Héi Ashutdown iy 4.
a) A& & (Device), R i RGI&E (System Settings) > E# /B /5% A (Reboot/Shutdown) %
.
b) ridiki.
W2 MRS KB TGS, EER KON R RS . B E B LT R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WMRBA R G IER, EER KL 3 LR R g LKA .
IR 3 TEHUE AT DU EEIN A B A Sk LA B 5 KT LAR (1 e

£ CLI B FFix & iR

#5 0] LS FXOS CLI ‘46 R R I & o S8 mT LLE I E R 20 & w1k Vi la) CLI; i
ZI V5 18] B A FXOS CLI, 55 22 1,

| ERgggEsnsamnyE 1
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UK

N
>

7E FXOS CLI #1, #%#2# local-mgmt:

firepower # connect local-mgmt

N
g
N

& shutdown iy %
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

FIR3 BRI KEER PN RS R . BORA LU T .

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

SR 4 UL T DL SRR RS Sk LAY B 5 ST T LR K L

TR R B, S PSR T AR SR LS R} Firepower SCRY o

HREHESEEHBRAMGEE, ESH (GGH T Firepower & % % 225 11 A} Firepower Jal i iy 7L &
R o
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



